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Monday, April 11, 2022 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
T. S. Eliot has said: I have measured out my 
life with coffee spoons.  
 
Coffee beans change hands many times between a farmworker picking a 
coffee cherry off a coffee plant and a consumer purchasing an espresso, 
creating a complex international supply chain.  
 
The coffee supply chain faces challenges, including child and forced labor, 
poverty-level wages, and environmentally damaging farming practices.  
 
Consumers and organizations seek solutions to these problems; blockchain 
may help provide solutions. 
 
This is covered in an interesting paper from the U.S. Government 
Accountability Office (GAO) with title Blockchain, Emerging Technology 
Offers Benefits for Some Applications but Faces Challenges. 

http://www.risk-compliance-association.com/
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Counterfeit medicines in the pharmaceutical supply chain have threatened 
public health and patient safety for decades, and the globalization of the 
pharmaceutical supply chain has exacerbated the problem.  
 
Further, counterfeit medicines cost the pharmaceutical industry almost 
$40 billion annually.  
 
Addressing the growing prevalence of counterfeit medicines is a key 
challenge of the pharmaceutical supply chain. 
 

 
 

Blockchain has many potential non-financial applications. For example, 
some businesses have explored using it to ensure the reliability of supply 
chains with numerous suppliers who do not necessarily trust one another.  
 
Existing instruments, such as escrow accounts, can already address that 
need; they allow a trusted third party to hold a payment and then convey it 
upon delivery of a good or service.  
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But blockchain might reduce costs by replacing the escrow holder with a 
computationally enforced set of rules that enable trustless data sharing. In 
addition, companies are developing blockchain applications tailored to 
industries such as pharmaceuticals and food, to help combat counterfeit 
medicines, trace food-borne 
 
Read more an number 1 and 2 below. Welcome to the top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Blockchain: Financial and Non-Financial Uses and Challenges 
U.S. Government Accountability Office (GAO) 
 

 
 

Markets—for example the housing market or those for commercial 
goods—currently rely on institutions like banks or other intermediaries to 
facilitate transactions.  
 
But blockchain technology could reduce the need for these steps, while 
providing a trusted, tamper-resistant record of transactions. 
 
While this emerging technology could help level the playing field for 
businesses of all sizes or enable greater financial inclusion, it also faces 
some challenges and poses some risks to the consumers and businesses that 
hope to use it. 
 
In today’s WatchBlog post, we look at blockchain technology, including the 
benefits, challenges, and risks surrounding its use. You may visit: 

https://www.gao.gov/products/gao-22-104625 
 
 What is blockchain? 
 
Blockchain is not a new technology but instead an innovative way of using 
existing, mature technologies. Its core function is to create a 
tamper-resistant ledger for digital assets, such as cryptocurrency. 
 
There are two types of blockchain implementations: public (sometimes 
known as “permissionless”) and private (“permissioned”). Public 
blockchains can be used by cryptocurrencies such as Bitcoin, and anyone 
can add to the chain.  
 
Private blockchains are generally used by institutions (such as companies 
or government agencies) and have restrictions around who can participate 
in the network. 
 
Financial blockchain applications 
 
The most well-known applications of blockchain are in the financial sector. 
When people think of blockchain, they may also think of cryptocurrencies 
like Bitcoin.  
 
Cryptocurrencies are a type of digital representation of value that uses 
blockchain technology to act as an investment or money.  

https://www.gao.gov/products/gao-22-104625


P a g e  | 7 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

These uses may lead to cost savings, expanded access to financial products, 
and other transformational changes. 
 
Unfortunately, several risks and challenges may prevent these benefits from 
being realized, or may even lead to negative consequences for users and the 
financial system.  
 
These include risks for users and to the broader financial system, due to a 
current lack of consumer protections, and the ability to use the technology 
to facilitate illegal activity. 
 
Potential non-financial blockchain applications 
 
Blockchain has potential non-financial applications. For example, 
blockchain could help combat counterfeit medicines and trace food-borne 
illnesses.  
 
Governments could use it to maintain property records or to improve 
information sharing. Blockchain could also be used to create new kinds of 
non-hierarchical organizations (i.e., those without clear management titles 
such as Chief Executive Officer). 
 
Blockchain has many potential non-financial applications 
 

 
 

However, in our review of some applications, we found that blockchain did 
not resolve a majority of the critical challenges associated with each 
application. We also found that blockchain can introduce new challenges. 
For example, it could end up excluding people who do not have internet or 
computer access. 
 
Additionally, not many of the non-financial blockchain systems we looked 
at have made it out of the pilot stage. For example, the Department of the 
Treasury’s blockchain pilot was designed to increase payment efficiency 
and reduce reporting requirements for federal grantees. There were two 
reasons. The selected type of blockchain was inconsistent with National 
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Institute of Standards and Technology cryptographic standards, and there 
is currently no legal authority allowing the system to operate. 
 
Policy challenges and how to address them 
 
We’ve developed four policy proposals to help enhance the potential 
benefits and mitigate the challenges of blockchain technology.  
 
These proposals are for policymakers of all backgrounds—including 
Congress, state and local governments, and leaders in business, academia, 
and nonprofit institutions. 
 

1. Policymakers could consolidate blockchain standards. This could 
help make it easier for organizations trying to use blockchain to 
integrate the technology with their existing systems. 
 

2. Policymakers could either clarify existing rules and regulations or 
create new ones around blockchain. This could reduce the current 
uncertainty around how different implementations of the technology 
might be regulated, which could help companies and others feel more 
comfortable about adopting blockchain solutions. 
 

3. Policymakers could support the development of blockchain 
educational materials. This could help users avoid common 
blockchain scams and companies be more able to find talent to help 
them implement the technology. 
 

4. Policymakers could consider using blockchain to meet their own 
specific goals. This could help public and private-sector institutions 
determine whether the technology could help resolve specific 
problems. 

 
Want to learn more about blockchain technology? Check out our new 
technology assessment on blockchain at: 

https://www.gao.gov/products/gao-22-104625 
 

 
 
 
 
 

https://www.gao.gov/products/gao-22-104625
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Number 2 

Blockchain 
Emerging Technology Offers Benefits for Some Applications but Faces 
Challenges, U.S. Government Accountability Office (GAO) 
 

 
 

GAO developed four policy options that could help enhance benefits or 
mitigate challenges of blockchain technologies. 
 
The policy options identify possible actions by policymakers, which may 
include Congress, federal agencies, state and local governments, academic 
and research institutions, and industry.  
 
In addition, policymakers could choose to maintain the status quo, whereby 
they would not take additional action beyond any current efforts. See below 
for details of the policy options and relevant opportunities and 
considerations. 
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To read more: https://www.gao.gov/assets/gao-22-104625.pdf 
 

 
 

 

https://www.gao.gov/assets/gao-22-104625.pdf
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Number 3 

BIS Innovation Summit 2022 
 

 
 

The BIS Innovation Summit brings together global policymakers, senior 
executives from the financial and technology industries, and academics to 
discuss technology and innovation.  
 
Global leaders from the public and private sector discussed key issues 
around the future of money and payments, CBDC, DeFi, new technology in 
the financial system, green initiatives, and technology as an enabler for 
financial inclusion. 
 

 
 
You may visit: https://www.youtube.com/watch?v=tXvV5G_qtaw 
 

 
You may visit: https://www.youtube.com/watch?v=xVD1ZFPzcbg 

https://www.youtube.com/watch?v=tXvV5G_qtaw
https://www.youtube.com/watch?v=xVD1ZFPzcbg
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You may visit: https://youtu.be/vdqfIYj6oDc 
 
To read more: 

https://www.bis.org/events/bis_innovation_summit_2022/overview.htm 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://youtu.be/vdqfIYj6oDc
https://www.bis.org/events/bis_innovation_summit_2022/overview.htm
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Number 4 

FinTech and Market Structure in the COVID-19 Pandemic 
Implications for financial stability 
 

 
 

The COVID-19 pandemic has accelerated the trend toward digitalisation of 
retail financial services.  
 
Comprehensive data on market shares of FinTechs, BigTechs and 
incumbent financial institutions in retail digital services are lacking, but 
proxies in the form of revenue and app downloads, and insights from 
market outreach suggest that BigTechs and larger FinTechs have further 
expanded their footprint in financial services.  
 
In some markets, concentration measures are high, but there is no evidence 
yet of a generalised increase.  
 
The observations in this report broadly support the conclusions of previous 
FIN reports. BigTech and FinTech firms’ expansion into financial services 
can bring benefits such as improved cost efficiencies and wider financial 
inclusion for previously underserved groups.  
 
BigTechs’ financial activities in emerging market and developing economies 
(EMDEs) bring particular benefits in this regard. At the same time, there is 
potential for (rapid) market dominance.  
 
There could be negative financial stability implications from dependence on 
a limited number of BigTech and FinTech providers in some markets, the 
complexity and opacity of their partnership activities, and potential 
incentives for risk taking by incumbent financial institutions to preserve 
profitability.  
 
Consumer protection risks could arise from greater dependency on 
technology and potential data protection issues, e.g. the unauthorised use 
or the misuse of users’ personal data.  
 
Cloud computing by third-party service providers not subject, in many 
cases, to financial regulation can introduce cost efficiencies and access to 
innovations in artificial intelligence (AI).  
 
But the limited number of providers of cloud services could magnify the 
impact of any operational vulnerability.  
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The growth of BigTechs in particular may give greater urgency to financial 
stability issues previously discussed, such as the potential for greater 
systemic importance of new players that may not be subject to financial 
regulation.  
 
This underscores the need to address data gaps that currently hamper the 
assessment of the financial risks and systemic importance of BigTechs. 
Such data gaps make it difficult for authorities to decide whether and how 
to include BigTechs in the regulatory perimeter.  
 
Authorities have taken a range of policy actions during the pandemic that 
may impact market structure and the role of FinTechs, BigTechs and 
incumbent financial institutions.  
 
These actions relate to financial stability, competition, data privacy and 
governance issues.  
 
In parallel, there is international work on third-party dependencies of the 
financial sector, for instance in cloud computing.  
 
This highlights the importance of cooperation between regulatory and 
supervisory authorities, including those charged with overseeing the bank 
and non-bank sectors, and where relevant, with competition and data 
protection authorities. 
 

 
 



P a g e  | 16 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

 
To read more:  
https://www.fsb.org/wp-content/uploads/P210322.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/P210322.pdf
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Number 5 

Surfing on behalf of consumers 
 

 
 

Do banks and insurers provide information about alternative dispute 
resolution mechanisms on their websites and in their small print? BaFin 
investigated the situation. 
 
When most people hear the words “surf days” they think of sun, sand and 
metre-high waves. But for BaFin staff the term is an important supervisory 
tool in an era of increasing digitalisation. Supervisors visit selected 
companies’ websites to gain an overview of how specific supervisory issues 
are handled. 
 
BaFin’s Consumer Protection Directorate (VBS) looked at banks’ and 
insurers’ websites on two surf days in 2021. The goal was to check whether 
the companies were complying with their duty to provide information on 
alternative dispute resolution mechanisms under section 36 of the German 
Act on Alternative Dispute Resolution in Consumer Matters 
(Verbraucherstreitbeilegungsgesetz – VSBG) to the extent necessary. The 
Directorate found that most companies were already compliant: only in a 
few cases did the supervisors have to require changes. 
 
The background to the surf days was a ruling by Germany’s Federal Court of 
Justice (Bundesgerichtshof – BGH) on the VSBG dated 22 September 2020 
(case ref.: XI ZR 162/19). This specified that companies have to inform 
consumers about alternative dispute resolutions mechanisms both on their 
website and in their general terms and conditions of business. “Alternative 
dispute resolution mechanisms” are defined as conflict resolution methods 
that can be pursued instead of court cases. 
 
Alternative dispute resolution 
 
The term “alternative dispute resolution” is used to describe conflict 
resolution methods that can be pursued instead of court cases. Many banks 
and insurers have signed up to the dedicated consumer dispute resolution 
entities that have been recognised by the Federal Office of Justice 
(Bundesamt für Justiz).  
 
These give consumers an independent, cost-effective, and efficient way of 
clarifying and resolving any disputes that arise. Further information on this 
topic and an overview of the most important dispute resolution entities, 
ombudsperson schemes and complaints offices for customers in the 
German finance industry can be found on BaFin’s website. You may visit: 
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https://www.bafin.de/EN/Verbraucher/BeschwerdenStreitschlichtung/Str
eitSchlichtungsstellen/StreitSchlichtungsstellen_node_en.html;jsessionid
=2DC57AEED7B2B810A4ABB7449BB0A3CC.1_cid500 
 
A broad-based sample 
 
BaFin selected 50 credit institutions and 30 insurance undertakings for its 
investigations. The institutions included savings banks, cooperative banks 
and private banks of different sizes and from different regions.  
 
The insurers comprised 10 life insurers, 10 health insurers and 10 
property/casualty insurers. The goal was to have as representative a sample 
as possible. 
 
Banks: most results were satisfactory 
 
The banking surf day revealed that 40 out of the 50 institutions complied 
with their duties to provide information in full. The references to 
alternative dispute resolution mechanisms provided both on their websites 
and in the terms and conditions that are accessible there complied with the 
statutory requirements. However, BaFin discovered that four institutions 
had what were in part material defects.  
 
Either the websites provided no information at all on out-of-court dispute 
resolution mechanisms or the information given was imprecise. For 
example, foreign dispute resolution entities that do not actually have 
jurisdiction were mentioned or institutions that have not been approved for 
alternative dispute resolution, such as the European Central Bank, were 
listed. 
 
Insurers: most undertakings provide information 
 
The surf day for the insurance sector revealed that all undertakings with an 
Internet presence that were investigated had published the necessary 
reference to out-of-court dispute resolution mechanisms on their websites.  
 
In addition, BaFin checked whether the insurers, like the banks, had added 
an appropriate reference in the general policy conditions that are accessible 
via their websites.  
 
A total of 15 undertakings published their current general policy conditions 
directly on their websites – something they are not actually obliged to do. 
However, only six of these general policy conditions contained all necessary 
information on alternative dispute resolution, whereas nine insurance 
undertakings did not provide the information for some tariffs at least. 

https://www.bafin.de/EN/Verbraucher/BeschwerdenStreitschlichtung/StreitSchlichtungsstellen/StreitSchlichtungsstellen_node_en.html;jsessionid=2DC57AEED7B2B810A4ABB7449BB0A3CC.1_cid500
https://www.bafin.de/EN/Verbraucher/BeschwerdenStreitschlichtung/StreitSchlichtungsstellen/StreitSchlichtungsstellen_node_en.html;jsessionid=2DC57AEED7B2B810A4ABB7449BB0A3CC.1_cid500
https://www.bafin.de/EN/Verbraucher/BeschwerdenStreitschlichtung/StreitSchlichtungsstellen/StreitSchlichtungsstellen_node_en.html;jsessionid=2DC57AEED7B2B810A4ABB7449BB0A3CC.1_cid500
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Defects are being remedied 
 
The banks and insurers for which BaFin discovered defects during its surf 
days have all reacted and have rectified, or promised to rectify, the errors in 
their general terms and conditions or their general policy conditions. 
 
Authors 
 
Julia Halm, Market Supervision concerning the Conduct of Insurance 
Undertakings towards Consumers 
Christian Pampel, Policy Issues, Consumer Protection Forum and 
Consumer Advisory Council 
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Number 6 

SPOTLIGHT - Observations and Reminders on the Use of a 
Service Provider in the Confirmation Process  

 
The Public Company Accounting Oversight Board (PCAOB) is committed to 
driving improvement in audit quality and promoting compliance with our 
professional standards and rules.  
 
To accomplish these objectives, we not only focus on detecting audit 
deficiencies, but also on communicating observations and other 
information that could impact the quality of audits of public companies and 
brokers and dealers. 
 
Many audit firms use a service provider to send and receive electronic audit 
confirmations to and from third parties, such as financial institutions, 
investment and brokerage firms, and law firms (“confirming party”) to 
independently verify or validate balances, terms of arrangements, or other 
information under audit.  
 
These audit firms rely on the service provider, including its related 
processes and technologies, to initiate the third-party request, establish a 
direct communication with the confirming party, and ultimately obtain the 
information from the confirming party. 
 
The PCAOB understands that the use of such service providers is becoming 
more common, partially due to certain confirming parties only replying to 
auditor confirmation requests through a specific service provider. 
 
The use of audit confirmations is a procedure to obtain reliable external 
evidence of an audit client’s internally generated information. 
 
The requirement to maintain control over the confirmation process is 
important to ensure confirmation responses are reliable. 
 
Audit firms that use a service provider to send and receive confirmations 
rely on the service provider’s assistance in maintaining control over the 
confirmation requests and responses.  
 
These service providers use their own processes and controls in 
communicating the auditor’s confirmation request to, and obtaining 
responses from, the confirming party.  
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Therefore, it is necessary for auditors to determine that they can rely on the 
service provider’s processes and controls when establishing direct 
communication between the auditor and the confirming party. 
 
Recently, we observed diverse practices related to the procedures auditors 
perform to support such reliance.  
 
In some cases, audit firms were not giving any consideration to support 
whether, as required by PCAOB standards, the auditor maintains control 
over the confirmation requests and responses in audits where a service 
provider is used to send and receive confirmations. 
 
The information in this Spotlight is not staff guidance; rather, it provides 
observations and suggested procedures for auditors who may find this 
information valuable as they plan and perform audits. 
 
PCAOB auditing standard AS 2310, The Confirmation Process, requires 
that the auditor maintain control over the confirmation requests and 
responses during the performance of confirmation procedures. 
 
Maintaining control means establishing direct communication between the 
intended recipient and the auditor to minimize the possibility that the 
results will be biased because of interception and alteration of the 
confirmation requests or responses.  
 
Although the standard does not specifically address using a service provider 
for establishing direct communication, the requirement in the standard still 
applies when such service provider assists an audit firm in maintaining 
control over confirmation requests and responses. 
 
PCAOB quality control standard, QC Section 20, System of Quality Control 
for a CPA Firm’s Accounting and Auditing Practice, requires an audit firm 
to have a quality control (QC) system that provides the audit firm with 
reasonable assurance that the work performed by its audit engagement 
personnel complies with professional standards, which includes 
maintaining control over confirmation requests and responses. 
 
How an auditor maintains control over the confirmation requests and 
responses depends on how they intend to communicate confirmations to 
the confirming party.  
 
For example, in some cases, when auditors use a service provider as part of 
the confirmation process, they rely on the service provider’s technology to 
initiate the request and establish a direct communication between the 
auditor and the confirming party. 
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As noted earlier, auditors use service providers in the confirmation process 
to send and receive confirmations electronically.  
 
The service provider’s technology is intended to create a secure 
confirmation environment that may mitigate the risks of interception or 
alteration.  
 
We expect auditors to support that they maintained control over the 
confirmation requests and responses in audits where a service provider 
assisted in the confirmation process.  
 
Simply, the use of a service provider does not relieve the auditor of the 
responsibility under PCAOB standards to maintain control over the 
confirmation requests and responses. 
 

 
 
To read more: 

https://pcaobus.org/documents/observations-reminders-confirmation-pr
ocess-spotlight.pdf 
 

 
 
 
 

https://pcaobus.org/documents/observations-reminders-confirmation-process-spotlight.pdf
https://pcaobus.org/documents/observations-reminders-confirmation-process-spotlight.pdf
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Number 7 

SPOTLIGHT - 2021 Conversations With Audit Committee Chairs 
 

 
 

Each year, the Public Company Accounting Oversight Board (PCAOB) 
reaches out to audit committee chairs at U.S. public companies whose 
audits we inspect, inviting them to connect with staff from our Division of 
Registration and Inspections for a substantive conversation covering a 
range of topics related to oversight of external auditors. 
 
In 2021, more than 240 audit committee chairs accepted our invitation to 
talk. This publication presents high-level observations and takeaways from 
those conversations. 
 
We offer sincere thanks to the audit committee chairs who shared their 
time and perspective with us, as we believe these conversations are 
important and beneficial for our organization, audit committees, and 
others.  
 
This belief springs from the fact that audit committees in the United States 
have a critical job mandated by law: oversight of the auditor and the audit 
process. Thus, in our view, engaged and informed audit committees can be 
a force for elevating audit quality to the benefit of investors and our capital 
markets broadly. 
 
The PCAOB’s maintenance of a robust and ongoing dialogue with audit 
committee chairs helps us to enhance our understanding of the auditing 
and financial reporting environment and to gain insights that can help us 
enhance our oversight, initiatives, and activities.  
 
We also feel that this engagement provides audit committees an 
opportunity to meet the PCAOB, to ask us questions, and to get a better 
understanding of our priorities and work. 
 
A Note on Our Approach 
 
The questions asked in these conversations were largely open-ended or 
unstructured; responses from audit committee chairs were captured in 
notes taken by our staff.  
 
We then analyzed those call notes, which led to observations regarding 
recurring themes and patterns in the conversations. 
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In this publication, we share our observations to provide insights and a 
reference point for audit committee members, auditors, investors, 
and others.  
 
As noted in the disclaimer on the cover of this publication, this document 
should not be viewed as formal guidance or an endorsement of our 
observations. 
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To read more: 

https://pcaobus.org/documents/2021-conversations-with-audit-committe
e-chairs-spotlight.pdf 
 

 
 
 

https://pcaobus.org/documents/2021-conversations-with-audit-committee-chairs-spotlight.pdf
https://pcaobus.org/documents/2021-conversations-with-audit-committee-chairs-spotlight.pdf
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Number 8 

Pan-European Personal Pension Product (PEPP) 
 

 
 

What is PEPP? 
 
The pan-European Personal Pension Product (PEPP) is a voluntary 
personal pension scheme that offers EU citizens a new option to save for 
retirement. The PEPP pension scheme is complementary to existing 
national pension regimes. 
 
What are the key features of PEPP? 
 
- Possibility to switch providers every five years, at capped costs 
 
- Mobility: savers will be able to continue saving in the same product 

even when they change residence in the EU 
 
- Full transparency on the product, including on costs and fees – relevant 

information will be disclosed via a simple Key Information Document 
(KID) supplied before the purchase, complemented by a personalised 
pension benefits statement during the product lifetime 

 
- Affordable default investment option (Basic PEPP): costs capped at 1% 

of the accumulated capital per annum 
 
- Protection of the capital invested: the Basic PEPP will safeguard the 

consumers’ invested capital 
 
Where does PEPP fit in the pensions regime? 
 
PEPP is a personal pension product (pillar three). As such, it is independent 
from existing state-based pensions (pillar one) and from occupational 
pension systems (pillar two). 
 
Who can provide a PEPP? 
 
PEPPs can be offered by a range of financial institutions: 
 
- credit institutions 

 
- insurance undertakings engaged in direct life insurance 
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- institutions for occupational retirement provision (IORPs) which are 
authorised and supervised to provide also personal pension products 
 

- investment firms providing portfolio management 
 
- investment companies or management companies 
 
- EU alternative investment fund managers (EU AIFM) 
 
What PEPP providers and products are currently available in the EU? 
 
The legal basis for the offering of PEPP becomes applicable on 22 March 
2022. As of this date, eligible providers can submit an application for 
registration of a PEPP to the relevant national competent authority. The 
authority then has three months to make a decision as to whether the PEPP 
meets the criteria and whether it can be registered or not. 
 
EIOPA has carried out a survey to better understand the potential take-up 
of PEPP by eligible providers in February 2022. In total, 21 entities 
reported to EIOPA that they consider to offer a PEPP. Those entities were 
mainly asset managers and insurance undertakings. 
 
This implies that it’s likely to assume that there will be PEPPs available 
soon, but it will take some more time. Check the EIOPA central register to 
have an overview of all PEPPs offered in the EU, to search for PEPPs which 
meet your demands, to analyse them and to compare them. You may visit: 

https://pepp.eiopa.europa.eu 
 
FAQs on PEPP 
 
You are a consumer and you would like to learn more about PEPP? You may 
visit: 

https://www.eiopa.europa.eu/browse/regulation-and-policy/pan-europea
n-personal-pension-product-pepp/consumer-oriented-faqs-pan_en 
 
What is EIOPA’s role in PEPP? 
 
The PEPP Regulation empowers EIOPA to: 
 
- Develop technical standards around reporting to the supervisors about 

PEPP providers and products to enable consistency and transparency 
 
- Register new PEPPs in a central register. EIOPA will provide for a 

central database to get information on all PEPPs in Europe. Once 

https://pepp.eiopa.europa.eu/
https://www.eiopa.europa.eu/browse/regulation-and-policy/pan-european-personal-pension-product-pepp/consumer-oriented-faqs-pan_en
https://www.eiopa.europa.eu/browse/regulation-and-policy/pan-european-personal-pension-product-pepp/consumer-oriented-faqs-pan_en
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registered, the providers can distribute their products in all European 
Union countries.  

 
- Monitor the evolution of the market with strong monitoring powers to 

enable an efficient PEPP market. 
 
- Issue a temporary ban or restriction of the marketing, distribution or 

sale of specific PEPPs within the whole EU, under certain conditions. 
 
To read more: 

https://www.eiopa.europa.eu/browse/regulation-and-policy/pan-europea
n-personal-pension-product-pepp_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/browse/regulation-and-policy/pan-european-personal-pension-product-pepp_en
https://www.eiopa.europa.eu/browse/regulation-and-policy/pan-european-personal-pension-product-pepp_en
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Number 9 

DEV-0537 criminal actor targeting organizations for data 
exfiltration and destruction 
Microsoft Threat Intelligence Center (MSTIC) 
Detection and Response Team (DART) 
Microsoft 365 Defender Threat Intelligence Team 
 

 
 

As Microsoft continues to track DEV-0537’s activities, tactics, and tools, 
we’re sharing new detection, hunting, and mitigation information to give 
you additional insights on remaining vigilant against these attacks. 
 
In recent weeks, Microsoft Security teams have been actively tracking a 
large-scale social engineering and extortion campaign against multiple 
organizations with some seeing evidence of destructive elements.  
 
As this campaign has accelerated, our teams have been focused on 
detection, customer notifications, threat intelligence briefings, and sharing 
with our industry collaboration partners to understand the actor’s tactics 
and targets.  
 
Over time, we have improved our ability to track this actor and helped 
customers minimize the impact of active intrusions and in some cases 
worked with impacted organizations to stop attacks prior to data theft or 
destructive actions.  
 
Microsoft is committed to providing visibility into the malicious activity 
we’ve observed and sharing insights and knowledge of actor tactics that 
might be useful for other organizations to protect themselves.  
 
While our investigation into the most recent attacks is still in progress, we 
will continue to update this blog when we have more to share. 
 
The activity we have observed has been attributed to a threat group that 
Microsoft tracks as DEV-0537, also known as LAPSUS$.  
 
DEV-0537 is known for using a pure extortion and destruction model 
without deploying ransomware payloads. DEV-0537 started targeting 
organizations in the United Kingdom and South America but expanded to 
global targets, including organizations in government, technology, telecom, 
media, retail, and healthcare sectors.  
 
DEV-0537 is also known to take over individual user accounts at 
cryptocurrency exchanges to drain cryptocurrency holdings. 
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Unlike most activity groups that stay under the radar, DEV-0537 doesn’t 
seem to cover its tracks. They go as far as announcing their attacks on social 
media or advertising their intent to buy credentials from employees of 
target organizations. DEV-0537 also uses several tactics that are less 
frequently used by other threat actors tracked by Microsoft.  
 
Their tactics include phone-based social engineering; SIM-swapping to 
facilitate account takeover; accessing personal email accounts of employees 
at target organizations; paying employees, suppliers, or business partners 
of target organizations for access to credentials and multifactor 
authentication (MFA) approval; and intruding in the ongoing 
crisis-communication calls of their targets. 
 
The social engineering and identity-centric tactics leveraged by DEV-0537 
require detection and response processes that are similar to insider risk 
programs–but also involve short response timeframes needed to deal with 
malicious external threats.  
 
In this blog, we compile the tactics, techniques, and procedures (TTPs) 
we’ve observed across multiple attacks and compromises.  
 
We also provide baseline risk mitigation strategies and recommendations 
to help organizations harden their organization’s security against this 
unique blend of tradecraft. 
 
Analysis 
 
The actors behind DEV-0537 focused their social engineering efforts to 
gather knowledge about their target’s business operations. Such 
information includes intimate knowledge about employees, team 
structures, help desks, crisis response workflows, and supply chain 
relationships. Examples of these social engineering tactics include 
spamming a target user with multifactor authentication (MFA) prompts 
and calling the organization’s help desk to reset a target’s credentials. 
 
Microsoft Threat Intelligence Center (MSTIC) assesses that the objective of 
DEV-0537 is to gain elevated access through stolen credentials that enable 
data theft and destructive attacks against a targeted organization, often 
resulting in extortion. Tactics and objectives indicate this is a cybercriminal 
actor motivated by theft and destruction. 
 
While this actor’s TTPs and infrastructure are constantly changing and 
evolving, the following sections provide additional details on the very 
diverse set of TTPs we have observed that DEV-0537 is using. 
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Initial access 
 
DEV-0537 uses a variety of methods that are typically focused on 
compromising user identities to gain initial access to an organization 
including: 
 
- Deploying the malicious Redline password stealer to obtain passwords 

and session tokens 
 
- Purchasing credentials and session tokens from criminal underground 

forums 
 
- Paying employees at targeted organizations (or suppliers/business 

partners) for access to credentials and MFA approval 
 
- Searching public code repositories for exposed credentials 
 
Using the compromised credentials and/or session tokens, DEV-0537 
accesses internet-facing systems and applications. These systems most 
commonly include virtual private network (VPN), remote desktop protocol 
(RDP), virtual desktop infrastructure (VDI) including Citrix, or identity 
providers (including Azure Active Directory, Okta).  
 
For organizations using MFA security, DEV-0537 used two main 
techniques to satisfy MFA requirements–session token replay and using 
stolen passwords to trigger simple-approval MFA prompts hoping that the 
legitimate user of the compromised account eventually consents to the 
prompts and grants the necessary approval. 
 
In some cases, DEV-0537 first targeted and compromised an individual’s 
personal or private (non-work-related) accounts giving them access to then 
look for additional credentials that could be used to gain access to corporate 
systems. Given that employees typically use these personal accounts or 
mobile phone numbers as their second-factor authentication or password 
recovery, the group would often use this access to reset passwords and 
complete account recovery actions. 
 
Microsoft also found instances where the group successfully gained access 
to target organizations through recruited employees (or employees of their 
suppliers or business partners).  
 
DEV-0537 advertised that they wanted to buy credentials for their targets 
to entice employees or contractors to take part in its operation.  
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For a fee, the willing accomplice must provide their credentials and approve 
the MFA prompt or have the user install AnyDesk or other remote 
management software on a corporate workstation allowing the actor to take 
control of an authenticated system.  
 
Such a tactic was just one of the ways DEV-0537 took advantage of the 
security access and business relationships their target organizations have 
with their service providers and supply chains. 
 

 
 
In other observed activity, DEV-0537 actors performed a SIM-swapping 
attack to access a user’s phone number before signing into the corporate 
network. This method allows the actors to handle phone-based 
authentication prompts they need to gain access to a target. 
 
Once standard user credentials or access was obtained, DEV-0537 typically 
connected a system to an organization’s VPN. In some cases, to meet 
conditional access requirements, DEV-0537 registered or joined the system 
to the organization’s Azure Active Directory (Azure AD). 
 
Reconnaissance and privilege escalation 
 
Once DEV-0537 obtained access to the target network using the 
compromised account, they used multiple tactics to discover additional 
credentials or intrusion points to extend their access including: 
 
- Exploiting unpatched vulnerabilities on internally accessible servers 

including JIRA, Gitlab, and Confluence  
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- Searching code repositories and collaboration platforms for exposed 
credentials and secrets 

 
They have been consistently observed to use AD Explorer, a publicly 
available tool, to enumerate all users and groups in the said network. This 
allows them to understand which accounts might have higher privileges.  
 
They then proceeded to search collaboration platforms like SharePoint or 
Confluence, issue-tracking solutions like JIRA, code repositories like 
GitLab and GitHub, and organization collaboration channels like Teams or 
Slack to discover further high-privilege account credentials to access other 
sensitive information. 
 
DEV-0537 is also known to exploit vulnerabilities in Confluence, JIRA, and 
GitLab for privilege escalation. The group compromised the servers 
running these applications to get the credentials of a privileged account or 
run in the context of the said account and dump credentials from there.  
 
The group used DCSync attacks and Mimikatz to perform privilege 
escalation routines. Once domain administrator access or its equivalent has 
been obtained, the group used the built-in ntdsutil utility to extract the AD 
database. 
 
In some cases, DEV-0537 even called the organization’s help desk and 
attempted to convince the support personnel to reset a privileged account’s 
credentials. The group used the previously gathered information (for 
example, profile pictures) and had a native-English-sounding caller speak 
with the help desk personnel to enhance their social engineering lure.  
 
Observed actions have included DEV-0537 answering common recovery 
prompts such as “first street you lived on” or “mother’s maiden name” to 
convince help desk personnel of authenticity. Since many organizations 
outsource their help desk support, this tactic attempts to exploit those 
supply chain relationships, especially where organizations give their help 
desk personnel the ability to elevate privileges. 
 
To read more: 

https://www.microsoft.com/security/blog/2022/03/22/dev-0537-crimina
l-actor-targeting-organizations-for-data-exfiltration-and-destruction/ 
 

 

https://www.microsoft.com/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://www.microsoft.com/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
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Number 10 

DARPA Kicks Off Program to Explore Space-Based 
Manufacturing 
Eight teams selected to pioneer novel ways of designing and manufacturing 
large structures on orbit 
 

 
 

DARPA’s Novel Orbital Moon Manufacturing, Materials, and Mass Efficient 
Design (NOM4D) program is underway with eight industry and university 
research teams on contract.  
 
The selected teams are tasked to provide foundational proofs of concept in 
materials science, manufacturing, and design technologies to enable 
production of future space structures on orbit without the volume 
constraints imposed by launch.  
 
The vision is to ferry raw materials from Earth and collect lunar materials 
for on-orbit manufacturing.  
 
The NOM4D program does not involve building any structures on the 
surface of the moon.  
 
All manufacturing would be done in orbital construction facilities and the 
results utilized in orbital applications. 
 
“Current space systems are all designed, built, and tested on Earth before 
being launched into a stable orbit and deployed to their final operational 
configuration,” said Bill Carter NOM4D program manager in DARPA’s 
Defense Sciences Office.  
 
“These constraints are particularly acute for large structures such as solar 
arrays, antennas and optical systems, where size is critical to performance. 
NOM4D aims to enable a new paradigm where future structures that 
support DoD space systems are built off-Earth using designs optimized for 
the space environment, shedding launch constraints. This would enable 
enhanced capability, improved robustness, operation in higher orbits, and 
future cislunar applications.” 
 
For NOM4D, performers won’t be launching raw materials into space, 
collecting lunar samples or building structures on orbit. Any orbital 
experimentation would happen in potential follow-on efforts. 
 
The following research teams are on contract to pursue a variety of 
challenges focused on two areas listed below: 
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1. In-space materials and manufacturing  
 
- HRL Laboratories, LLC, Malibu, California, will be developing new 

die-less fabrication processes to make orbital mechanical elements and 
bonded structures on-orbit. 

- University of Florida, Gainesville, Florida, will develop predictive 
material and correlative process models to enable on-orbit use of laser 
forming. 

- University of Illinois Urbana-Champaign, Champaign, Illinois, is 
working to develop a high precision in-space composite forming process 
utilizing self-energized frontal polymerization. 

- Physical Sciences, Inc., Andover, Massachusetts, will develop 
continuous fabrication of regolith-derived, glass-ceramic mechanical 
structures for use in large-scale orbital applications. 

- Teledyne Scientific Company, LLC, Thousand Oaks, California, will 
build a comprehensive materials properties database of 
additive-modified regolith for use in controlled thermal expansion 
precision orbital structures. 

 
2. Mass-efficient designs for in-space manufacturing 
  
- University of Michigan, Ann Arbor, Michigan, will explore new design 

approaches to mass-efficient, high- precision, stable and resilient space 
structures based on metamaterial and metadamping concepts. 

- Opterus Research and Development, Inc., Loveland, Colorado, will 
develop designs for extreme mass efficient large-scale structures 
optimized for resiliency and mobility. 

- California Institute of Technology, Pasadena, California, will design 
novel tension and bending hybrid architectures and structural 
components with highly anisotropic mechanical response. 

 
During Phase 1, program performers are tasked to meet stringent structural 
efficiency targets supporting a megawatt-class solar array.  
 
In Phase 2, teams are tasked to increase mass efficiency and demonstrate 
precision manufacturing for radio frequency (RF) reflectors. In the final 
phase, performers are tasked to demonstrate precision for infrared (IR) 
reflectors. 
 
“Assuming current space technology trends continue, in 10-20 years we 
expect to see advances that will enable DoD to take full advantage of the 
NOM4D-developed technologies and capabilities,” Carter said.  
 
“This includes robotic manipulation sufficient to enable assembly of large 
structures from NOM4D-manufactured components, enhanced on-orbit 
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mobility, and routine re-fueling of on-orbit assets. We also anticipate 
several other advantages, including more affordable space access and 
launch costs in LEO [low-earth orbit], GEO [geosynchronous orbit], 
cislunar space, and beyond.” 
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance 
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
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For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
Our Reading Room: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 

https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/Reading_Room.htm

