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Monday, April 13, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  

Extortion occurs when a person attempts to obtain money or 
property by threatening to commit violence, accuse the 
victim of a crime, or reveal private or damaging information 
about the victim. It is a felony in almost all countries. 

Blackmail is a form of extortion in which a person attempts to threaten 
victims that embarrassing and damaging information or details about their 
private lives will be exposed to family, friends, or the public.  

Sexual extortion (sextortion) often starts with efforts to strike up close 
friendships with future victims online. Once the trust is solidified, criminals 
and state-sponsored hackers from several countries encourage their victims 
to send inappropriate pictures or videos, or they hack systems and find 
these files. They then use these files to blackmail their victims. 

Children are increasingly becoming targets too. According to the FBI, due 
to school closings as a result of COVID-19, children will potentially have an 
increased online presence and/or be in a position that puts them at an 
inadvertent risk.  

Due to this newly developing environment, the FBI is seeking to warn 
parents, educators, caregivers, and children about the dangers of online 
sexual exploitation and signs of child abuse. 

According to the FBI, sextortion begins when a predator reaches out to a 
young person over a game, app, or social media account. Through 
deception, manipulation, money and gifts, or threats, the predator 
convinces the young person to produce an explicit video or image. When 
the young person starts to resist requests to make more images, the 
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criminal will use threats of harm or exposure of the early images to pressure 
the child to continue producing content. 

It is good to discuss with our children and their friends (with the 
permission of their parents) the following questions and answers, compiled 
by the FBI.  

What is sextortion? 

Sextortion describes a crime that happens online when an adult convinces a 
person who is younger than 18 to share sexual pictures or perform sexual 
acts on a webcam. 

How does it start? 

Sextortion can start on any site where people meet and communicate. 
Someone may contact you while you are playing a game online or reach out 
over a dating app or one of your social media accounts. 

In some cases, the first contact from the criminal will be a threat. The 
person may claim they already have a picture or video of you that they will 
share if you don’t send more pictures.  

More often, however, this crime starts when young people believe they are 
communicating with someone their own age who is interested in a 
relationship or someone who is offering something of value.  

The adult can use threats, gifts, money, flattery, lies, or other methods to 
get a young person to produce these images. After the criminal has one or 
more videos or pictures, they use the threat of sharing or publishing that 
content to get the victim to produce more images. The adult has committed 
a crime as soon as they ask a young person for a single graphic image. 

Why do young people agree to do this? 

The people who commit this crime have studied how to reach and target 
children and teens. 

One person the FBI put in prison for this crime was a man in his 40s who 
worked as a youth minister so he could learn how teens talked to each 
other. Then, he created social media profiles where he pretended to be a 
teenage girl. This “girl” would start talking to boys online and encourage 
them to make videos. 

Another person offered money and new smartphones to his victims. 
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In one case, the criminal threatened a girl—saying he would hurt her and 
bomb her school—if she didn’t send pictures. 

Other cases start with the offer of currency or credits in a video game in 
exchange for a quick picture. 

How do you know who can be trusted online? 

That’s what is so hard about online connections. The FBI has found that 
those who commit this crime may have dozens of different online accounts 
and profiles and are communicating with many young people at the same 
time—trying to find victims. 

Be extremely cautious when you are speaking with someone online who you 
have not met in real life. It’s easy to think: I’m on my phone, in my own 
house, what could possibly happen? But you can very quickly give a 
criminal the information and material he needs to do you harm. 

But how can this harm me? 

It’s true that these criminals don’t usually meet up with kids in real life, but 
the victims of this crime still experience negative effects. The criminals can 
become vicious and non-stop with their demands, harassment, and threats. 
Victims report feeling scared, alone, embarrassed, anxious, and desperate. 
Many feel like there’s no way out of the situation. 

Read more at number 5 below. Welcome to the Top 10 list.  
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 
 
 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

The Riksbank's measures to mitigate the effects of the corona 
crisis on the economy 
Stefan Ingves, Governor of the Sveriges Riksbank, at the Sveriges Riksbank, 
Stockholm. 
 

 
 

These last three weeks have been some of the most dramatic Sweden has 
experienced in modern times.  
 
On 10 March, we told the Parliamentary Committee on Finance that the 
assessments described in the Monetary Policy Report from February had 
become entirely irrelevant.  
 
We already knew then that the Swedish economy would be affected by the 
coronavirus. What we did not know, however, was the force and extent of 
the impact.  
 
Our message then was that the Riksbank was ready to act to mitigate the 
negative effects on the economy.  
 
Since then, we have spoken to both companies and banks, and we have 
implemented a number of measures.  
 
Today, I'd like to talk about what we have done and how the measures are 
contributing to the ongoing economic crisis management effort.   
 
"Everything has changed in two weeks"  
 
“Everything has changed in two weeks” This was one of the quotes from the 
companies we have interviewed on account of the corona pandemic.  
 
The fact is that the situation is changing so rapidly that it is difficult to form 
an idea of exactly how bad things are in the economy.  
 
I have never previously experienced such rapid change, despite this being 
the third major economic crisis in Sweden that I have been involved in.  
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The Riksbank is tracking indicators and also interviewing more companies 
than normal in order to get an idea of how the situation is changing from 
day to day and from week to week.  
 
What is beyond a shadow of a doubt, however, is that many in society are 
struggling right now.  
 
My thoughts are obviously with all the country’s fantastic health workers 
who are on the front line.  
 
On a personal level, many are also struggling with uncertainty and anxiety 
about future developments.  
 
Not only about the spread of the virus and concern for the health of loved 
ones, but also worrying about possible unemployment and losing their life’s 
work when parts of the economy close down.  
 
People suffer in economic crises and when bankruptcies and 
unemployment increase sharply, there will be psychosocial consequences. 
Make no mistake. And it takes time for the memories to fade.  
 
The underlying causes of a crisis can differ, but regardless of them, there 
will almost always be problems with credit supply in the economy – the 
financial lifeblood grinds to a halt.  
 
If demand for company products and services falls sharply, revenues 
decrease.  
 
Companies then find it more difficult to pay wages, rents and interest on 
their loans, for example.  
 
This leads in turn to a rise in redundancies, something we have 
unfortunately seen in these last few weeks.  
 
Banks then become uncertain as to whether companies can pay back their 
loans.  
 
When uncertainty arises about the financial strength of companies, interest 
rates go up and it becomes more difficult for the financial system to mediate 
credit from lender to borrower.  
 
Investors, those who normally want to invest money to increase their 
returns, back away. When they do so, the functioning of other markets 
increasingly deteriorates. 
 



P a g e  | 8 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

To read more:  

https://www.bis.org/review/r200403a.pdf 
 
The presentation:   
https://www.bis.org/review/r200403a_slides.pdf 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/review/r200403a.pdf
https://www.bis.org/review/r200403a_slides.pdf
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Number 2 

Basel Committee sets out additional measures to alleviate the 
impact of Covid-19 
 

 
 

The Basel Committee on Banking Supervision is today setting out 
additional measures to alleviate the impact of Covid-19 on the global 
banking system.  
 
These measures support the provision of lending by banks to the real 
economy and provide additional operational capacity for banks and 
supervisors to respond to the immediate financial stability priorities.  
 
They complement the previous measures published by the Committee's 
oversight body, the Group of Central Bank Governors and Heads of 
Supervision (at https://www.bis.org/press/p200327.htm). 
 

Extraordinary support measures related to Covid-19 
 
Governments in many jurisdictions have introduced extraordinary support 
measures to alleviate the financial and economic impact of Covid-19, 
including a range of government guarantee programmes for bank loans.  
 
In addition, governments, and in some cases, banks, have introduced 
payment moratoria.  
 
These measures are aimed at ensuring that banks can continue to lend to 
households and businesses and to mitigate the adverse effects of Covid-19 
on the economy. 
 
The Committee is today publishing technical clarifications to ensure that 
banks reflect the risk-reducing effect of these measures when calculating 
their regulatory capital requirements.  
 
You may visit: https://www.bis.org/bcbs/publ/d498.htm 
 

Expected credit loss accounting 
 
The Committee reiterates the importance of expected credit loss (ECL) 
accounting frameworks as a forward-looking measure of credit losses, and 
expects banks to continue to apply the relevant frameworks for accounting 
purposes.  
 

https://www.bis.org/press/p200327.htm
https://www.bis.org/bcbs/publ/d498.htm
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The Committee has been actively engaged in discussions with international 
accounting and auditing standard-setting boards, audit firms and market 
regulators regarding the impact of Covid-19 on such frameworks.  
 
The Committee notes that ECL frameworks are not designed to be applied 
mechanistically.  
 
Banks should use the flexibility inherent in these frameworks to take 
account of the mitigating effect of the extraordinary support measures 
related to Covid-19. 
 
In addition, the Committee has agreed to amend its transitional 
arrangements for the regulatory capital treatment of ECL accounting.  
 
The adjustments will provide jurisdictions with greater flexibility in 
deciding whether and how to phase in the impact of expected credit losses 
on regulatory capital. 
 

Margin requirements for non-centrally cleared derivatives 
 
The Committee and the International Organization of Securities 
Commissions have agreed to defer the final two implementation phases of 
the framework for margin requirements for non-centrally cleared 
derivatives by one year.  
 
Additional information is provided in an accompanying press release. 
 

Global systemically important banks annual assessment 
 
The Committee will conduct the 2020 global systemically important bank 
(G-SIB) assessment exercise as planned, based on end-2019 data, but has 
agreed not to collect the memorandum data included in the data collection 
template.  
 
The Committee has also decided to postpone the implementation of the 
revised G-SIB framework by one year, from 2021 to 2022. 
 
These adjustments will provide additional operational capacity for banks 
and supervisors in the current juncture. 
 
The Committee will continue to monitor the banking and supervisory 
implications of Covid-19, and actively coordinate its response with the 
Financial Stability Board and other standard-setting bodies.  
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Banks and supervisors must remain vigilant in light of the rapidly evolving 
nature of Covid-19 to ensure that the global banking system remains 
financially and operationally resilient.  
 
The Committee also reiterates its view that capital resources should be used 
by banks to support the real economy and absorb losses. 
 
To learn more: https://www.bis.org/bcbs/publ/d498.pdf 
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Number 3 

FBI Warns of Teleconferencing and Online Classroom Hijacking 
During COVID-19 Pandemic 
 

 
 

As large numbers of people turn to video-teleconferencing (VTC) platforms 
to stay connected in the wake of the COVID-19 crisis, reports of VTC 
hijacking (also called “Zoom-bombing”) are emerging nationwide.  
 
The FBI has received multiple reports of conferences being disrupted by 
pornographic and/or hate images and threatening language. 
 
Within the FBI Boston Division’s area of responsibility (AOR), which 
includes Maine, Massachusetts, New Hampshire, and Rhode Island, two 
schools in Massachusetts reported the following incidents: 
 
- In late March 2020, a Massachusetts-based high school reported that 

while a teacher was conducting an online class using the 
teleconferencing software Zoom, an unidentified individual(s) dialed 
into the classroom. This individual yelled a profanity and then shouted 
the teacher’s home address in the middle of instruction. 

 
- A second Massachusetts-based school reported a Zoom meeting being 

accessed by an unidentified individual. In this incident, the individual 
was visible on the video camera and displayed swastika tattoos. 

 
As individuals continue the transition to online lessons and meetings, the 
FBI recommends exercising due diligence and caution in your cybersecurity 
efforts. The following steps can be taken to mitigate teleconference 
hijacking threats: 
 
- Do not make meetings or classrooms public. In Zoom, there are two 

options to make a meeting private: require a meeting password or use 
the waiting room feature and control the admittance of guests. 

 
- Do not share a link to a teleconference or classroom on an unrestricted 

publicly available social media post. Provide the link directly to specific 
people. 
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- Manage screensharing options. In Zoom, change screensharing to “Host 
Only.” 

 
- Ensure users are using the updated version of remote access/meeting 

applications. In January 2020, Zoom updated their software. In their 
security update, the teleconference software provider added passwords 
by default for meetings and disabled the ability to randomly scan for 
meetings to join. 

 
- Lastly, ensure that your organization’s telework policy or guide 

addresses requirements for physical and information security. 
 
If you were a victim of a teleconference hijacking, or any cyber-crime for 
that matter, report it to the FBI’s Internet Crime Complaint Center at 
ic3.gov 
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Number 4 

Microsoft works with healthcare organizations to protect from 
popular ransomware during COVID-19 crisis: Here’s what to do 
Microsoft Threat Protection Intelligence Team, Microsoft Threat 
Intelligence Center (MSTIC). 
 

 
 

True to form, human-operated ransomware campaigns are always on prowl 
for any path of least resistance to gain initial access to target organizations.  
 
During this time of crisis, as organizations have moved to a remote 
workforce, ransomware operators have found a practical target: network 
devices like gateway and virtual private network (VPN) appliances. 
Unfortunately, one sector that’s particularly exposed to these attacks is 
healthcare. 
 
As part of intensified monitoring and takedown of threats that exploit the 
COVID-19 crisis, Microsoft has been putting an emphasis on protecting 
critical services, especially hospitals.  
 
Now more than ever, hospitals need protecting from attacks that can 
prevent access to critical systems, cause downtime, or steal sensitive 
information. 
 

Why attackers are using human-operated ransomware 
 
While a wide range of adversaries have been known to exploit 
vulnerabilities in network devices, more and more human-operated 
ransomware campaigns are seeing the opportunity and are jumping on the 
bandwagon.  
 
REvil (also known as Sodinokibi) is one of the ransomware campaigns that 
actively exploit gateway and VPN vulnerabilities to gain a foothold in target 
organizations.  
 
After successful exploitation, attackers steal credentials, elevate their 
privileges, and move laterally across compromised networks to ensure 
persistence before installing ransomware or other malware payloads. 
 
Microsoft has been tracking REvil as part of a broader monitoring of 
human-operated ransomware attacks. Our intel on ransomware campaigns 
shows an overlap between the malware infrastructure that REvil was 
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observed using last year and the infrastructure used on more recent VPN 
attacks.  
 
This indicates an ongoing trend among attackers to repurpose old tactics, 
techniques, and procedures (TTPs) for new attacks that take advantage of 
the current crisis.  
 
We haven’t seen technical innovations in these new attacks, only social 
engineering tactics tailored to prey on people’s fears and urgent need for 
information.  
 
They employ human-operated attack methods to target organizations that 
are most vulnerable to disruption—orgs that haven’t had time or resources 
to double-check their security hygiene like installing the latest patches, 
updating firewalls, and checking the health and privilege levels of users and 
endpoints—therefore increasing probability of payoff. 
 
Human-operated ransomware attacks are a cut above run-of-the-mill 
commodity ransomware campaigns.  
 
Adversaries behind these attacks exhibit extensive knowledge of systems 
administration and common network security misconfigurations, which are 
often lower on the list of “fix now” priorities.  
 
Once attackers have infiltrated a network, they perform thorough 
reconnaissance and adapt privilege escalation and lateral movement 
activities based on security weaknesses and vulnerable services they 
discover in the network. 
 
In these attacks, adversaries typically persist on networks undetected, 
sometimes for months on end, and deploy the ransomware payload at a 
later time.  
 
This type of ransomware is more difficult to remediate because it can be 
challenging for defenders to go and extensively hunt to find where attackers 
have established persistence and identify email inboxes, credentials, 
endpoints, or applications that have been compromised. 
 

We saw something. We said something. 
 
The global crisis requires everyone to step up, especially since attackers 
seem to be stepping up in exploiting the crisis, too, even as some 
ransomware groups purportedly committed to spare the healthcare 
industry.  
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Through Microsoft’s vast network of threat intelligence sources, we 
identified several dozens of hospitals with vulnerable gateway and VPN 
appliances in their infrastructure.  
 
To help these hospitals, many already inundated with patients, we sent out 
a first-of-its-kind targeted notification with important information about 
the vulnerabilities, how attackers can take advantage of them, and a strong 
recommendation to apply security updates that will protect them from 
exploits of these particular vulnerabilities and others. 
 
When managing VPN or virtual private server (VPS) infrastructure, it’s 
critical for organizations to know the current status of related security 
patches. Microsoft threat intelligence teams have observed multiple 
nation-state and cybercrime actors targeting unpatched VPN systems for 
many months.  
 
In October 2019, both the National Security Agency (NSA) and National 
Cyber Security Centre (NCSC) put out alerts on these attacks and 
encouraged enterprises to patch.  
 
You may visit: 
https://www.nsa.gov/News-Features/News-Stories/Article-View/Article/1
982939/nsa-cybersecurity-advisory-malicious-cyber-actors-leveraging-vpn
-vulnerabilitie/ 
 
https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities 
 
As organizations have shifted to remote work in light of the pandemic, we’re 
seeing from signals in Microsoft Threat Protection services (Microsoft 
Defender ATP, Office 365 ATP, and Azure ATP) that the attackers behind 
the REvil ransomware are actively scanning the internet for vulnerable 
systems. Attackers have also been observed using the updater features of 
VPN clients to deploy malware payloads. 
 
Microsoft strongly recommends that all enterprises review VPN 
infrastructure for updates, as attackers are actively tailoring exploits to take 
advantage of remote workers. 
 

How to detect, protect, and prevent this type of ransomware 
 
The Department of Homeland Security (DHS) Cybersecurity and 
Infrastructure Security Agency (CISA) and Department of Commerce 
National Institute of Standards and Technology (NIST) have published 
useful guidance on securing VPN/VPS infrastructure. 
 

https://www.nsa.gov/News-Features/News-Stories/Article-View/Article/1982939/nsa-cybersecurity-advisory-malicious-cyber-actors-leveraging-vpn-vulnerabilitie/
https://www.nsa.gov/News-Features/News-Stories/Article-View/Article/1982939/nsa-cybersecurity-advisory-malicious-cyber-actors-leveraging-vpn-vulnerabilitie/
https://www.nsa.gov/News-Features/News-Stories/Article-View/Article/1982939/nsa-cybersecurity-advisory-malicious-cyber-actors-leveraging-vpn-vulnerabilitie/
https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities
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You may visit:  
 

https://www.us-cert.gov/ncas/alerts/aa20-073a 
 
https://www.nist.gov/blogs/cybersecurity-insights/preventing-eavesdropp
ing-and-protecting-privacy-virtual-meetings 
 
We understand how stressful and challenging this time is for all of us, 
defenders included, so here’s what we recommend focusing on immediately 
to reduce risk from threats that exploit gateways and VPN vulnerabilities: 
 
- Apply all available security updates for VPN and firewall configurations. 
 
- Monitor and pay special attention to your remote access infrastructure. 

Any detections from security products or anomalies found in event logs 
should be investigated immediately.   

 
In the event of a compromise, ensure that any account used on these 
devices has a password reset, as the credentials could have been 
exfiltrated. 

 
- Turn on attack surface reduction rules, including rules that block 

credential theft and ransomware activity.  
 

To address malicious activity initiated through weaponized Office 
documents, use rules that block advanced macro activity, executable 
content, process creation, and process injection initiated by Office 
applications.  

 
To assess the impact of these rules, deploy them in audit mode. You may 
visit: 

https://docs.microsoft.com/en-us/windows/security/threat-protection
/microsoft-defender-atp/exploit-protection 

 
- Turn on AMSI for Office VBA if you have Office 365.  

You may visit: 
https://www.microsoft.com/security/blog/2018/09/12/office-vba-ams
i-parting-the-veil-on-malicious-macros/ 

 
To help organizations build a stronger security posture against 
human-operated ransomware, we published a comprehensive report and 
provided mitigation steps for making networks resistant against these 
threats and cyberattacks in general.  
 
These mitigations include: 

https://www.us-cert.gov/ncas/alerts/aa20-073a
https://www.nist.gov/blogs/cybersecurity-insights/preventing-eavesdropping-and-protecting-privacy-virtual-meetings
https://www.nist.gov/blogs/cybersecurity-insights/preventing-eavesdropping-and-protecting-privacy-virtual-meetings
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/exploit-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/exploit-protection
https://www.microsoft.com/security/blog/2018/09/12/office-vba-amsi-parting-the-veil-on-malicious-macros/
https://www.microsoft.com/security/blog/2018/09/12/office-vba-amsi-parting-the-veil-on-malicious-macros/
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- Harden internet-facing assets and ensure they have the latest security 

updates. Use threat and vulnerability management to audit these assets 
regularly for vulnerabilities, misconfigurations, and suspicious activity. 

 
- Secure Remote Desktop Gateway using solutions like Azure 

Multi-Factor Authentication (MFA). If you don’t have an MFA gateway, 
enable network-level authentication (NLA). 

 
- Practice the principle of least-privilege and maintain credential hygiene. 

Avoid the use of domain-wide, admin-level service accounts. Enforce 
strong randomized, just-in-time local administrator passwords. Use 
tools like LAPS. 

 
- Monitor for brute-force attempts. Check excessive failed authentication 

attempts (Windows security event ID 4625). 
 
- Monitor for clearing of Event Logs, especially the Security Event log and 

PowerShell Operational logs. Microsoft Defender ATP raises the alert 
“Event log was cleared” and Windows generates an Event ID 1102 when 
this occurs. 

 
- Determine where highly privileged accounts are logging on and 

exposing credentials. Monitor and investigate logon events (event ID 
4624) for logon type attributes. Domain admin accounts and other 
accounts with high privilege should not be present on workstations. 

 
- Utilize the Windows Defender Firewall and your network firewall to 

prevent RPC and SMB communication among endpoints whenever 
possible. This limits lateral movement as well as other attack activities. 

 
We continue to work with our customers, partners, and the research 
community to track human-operated ransomware and other trends 
attackers are using to take advantage of this global crisis. 
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Number 5 

School Closings Due to COVID-19 Present Potential for Increased 
Risk of Child Exploitation 
 

 
 

Due to school closings as a result of COVID-19, children will potentially 
have an increased online presence and/or be in a position that puts them at 
an inadvertent risk.  
 
Due to this newly developing environment, the FBI is seeking to warn 
parents, educators, caregivers, and children about the dangers of online 
sexual exploitation and signs of child abuse. 
 

Background 
 
Online sexual exploitation comes in many forms. Individuals may coerce 
victims into providing sexually explicit images or videos of themselves, 
often in compliance with offenders’ threats to post the images publicly or 
send the images to victims’ friends and family. 
 
Other offenders may make casual contact with children online, gain their 
trust, and introduce sexual conversation that increases in egregiousness 
over time.  
 
Ultimately this activity may result in maintaining an online relationship 
that includes sexual conversation and the exchange of illicit images, to 
eventually physically meeting the child in-person. 
 
In order for the victimization to stop, children typically have to come 
forward to someone they trust—typically a parent, teacher, caregiver, or law 
enforcement.  
 
The embarrassment of being enticed and/or coerced to engage in unwanted 
behavior is what often prevents children from coming forward.  
 
Offenders may have hundreds of victims around the world, so coming 
forward to help law enforcement identify offenders may prevent countless 
other incidents of sexual exploitation. 
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Abuse can occur offline through direct contact with another individual.  
 
During these uncertain conditions, where time with other adults and 
caregivers has increased immensely, parents/guardians should 
communicate with their children about appropriate contact with adults and 
watch for any changes in behavior, including an increase in nightmares, 
withdrawn behavior, angry outbursts, anxiety, depression, not wanting to 
be left alone with an individual, and sexual knowledge. 
 

Recommendations 
 
Parents and guardians can take the following measures to help educate and 
prevent children from becoming victims of child predators and sexual 
exploitation during this time of national emergency: 
 

Online Child Exploitation 

▪ Discuss Internet safety with children of all ages when they engage in 
online activity. 

▪ Review and approve games and apps before they are downloaded. 
▪ Make sure privacy settings are set to the strictest level possible for 

online gaming systems and electronic devices. 
▪ Monitor your children’s use of the Internet; keep electronic devices in 

an open, common room of the house. 
▪ Check your children’s profiles and what they post online. 
▪ Explain to your children that images posted online will be 

permanently on the Internet. 
▪ Make sure children know that anyone who asks a child to engage in 

sexually explicit activity online should be reported to a parent, 
guardian, or other trusted adult and law enforcement. 

▪ Remember that victims should not be afraid to tell law enforcement if 
they are being sexually exploited. It is not a crime for a child to send 
sexually explicit images to someone if they are compelled or coerced 
to do so. 

Child Abuse Awareness 

▪ Teach your children about body safety and boundaries. 
▪ Encourage your children to have open communication with you. 
▪ Be mindful of who is watching your child for childcare/babysitting, 

playdates and overnight visits. 
▪ If your child discloses abuse, immediately contact local law 

enforcement for assistance. 
▪ Children experiencing hands-on abuse may exhibit withdrawn 

behavior, angry outbursts, anxiety, depression, not wanting to be left 
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alone with a specific individual, non-age appropriate sexual 
knowledge, and an increase in nightmares. 

Victim Reporting 
 
Reporting suspected sexual exploitation can help minimize or stop further 
victimization, as well as lead to the identification and rescue of other 
possible victims.  

If you believe you are—or someone you know is—the victim of child sexual 
exploitation: 

▪ Contact your local law enforcement agency. 
▪ Contact your local FBI field office or submit a tip online 

at tips.fbi.gov. 
▪ File a report with the National Center for Missing & Exploited 

Children (NCMEC) at 1-800-843-5678 or online at 
www.cybertipline.org. 

When reporting, be as descriptive as possible in the complaint form by 
providing as much of the following as possible: 

▪ Name and/or username of the subject. 
▪ Email addresses and phone numbers used by the subject. 
▪ Websites used by the subject. 
▪ Description of all interaction with the subject. 
▪ Try to keep all original documentation, emails, text messages, and 

logs of communication with the subject. Do not delete anything 
before law enforcement is able to review it. 

▪ Tell law enforcement everything about the online encounters—we 
understand it may be embarrassing for the parent or child, but 
providing all relevant information is necessary to find the offender, 
stop the abuse, and bring him/her to justice. 

More information about the FBI’s guidance on child sexual exploitation and 
protecting your kids at: 
https://www.fbi.gov/scams-and-safety/protecting-your-kids 

 
 
 

https://www.fbi.gov/contact-us/field-offices
https://tips.fbi.gov/
https://www.fbi.gov/scams-and-safety/protecting-your-kids
https://www.fbi.gov/scams-and-safety/protecting-your-kids
https://www.fbi.gov/scams-and-safety/protecting-your-kids
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Number 6 

A Framework of Partnership 
Professor Jim Q. Chen, Ph.D. 
 

 
 

There exist many partnership methods. Here, in this research, three major 
ones are focused on. These are: cooperation, collaboration, and integration.  
 
These three methods sit on varied points on a partnership spectrum. Within 
this spectrum, cooperation requires the least effort from both sides, while 
integration requires the most effort from both sides.  
 
The high-level representation of the spectrum is displayed in Figure 1 
below: 
 

 
 

In a cooperative relationship, a horizontal management structure is 
maintained. Both sides are independent from each other, even though they 
have a common task to accomplish.  
 
No roles or responsibilities are clearly assigned to relevant team members. 
No formal procedure is followed. There is no special budget for a task in 
most cases. Both sides may put resources together whenever needed. The 
relevant people from both sides work together in an informal environment 
whenever needed.  
 
This relationship is symbolically represented below:  
 

 
 

A voluntary, cyber-related, information-reporting mechanism is an 
example of cooperation. A government agency may acquire a critical piece 
of information from a private-sector company, which, in return, may 
receive useful pieces of advice for cyber defense from a government 
agency.  
 
Both sides may benefit from this mechanism, but neither side is in absolute 
control. 
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Besides, neither side needs to have a big investment for the use of this 
mechanism. In a collaborative relationship, a horizontal management 
structure is maintained. Both sides remain independent from the other 
while they take on a common task.  
 
They select people from both sides to form a special group to work together 
on a particular task. Both sides are in charge. Roles and responsibilities 
may or may not be assigned. People from both sides form a group and work 
together in an informal environment. A special budget may or may not be 
allocated. Both sides may put resources together whenever needed.  
 
This relationship is represented below:  
 

 
 

An active threat intelligence-sharing group is an example of collaboration. 
It involves stakeholders and participants, such as national security 
agencies, law enforcement agencies, cybersecurity industry companies, 
non-cybersecurity commercial companies, and other relevant actors.  
 
Well-established, cyber-focused, public-private collaboration in current 
practice includes, but is not limited to, Information Sharing and Analysis 
Centers (ISACs), automated indicator sharing though Structured Threat 
Information Expression (STIX), Trusted Automated Exchange of Indicator 
Information (TAXII), and the Cyber Information Sharing and Collaboration 
Program (CISCP).  
 
Personnel and resource investment is required to support these efforts, 
which are beneficial for all stakeholders and participants.  
 
The true public-private collaboration in Healey’s framework falls into this 
category, as joint governance is guaranteed and personnel exchange is 
supported. In an integrative relationship, one side absorbs the other side 
into its organization. Now, one side is in total control.  
 
A horizontal management structure changes into a hierarchical 
management structure. Those who work on a task form a special unit of the 
organization. They work in a formal environment. A formal procedure is 
followed. A special budget is allocated. Resources are provided. 
Bureaucracy may be developed in some cases.  
 
This relationship is represented below:  
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To read more (page 17/204): 
https://cyberdefensereview.army.mil/Portals/6/CDR%20V5N1%20-%20F
ULL_WEB_1.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://cyberdefensereview.army.mil/Portals/6/CDR%20V5N1%20-%20FULL_WEB_1.pdf
https://cyberdefensereview.army.mil/Portals/6/CDR%20V5N1%20-%20FULL_WEB_1.pdf


P a g e  | 25 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 7 

PCAOB Staff Provides Reminders for Audits Nearing Completion 
in Light of COVID-19 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) has released a 
staff Spotlight document, COVID-19: Reminders for Audits Nearing 
Completion (https://pcaobus.org/Documents/COVID-19-Spotlight.pdf), to 
provide important reminders to auditors of issuers and broker-dealers for 
audits nearing completion. 
 

 
 

"The COVID-19 crisis is having a significant impact on investors, issuers, 
and auditors alike," said Chairman William D. Duhnke III. "This Spotlight 
is intended as a reminder that adherence to our standards takes on added 
importance as investors depend now, more than ever, on the integrity of 
financial statements." 
 
To learn more about the PCAOB's response to COVID-19, please visit our 
resource page on our website at 
https://pcaobus.org/Pages/response-to-COVID-19.aspx 
 

 
 

https://pcaobus.org/Documents/COVID-19-Spotlight.pdf
https://pcaobus.org/Pages/response-to-COVID-19.aspx
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We will continue to closely monitor the evolving situation. If you have 
questions, comments, or concerns to share with us, please visit our Contact 
Us page (https://pcaobus.org/About/Pages/Contact.aspx) to find the 
relevant PCAOB contact information. 
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Number 8 

Marriott International Notifies Guests of Property System 
Incident (March 31, 2020) 
 

 
 

Marriott International announced that it is notifying some of its guests 
today of an incident involving a property system.  
 
The notice explains what occurred, the information involved, the measures 
taken by Marriott to investigate and address the issue, how Marriott is 
assisting guests, and steps guests can consider taking. 
 
Hotels operated and franchised under Marriott’s brands use an application 
to help provide services to guests at hotels.  
 
At the end of February 2020, the company identified that an unexpected 
amount of guest information may have been accessed using the login 
credentials of two employees at a franchise property.  
 
The company believes that this activity started in mid-January 2020.  
 
Upon discovery, the company confirmed that the login credentials were 
disabled, immediately began an investigation, implemented heightened 
monitoring, and arranged resources to inform and assist guests.  
 
Marriott also notified relevant authorities and is supporting their 
investigations. 
 
Although Marriott’s investigation is ongoing, the company currently has no 
reason to believe that the information involved included Marriott Bonvoy 
account passwords or PINs, payment card information, passport 
information, national IDs, or driver’s license numbers. 
 
At this point, the company believes that the following information may have 
been involved for up to approximately 5.2 million guests, although not all of 
this information was present for every guest involved: 
 
- contact details (e.g., name, mailing address, email address, and phone 

number) 
 
- loyalty account information (e.g., account number and points balance, 

but not passwords) 
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- additional personal details (e.g., company, gender, and birthday day 
and month) 

 
- partnerships and affiliations (e.g., linked airline loyalty programs and 

numbers) 
 
- preferences (e.g., stay/room preferences and language preference) 
 
Today, Marriott is sending emails to guests involved. Marriott has also set 
up a dedicated website (www.mysupport.marriott.com) and call center 
resources with additional information for guests. The call center resources 
can be reached by calling the numbers listed on the dedicated website.  
 
The email sent to guests and the website also contain a list of steps guests 
involved can consider taking and information about enrolling in a personal 
information monitoring service that Marriott is providing. 
 
Marriott carries insurance, including cyber insurance, commensurate with 
its size and the nature of its operations, and the company is working with its 
insurers to assess coverage. The company does not currently believe that its 
total costs related to this incident will be significant. 
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Number 9 

Galactic gamma-ray sources reveal birthplaces of high-energy 
particles 
Researchers with the joint US-Mexico-European HAWC Observatory have 
identified a host of galactic sources of super-high-energy gamma rays 
 

 
 

Nine sources of extremely high-energy gamma rays comprise a new catalog 
compiled by researchers with the High-Altitude Water Cherenkov (HAWC) 
Gamma-Ray Observatory.  
 
All produce gamma rays with energies over 56 trillion electron volts (TeV) 
and three emit gamma rays extending to 100 TeV and beyond, making 
these the highest-energy sources ever observed in our galaxy.  
 
The catalog helps to explain where the particles originate and how they are 
accelerated to such extremes. 
 
“The Earth is constantly being bombarded with charged particles called 
cosmic rays, but because they are charged, they bend in magnetic fields and 
don’t point back to their sources. We rely on gamma rays, which are 
produced close to the sources of the cosmic rays, to narrow down their 
origins,” said Kelly Malone, an astrophysicist in the Neutron Science and 
Technology group at Los Alamos National Laboratory and a member of the 
HAWC scientific collaboration.  
 
“There are still many unanswered questions about cosmic-ray origins and 
acceleration. High energy gamma rays are produced near cosmic-ray sites 
and can be used to probe cosmic-ray acceleration. However, there is some 
ambiguity in using gamma rays to study this, as high-energy gamma rays 
can also be produced via other mechanisms, such as lower-energy photons 
scattering off of electrons, which commonly occurs near pulsars.” 
 
For an affiliated video about the research, see Newly Discovered Gamma 
Ray Sources Have the Highest Energy Ever Recorded. 
 
The newly cataloged astrophysical gamma-ray sources have energies about 
10 times higher than can be produced using experimental particle colliders 
on Earth. While higher-energy astrophysical particles have been previously 
detected, this is the first time specific galactic sources have been 
pinpointed.  
 
All of the sources have extremely energetic pulsars (highly magnetized 
rotating neutron stars) nearby.  
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The number of sources detected may indicate that ultra-high-energy 
emission is a generic feature of powerful particle winds coming from 
pulsars embedded in interstellar gas clouds known as nebulae, and that 
more detections will be forthcoming. 
 
The HAWC Gamma-Ray Observatory consists of an array of water-filled 
tanks sitting high on the slopes of the Sierra Negra volcano in Puebla, 
Mexico, where the atmosphere is thin and offers better conditions for 
observing gamma rays.  
 
When these gamma rays strike molecules in the atmosphere they produce 
showers of energetic particles.  
 
Although nothing can travel faster than the speed of light in a vacuum, light 
moves more slowly through water.  
 
As a result, some particles in cosmic ray showers travel faster than light in 
the water inside the HAWC detector tanks.  
 
The faster-than-light particles, in turn, produce characteristic flashes of 
light called Cherenkov radiation.  
 
By recording the Cherenkov flashes in the HAWC water tanks, researchers 
can reconstruct the sources of the particle showers to learn about the 
particles that caused them in the first place. 
 
The HAWC collaborators plan to continue searching for the sources of 
high-energy cosmic rays. By combining their data with measurements from 
other types of observatories such as neutrino, x-ray, radio and optical 
telescopes, they hope to disentangle the astrophysical mechanisms that 
produce the cosmic rays that continuously rain down on our planet. 
 

 
 
Video Clip: https://www.youtube.com/watch?v=--FVlzm09Zg 
 

https://www.youtube.com/watch?v=--FVlzm09Zg
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Number 10 

Episode 24: Preventing Pandemics 
Voices from DARPA podcast restarts with episode on programs aiming to 
take pandemics off the table for good 
 

 
 

We find ourselves in pandemic times. The global population is under siege 
by an infectious virus new to humankind. It’s called Severe Acute 
Respiratory Syndrome Coronavirus 2, or SARS-CoV-2. It’s the causative 
agent of the pandemic disease designated COVID-19.  
 
This viral adversary knows no politics. It recognizes no national 
boundaries. It is unconcerned with anyone’s identity. All 7.8 billion of us 
are the same to the virus: we are all hosts suitable to commandeer to make 
copies of itself. 
 
DARPA has long recognized how devastating pandemic diseases like 
COVID-19 could be and the Agency embraced the attitude that it could do 
something about this threat.  
 
In recent years, the agency has been developing and supporting 
communities of innovators who are doing the science and applying the 
lessons they are learning to create a technology platform that stands a 
chance of this: preventing any outbreak of infectious disease—anywhere 
and anytime—from growing into a global conflagration like the one we are 
experiencing right now.  
 

 
 

In this new episode of the Voices from DARPA podcast, join a team of 
program managers in the agency’s Biological Technologies Office as they 
explain how they are striving to develop a multi-pronged technology 
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platform that has the potential to render COVID-19 humanity’s last 
pandemic. 
 
This latest episode of the Voices from DARPA podcast, as well as all of the 
others, are accessible from the DARPA website 
(https://www.darpa.mil/about-us/podcast). 
 
Blubrry (podcast host): 
https://blubrry.com/voices_from_darpa/57709321/episode-24-preventin
g-pandemics/ 
 
YouTube: https://youtu.be/Op1yFcwsxjs 
 
iTunes: 
https://itunes.apple.com/us/podcast/voices-from-darpa/id1163190520 
 
Episode 24: Preventing Pandemics: Transcript at: 

https://www.darpa.mil/attachments/Episode_24_curated.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.darpa.mil/about-us/podcast
https://blubrry.com/voices_from_darpa/57709321/episode-24-preventing-pandemics/
https://blubrry.com/voices_from_darpa/57709321/episode-24-preventing-pandemics/
https://youtu.be/Op1yFcwsxjs
https://itunes.apple.com/us/podcast/voices-from-darpa/id1163190520
https://www.darpa.mil/attachments/Episode_24_curated.pdf
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm


P a g e  | 35 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

 

 
 
Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

