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Monday, April 26, 2021 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Central banks monitor the technological innovations, the 
new entrants into the intermediation and the payment 
services, and the declining use of cash, and consider 
responses like the use of Central Bank Digital Currencies 
(CBDCs - electronic forms of central bank money that could be more widely 
used by households and businesses to make payments and store value). 
 

I have just read an interesting paper from Agustín Carstens, General 
Manager of the Bank for International Settlements (BIS) with title “Central 
bank digital currencies: putting a big idea into practice”. 
 

According to Mr. Carstens, the Central Bank of the Bahamas recently 
launched its Sand Dollar, and the People’s Bank of China is conducting a 
large-scale pilot of the so-called electronic yuan, or e-CNY. In the United 
States, the Federal Reserve System is doing extensive research on CBDCs, 
including work with MIT.  

http://www.risk-compliance-association.com/
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At the Bank for International Settlements (BIS), the new Innovation Hub is 
complementing this work with multiple projects on CBDCs.  
 
There are some interesting questions like: 
 
- how does a CBDC differ from today’s money?  
- what would a CBDC mean for users, central banks, financial institutions 

and the international monetary system?  
 
Mr. Carstens believes that CBDCs are a technologically advanced 
representation of central bank money. If well designed, they could offer a 
safe, neutral and final means of settlement for the digital economy. 
 
You must read the paper from Mr. Carstens (at number 1 below).  
 
I remember the paper from the Bank of England,with title Central Bank 
Digital Currency: opportunities, challenges and design. Look at the BoE’s 
approach: 
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Welcome to the top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

Central bank digital currencies: putting a big idea into practice  
Agustín Carstens, General Manager, Bank for International Settlements, 
Peterson Institute for International Economics (PIIE) discussion on 
Central Bank Digital Currencies 
 

 
 

Introduction  
 
Thank you very much to Adam Posen and to the Peterson Institute for the 
invitation to speak here today. It is a pleasure to be here, even if virtually. I 
am grateful for the role the Peterson Institute has played through the years 
in promoting both domestic and international policy dialogue.  
 
Central bank digital currencies, or CBDCs, are the topic of my talk today, 
and indeed the talk of the town. Many central banks are hard at work on 
research and development.  
 
The Central Bank of the Bahamas recently launched its Sand Dollar, and the 
People’s Bank of China is conducting a large-scale pilot of the so-called 
electronic yuan, or e-CNY.  
 
In the United States, the Federal Reserve System is doing extensive 
research on CBDCs, including work with MIT. At the Bank for International 
Settlements (BIS), our new Innovation Hub is complementing this work 
with multiple projects on CBDCs.  
 
We are also conducting research on the economics of CBDCs, and 
supporting dialogue among central banks through the BIS committees. And 
certainly, there is a lively public and academic debate on CBDCs, including 
in the United States on proposals for a digital dollar. Yet, once we scratch 
the surface of this debate, there are fundamental questions.  
 
How does a CBDC differ from today’s money? What would a CBDC mean 
for users, central banks, financial institutions and the international 
monetary system? I will outline how we can put this big idea into practice. I 
will argue that CBDCs are a technologically advanced representation of 
central bank money. If well designed, they could offer a safe, neutral and 
final means of settlement for the digital economy.  
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CBDCs appear similar to payment vehicles provided by other 
infrastructures, such as retail fast payment systems. These systems are 
being rolled out around the world and make funds available to the payee in 
real, or near-real, time. 
 
Indeed, retail CBDCs, retail fast payment systems, and supporting 24/7 
wholesale payment systems form a continuum of potential improvements 
to the payment system. However, I will argue that the unique 
characteristics of central bank money distinguish CBDCs both from 
commercial bank money and from cryptocurrencies and stablecoins. 
 
Building on that, I will discuss CBDCs from the user perspective. I will 
outline the operations involved in a system with CBDCs, and the role of 
financial institutions.  
 
Finally, I will discuss the possible impact on the international monetary 
system, where I feel that some clarifications are in order.  
 
Contrary to some of the hyperbole around international currency 
competition, central banks’ work on CBDCs is a global collaborative effort. 
 
To read more: https://www.bis.org/speeches/sp210331.pdf 
 

 
 
 

 

 

 

 

 

 

 

 

 

https://www.bis.org/speeches/sp210331.pdf
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Number 2 
FSI Briefs No 13 

Redefining insurance supervision for the new normal 
Farzana Badat, Denise Garcia Ocampo and Jeffery Yong 
 

 
 
Highlights 
 
• Lessons learnt from the Covid-19 crisis will be critical to future-proof 
insurance supervision. Streamlined and agile supervisory processes backed 
by resilient digital infrastructure and closer engagement with insurers and 
other regulatory agencies will be critical to help insurance supervisors cope 
with future unexpected disruptions. 
 
• Insurance supervision in the new normal will redefine the demarcation 
between on-site and off-site supervision, with elements of remote 
supervision becoming a mainstay to enable more efficient and effective 
supervisory oversight in the future. However, remote supervision cannot 
entirely replace on-site supervision, especially in assessing behavioural 
aspects of insurers. 
 
• Proper support structures to ensure the ongoing health and wellbeing of 
supervisory teams will be critical to maintaining effective supervisory 
oversight in prolonged remote working environments. 
 
• The pandemic accelerated the digitalisation of both insurance supervisory 
processes and the insurance business value chain. As the pace and scale of 
digital transformation continues to increase, so will cyber security and 
policyholder protection risks, which must be appropriately managed. 
 
• Supervisors will need to apply a more holistic approach to technology 
investments in the future. Adoption of new supervisory technologies will 
need to be complemented with capacity building programmes that equip 
supervisors with new digital skill sets required to adapt to supervision in 
the new normal. 
 
Supervisory transition to remote work 
 
The most significant organisational challenges faced by the surveyed 
authorities at the onset of the Covid19 pandemic related to their readiness 
to transition to remote work and adjustments to internal processes. 
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Most of the surveyed authorities had IT remote access arrangements in 
place before the pandemic, but not necessarily on an adequate scale 
required to support all staff or all activities. 
 
Significant efforts were made by many authorities to provide staff with a 
remote work “toolkit” composed of IT hardware and software that enabled 
them to continue their activities remotely (see Figure 1).  
 

 
 

Transition to remote work (not only in terms of supervision but also 
internal processes such as onboarding of new staff) was smoother for 
authorities that had already provided such a toolkit and trained staff for its 
use before the pandemic. 
 
To read more: 
https://www.bis.org/fsi/fsibriefs13.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/fsi/fsibriefs13.pdf
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Number 3 

REDEFINING INSURANCE SUPERVISION FOR THE NEW 
NORMAL 
Co-authored by the IAIS Secretariat and Financial Stability Institute (FSI) 
of the Bank for International Settlements (BIS) 
Farzana Badat, Denise Garcia Ocampo and Jeffery Yong 
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To read more: 

https://www.iaisweb.org/page/supervisory-material/other-supervisory-pa
pers-and-reports//file/96483/iais-fsi-note-on-redefining-insurance-super
vision-for-the-new-normal 
 

 
 

https://www.iaisweb.org/page/supervisory-material/other-supervisory-papers-and-reports/file/96483/iais-fsi-note-on-redefining-insurance-supervision-for-the-new-normal
https://www.iaisweb.org/page/supervisory-material/other-supervisory-papers-and-reports/file/96483/iais-fsi-note-on-redefining-insurance-supervision-for-the-new-normal
https://www.iaisweb.org/page/supervisory-material/other-supervisory-papers-and-reports/file/96483/iais-fsi-note-on-redefining-insurance-supervision-for-the-new-normal
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Number 4 
Basel Committee on Banking Supervision 

Principles for Operational Resilience 
 

 
 

I. Introduction  
 
1. In the years that followed the Great Financial Crisis (GFC) of 2007–09, 
the Basel Committee’s reforms of its prudential framework have enhanced 
the supervision of the global banking system and resulted in a number of 
structural changes to strengthen banks’ financial resilience.  
 
While significantly higher levels of capital and liquidity have improved 
banks’ ability to absorb financial shocks, the Committee believes that 
further work is necessary to strengthen banks’ ability to absorb operational 
risk-related events, such as pandemics, cyber incidents, technology failures 
and natural disasters, which could cause significant operational failures or 
wide-scale disruptions in financial markets.  
 
In light of the critical role that banks play in the operation of the global 
financial infrastructure, increasing their resilience would provide 
additional safeguards to the financial system.  
 
2. Even prior to the Covid-19 pandemic, the Committee considered that 
significant operational disruptions would inevitably test improvements to 
the financial system’s resilience made since the GFC.  
 
As the Covid-19 pandemic progressed, the Committee observed banks 
rapidly adapting their operational posture in response to new hazards or 
changes in existing hazards that occurred in different parts of their 
organisation.  
 
Recognising that a range of potential hazards cannot be prevented, the 
Committee believes that a pragmatic, flexible approach to operational 
resilience can enhance the ability of banks to withstand, adapt to and 
recover from potential hazards and thereby mitigate potentially severe 
adverse impacts.  
 
3. Through the publication of this document, the Committee seeks to 
promote a principles-based approach to improving operational resilience. 
The approach builds on updates to the Committee’s Principles for the 
Sound Management of Operational Risk (PSMOR) and draws from 
previously issued principles on corporate governance for banks, as well as 
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outsourcing-, business continuity- and relevant risk management-related 
guidance.  
 
4. Recognising the work undertaken by several jurisdictions and 
standard-setting bodies (SSBs) to bolster the operational resilience of the 
financial sector, the Committee aims to strengthen operational resilience by 
furthering international engagement and seeks to promote greater 
cross-sectoral collaboration over this body of work. 
 
II. An evolving operational risk landscape  
 
5. Banks and their customers have benefited from the application of 
technology to financial services, although the increased use of technology 
presents new risks.  
 
Until recently, some of the most predominant operational risks that banks 
faced resulted from vulnerabilities related to the rapid adoption of and 
increased dependency on technology infrastructure for the provision of 
financial services and intermediation, as well as the sector’s growing 
reliance on technology-based services provided by third parties.  
 
The Covid-19 pandemic has exacerbated these operational risks and 
increased economic and business uncertainty. Technology and 
relationships with third parties have at the same time supported the 
continued delivery of products and services to customers and promoted the 
ability of banks to continue operations during the pandemic.  
 
6. Pandemic-related disruptions have affected information systems, 
personnel, facilities and relationships with third-party service providers 
and customers.  
 
In addition, cyber threats (ransomware attacks, phishing, etc) have spiked, 
and the potential for operational risk events caused by people, failed 
processes and systems has increased as a result of greater reliance on 
virtual working arrangements.  
 
The Committee’s guidance on operational resilience will continue to be 
informed by its monitoring of the impact of the Covid-19 pandemic and any 
lessons learned. To read more: https://www.bis.org/bcbs/publ/d516.pdf 
 

 

https://www.bis.org/bcbs/publ/d516.pdf
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Number 5 

Treasury-Federal Reserve cooperation and the importance of 
central bank independence 
Christopher J Waller, Member of the Board of Governors of the Federal 
Reserve System, at the Peterson Institute for International Economics, 
Washington DC. 
 

 
 

By way of introduction, I spent the first part of my career as an economics 
professor and researcher. One of my main fields of inquiry was monetary 
policy theory. I have long been a strong believer in the virtues of central 
bank independence, and today I will devote my remarks to that topic. 
 
As a result of the COVID-19 crisis, tremendous monetary and fiscal 
measures have been taken to provide economic relief to American 
households and businesses.  
 
The Federal Reserve took a host of actions, including lowering its policy 
rate to zero and purchasing securities to support market functioning and 
provide monetary accommodation.  
 
The Congress enacted several packages that funded the health response to 
the pandemic, expanded unemployment insurance, and provided economic 
assistance payments to households and businesses. 
 
The virus also created uncertainty and turbulence in financial markets, 
which led the Federal Reserve to establish emergency lending programs to 
serve as lending backstops and support the flow of credit to households, 
businesses, nonprofits, and state and local governments.  
 
Establishing these programs under section 13(3) of the Federal Reserve Act 
required substantial cooperation between the Department of the Treasury 
and the Federal Reserve. 
 
The Congress has provided spending of roughly $5.8 trillion during the past 
year to deal with the pandemic and its effects on the economy. This action 
has pushed the ratio of publicly held U.S. debt to nominal gross domestic 
product to more than 100 percent for the first time since World War II.  
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The Federal Reserve's holdings of U.S. government debt has risen to around 
$7 trillion, with about $2.5 trillion of that total resulting from its asset 
purchase program aimed at smoothing credit market functioning and 
providing monetary accommodation. 
 
Because of the large fiscal deficits and rising federal debt, a narrative has 
emerged that the Federal Reserve will succumb to pressures:  
 
(1) to keep interest rates low to help service the debt and  
 
(2) to maintain asset purchases to help finance the federal government.  
 
My goal today is to definitively put that narrative to rest. It is simply wrong.  
 
Monetary policy has not and will not be conducted for these purposes. 
 
My colleagues and I will continue to act solely to fulfill our congressionally 
mandated goals of maximum employment and price stability. The Federal 
Open Market Committee (FOMC) determines the appropriate monetary 
policy actions solely to move the economy towards those goals.  
 
Deficit financing and debt servicing issues play no role in our policy 
decisions and never will. Chair Powell made this same point in his 
recent comments to the Economic Club of New York. 
 
 My objective today is to reinforce that message. 
 
To read more: https://www.bis.org/review/r210330a.pdf 
 

 
 

 

 

 

 

 

 

https://www.bis.org/review/r210330a.pdf
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Number 6 

NIST Develops Privacy-Preserving ‘Encounter Metrics’ That 
Could Help Slow Down Future Pandemics 
 

 
 

When you bump into someone in the workplace or at your local coffee shop, 
you might call that an “encounter.” That’s the scientific term for it, too. As 
part of urgent efforts to fight COVID-19, a science is rapidly developing for 
measuring the number of encounters and the different levels of interaction 
in a group.  
 
At the National Institute of Standards and Technology (NIST), researchers 
are applying that science to a concept they have created called “encounter 
metrics.” They have developed an encrypted method that can be applied to 
a device such as your phone to help with the ultimate goal of slowing down 
or preventing future pandemics. The method is also applicable to the 
COVID-19 pandemic.   
 
Their research is explained in a pilot study published in the Journal of 
Research of NIST.  
 
Encounter metrics measure the levels of interactions between members of a 
population. A level of interaction could be the number of people in a 
bathroom who are talking to each other or a group of people walking down 
a hallway. There are numerous levels of interactions because there are so 
many different ways people can interact with one another in different 
environments.   
 
In order to mitigate the spread of an infectious disease there is the 
assumption that less communication and interaction with people in a 
community is essential. Fewer interactions among people means there is 
less of a chance of the disease spreading from one person to another.  
 
“We need to measure that. It’s important to develop technology to measure 
that and then see how we can use that technology to shape our working 
environment to slow future pandemics,” said NIST researcher René Peralta, 
an author of the NIST study.   
 
Picture two people walking from opposite ends of a hallway who meet in the 
middle. To record this encounter, each person could carry their own phone 
or a Bluetooth device that broadcasts a signal as soon as the encounter 
occurs. One way of labeling this encounter is through the exchange of 
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device IDs or pseudonyms. Each device sends its own pseudonym that 
belongs to the device itself. The pseudonyms could be changed every 10 
minutes as a way to promote the privacy of the person’s identity.  
 
However, another way of labeling the encounter between two people is 
through a random number that is not linked to the device each person 
carries. This is what the researchers call an “encounter ID.” Peralta 
developed an encrypted system that uses encounter IDs to not only 
measure the encounter between two people but to strengthen the privacy of 
the identities of the two people from third parties.  
 
Current approaches for mitigating the spread of infectious disease in a 
population include exposure notification systems, also known as contact 
tracing, that rely on the pseudonyms.  
 
These systems are currently used on smartphones as a way to digitally track 
if a person comes into contact with someone who has contracted COVID-19. 
This can help health officials mitigate the spread of the disease by isolating 
individuals at risk of infecting others.   
 
But the benefit of the NIST method that uses encounter IDs is its promotion 
of privacy. By labeling each encounter with a random number and not 
linking the encounter to the device the person is carrying, this makes it 
much harder for a cyber attacker to obtain that user’s identity.   
 
The target audience for this approach would be for a smaller population in a 
controlled setting like NIST’s campus or nursing homes, said NIST 
researcher Angela Robinson, also an author of the new paper. “We are 
advancing a different approach to contact tracing using encounter metrics.”  
 
Gathering these measurements of how individuals interact with one 
another can help with better understanding ways of modifying working 
environments, such as altering building layouts and establishing mobility 
rules, so as to slow the spread of disease.  
 
These architectural changes though are part of a longer-term goal. 
“Encounter metrics will give health experts and officials more tools to 
understand interactions of people and infection events,” said Peralta.   
 
Through a broader initiative at NIST in which various groups met and 
discussion occurred to help address the COVID-19 pandemic, Peralta and 
Robinson collaborated with NIST researcher Sae Woo Nam, who developed 
a NIST prototype Bluetooth device that uses the cryptographic system 
developed by Peralta.   
 



P a g e  | 19 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

The device is slightly smaller than the size of a playing card and can be 
easily worn around a person’s neck or stored in their pocket. It has a sensor 
to detect a Bluetooth signal and the duration and strength of the signal.  
 
The strength of the signal is used to approximate the distance between two 
individuals. So, if the signal is weaker, one can conclude that the person is 
following proper social distancing guidelines and is more than 2 meters 
(6.56 feet) away.  
 
The NIST prototypes rely on ultrasonic ranging where the device transmits 
a sound wave and researchers can measure the time it takes for the sound 
wave to reflect off an object and back to the origin.  
 
This means that the reflection time is proportional to the distance that the 
target object is from the source, in this case the device. Ultrasonic ranging 
allows for a more accurate determination of distance between two people 
compared to relying solely on the Bluetooth signal.   
 
Researchers also propose an alternative protocol to current approaches for 
contact tracing using their method of encounter IDs. The alternative 
proposal follows three parts: reporting, server storage and risk exposure 
notification.  
 
A person who is diagnosed with COVID can voluntarily and anonymously 
send their encounter IDs to a central server. The server then maintains a 
running window of all the reported encounter IDs.  
 
Lastly, every day each person participating in contact tracing performs a 
two-party encrypted computation with the server to get the number of 
encounter IDs that are both in their list and the server’s. That number is the 
person’s measure of risk.  
 
It’s important to note that this approach relies on each participant being 
honest or a good actor when sending their encounter IDs. More detailed 
information on the approach can be found in the paper.   
 
As for next steps, NIST researchers hope to expand beyond the NIST 
community to work with the larger research community to invest in 
privacy-preserving encounter metrics.  
 
They also aim to further develop the techniques that are already in place to 
see how they will hold out in scenarios where there are actual malicious 
threats.  
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To learn more about other research projects addressing the COVID-19 
pandemic that are currently underway at NIST, check out the NIST and 
COVID-19 web portal at: https://www.nist.gov/coronavirus 
 
To read more: 

https://www.nist.gov/news-events/news/2021/03/nist-develops-privacy-
preserving-encounter-metrics-could-help-slow-down 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.nist.gov/coronavirus
https://www.nist.gov/news-events/news/2021/03/nist-develops-privacy-preserving-encounter-metrics-could-help-slow-down
https://www.nist.gov/news-events/news/2021/03/nist-develops-privacy-preserving-encounter-metrics-could-help-slow-down
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Number 7 

March 2021 Coordinated Inauthentic Behavior Report 
 

 
 

We’re constantly working to find and stop coordinated campaigns that seek 
to manipulate public debate across our apps. 
 
The Purpose of This Report 
 
Over the past three and a half years, we’ve shared our findings about 
coordinated inauthentic behavior we detect and remove from our 
platforms.  
 
As part of our regular CIB reports, we’re sharing information about all 
networks we take down over the course of a month to make it easier for 
people to see progress we’re making in one place. 
 
Summary of March 2021 Findings 
 
Our teams continue to focus on finding and removing deceptive campaigns 
around the world — whether they are foreign or domestic. In March, we 
removed 14 networks from 11 countries.  
 
Five networks — from Albania, Iran, Spain, Argentina, and Egypt — 
targeted primarily people outside of their countries. Nine others — from 
Israel, Benin, Comoros, Georgia, and Mexico — focused on domestic 
audiences in their respective countries. We have shared information about 
our findings with industry partners, researchers, law enforcement and 
policymakers. 
 
Here are a few notable highlights: 
 
Early detection and continuous enforcement: The vast majority of 
the networks we removed in March had limited following or were in the 
early stages of building their audiences when we removed them.  
 
The small Iranian network is a good example: the threat actor behind it 
attempted to re-create their presence after we disrupted their operation 
targeting Israel in October 2020.  
 
Late last year and in early 2021, they began creating Pages and accounts, 
some of which were detected and disabled by our automated systems. 
About a month after their first Page was created our teams began 
investigating the rest of the network.  
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Ongoing enforcement against these threat actors across the internet has 
made these operations less effective in building their following. With each 
removal, we set back the actors behind these networks, forcing them to 
re-build their operations and slowing them down. 
 
A deep dive into a troll farm: In addition to these newer networks, we 
also investigated and disrupted a long-running operation from Albania that 
targeted primarily Iran.  
 
While not successful in building significant audiences over several years of 
operation, this campaign was run by what appears to be a tightly organized 
troll farm linked to an exiled militant opposition group from Iran, 
Mojahedin-e Khalq (MEK).  
 
To shine light on how such operations manifest on our platform, we’re 
adding a detailed research and analysis section at the end of this report. 
We’ve shared our findings with other platforms and researchers to 
contribute to additional discoveries into similar activity on the broader 
internet. 
 
AI-generated images: We’ve removed three CIB networks that made use 
of profile photos likely generated using machine learning technologies 
capable of creating realistic images.  
 
Since 2019, we have now disrupted seven operations that used such 
synthetic photos. Notably, although the use of GAN-generated images can 
make an account look authentic to an external observer, it doesn’t 
materially change the deceptive behavior patterns that we look for to 
identify inauthentic activity. 
 
We know that influence operations will keep evolving in response to our 
enforcement, and new deceptive behaviors will emerge. We will continue to 
refine our enforcement and share our findings publicly.  
 
We are making progress rooting out this abuse, but as we’ve said before – 
it’s an ongoing effort. We’re committed to continually improving to stay 
ahead.  
 
That means building better technology, hiring more people and working 
closely with law enforcement, security experts and other companies. 
 
Here are the numbers related to the new 14 CIB networks we removed in 
March: 
 
- Total number of Facebook accounts removed: 1,167 
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- Total number of Instagram accounts removed: 290 
 
- Total number of Pages removed: 255 
 
- Total number of Groups removed: 34 
 
Networks removed in March 2021: 
 
Albania: We removed 128 accounts, 41 Pages, 21 Groups, and 146 
Instagram accounts from Albania that targeted global audiences including 
Iran. We found this network as part of our internal investigation and linked 
it to MEK, an exiled militant opposition group from Iran now based in 
Albania. (See a detailed analysis of this network’s activity at the end of this 
report). 
 
Iran: We removed 29 Facebook accounts, two Pages, one Group, and 10 
Instagram accounts from Iran that targeted Israel. We found this network 
as a result of our internal investigation into the suspected coordinated 
inauthentic behavior linked to the network we removed in October 2020. 
 
Spain and El Salvador: We removed 118 Facebook accounts, eight 
Pages, and ten Instagram accounts from Spain and El Salvador that 
targeted El Salvador. We found this network after reviewing research about 
some of this activity by FireEye, a cyber security company.  
 
Our investigation found links to Spain-based employees of the Italian PR 
firm Reputation Up and individuals with a background in digital marketing 
working on behalf of the ARENA party in El Salvador. 
 
Spain and Argentina: We removed 390 Facebook accounts, six Pages, 
and 17 Instagram accounts from Spain and Argentina that targeted 
Ecuador.  
 
We found this network after reviewing research about some of this activity 
on other platforms by FireEye, a cyber security company. Our investigation 
found links to Leanga Software, a social media management company in 
Spain. 
 
Egypt: We removed 17 Facebook accounts, six Pages, and three Instagram 
accounts from Egypt that targeted Ethiopia, Sudan, and Turkey. We found 
this network as part of our internal investigation and linked it to Bee 
Interactive, a marketing firm in Egypt. 
 
Israel: We removed 37 Facebook accounts, 20 Pages, and one Instagram 
accounts from Israel that targeted domestic audiences in that country. We 
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found this network as part of our internal investigation. Our assessment 
benefited from information shared with us by local civil society in Israel. 
Our investigation found links to ElBaladd, a news website in Israel. 
 
Benin: We removed 21 Facebook accounts, 16 Pages, and 9 Instagram 
accounts from Benin that targeted domestic audiences in that country. We 
found this network as part of our internal investigation into suspected 
coordinated inauthentic behavior in the region. 
 
Comoros: We removed 33 Facebook accounts, 12 Pages, and 5 Instagram 
accounts from Comoros that targeted domestic audiences in that country. 
We found this network as part of our internal investigation and linked it to 
Centre Médiatique Moderne des Comores (CMMC), a communications 
company in Comoros. 
 
Georgia: We removed 23 Facebook accounts, 24 Pages, 12 Groups, and 11 
Instagram accounts from the country of Georgia that targeted domestic 
audiences in that country.  
 
We found this network after reviewing public reporting on this activity by 
researchers at the Digital Forensic Research Lab at the Atlantic Council. 
Our investigation found links to individuals associated with Georgian 
March, a political party in Georgia, and its youth wing. 
 
Mexico: We removed 71 Facebook accounts, 18 Pages, and seven 
Instagram accounts from the state of Quintana Roo in Mexico that targeted 
domestic audiences in that state.  
 
We found this activity as part of our internal investigation into suspected 
coordinated inauthentic behavior in the region. 
 
Mexico: We removed 56 Facebook accounts from the state of Colima in 
Mexico that targeted domestic audiences in that state. We found this 
activity as part of our internal investigation into suspected coordinated 
inauthentic behavior in the region. 
 
Mexico: We removed 54 Facebook accounts and 73 Pages from the state of 
Baja California in Mexico that targeted audiences in that state. We found 
this activity as part of our internal investigation into suspected coordinated 
inauthentic behavior in the region. 
 
Mexico: We removed 39 Facebook accounts, 15 Pages, and eight 
Instagram accounts that originated in Mexico and targeted domestic 
audiences. We found this activity as part of our internal investigation and 
linked it to Flow Agency, a PR firm in Mexico. 
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Mexico: We removed 151 Facebook accounts, 14 Pages, and 63 Instagram 
accounts from the state of Nayarit in Mexico that targeted domestic 
audiences in that state. We found this activity as part of our internal 
investigation into suspected coordinated inauthentic behavior in the region. 
 
Learn More About What Is Coordinated Inauthentic Behavior or CIB 
 
We view CIB as coordinated efforts to manipulate public debate for a 
strategic goal where fake accounts are central to the operation.  
 
There are two tiers of these activities that we work to stop:  
 
1) coordinated inauthentic behavior in the context of domestic, 
non-government campaigns and  
 
2) coordinated inauthentic behavior on behalf of a foreign or government 
actor. 
 
Coordinated Inauthentic Behavior (CIB) 
 
When we find domestic, non-government campaigns that include groups of 
accounts and Pages seeking to mislead people about who they are and what 
they are doing while relying on fake accounts, we remove both inauthentic 
and authentic accounts, Pages and Groups directly involved in this activity. 
 
Foreign or Government Interference (FGI) 
 
If we find any instances of CIB conducted on behalf of a government entity 
or by a foreign actor, we apply the broadest enforcement measures 
including the removal of every on-platform property connected to the 
operation itself and the people and organizations behind it. 
 
Continuous Enforcement 
 
We monitor for efforts to re-establish a presence on Facebook by networks 
we previously removed. Using both automated and manual detection, we 
continuously remove accounts and Pages connected to networks we took 
down in the past. 
 
To read more: 

https://about.fb.com/wp-content/uploads/2021/04/March-2021-CIB-Rep
ort.pdf 
 

 

https://about.fb.com/wp-content/uploads/2021/04/March-2021-CIB-Report.pdf
https://about.fb.com/wp-content/uploads/2021/04/March-2021-CIB-Report.pdf
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Number 8 
Financial Stability Institute - FSI Insights on policy implementation No 31 

Supervising cryptoassets for anti-money laundering 
Rodrigo Coelho, Jonathan Fishman and Denise Garcia Ocampo 
 

 
 

Supervision of cryptoasset service providers (CSPs) remains nascent 
globally.  
 
While AML/CFT international standards are in place, most jurisdictions 
have just begun to implement and enforce them. 
 
Across the countries surveyed for this study, there is a range of stages of 
development, with some countries still finalising their regulations and a 
small number performing more active supervision, such as conducting 
examinations and taking enforcement actions.  
 
In most cases, however, effective implementation remains a work in 
progress. As a result, the state of supervision could be best described as in 
flux, and this study constitutes a snapshot in time. 
 
As jurisdictions finalise regulation, the key question remains as to who 
and which activities fall within the regulatory perimeter.  
 
Regulatory treatment for CSPs is contingent on the risks posed by both the 
type of cryptoasset(s) offered by the CSP and the activity in which firms 
engage.  
 
Authorities have chosen different criteria for categorising cryptoassets 
across various jurisdictions and differed in definitions of related activities 
that would fall into the regulatory scope.  
 
Notwithstanding this heterogeneity, authorities largely agree on the 
application of the basic principle of “same business, same risks, same 
rules”. 
 
The question in turn depends on the authorities’ assessment of which risks 
posed by cryptoassets and related activities should be captured by 
regulation and, in such case, whether those risks are captured by existing 
regulation or whether there is a gap that needs to be addressed. 
 
For gaps in AML/CFT regulation, implementing international standards, 
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particularly those issued by the Financial Action Task Force (FATF), should 
provide a solid basis for effective AML/CFT compliance and guidance.  
 
An additional challenge relates to the identification of the underlying 
economic function of the financial services that providers offer, particularly 
when novel instruments and operating models do not conform to existing 
definitions. 
 
Overall, most supervisors have an open dialogue with the private sector 
and provide an “on-ramp” period for service providers.  
 
The continuing difficulty for supervisors and the private sector in defining 
which natural or legal persons are covered by cryptoasset regulation and 
the generally limited level of knowledge of AML/CFT regulatory 
requirements in the private sector compared with what exists in more 
traditional financial services requires partnership between the public and 
private sectors.  
 
While providers are ultimately responsible for understanding and 
implementing their obligations, extensive outreach and a gradual 
“on-ramp” of supervision are consistent with the launch of new regulations 
and a rapid evolution in this industry. Such an approach helps to prevent 
widespread lack of effective compliance. 
 
While much work remains on implementation, most jurisdictions have 
performed or are in the process of performing an AML/CFT national risk 
assessment.  
 
These assessments largely conclude that the risks associated with 
cryptoassets are relatively high or have grown over the last few years, and 
such assessments should provide a strong basis for calibrating regulation 
and supervision.  
 
However, some assessments could use greater depth and others have not 
been made public. Where jurisdictions do not publicise at least the key 
conclusions of their assessments, they miss an opportunity to educate the 
public, especially in such a new and evolving sector.  
 
In addition, the lack of published risk assessments may make AML/CFT 
risk decisions, such as customer risk scoring in onboarding processes, more 
difficult for supervisors and the private sector. 
 
Enforcement actions remain limited in number and have been undertaken 
by very few jurisdictions, leaving room for improvement.  
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This is partly because of the recency of regulation in most jurisdictions. In 
jurisdictions where such actions have been taken, the sanctioned conduct 
often has an element of unregistered activity or fraud.  
 
Given the importance of public and transparent enforcement actions to 
demonstrate authorities’ commitment to implementing regulations and the 
role of these actions in helping the overall AML/CFT system to mature, 
further attention is needed in this area.  
 
Having said that, more enforcement actions are expected in the future as 
the supervisory frameworks in many jurisdictions mature. 
 
The travel rule is a binding FATF obligation, but most jurisdictions have 
not effectively implemented it.  
 
A number of jurisdictions question whether they can reasonably impose the 
travel rule on CSPs until there are technological solutions available that 
would make compliance less onerous, as SWIFT does for correspondent 
banking.  
 
Surveyed authorities also raised concerns that if these technological 
solutions were not commonly accepted or interoperable, compliance with 
the travel rule would remain burdensome.  
 
Other jurisdictions, however, are implementing the rule now since it is 
currently feasible, albeit difficult.  
 
Those that have implemented this requirement could offer an example 
for those that have yet to do so. 
 
P2P transactions pose challenges, but views differ as to their magnitude.  
 
Some jurisdictions consider these transactions as the equivalent of cash 
exchange and believe the risk they pose falls within the risk tolerance of the 
FATF standards and national regulation.  
 
This is particularly the case where authorities expect P2P transactions to 
remain limited in number, with most of these assets passing through 
CSPs before they can be used.  
 
The availability of ledger analytic tools to track these assets also partially 
tempers the concern among some authorities regarding P2P transactions as 
it suggests transparency is achievable. However, others believe the 
comparison to cash is not exactly apt and have concerns related 
to the disintermediation P2P transactions may represent.  
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Moreover, there is a distinct risk that P2P transactions will grow rapidly in 
scale, especially as cryptoassets become more widely accepted. The 
potential risks posed by P2P transactions seem to suggest that additional 
mitigation measures may be needed. In any case, many jurisdictions need a 
clearer assessment of the risks to guide their decisions going forward. 
 
There is an opportunity to adopt new approaches that take advantage of 
the inherently data-rich nature of the cryptoasset sector.  
 
Authorities are committed to supporting responsible financial innovation 
while also ensuring adequate supervision. New supervisory methods and 
suptech applications could help pursue this balance and maximise their 
resources.  
 
That should allow them to make more intensive use of data and 
technological tools like blockchain analytics to improve the effectiveness 
of their supervisory frameworks. 
 
International cooperation to oversee this sector effectively is key.  
 
The inherently crossborder nature of cryptoassets, as well as the uneven 
global implementation of international standards in this area, make 
international cooperation a critical component for effective supervision.  
 
This is especially true in view of how new the sector is. Supervisors appear 
to have the necessary legal authorities and channels for international 
cooperation in place, but actual use of them is another area requiring 
improvement. 
 
To read more: https://www.bis.org/fsi/publ/insights31.pdf 
 

 
 

 

 

 

 

https://www.bis.org/fsi/publ/insights31.pdf
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Number 9 

Minimizing the threat 
Nancy Jo Nicholas, associate Laboratory director of Global Security, 
reflects on her path at Los Alamos, from Star Wars to arms control. 
By Virginia Grant. 
 

 
 

As a graduate student in physics at George Washington University, Nancy 
Jo Nicholas came to Los Alamos National Laboratory to gather data for her 
thesis experiment. “Working as part of an accelerator user group for a 
whole summer was amazing,” she says, “but I never really saw any of the 
rest of the Laboratory.” Nonetheless, she moved to Los Alamos after 
graduation and took a position in the Advanced Nuclear Technology group. 
 
“The position I was offered was in the Star Wars missile defense program,” 
Nicholas remembers. “It required a Q clearance and sounded really 
exciting. But by the time I got a Q, the project was canceled, and I was 
assigned to work on detector development for waste assay because it was 
well-funded.”  
 
Although the excitement level of measuring waste paled in comparison to 
working on Star Wars, Nicholas learned a lot from that experience, 
specifically that even if the work is following the funding, some exciting 
science can come out of it. “I learned a lot about gamma-ray and 
neutron-based detectors,” she says, “which I was later able to apply to 
international safeguards and arms control verification missions.” 
 
Nicholas had two early-career changes of stations, which are short-term 
assignments away from Los Alamos—one at the Rocky Flats Plant in 
Colorado and one at the National Nuclear Security Administration (NNSA) 
headquarters in Washington, D.C. After she returned to Los Alamos, 
Nicholas eventually became a deputy group leader, the first step in her path 
to her current position, associate Laboratory director of Global Security. 
 
Now, Nicholas heads the Global Security directorate, defending against the 
nuclear threat from foreign adversaries. “Sometimes we work with other 
friendly nations,” she explains, “but sometimes it’s collaborating with the 
intelligence agencies doing traditional spy work.” 
 
As part of her recent work with friendly nations, Nicholas became a 
founding board member of the World Institute for Nuclear Security, an 
international nonprofit based in Vienna, Austria. “Being on the board of 
directors not only gave me a platform for helping a cause I care deeply 
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about—strengthening nuclear security globally by sharing best 
practices—but it also afforded me the opportunity to engage with leaders 
around the world and taught me a lot about nonprofits and international 
finance and fundraising,” she says. 
 
To read more: 

https://www.lanl.gov/discover/publications/national-security-science/20
21-spring/index.php 
 

 
 

 
 

 

https://www.lanl.gov/discover/publications/national-security-science/2021-spring/index.php
https://www.lanl.gov/discover/publications/national-security-science/2021-spring/index.php
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Number 10 

Quantifying Utility of Quantum Computers 
DARPA to develop “yardsticks” for measuring value of future quantum 
information systems 
 

 
 

Although universal fault-tolerant quantum computers – with millions of 
physical quantum bits (or qubits) – may be a decade or two away, quantum 
computing research continues apace.  
 
It has been hypothesized that quantum computers will one day 
revolutionize information processing across a host of military and civilian 
applications from pharmaceuticals discovery, to advanced batteries, to 
machine learning, to cryptography.  
 
A key missing element in the race toward fault-tolerant quantum systems, 
however, is meaningful metrics to quantify how useful or transformative 
large quantum computers will actually be once they exist. 
 
To provide standards against which to measure quantum computing 
progress and drive current research toward specific goals, DARPA 
announced its Quantum Benchmarking program.  
 
Its aim is to re-invent key quantum computing metrics, make those metrics 
testable, and estimate the required quantum and classical resources needed 
to reach critical performance thresholds. 
 
“It’s really about developing quantum computing yardsticks that can 
accurately measure what’s important to focus on in the race toward large, 
fault-tolerant quantum computers,” said Joe Altepeter, program manager 
in DARPA’s Defense Sciences Office.  
 
“Building a useful quantum computer is really hard, and it's important to 
make sure we're using the right metrics to guide our progress towards that 
goal. If building a useful quantum computer is like building the first rocket 
to the moon, we want to make sure we're not quantifying progress toward 
that goal by measuring how high our planes can fly." 
 
For more than 20 years DARPA and other organizations have played a vital 
role in pioneering key quantum technologies for advanced quantum 
sensing and computing. DARPA is currently pursuing early wins in 
quantum computers by developing hybrid classical/intermediate-size 
“noisy” quantum systems that could leapfrog purely classical super 
computers in solving certain types of military-relevant problems.  
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Quantum Benchmarking builds on this strong quantum foundation to 
create standards that will help direct future investments. 
 
“Quantum Benchmarking is focused on the fundamental question: How will 
we know whether building a really big fault-tolerant quantum computer 
will revolutionize an industry?” Altepeter said.  
 
“Companies and government researchers are poised to make large quantum 
computing investments in the coming decades, but we don’t want to sprint 
ahead to build something and then try to figure out afterward if it will be 
useful for anything.” 
 
Coming up with effective metrics for large quantum computers is no simple 
task. Current quantum computing research is heavily siloed in companies 
and institutions, which often keep their work confidential.  
 
Without commonly agreed on standards to quantify the utility of a quantum 
“breakthrough,” it’s hard to know the value quantum research dollars are 
achieving. Quantum Benchmarking aims to predict the utility of quantum 
computers by attempting to solve three hard problems: 
 
The first is reinventing key metrics. Quantum computer experts are not 
experts in the systems quantum computers will replace, so new 
communities will need to be built to calculate the gap between current state 
of the art and what quantum is capable of. Hundreds of applications will 
need to be to be distilled into 10 or fewer benchmarks, and metrics will 
need to have multi-dimensional scope. 
 
The second challenge is to make metrics testable by creating “wind tunnels” 
for quantum computers, which currently don’t exist. Researchers will need 
to enable robust diagnostics at all scales, in order to benchmark 
computations that are classically intractable. 
 
A third challenge is to estimate the required quantum and classical 
resources for a given task. Researchers will need to optimize and quantify 
high-level resources, which are analogous to the front-end compiler of a 
classical computer.  
 
They will need to map high-level algorithms to low-level hardware, akin to 
the back-end compiler of a classical computer. Finally, they will need to 
optimize and quantify low-level resources, which corresponds to 
transistors, gates, logic, control, and memory of classical computers. 
 
“If we succeed, these benchmarks will serve as guide stars for quantum 
computer development,” Altepeter said. 
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The Quantum Benchmarking Broad Agency Announcement is available 
here: https://go.usa.gov/xHcke 
 
A Proposers Day webinar for interested potential proposers is expected to 
be held in the coming weeks and will be announced on beta.SAM.gov 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

https://go.usa.gov/xHcke
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations around the world consider the Certified Risk 
and Compliance Management Professional (CRCMP) program a preferred 
certificate. There are CRCMPs in 32 countries. You can find more about the 
demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm

