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Monday, April 27, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Hippocrates believed that it is more important to know what 
sort of person has a disease, than to know what sort of 
disease a person has.  
 
We still need international standards and cooperation. 
 
The Financial Stability Board (FSB) has been established to coordinate at 
the international level the work of national financial authorities and 
international standard setting bodies (SSBs), in order to develop and 
promote the implementation of effective regulatory, supervisory and other 
financial sector policies.  
 
According to the FSB, the COVID-19 crisis calls for a reprioritisation of FSB 
initiatives to maximise the value of FSB work during the current crisis and 
to use members’ resources effectively. 
 
The reprioritisation of FSB projects takes into account the following 
criteria: 
 
- whether the work is relevant to current crisis management; 
 
- whether the evolution of the crisis may substantially change the 

findings (and the analysis could therefore benefit from a delay); 
 
- whether there are other important reasons to maintain the existing 

timing and/or scope of the project; and 
 
- whether postponing or scaling back the work could relieve 

COVID-related additional resource pressures on FSB members and 
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their staff and on financial institutions and other stakeholders. 
 
The main elements of the reprioritisation are as follows: 
 
Assessment of vulnerabilities. The FSB will focus on monitoring current 
risks to global financial stability, and in particular the impact of COVID-19 
on the resilience of the financial system. 
 
Non-bank financial intermediation (NBFI). Prioritisation will support 
timely discussion of policy issues arising from vulnerabilities in NBFI that 
are surfacing in the COVID-19 crisis, and decisions on how to organise such 
work in the FSB going forward. 
 
Financial innovation. Prioritisation will ensure that key deliverables to the 
Saudi G20 Presidency will be provided, and that the FSB completes 
initiatives on topics that are likely to remain of policy relevance in the near 
term. 
 
Cross-border payments. The three-stage work to develop a roadmap on 
cross-border payments, in coordination with the Committee on Payments 
and Market Infrastructures (CPMI), will continue as scheduled, given the 
importance of efficient cross-border payments systems. 
 
Resolution. Technical work on central counterparty resolution and the 
implementation of the Total Loss-Absorbing Capacity standard remains a 
priority, given the importance as part of effective crisis management. 
 
OTC derivatives. Finalising the oversight arrangements for Unique Product 
Identifier (UPI) and Unique Transactions Identifier will continue as the 
UPI service provider awaits clarity on the oversight arrangements. 
 
Benchmark transition. The transition from LIBOR remains a priority as 
firms cannot rely on LIBOR being produced after end 2021. Benchmark 
transition will help to strengthen the global financial system. 
 
Other work on supervisory and regulatory policies. FSB will prioritise work 
to focus on policy responses to the COVID-19 crisis, including 
forward-looking issues concerning crisis management. 
 
Implementation monitoring. Implementation monitoring will track 
measures taken by SSBs in response to the COVID crisis. Other work will be 
reduced to the completion of near-final projects and the production of a 
streamlined annual report to the G20. 
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According to the statement on COVID-19 from the G20 leaders, the 
unprecedented COVID-19 pandemic is a powerful reminder of our 
interconnectedness and vulnerabilities.  
 
The virus respects no borders. Combatting this pandemic calls for a 
transparent, robust, coordinated, large-scale and science-based global 
response in the spirit of solidarity.  
 
The G20 has a pivotal role in ensuring global coordination. We read at the 
Statement on COVID-19:  
 
“We are strongly committed to presenting a united front against this 
common threat. We are deeply saddened by the tragic loss of life and the 
suffering faced by people around the world.  
 
Tackling the pandemic and its intertwined health, social and economic 
impacts is our absolute priority. We express our gratitude and support to all 
frontline health workers as we continue to fight the pandemic. 
 
The G20 is committed to do whatever it takes to overcome the pandemic, 
along with the World Health Organization (WHO), International Monetary 
Fund (IMF), World Bank Group (WBG), United Nations (UN), and other 
international organizations, working within their existing mandates.” 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 
 
 

 
 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

Advisory: COVID-19 exploited by malicious cyber actors 
 

 
 

This is a joint advisory from the United Kingdom’s National Cyber Security 
Centre (NCSC) and the United States Department of Homeland Security 
(DHS) Cybersecurity and Infrastructure Security Agency (CISA). 
 

Introduction 
 
This advisory provides information on exploitation by cyber criminal and 
advanced persistent threat (APT) groups of the current coronavirus disease 
2019 (COVID-19) global pandemic.  
 
It includes a non-exhaustive list of indicators of compromise (IOCs) for 
detection as well as mitigation advice. 
 

COVID-19 exploitation 
 
An increasing number of malicious cyber actors are exploiting the current 
COVID-19 pandemic for their own objectives.  
 
In the UK, the NCSC has detected more UK government branded scams 
relating to COVID-19 than any other subject.  
 
Although, from the data seen to date, the overall levels of cyber crime have 
not increased both the NCSC and CISA are seeing a growing use of 
COVID-19 related themes by malicious cyber actors.  
 
At the same time, the surge in home working has increased the use of 
potentially vulnerable services, such as Virtual Private Networks (VPNs), 
amplifying the threat to individuals and organisations. 
 
APT groups and cyber criminals are targeting individuals, small and 
medium businesses and large organisations with COVID-19 related scams 
and phishing emails.  
 
This advisory provides you with an overview of COVID-19 related malicious 
cyber activity.  
 
It offers practical advice that individuals and organisations can follow to 
reduce the risk of being affected.  



P a g e  | 7 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

The IOCs provided within the accompanying .csv and .stix files of this 
advisory are based on analysis from CISA, NCSC, and industry. 
 
Note: this is a fast-moving situation and this advisory does not seek to 
catalogue all COVID-19 related malicious cyber activity. You should remain 
alert to increased activity relating to COVID-19 and take proactive steps to 
protect yourself and your organisation. 
 

Summary of attacks 
 
APT groups and cyber criminals are exploiting the COVID-19 pandemic as 
part of their cyber operations.  
 
These cyber threat actors will often masquerade as trusted entities. 
 
Their activity includes using coronavirus-themed phishing messages or 
malicious applications, often masquerading as trusted entities that may 
have been previously compromised.  
 
Their goals and targets are consistent with long-standing priorities such 
as espionage and information operations. 
 
Cyber criminals are using the pandemic for commercial gain, deploying a 
variety of ransomware and other malware. 
 
Both APT groups and cyber criminals are likely to continue to exploit the 
COVID-19 pandemic over the coming weeks and months.  
 
Threats observed include: 
 
• Phishing, using the subject of coronavirus or COVID-19 as a lure 
• Malware distribution using coronavirus or COVID-19 themed lures 
• Registration of new domain names containing coronavirus or COVID-19 
related wording 
• Attacks against newly (and often rapidly) deployed remote access or 
remote working infrastructure. 
 

Social engineering techniques 
 
Malicious cyber actors rely on basic social engineering methods to entice a 
user to carry out a specific action.  
 
These actors are taking advantage of human traits such as curiosity and 
concern around the coronavirus pandemic in order to persuade potential 
victims to: 
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• Click on a link or download an app that may lead to a phishing website, or 
the downloading of malware, including ransomware. 
 
o For example, a malicious Android app purports to provide a real-time 
coronavirus outbreak tracker but instead attempts to trick the user into 
providing administrative access to install ‘CovidLock’ ransomware on 
their device. 
 
• Open a file (such as an email attachment) which contains malware. 
 
o For example, email subject lines contain COVID-19 related phrases 
such as ‘Coronavirus Update’ or ‘2019-nCov: Coronavirus outbreak in 
your city (Emergency).’ 
 

 
 

To create the impression of authenticity, malicious cyber actors may spoof 
sender information in an email to make it appear to come from a 
trustworthy source, such as the World Health Organization (WHO) or an 
individual with ‘Dr.’ in their title.  
 
In several examples, actors send phishing emails that contain links to a fake 
email login page. 
 
Other examples purport to be from an organisation’s human resources 
(HR) department and advise the employee to open the attachment. 
 
Malicious file attachments containing malware payloads may be named 
with coronavirus or COVID-19 related themes, such as “President discusses 
budget savings due to coronavirus with Cabinet.rtf.” 
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Note: A non-exhaustive list of IOCs related to this activity is provided 
within the accompanying .csv and .stix files linked to this advisory. 
 

 
 

To read more: 
https://www.ncsc.gov.uk/files/Final%20Joint%20Advisory%20COVID-19
%20exploited%20by%20malicious%20cyber%20actors%20v3.pdf 
 

 
 
 
 

 

 

 

 

 

 

 

 

https://www.ncsc.gov.uk/files/Final%20Joint%20Advisory%20COVID-19%20exploited%20by%20malicious%20cyber%20actors%20v3.pdf
https://www.ncsc.gov.uk/files/Final%20Joint%20Advisory%20COVID-19%20exploited%20by%20malicious%20cyber%20actors%20v3.pdf
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Number 2 

Covid-19 and the economy 
Jerome H Powell, Chair of the Board of Governors of the Federal Reserve 
System, at the Hutchins Center on Fiscal and Monetary Policy, The 
Brookings Institution, Washington DC, 9 April 2020. 
 

 
 

Good morning. The challenge we face today is different in scope and 
character from those we have faced before. The coronavirus has spread 
quickly around the world, leaving a tragic and growing toll of illness and 
lost lives.  
 
This is first and foremost a public health crisis, and the most important 
response is coming from those on the front lines in hospitals, emergency 
services, and care facilities.  
 
We watch in collective awe and gratitude as these dedicated individuals put 
themselves at risk in service to others and to our nation. 
 
Like other countries, we are taking forceful measures to control the spread 
of the virus.  
 
Businesses have shuttered, workers are staying home, and we have 
suspended many basic social interactions. People have been asked to put 
their lives and livelihoods on hold, at significant economic and personal 
cost.  
 
We are moving with alarming speed from 50-year lows in unemployment to 
what will likely be very high, although temporary, levels. 
 
All of us are affected, but the burdens are falling most heavily on those least 
able to carry them. It is worth remembering that the measures we are 
taking to contain the virus represent an essential investment in our 
individual and collective health.  
 
As a society, we should do everything we can to provide relief to those who 
are suffering for the public good. 
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The recently passed Cares Act is an important step in honoring that 
commitment, providing $2.2 trillion in relief to those who have lost their 
jobs, to low- and middle-income households, to employers of all sizes, to 
hospitals and health-care providers, and to state and local governments. 
And there are reports of additional legislation in the works.  
 
The critical task of delivering financial support directly to those most 
affected falls to elected officials, who use their powers of taxation and 
spending to make decisions about where we, as a society, should direct our 
collective resources. 
 
The Fed can also contribute in important ways: by providing a measure of 
relief and stability during this period of constrained economic activity, and 
by using our tools to ensure that the eventual recovery is as vigorous as 
possible. 
 
To those ends, we have lowered interest rates to near zero in order to bring 
down borrowing costs. We have also committed to keeping rates at this low 
level until we are confident that the economy has weathered the storm and 
is on track to achieve our maximum-employment and price-stability goals. 
 
Even more importantly, we have acted to safeguard financial markets in 
order to provide stability to the financial system and support the flow of 
credit in the economy.  
 
As a result of the economic dislocations caused by the virus, some essential 
financial markets had begun to sink into dysfunction, and many channels 
that households, businesses, and state and local governments rely on for 
credit had simply stopped working.  
 
We acted forcefully to get our markets working again, and, as a result, 
market conditions have generally improved. 
 
Many of the programs we are undertaking to support the flow of credit rely 
on emergency lending powers that are available only in very unusual 
circumstances-such as those we find ourselves in today-and only with the 
consent of the Secretary of the Treasury.  
 
We are deploying these lending powers to an unprecedented extent, 
enabled in large part by the financial backing from Congress and the 
Treasury.  
 
We will continue to use these powers forcefully, proactively, and 
aggressively until we are confident that we are solidly on the road to 
recovery. 
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I would stress that these are lending powers, not spending powers. The Fed 
is not authorized to grant money to particular beneficiaries. The Fed can 
only make secured loans to solvent entities with the expectation that the 
loans will be fully repaid.  
 
In the situation we face today, many borrowers will benefit from these 
programs, as will the overall economy. But there will also be entities of 
various kinds that need direct fiscal support rather than a loan they would 
struggle to repay. 
 
Our emergency measures are reserved for truly rare circumstances, such as 
those we face today. When the economy is well on its way back to recovery, 
and private markets and institutions are once again able to perform their 
vital functions of channeling credit and supporting economic growth, we 
will put these emergency tools away. 
 
None of us has the luxury of choosing our challenges; fate and history 
provide them for us. Our job is to meet the tests we are presented. At the 
Fed, we are doing all we can to help shepherd the economy through this 
difficult time. When the spread of the virus is under control, businesses will 
reopen, and people will come back to work.  
 
There is every reason to believe that the economic rebound, when it comes, 
can be robust. We entered this turbulent period on a strong economic 
footing, and that should help support the recovery.  
 
In the meantime, we are using our tools to help build a bridge from the solid 
economic foundation on which we entered this crisis to a position of 
regained economic strength on the other side. 
 
I want to close by thanking the millions on the front lines: those working in 
health care, sanitation, transportation, grocery stores, warehouses, 
deliveries, security-including our own team at the Federal Reserve-and 
countless others.  
 
Day after day, you have put yourselves in harm's way for others: to care for 
us, to ensure we have access to the things we need, and to help us through 
this difficult time. 
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Number 3 

From the emergency crisis response to initial thinking on the 
post-crisis environment 
François Villeroy de Galhau, Governor of the Bank of France, before the 
Section for the Economy and Finance of the French Economic, Social and 
Environmental Council, Paris. 
 

 
 

Madam President, Vice-Presidents, Section Members  
 
Thank you for this “virtual” invitation, which is nevertheless essential to 
maintaining a productive dialogue on the economy between our two 
institutions during this crisis: the Banque de France is fully mobilised in the 
economic battle to support our businesses, and, of course, representatives 
of civil society such as yourselves are following the situation extremely 
closely.  
 
This afternoon, I will briefly present the findings of our monthly business 
survey published today. It is the first French survey to analyse the economic 
impact of the first fifteen days of lockdown.  
 
I shall then turn, in greater detail, to the economic policy responses: those 
introduced in the short term, for which there is a solid consensus, and those 
that will have to be devised once we emerge from the crisis.  
 
In this respect, questions remain open. 
 
Findings of the Banque de France’s monthly business survey: a substantial 
economic cost  
 
In 2019, the French economy was defined by its resilience, as it better 
resisted the economic slowdown than its European neighbours, particularly 
Germany.  
 
It is now feeling the full force of a severe shock that is impacting both 
supply and demand.  
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Our monthly business survey of 8,500 businesses carried out between 27 
March and 3 April illustrates the effect of the lockdown measures that have 
been in force since 17 March.  
 
The measures have had a major impact on business activity, which was 
down by 32% in March, and consequently on our quarterly GDP growth 
estimate which was down by around 6% in the first quarter.  
 
In all sectors, activity is dropping, and in most cases, dramatically.  
 
This decline is not solely the result of the context in France. Orders from 
abroad have also been badly hit, as the epidemic is affecting the majority of 
French businesses’ major trading partners.  
 
In industry, the automobile, metallurgy, and machinery and equipment 
manufacturing sectors were the worst affected by the decline in activity.  
 
For industry as a whole, the capacity utilisation rate fell from 78% in 
February to 56% in March, which is the lowest rate ever recorded in the 
survey.  
 
In services, the greatest slump was seen in accommodation and catering.  
 
Construction sector activity also deteriorated significantly, as a number of 
construction projects were put on hold at the beginning of the lockdown 
period.  
 
In short, at the end of March, the economy was running at two-thirds of its 
normal pace.  
 
This means that every two weeks of lockdown “costs” us approximately 
1.5% of lost annual GDP and at least 1% of additional government deficit. 
 
To read more:  
https://www.bis.org/review/r200409a.pdf 
 

 
 
 
 
 

https://www.bis.org/review/r200409a.pdf
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Number 4 

Emerging market economy exchange rates and local 
currency bond markets amid the Covid-19 pandemic 
Boris Hofmann, Ilhyock Shim and Hyun Song Shin 
 

 
 

Key takeaways 
 
• Borrowing through domestic currency bonds has not insulated emerging 
market economies (EMEs) from the financial shock unleashed by Covid-19; 
EME local currency bond spreads spiked amid sharp currency 
depreciations and capital outflows. 
 
• Portfolio investors face amplified losses as local currency spreads and 
exchange rates move in lockstep; their revised portfolio allocations in turn 
strengthen this correlation. 
 
• EMEs with monetary policy frameworks that are equipped to address the 
feedback loop between exchange rate depreciation and capital outflows 
stand a better chance of weathering the financial fallout from the Covid-19 
pandemic. 
 
• To counter large stock adjustments in domestic bond markets, EME 
central banks may need to expand their toolkit to take on a “dealer of last 
resort” role; a number of them are already moving in this direction. 
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The Covid-19 pandemic has sparked widespread and synchronised recoiling 
from risk that has hit emerging market economies (EMEs) particularly 
hard.  
 
The focus of this Bulletin is on local currency bond markets.  
 
Borrowing in domestic currency has not insulated EMEs from currency 
movements, as sharp currency declines have set in motion amplifying 
dynamics in the financial system between record portfolio outflows in EME 
bonds (Graph 1, left-hand panel) and the spike in EME local currency bond 
spreads over international benchmarks (right-hand panel).  
 
These recent events have exposed in a particularly stark way the financial 
channel of the exchange rate (BIS (2019)), ie the amplifying and mutually 
reinforcing interactions of currency fluctuations and financial market 
outcomes in EMEs, particularly in EME local currency bond markets.  
 
This article lays out the key mechanisms of this channel and how they have 
played out in recent weeks.  
 
We also draw lessons for EME central banks and for their monetary policy 
frameworks as they weather the financial fallout from the Covid-19 
pandemic. 
 

“Original sin redux”  
 

A key lesson from the EME financial crises of the 1990s was that currency 
mismatches combined with maturity mismatches gave rise to a 
vulnerability to capital outflows.  
 
In reaction, EMEs developed local currency bond markets in long 
maturities to overcome so-called “original sin”, of not being able to borrow 
internationally in their domestic currency (Eichengreen and Hausmann 
(1999)).  
 
While EME corporates still rely on foreign currency credit, EME sovereigns 
have increasingly turned to local currency issuance.  
 
Indeed, local currency bond markets in EMEs now represent the lion’s 
share of outstanding bonds in EMEs.  
 
Owing to their smaller domestic institutional investor base, EME bond 
markets have relied on external portfolio investors for their growth (Graph 
2, left-hand panel).  
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If these investors evaluate gains and losses in terms of dollars or other 
advanced economy currencies, unhedged holdings of EME local currency 
bonds increase the risk exposure for the investors, giving rise to a 
potentially greater sensitivity of holdings to shifts in measured risks.  
 
As a consequence, reliance on foreign external portfolio capital leads to a 
greater vulnerability to global financial shocks, as such capital can be more 
flighty in times of stress (HKMA (2019)).  
 
Indeed, EMEs with higher shares of foreign ownership in their local 
currency bond markets have experienced significantly larger increases in 
their local currency bond spreads in the wake of the Covid-19 pandemic 
(Graph 2, right-hand panel).  
 
The exchange rate plays an important amplifying role in the portfolio 
adjustment of global investors.  
 
Borrowing in local currency from foreign lenders mitigates currency 
mismatch for the borrower but shifts the currency mismatches to the 
lender’s balance sheets ‒ a phenomenon dubbed “original sin redux” by 
Carstens and Shin (2019), and explained further in BIS (2019).  
 
The lenders have assets in foreign currency but obligations to beneficiaries 
or policyholders in their own currency. In this context, a generalised EME 
currency depreciation further lowers the value of assets in the foreign 
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investors’ home currency terms, tightening their risk constraints more than 
otherwise.  
 
When risk capacity is limited, EME currency depreciation may trigger sales 
or ex post hedging, pushing up EME bond spreads due to the exit of foreign 
investors. 
 
The same mechanism plays out in reverse when EME exchange rates 
appreciate. The gains to foreign investors are amplified by EME currency 
appreciation, leading to inflows. 
 
To read more:   
https://www.bis.org/publ/bisbull05.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull05.pdf
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Number 5 

EBA updates impact of the Basel III reforms on EU banks’ capital 
and compliance with liquidity measures 
 

 
 

The European Banking Authority (EBA) published today two Reports, 
which measure the impact of implementing the final Basel III reforms and 
monitor the current implementation of liquidity measures in the EU.  
 
Being based on June 2019 reporting date, these results do not reflect the 
economic impact of the coronavirus disease (Covid-19) on participating 
banks.  
 
Overall, the EBA estimates that the Basel III reforms, once fully 
implemented in 2028 after the additional delay of one year agreed by the 
Basel Committee, would determine an average increase by 16.1% of EU 
banks' Tier 1 minimum required capital.   
 
The liquidity coverage ratio (LCR) of EU banks, which was fully 
implemented in January 2018, stood at around 147% on average in June 
2019. 
 

Basel III capital monitoring results 
 
The Basel III monitoring Report assesses the impact on EU banks of the 
final revisions of credit risk, split into four sub-categories, operational risk, 
and leverage ratio frameworks, as well as of the introduction of the 
aggregate output floor.  
 
It also quantifies the impact of the new standards for market risk (FRTB) 
and credit valuation adjustments (CVA).  
 
Overall, the results of the Basel III capital monitoring exercise, based on 
data as of 30 June 2019, show that European banks' minimum Tier 1 capital 
requirement would increase by 16.1% at the full implementation date 
(2028) and without taking into account EU-specific adjustments.  
 
The impact of the risk-based reforms is 20.2%, of which the leading factors 
are the output floor (6.5%) and operational risk (5%).  
 
The fact that the leverage ratio is currently the constraining (i.e. the 
highest) Tier 1 requirement for some banks in the sample but would not be 
as constraining under the final Basel III, explains why part of the increase 
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in the risk-based capital metric (-4.1%) is not to be accounted for as an 
actual increase in the overall Tier 1 requirement.  
 
This offsetting effect (-4.1%) is attributed to the leverage ratio contribution 
to the total impact. 
 

 
To comply with the new framework under the more realistic scenario, EU 
banks would need EUR 21.1 billion of additional Tier 1 capital.  
 
These estimates are based on the assumption that Basel III requirements 
are implemented in full, relying on data prior to the Covid-19 episode. 
 

EBA report on liquidity measures 
 
The semi-annual update of the EBA Report on liquidity measures, based on 
data prior to the Covid-19 epidemics, shows that EU banks have continued 
to improve their compliance with the LCR.  
 
At the reporting date of 30 June 2019, EU banks' average LCR was 147% 
and 78% of the banks in the sample had an LCR above 140%.  
 
The aggregate gross shortfall amounted to EUR 4.7 billion corresponding to 
three banks that had monetised their liquidity buffers during the financial 
crisis. 
 

 
 
 
 
 
 
 
 



P a g e  | 21 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 6 

FSB reports on its work to develop a roadmap to enhance global 
cross-border payments 
 

 
 

The Financial Stability Board (FSB) today published the Stage 1 report of its 
project to develop a roadmap to enhance cross-border payments.  
You may visit: 

https://www.fsb.org/2020/04/enhancing-cross-border-payments-stage-1-
report-to-the-g20/ 
 
This report, which is being delivered to the G20, provides an assessment of 
existing arrangements and challenges for global cross-border payments. 
 
Enhancing cross-border payments is a G20 priority during the Saudi 
Arabian Presidency.  
 
Faster, cheaper, more transparent and more inclusive cross-border 
payment services, including remittances, would have widespread benefits 
for citizens and economies worldwide, supporting economic growth, 
international trade, global development and financial inclusion. 
 
Enhancing cross-border payments requires addressing frictions in existing 
cross-border payment processes.  
 
These frictions include: fragmented data standards or lack of 
interoperability; complexities in meeting compliance requirements, 
including for anti-money laundering and countering the financing of 
terrorism (AML/CFT), and data protection purposes; different operating 
hours across different time zones; and outdated legacy technology 
platforms.  
 
A number of public sector initiatives have sought to address these 
challenges and frictions by enhancing existing payment arrangements. 
 
Financial innovation is creating opportunities to make payments more 
efficient.  
 
Technological innovation could build on existing cross-border and 
domestic payment arrangements or take the form of new structures and 
ecosystems. However, the use of new technologies and business models in 
cross-border payments also involves challenges and risks. 
 

https://www.fsb.org/2020/04/enhancing-cross-border-payments-stage-1-report-to-the-g20/
https://www.fsb.org/2020/04/enhancing-cross-border-payments-stage-1-report-to-the-g20/
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Global cross-border payments are carried out through a diverse 
multi-layered set of networks.  
 
A roadmap for enhancing cross-border payments, therefore, will need to 
encompass a variety of approaches and time horizons.  
 
Some building blocks that form part of the roadmap, which may be 
shorter-term actions, should benefit a number of different types of existing 
arrangements.  
 
Other building blocks, which may be more medium-term, may go beyond 
adjustments to existing arrangements by proposing actions that should 
eventually improve the structure of the system. 
 
The report concludes with some preliminary thoughts on areas to consider 
when developing the eventual roadmap, which will include practical steps 
and indicative timeframes.  
 
These include questions to explore a range of topics that fall under four 
broad categories: operational improvement of payment infrastructures; 
standardisation of data and market practice; legal, regulatory and oversight 
framework; and progress monitoring and information sharing. 
 

Notes 
 
The G20 at is February 2020 Finance Ministers and Central Bank 
Governors meeting asked the FSB to coordinate a three-stage process to 
develop a roadmap to enhance cross-border payments: 
 
Assessment (Stage 1): In the report published today, the FSB, in 
coordination with relevant international organisations and 
standard-setting bodies has assessed existing arrangements and challenges.  
 
The report is being submitted to G20 Finance Ministers and Central Bank 
Governors ahead of their virtual meeting next week, together with a 
technical background report providing further details. 
 
Building Blocks (Stage 2): The Committee on Payments and Market 
Infrastructures (CPMI) is leading the work on creating building blocks of a 
response to improve the current global cross-border payment 
arrangements.  
 
This will set out areas where further public sector work could assist in 
moving to an improved cross-border payments system and in public goods 
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or removing unnecessary barriers, and accordingly provide an update to the 
G20 in July 2020. 
 
Roadmap (Stage 3): Building on the previous stages, the FSB will 
coordinate, with CPMI and other relevant international organisations and 
standard-setting bodies, the development of a roadmap to pave the way 
forward.  
 
In particular, the FSB will report to the G20 on practical steps and 
indicative timeframes needed to do so. The three-stage process will be 
submitted as a combined report to the G20 in October 2020. 
 
The FSB coordinates at the international level the work of national financial 
authorities and international standard-setting bodies and develops and 
promotes the implementation of effective regulatory, supervisory, and 
other financial sector policies in the interest of financial stability.  
 
It brings together national authorities responsible for financial stability in 
24 countries and jurisdictions, international financial institutions, 
sector-specific international groupings of regulators and supervisors, and 
committees of central bank experts.  
 
The FSB also conducts outreach with approximately 70 other jurisdictions 
through its six Regional Consultative Groups. 
 
The FSB is chaired by Randal K. Quarles, Vice Chairman, US Federal 
Reserve; its Vice Chair is Klaas Knot, President, De Nederlandsche Bank. 
The FSB Secretariat is located in Basel, Switzerland, and hosted by the Bank 
for International Settlements. 
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Number 7 

FINMA Guidance, Exemptions for supervised institutions due to 
the COVID-19 crisis 
 

 
 

The impact of the COVID-19 pandemic on financial markets and the real 
economy remains significant and is associated with a great deal of 
uncertainty.  
 
In this connection, FINMA refers to the measures taken by the 
Swiss government and the National Bank as well as FINMA Guidance 
2/2020 published on 31 March 2020. 
 
In this guidance FINMA communicates further exemptions for supervised 
institutions as well as certain clarifications pertaining to the banking sector. 
 
The exemptions concern the insurance sector and anti-money laundering 
regulations. 
 
These selective exemptions are intended to help the supervised institutions 
overcome the crisis. 
 

Smoothing of the yield curves in connection with SST modelling 
 
Since the start of the COVID-19 pandemic, there has been a sharp increase 
in volatility, particularly for certain yield curves.  
 
As the Swiss Solvency Test (SST) is calculated on a specific date, this 
volatility can result in large fluctuations in the SST.  
 
A smoothing of the yield curves over a period of 10 days reduces these 
fluctuations significantly, without masking important market signals.  
 
Upon request, FINMA is therefore willing to accept a 10-day average of the 
yield curves as the calculation basis for the SST. Such a choice cannot be 
reversed within a calendar year and must be disclosed accordingly. 
 
To read more: 
https://www.finma.ch/en/documentation/dossier/dossier-covid-19/ 
 
 

https://www.finma.ch/en/documentation/dossier/dossier-covid-19/
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Number 8 
U.S. Attorney Scott Brady and Pennsylvania Attorney General Josh Shapiro 

Zoom-Bombing and Hacking Teleconferences During 
Coronavirus Pandemic 
 

 
 

Scott W. Brady, United States Attorney for the Western District of 
Pennsylvania, and Pennsylvania Attorney General Josh Shapiro today 
warned against hacking teleconferences during the coronavirus pandemic. 
The Western Pennsylvania COVID-19 Task Force will investigate, disrupt 
and prosecute such hacking. 
 
Many Pennsylvania residents have turned to video-teleconferencing 
platforms, such as Zoom, to stay connected during the COVID-19 
pandemic. Unfortunately, as the FBI has reported, there has been a rise in 
so-called "Zoom-bombing," or video hacking across the United States, 
where uninvited hackers disrupt conferences and online classrooms with 
pornographic images, hate images and/or threatening language.  
 
These attacks have also targeted religious communities, minority groups, 
and vulnerable populations, such as Alcoholics Anonymous meetings. Some 
hackers have planned coordinated attacks through websites and social 
media, including Discord and Instagram, in violation of the terms of use. 
Pennsylvanians have seen several instances of such hacking within the past 
week. 
 
Western Pennsylvania’s chief federal, state, and local law enforcement 
officials are joining together to warn that anyone who hacks into a 
teleconference can be charged with state or federal crimes.  
 
Charges may include: disrupting a public meeting, computer intrusion, 
using a computer to commit a crime, hate crimes, fraud, or transmitting 
threatening communications. When hackers work together on coordinated 
attacks, they can also be charged with conspiracy. All of these charges are 
punishable by fines and imprisonment. 
 
U.S. Attorney Brady said, "Hackers are disrupting business and community 
meetings for sport and targeting specific groups, including addiction 
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recovery meetings, in order to mock, harass and interfere with treatment. 
This is another low point in this crisis. We are better than this. DOJ will use 
all of our resources to find, expose and prosecute these low-lifes." 
 
"At a time when people need internet conferencing technology to do 
essential business or to connect with loved ones, it’s vital that we make 
these platforms safe from hackers," Attorney General Josh Shapiro said. 
"People need confidence in the services they are relying upon during this 
emergency. Through my Office’s partnership with the Western 
Pennsylvania COVID-19 Fraud Task Force, we will be able to investigate 
and prosecute hackers." 
 
"The COVID-19 pandemic has led to a spike in businesses and employees 
teleworking to communicate and share information over the internet," said 
Acting FBI Pittsburgh Special Agent in Charge Eugene Kowel. "Cyber 
criminals see this as an easy way to take advantage of vulnerable members 
of our community and to exploit telework software vulnerabilities to obtain 
sensitive information.  
 
The FBI encourages users to safeguard their user information and prevent 
these malicious cyber actors from eavesdropping or stealing sensitive 
information. We ask anyone with information about criminal activities, 
especially those exploiting the disruptions caused by the Coronavirus, to 
contact us." 
 
"Over the course of the next several weeks, the United States Secret 
Service’s primary investigative priorities will be to mitigate any efforts by 
criminals that target citizens for cyber-enabled crimes and identity theft as 
it relates to COVID-19 scams," said Tim Burke, Special Agent in Charge, 
United States Secret Service Pittsburgh Field Office.  
 
"In doing so, we at the Secret Service are grateful to be joining our fellow 
law enforcement partners on the COVID-19 Fraud Task Force. Together, 
the COVID-19 Task Force will enable us to focus our resources to uncover, 
investigate, and prevent these crimes more effectively in a unified front." 
 
"Every community and their leadership are appreciative of the efforts that 
all of the Federal agencies are putting forth in addressing the issues of 
Zoom-bombing," added Bruce A. Fromlak, West View Borough Chief of 
Police and President of the Western Pennsylvania Chiefs of Police 
Association.  
 
"As we conduct business each and every day we are presented with new 
challenges. This is clearly a new challenge however this too will be dealt 
with in cooperation with all of our law enforcement partners and 
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professional law enforcement organizations. We will approach and address 
all malicious attacks in an expeditious and professional manner in order to 
bring any and all unscrupulous individuals to justice." 
 
As individuals continue the transition to online lessons and meetings, law 
enforcement recommends exercising due diligence and caution in your 
cybersecurity efforts. The following steps can be taken to mitigate 
teleconferencing threats: 
 
• Do not make the meeting or classroom public. In Zoom, there are two 
options to make a meeting private: require a meeting password or use the 
waiting room feature and control which guests are admitted. 
 
• Do not share a link to a teleconference or classroom on an unrestricted 
publicly available social media post. Provide the link directly to specific 
people. 
 
• Manage screen sharing options. In Zoom, change screen sharing to "Host 
Only." 
 
• Ensure users are using the updated version of remote access/meeting 
applications. In January 2020, Zoom updated their software. In their 
security update, the teleconference software provider added passwords by 
default for meetings and disabled the ability to randomly scan for meetings 
to join. 
 
• Understand the features of your specific teleconference platform, 
including how to close a conference call in the middle and how to kick out 
people who are disrupting. Zoom has posted these steps on their blog. 
 
• Lastly, ensure that your organization’s telework policy or guide addresses 
requirements for physical and information security. 
 
If you were a victim of a teleconference hijacking, or any cyber-crime for 
that matter, report it to the FBI’s Internet Crime Complaint Center at 
https://www.ic3.gov/default.aspx.  
For more information regarding teleconference hijacking: 
https://www.ic3.gov/media/2020/200401.aspx. 
 

 
 

 

https://www.ic3.gov/default.aspx
https://www.ic3.gov/media/2020/200401.aspx
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Number 9 

Deciphering Cyber Operations 
The use of methods and simulations for studying military strategic concepts 
in cyberspace 
 

 
 

The National Security Strategy of the United States (NSS) acknowledges, 
“today cyberspace offers state and non-state actors the ability to wage 
campaigns against American political, economic, and security interests 
without ever physically crossing the border.” 
 
The Department of Defense National Defense Strategy (NDS) designates 
cyber as a foundational capability under its Global Operating Model and 
sets the expectation that cyber operations will be “designed to help us 
compete more effectively below the level of armed conflict.” 
 
Both of these central national documents, along with U.S. Cyber 
Command’s (USCYBERCOM) Vision document and Department of 
Homeland Security Cyber Strategy expand the focus of cyber operations 
beyond contributing technically to wartime missions (the focus of previous 
policy) to include both defensive and offensive capabilities and actions that 
can delay, degrade, and deny an adversary’s ability to produce cumulative 
effects below the threshold of war that can create strategic advantage. 
 
According to Lt. Gen. Bruce T. Crawford, U.S. Army Chief Information 
Officer/G-6, “The bottom line, when it comes to the threat, is that never 
again will we have the luxury of operating in uncontested space. That’s 
become a part of who we are now.” 
 
The academic community faces a significant challenge to contribute 
empirically-based research findings relevant to this new, more active 
approach in cyberspace.  
 
For national security reasons, most government cyber operations remain 
classified.  
 
Operations involving the private sector are rarely discussed in detail due to 
commercial concerns.  
 
Thus, the empirical record rests primarily on after-action reporting through 
third-party commercial entities, general news reporting references, or 
broad attribution of prior attacks.  
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The operations themselves remain opaque and generally unobservable to 
the academic community in real-time. 
 
The lack of available data constrains academic contributions to the field of 
cyber operations and conflict.  
 
A significant portion of research under the heading of “cyber operations,” 
therefore, tends to focus on technical innovations that are developed under 
capabilities requirements.  
 
While this contribution is essential, it remains too narrow to improve the 
US position regarding the ongoing cyber campaigns waged against US 
national sources of power to which the NSS calls attention.  
 
Strategic considerations must set and shape technological advances.  
 
Without a robust mechanism to generate unclassified, unbiased data about 
the dynamics associated with cyber operations, academic research will 
remain constrained by the limits of deductive analysis and limited heuristic 
case study.  
 
In other words, security studies scholars, in particular, have to rely on the 
security firms’ research and reporting by journalists, as well as on 
heuristics, to make sense of opaque case studies in the absence of 
unclassified reports.  
 
In this paper we discuss how researchers can utilize experimental research 
designs and simulation environments to produce unique datasets that allow 
them to better examine cyber operation dynamics, and potentially, evaluate 
the efficacy of various cyber strategies.  
 
Such approaches may be potentially advantageous even if more 
observational data were made available, given the high potential of bias 
introduced through non-random case selection, measurement 
issues/errors, as well as spurious and/or endogenous relationships between 
outcome and predictor variables.  
 
We then illustrate how such a research design could be employed. We 
describe a computer environment created to simulate an iterated exchange 
between two cyber actors (one human player, one computer player).  
 
The computer is programmed to employ predefined actions which mimic 
different cyber strategies: by randomizing computer actions and observing 
actor response, we are able to evaluate how and to what extent various 
strategies elicit different types of responses. 
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Experimental approaches similar to the one described in this paper have 
long been utilized across various natural and social science disciplines to 
generate data not easily collected or observed in a natural setting and 
increase the capacity of researchers’ ability to isolate causal effects.  
 
Leveraging this established approach and bringing it into the subfield of 
cyber security studies will help usher in a new range of academic 
contributions.  
 
This project is the first critical step to create that foundational method and 
we hope to contribute directly to the concerns of the NSS and NDS on how 
adversary behavior is threatening “the safety of the American people and 
the Nation’s economic vitality.” 
 
In this paper, we describe approaches to the study of cyberspace and 
provide background on experimental methodology and wargaming. We 
then describe our simulation environment, which incorporates some core 
elements of wargaming.  
 
Lastly, we illustrate how experiments can be embedded within the 
environment to study meaningful questions by detailing our pilot 
experiment which examines the escalatory dynamics of defend forward 
activities. 
 
To read more (page 137) you may visit: 

https://cyberdefensereview.army.mil/Portals/6/CDR%20V5N1%20-%20F
ULL_WEB_1.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://cyberdefensereview.army.mil/Portals/6/CDR%20V5N1%20-%20FULL_WEB_1.pdf
https://cyberdefensereview.army.mil/Portals/6/CDR%20V5N1%20-%20FULL_WEB_1.pdf
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Number 10 

DARPA Program to Build Travel Adapter for Human Body 
The advanced acclimation and protection tool, controlled by the warfighter, 
will address the challenges of travel such as jet lag and diarrhea 
 

 
 

Warfighters are travelers and thus suffer from travelers’ ailments including 
disrupted sleep cycles and limited access to safe food and water.  
 
Warfighters who have not slept well have lower alertness, weaker athletic 
performance, and greater disorientation.  
 
Current approaches to restoring wakefulness often lean on chemical 
methods that disrupt downstream sleep patterns and lead to exhaustion.  
 
For sustenance, warfighters typically rely on military-supplied food, which 
is logistically burdensome and may lead to warfighters having to consume 
local food and water that could cause otherwise preventable diseases, 
notably diarrhea.  
 
Data from 2003 to 2004 demonstrate that 2/5ths of diarrhea cases among 
warfighters in Iraq and Afghanistan required medical attention. 
 
Through advances in medical devices and synthetic biology, DARPA’s new 
ADvanced Acclimation and Protection Tool for Environmental Readiness 
(ADAPTER) program aims to develop a travel adapter for the human body, 
an implantable or ingestible bioelectronic carrier that can provide 
warfighters control over their own physiology.  
 
The integrated system will be designed to entrain the sleep cycle – either to 
a new time zone or back to a normal sleep pattern after night missions – 
and eliminate bacteria that cause traveler’s diarrhea after ingestion of 
contaminated food and water.  
 
ADAPTER will provide a transient, non-genetic means of extending and 
enhancing warfighter readiness. 
 
“The goal of the ADAPTER program is to produce the therapies within the 
body itself. ADAPTER will manage a warfighter’s circadian rhythm, halving 
the time to reestablish normal sleep after a disruption such as jet lag or shift 
lag. It will also provide safe food and water by eliminating in vivo the top 
five bacterial sources of traveler’s diarrhea.  
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Both will enhance the health and mobility of warfighters,” described Paul 
Sheehan, Ph.D., program manager for the DARPA ADAPTER program. 
 
Leveraging known strategies, solutions, and molecules, performers will 
choose one of two application tracks:  
 
(1) in vivo compound delivery to entrain circadian rhythm/restore 
sleep-cycles; or  
 
(2) in vivo decontamination of food and water from bacterial causes of 
traveler’s diarrhea. 
 
A forthcoming Broad Agency Announcement will include full program 
details. It will be posted to beta.SAM.gov. 
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm


P a g e  | 36 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

