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Monday, December 7, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
5G, the new generation wireless network technology, will 
change the way people live and work. It is way faster, and it 
can handle more connected devices than the 4G network. On 
the negative side, there are important privacy and security 
challenges.  
 
I have just read a great paper from the U.S. Government Accountability 
Office (GAO) with title Technology Assessment - 5G Wireless, Capabilities 
and Challenges for an Evolving Network. 
 
 

According to the paper, as 5G networks develop and are deployed, the 
security threat landscape will evolve and expand, exacerbating existing 
cybersecurity issues.  
 
To address this challenge, policymakers could support the development and 
implementation of a coordinated monitoring program to continuously 
identify and manage cybersecurity risks.  
 
Such a program could help ensure the entire wireless ecosystem — 
including carriers, vendors, software developers, network administrators, 
and other stakeholders — stays knowledgeable about evolving cybersecurity 
threats, in close to real time, identify cybersecurity risks on a continuous 
basis, and allow stakeholders to act rapidly in response to emerging threats 
or actual network attacks. 
 
To support the program, carriers could develop and implement a 
continuous network monitoring program aimed at ensuring that threats, 
attacks, or vulnerabilities are quickly identified and reported.  
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These monitoring programs would provide assurance that network traffic 
is tracked, devices are monitored, and data are collected to help maintain 
network security.  
 
While the major U.S. carriers have some monitoring programs in place, 
these efforts may not be consistent in implementation. 
 
A nationwide program could also include a centralized clearinghouse where 
carriers, vendors, government agencies, and other stakeholders would 
report cybersecurity incidents, threats, and other relevant information.  
 
These monitoring and reporting efforts could be assisted by automation 
and automated tools. 
 
The program could include a transparent, open threat database that would 
allow all reporting entities - from small IoT device manufacturers to large 
carriers - to be on equal footing with regard to understanding the evolving 
threat landscape.  
 
Implementing continuous monitoring programs would have associated 
development and implementation costs for the carriers and others. The 
monitoring programs would also require an independent entity, either 
public or private, to certify or validate that the programs are meeting 
requirements. 
 
A centralized, nationwide clearinghouse would require an independent 
body or government agency to administer it and to provide oversight 
and enforcement.  
 
A source of ongoing funding would need to be developed. If a federal agency 
were involved, questions of jurisdiction would need to be resolved, in part 
because the system would need to gather and share information.  
 
Carriers may not be comfortable reporting incidents or vulnerabilities, 
especially if that information could be shared with regulators and 
competitors. 
 
In addition, carriers may not want to share what they consider proprietary 
information specific to their network operations.  
 
To address such concerns, determinations would need to be made about 
what information is to be disclosed, how the information will be used and 
reported, and how companies would be protected from liability associated 
with disclosing sensitive information. 
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5G technology will likely exacerbate privacy concerns due to (1) the 
increased precision of location data and (2) the proliferation of IoT devices.  
 
Whether the privacy of user information will be adequately protected is a 
significant question in the deployment of 5G, in part because there is no 
comprehensive federal legislation addressing privacy requirements for 
non-federal enterprises.  
 
5G is changing the ability to precisely collect and aggregate location data. 
4G/LTE networks can determine a device’s location using three or four base 
stations to within about 150 feet.  
 
5G is expected to allow a single base station to determine location within a 
few inches outdoors and within a few feet indoors. 
 
Read more at number 1 below. Welcome to our Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 
 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

Technology Assessment - 5G Wireless, Capabilities and 
Challenges for an Evolving Network 
 

 
 

What GAO found  
 
Fifth-generation (5G) wireless networks promise to provide significantly 
greater speeds and higher capacity to accommodate more devices.  
 
In addition, 5G networks are expected to be more flexible, reliable, and 
secure than existing cellular networks.  
 
The figure compares 4G and 5G performance goals along three of several 
performance measures. 
 

 
 

As with previous generations of mobile wireless technology, the full 
performance of 5G will be achieved gradually as networks evolve over the 
next decade.  
 
Deployment of 5G network technologies in the U.S. began in late 2018, and 
these initial 5G networks focus on enhancing mobile broadband.  
 
These deployments are dependent on the existing 4G core network and, in 
many areas, produced only modest performance improvements.  
 
To reach the full potential of 5G, new technologies will need to be 
developed.  
 
International bodies that have been involved in defining 5G network 
specifications will need to develop additional 5G specifications and 
companies will need to develop, test, and deploy these technologies.  
 
GAO identified the following challenges that can hinder the performance or 
usage of 5G technologies in the U.S. 
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To read more: https://www.gao.gov/assets/720/710861.pdf 
 

 
 
 
 
 

https://www.gao.gov/assets/720/710861.pdf
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Number 2 

Strategic Plan 2020-2024 
 

 
 

KEY FACTORS AFFECTING OUR STRATEGIC OUTLOOK 
 
In connection with our 2021 budgeting effort, we carefully considered 
whether to make changes to our recently issued strategic plan.  
 
In doing so, we revisited the key factors affecting our strategic outlook 
over the next five years.  
 
Based on our ongoing internal review and feedback from external outreach, 
we continue to believe that the same key factors identified in last year’s 
strategic plan are the correct factors to direct our strategic planning.  
 
We reaffirm those factors and the previously articulated goals and 
objectives, and will continue to execute against our strategic plan 
throughout 2021.  
 
The key factors guiding our efforts include the following: 
 
- First, the quality of audit services has improved substantially since the 

formation of the PCAOB, but more remains to be done. To make further 
progress, we must regularly assess our oversight activities and the 
operations that support them and adjust accordingly in response to 
current and emerging risks and opportunities. 

 
- Second, advancements in technology and data collection and analytics 

are rapidly disrupting the broader financial reporting system. Both the 
pace and direction of change will have significant implications for the 
audit profession. We must anticipate and respond appropriately to 
those changes. 

 
- Third, substantial opportunities exist for us to engage more effectively 

with investors, audit committees, preparers, and our other stakeholders 
and to provide them with more timely and relevant information 
regarding our oversight activities. 

 
Need for Further Improvement in the Quality of Audit Services 
 
There is broad consensus that the quality of audit services has improved 
since the PCAOB first opened its doors in 2003.  
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To drive additional improvements, however, we must regularly reassess our 
approach to oversight and seek the most efficient and effective means to 
accomplish our mission.  
 
As we revisit our oversight activities, we also must take advantage of 
opportunities to improve our internal operations while reinforcing a culture 
that supports our values in pursuit of our goals. 
 
Disruptive Technological Change 
 
Technological innovations will alter the timing, nature, and amount of 
information available to auditors, the judgments auditors make in critical 
areas of their audits, and the skill sets used to perform audit engagements.  
 
While these advancements present great promise, they also present 
significant risks. As an organization, we must ensure that our oversight 
programs anticipate and respond appropriately to the risks and 
opportunities that these changes present. 
 
Stakeholder Engagement and Communications 
 
Investors, audit committees, preparers, and our other stakeholders require 
timely, relevant, and usable information.  
 
By engaging in consistent dialogue and publishing responsive and timely 
information regarding our oversight activities, consistent with the 
Sarbanes-Oxley Act of 2002, we can more effectively accomplish our 
mission.  
 
Therefore, we must improve our engagement and communication with 
investors, audit committees, preparers, and our other stakeholders. 
 
In developing the strategic plan that follows, we have taken these three 
main factors into consideration. 
 
The goals and objectives expressed in this plan are designed to take 
advantage of the opportunities presented to us by using our strengths, and 
recognizing and addressing our weaknesses with the goal of minimizing or 
mitigating any threats to our success. 
 
To read more: 
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about
/administration/documents/strategic_plans/strategic-plan-2020-2024.pd
f?sfvrsn=776073d3_2 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/strategic-plan-2020-2024.pdf?sfvrsn=776073d3_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/strategic-plan-2020-2024.pdf?sfvrsn=776073d3_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/strategic-plan-2020-2024.pdf?sfvrsn=776073d3_2
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Number 3 

Governors and Heads of Supervision commit to ongoing 
coordinated approach to mitigate Covid-19 risks to the global 
banking system and endorse future direction of Basel Committee 
work 
 

 
 

The Group of Central Bank Governors and Heads of Supervision (GHOS), 
the oversight body of the Basel Committee on Banking Supervision, has  
endorsed a coordinated approach to mitigating Covid-19 risks to the global 
banking system. 
 
The global banking system entered the Covid-19 crisis with ample capital 
and liquidity, thanks to the Basel III reforms implemented after the Great 
Financial Crisis (GFC).  
 
A robust regulatory framework underpins confidence in banks' soundness 
and helps to maintain a level playing field internationally. 
 
The timely measures pursued by the Committee at the start of the pandemic 
and the GHOS's agreement to revise the implementation timeline for 
outstanding Basel III standards added to the unprecedented range of fiscal 
and monetary support measures that have buttressed banks' resilience thus 
far. 
 
The measures: https://www.bis.org/bcbs/publ/d498.htm 
 
The agreement: https://www.bis.org/press/p200327.htm 
 
The Basel III capital and liquidity buffers help banks to absorb shocks and 
keep lending to creditworthy households and businesses. Using capital and 
liquidity resources in this way should take priority at present.  
 
GHOS members strongly support the Committee's repeated guidance that a 
measured drawdown of these buffers is appropriate in the current period of 
stress and until the Covid-19 crisis is over.  
 
After the crisis, supervisors will provide banks with sufficient time to 
rebuild their buffers, taking account of economic, market and bank-specific 
conditions. 
 
As the Covid-19 crisis continues to unfold, the vulnerabilities and risks to 
the global banking system will evolve. Against that backdrop, GHOS 

https://www.bis.org/bcbs/publ/d498.htm
https://www.bis.org/press/p200327.htm
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members tasked the Basel Committee with continuing to pursue a 
coordinated approach in responding to the crisis, to preserve a global level 
playing field and to avoid regulatory fragmentation.  
 
The approach comprises the following elements: 
 
- an ongoing monitoring and assessment of vulnerabilities and risks to 

the global banking system from Covid-19, and information-sharing of 
supervisory insights during the crisis; 

 
- encouraging the use of flexibility embedded in the Basel framework, 

where relevant; 
 
- monitoring the implementation of temporary adjustments to mitigate 

current risks to the banking system, to ensure they are consistent with 
the objectives of the Basel framework and are unwound in a timely 
manner; and, 

 
- where necessary and prudent, adopting additional global measures in a 

coordinated manner. 
 
The GHOS members also unanimously reiterated their expectation for the 
full, timely and consistent implementation of all aspects of the Basel III 
framework. Doing so will help to lock in the benefits of these standards to 
ensure that banks can withstand future crises. 
 
In this regard, the GHOS members agreed to mark, with the present 
agreement on the Basel III framework, a clear end to the post-GFC Basel III 
policy agenda.  
 
Any further potential adjustments to Basel III will be limited in nature and 
consistent with the Committee's evaluation work.  
 
Henceforth, the Committee's Basel III-related work will focus on:  
 
(i) monitoring the implementation, timeliness and consistency of these 
standards through its Regulatory Consistency Assessment Programme; and 
 
(ii) completing an evidence-based evaluation of the effectiveness of these 
reforms, also taking into consideration the lessons from the Covid-19 crisis. 
 
The GHOS also endorsed a series of recommendations from the Basel 
Committee to focus its policy and supervisory agenda on future risks to the 
global banking system and its vulnerabilities.  
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The recommendations followed a strategic review conducted by the 
Committee over the past year. The Committee's future work will focus on 
new and emerging topics including structural trends in the banking sector, 
the ongoing digitalisation of finance and climate-related financial risk. 
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Number 4 

PCAOB Launches New Brand and Redesigned Website, Advances 
Key Strategic Priority 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) announced that 
it has launched a new brand and redesigned website, further advancing one 
of the Board’s key strategic priorities of enhancing transparency and 
accessibility through proactive stakeholder engagement. 
 
“One of the Board’s top priorities is to enhance external engagement and to 
provide more useful and clear communications about our oversight 
activities,” said PCAOB Chairman William D. Duhnke III. “Our new brand 
and redesigned website represent our commitment to being 
forward-looking, proactive, and accessible to our stakeholders as we work 
to drive continuous improvement in audit quality.” 
 
In addition to improving the look and feel of our website, we focused on the 
following enhancements: 
 
- User-friendly design: The website provides a more user-friendly 

format, enabling visitors to find the information they need. 
 
- Access to information: The website’s revamped search capability helps 

visitors access PCAOB resources and our AuditorSearch public 
database, and additional navigation features help users more easily 
explore the website. New content was added on key topics, and the 
website consolidates information for audit firms. All of the PCAOB’s 
historical information continues to be available for public reference. 

 
- Stakeholder engagement: The website was redesigned with special 

attention to stakeholders that the PCAOB interacts with regularly. 
Beyond the website’s information for auditors, we include new or 
refreshed content and dedicated resource pages for academics, audit 
committees, investors, and preparers. 

 
- Timeliness: Throughout the website, new sections with “Recent 

Updates” and “Related Information” have been added to help readers 
locate the latest from the PCAOB on key topics.  
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Number 5 

CYBERSECURITY STOCKTAKING IN THE CAM 
Stakeholder mapping and stocktaking of connected and automated mobility 
(CAM) cybersecurity 
 

 
 

The Connected and Automated Mobility (CAM) sector is an entire 
ecosystem of services, operations and infrastructures comprised of a variety 
of actors and stakeholders.  
 
The ecosystem brings about transformation in the industries as well as in 
the demands of citizens who look for safer, cleaner, more sustainable, and 
easier transportation.  
 
CAM has the potential to change the way society views transportation, 
benefit from digitalisation to connect vehicles with their surroundings and 
with the drivers, as well as contribute to solving congestion, reducing 
pollution, diminish road accidents, and improve access to mobility.  
 
There are, therefore, two varying but complementing aspects in the 
ecosystem: connectivity and automation.  
 
A connected vehicle relies on the technologies installed in cars, buses, other 
vehicles and the infrastructure surrounding it, as well as people.  
 
A connected vehicle can also wirelessly (e.g. 4g/5g and/or WIFI) exchange 
data and information with the vehicle manufacturer and third-party service 
providers.  
 
The notion of V2X (i.e. vehicle-to-everything) therefore includes:  
 

• Vehicle-to-vehicle (V2V)  

• Vehicle-to-infrastructure and vice-versa (V2I and I2V)  

• Vehicle-to-mobile network (V2N) and infrastructure-to-mobile network 
(I2N)  

• Vehicle-to-devices (V2D)  

• Vehicle-to-persons (V2P)  

• Vehicle-to-grid (V2G)  
 
The automated aspect concerns the vehicles, where safety-critical control 
functions are carried out without driver input. Several years ago, Advanced 
Driver-Assistance Systems (ADAS) where only found in very few vehicles. 
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Today, the mass market also includes, among others, (adaptive) cruise 
control, cameras, self-parking, blind spot detection and vehicle emergency 
braking.  
 
Drivers are quickly starting to rely on automation in various situations.  
 
There are five levels of automation that range from driver assistance 
systems supporting the driver to the vehicle assuming all driving functions, 
therefore all persons becoming passengers in the vehicle without 
interaction with the car to drive it.  
 
Most manufacturers are currently aiming to reach Level 2 and 3: Partly 
Automated Driving and Highly Automated Driving (incl. Tesla , BMW, 
Mercedes-Benz).  
 
Cybersecurity is crucial in the evolution of the CAM ecosystem.  
 
The increasing connectivity and automation of vehicles and surrounding 
infrastructure brings about novel cybersecurity challenges, threats, and 
risks.  
 
The CAM ecosystem requires cybersecurity standards and cybersecurity 
measures by the stakeholders that provide for a safe infrastructure and 
services delivery.  
 
All stakeholders in CAM must ensure that data and technical structures 
have the necessary protection, safety and security measures for protection 
of the systems.  
 
Furthermore, cybersecurity is becoming more defined in this area through 
the adoption of both national and international standards and regulations 
in Europe and throughout the world. 
 
The number of stakeholders in bringing about this change is high and 
diverse and includes governments, policy makers, the automotive industry 
(manufacturers, suppliers, automotive aftermarket), the 
telecommunication industry (software, hardware, ICT infrastructure), 
associations, standardisation and regulatory bodies, who all bring strategic 
competences to cooperate and develop the CAM ecosystem and its 
cybersecurity.  
 
These stakeholders have to cooperate to achieve the various indexes of 
mobility and to arrive at the final goal of full degree of automation and 
connectivity, and thus automated driving in a cyber secure, trustworthy and 
safe manner.  
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As part of the Cooperative Intelligent Transport Systems and Services 
(C-ITS), the vehicle-to-everything (V2X) notion relies on various 
communication technologies.  
 
This V2X communication can only be made possible through the 
cooperation of the whole industry, which is critical for the success of CAM.  
 
Action areas for CAM therefore lie in cybersecurity, innovation, 
infrastructure, legislation, interconnectivity, and data governance. 
 

 
 

To read more: 

https://www.enisa.europa.eu/publications/cybersecurity-stocktaking-in-t
he-cam 
 

 
 
 
 
 

https://www.enisa.europa.eu/publications/cybersecurity-stocktaking-in-the-cam
https://www.enisa.europa.eu/publications/cybersecurity-stocktaking-in-the-cam
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Number 6 

Prioritizing SOF Counter-Threat Financing Efforts in the Digital 
Domain 
Hugh Harsono 
 

 
 

Threat financing describes how threat actors move, manage, and raise 
funds to support their specific goals.  
 
One emerging challenge for Special Operations Forces (SOF) support to 
counterterrorism missions is digital threat financing. 
 
This has risen to prominence in recent years with the evolution of digital 
currencies, cashless payments, and other forms of financial technology that 
allow for the near-instantaneous transfer of funds from one party to 
another.  
 
As such, SOF must undertake and prioritize counter-threat finance (CTF) 
efforts for its Theater Special Operations Commands (TSOCs) and its 
intelligence analysts to deter violent extremist organizations (VEO). 
 
Introduction 
 
Special Operations Forces (SOF) routinely combat threats to the United 
States, with a specific focus on counterterrorism and counter-violent 
extremist organizations (CT/ CVEO) missions.  
 
These efforts include the disruption and surveillance of enemy networks, 
direct-action missions, and partner-nation capacity building in 
advise-and-assist roles, among many others.  
 
While demonstrating great success at the tactical level, there is a clear need 
for “more sophisticated counterterrorism training and exchanges that 
specifically seek out and address the financial aspects of terrorist and VEO 
operations,” argues SOF Colonel Clarence Bowman. 
 
Additionally, the Integrated Financial Operations Commander’s Handbook, 
which was developed with counter threat-finance activities in mind, 
specifically mentions that it does not “adequately address counter-threat 
finance (CTF) activities designed to deny, disrupt, destroy, or defeat 
financial systems and networks that negatively affect US interests.” 
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Keeping this in mind, SOF must begin to address the root causes 
supporting terrorist/VEO actions, understanding that a critical factor of 
these root causes revolves around threat financing.  
 
As a result, the SOF community must continue to refocus its priorities of 
effort and dedicate increasing resources to counter-threat finances to 
provide a long-term solution for CT/CVEO concerns.  
 
Counter-threat financing is a particularly critical factor for SOF to address, 
given U.S. Special Operations Command (SOCOM) is the “DoD CTF lead 
component for synchronizing DoD CTF activities and operations.” 
 
CTF efforts apply to various threat actors, including hostile governments, 
violent extremist organizations, and paramilitary groups. This is critical 
because threat actors require financial resources to carry out their specific 
activities.  
 
To read more (at page 155/180) you may visit: 
https://cyberdefensereview.army.mil/Portals/6/Documents/2020_fall_cd
r/2020_fall_cdr_full.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://cyberdefensereview.army.mil/Portals/6/Documents/2020_fall_cdr/2020_fall_cdr_full.pdf
https://cyberdefensereview.army.mil/Portals/6/Documents/2020_fall_cdr/2020_fall_cdr_full.pdf
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Number 7 

EIOPA consults on the application of supervisory ladder 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published a consultation on the Statement on supervisory practices and 
expectations in case of breach of the Solvency Capital Requirement (SCR).  
 

 

   

EIOPA is gathering feedback on this statement which aims to promote 
supervisory convergence in the application of the supervisory ladder, in 
particular addressing the recovery plan required in case of breach of the 
SCR.  
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The supervisory practices addressing the supervisory ladder are necessarily 
flexible and should consider the specific situation of the insurance or 
reinsurance undertaking.  
 
However, it is important that when certain triggers are reached, such as 
non-compliance with the Solvency Capital Requirement (SCR), a minimum 
convergent approach is applied to ensure a similar protection of 
policyholders and beneficiaries across Europe.  
 
The ongoing uncertainty linked with COVID-19 can potentially lead to 
breaches of SCR in the future, therefore supervisory convergence in this 
area is timely, however the Statement is intended to be applicable at any 
time and is not COVID-19 specific.  
  
The deadline for submission of feedback is Wednesday 17 February 2021. 
EIOPA will consider the feedback received, develop impact assessment and 
publish a final report on the consultation as well as submit the supervisory 
statement for adoption by its Board of Supervisors. 
 
Introduction 
 
1. The European Insurance and Occupational Pensions Authority (EIOPA) 
provides this Supervisory Statement on the basis of Article 29(2) of 
Regulation (EU) No 1094/2010 to promote common supervisory 
approaches and practices. 
 
2. This Supervisory Statement is based on Directive 2009/138/EC 
(Solvency II) and addressed to the competent authorities, as defined in 
point (i) of Article 4(2) of Regulation (EU) No 1094/2010. 
 
3. The supervisory practices addressing the supervisory ladder are 
necessarily flexible and should consider the specific situation of the 
insurance or reinsurance undertaking. However, it is important that when 
certain triggers are reached, such as non-compliance with the Solvency 
Capital Requirement (SCR), a minimum convergent approach is applied in 
order to avoid supervisory arbitrage. 
 
4. This has always been an area of extreme importance. However, during 
the last 4 years (2016-2019) only few breaches of the SCR have happened. 
There were 12 undertakings which have had a breach of the SCR for a 
period of two consecutive years, which represents less than 0,5% of all 
undertakings subject of SII. The breaches are spread between 6 Member 
states. 
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5. Since the Covid-19 pandemic has emerged at the beginning of 2020, the 
world is facing this new risk and more frequent breaches of the SCR could 
be observed in the future. European undertakings have demonstrated 
resilience to the impact of the Covid-19 pandemic until now, however, the 
current environment amplifies the risks of non-compliance. 
 
6. The ongoing uncertainty can lead to breaches of SCR in the future, in 
which case the Solvency II supervisory ladder of intervention allows 
supervisory authorities to take early actions including among others the 
approval of a recovery plan. 
 
7. In this environment and considering a potential increase of 
non-compliance cases it is of particular importance to ensure consistency in 
the way the recovery plans are developed, assessed and approved. 
 
8. The aim of this Supervisory Statement is to promote supervisory 
convergence in the application of the supervisory ladder, in particular 
addressing the recovery plan required in case of breach of the SCR. This 
Supervisory Statement is developed to be applicable at any time. However, 
one specific paragraph is included addressing supervisory expectations on 
recovery plans to be developed in the context of the Covid-19 pandemic. 
 
Observation of non-compliance 
 
9. Insurance and reinsurance undertakings should consider as the date of 
noncompliance with the SCR the date on which non-compliance with the 
SCR has been observed through their on-going monitoring. Accordingly, 
supervisory authorities should consider as the start of the two-months 
period – prescribed for the submission of the recovery plan - the date of 
observation of a breach of the SCR as indicated by the undertaking in its 
notification to the supervisory authority, regardless of quarterly/annual 
reporting. 
 
10. In case an undertaking did not detect and hence did not inform the 
supervisory authority about the breach of the SCR and this non-compliance 
is first established by the supervisory authority (e.g. during an on-site 
inspection), the date of observation of a breach and therefore starting date 
for submitting a realistic recovery plan should be the date indicated by the 
supervisory authority in its notification to the concerned undertaking. 
 
To read more: 
https://www.eiopa.europa.eu/content/eiopa-consults-application-supervis
ory-ladder 
 
 

https://www.eiopa.europa.eu/content/eiopa-consults-application-supervisory-ladder
https://www.eiopa.europa.eu/content/eiopa-consults-application-supervisory-ladder
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Number 8 

What comes next? Recovery from an uneven recession 
Daniel Rees 
 

 
 

Key takeaways 
 
• The effects of the Covid crisis have been felt unevenly across sectors, and 
the output of customer service industries could remain well below its 
pre-Covid trend for some time. 
 
• Economies with large customer service industries could grow more slowly 
in the near term, even after accounting for the stringency of containment 
measures and the severity of virus outbreaks. 
 
• Model projections suggest that large advanced economies could face a 
“98% economy” until constraints on customer service industries ease. The 
outlook for some economies, such as China, is more positive. 
 
• While demand stimulus remains necessary in the near term, it will not be 
sufficient to return economic activity to its pre-Covid trend. That will 
require public health measures to control the spread of the virus and steps 
to ease resource reallocation to industries less affected by the pandemic. 
 
An uneven recession and partial recovery  
 
A striking feature of the Covid crisis has been its uneven impact across 
sectors (Graph 1, left-hand and centre panels).  
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Dispersion in industry-level GDP growth often widens in downturns, with 
industries that supply investment goods or discretionary household items 
experiencing the steepest contractions.  
 
This pattern is clearest in recessions that trigger a large reallocation of 
economic activity, such as the Great Financial Crisis of 2007–09.  
 
But even compared with that episode, the dispersion of industry growth 
rates in the first half of 2020 was unusually large and uncommonly 
synchronised across economies.  
 
The recovery has also been uneven. Activity in some industries rebounded 
quickly after lockdowns eased. But in others, such as hospitality and 
tourism, it has recovered more slowly.  
 
Firms in these industries face ongoing constraints, reflecting regulatory 
restrictions and behavioural changes by consumers.  
 
These constraints could persist until a vaccine or a more effective treatment 
for the virus becomes widely available.  
 
A key unknown is the extent to which industry-level unevenness will weigh 
on the aggregate recovery.  
 
One view is that depressed conditions in customer service industries, which 
account for around 10% of GDP in many economies, will gouge a persistent 
hole in economic activity, leaving countries with a “90% economy”. 
 
Others argue that the impact may not be so large if resources can be 
reallocated efficiently, so that less demand for customer services can be 
made up for by more demand for other goods or services without raising 
inflationary pressures. 
 
Market economist forecasts suggest that ongoing weakness in customer 
service industries will act as a drag on GDP, albeit by less than the “90% 
economy” view would suggest. 
 
The right-hand panel of Graph 1 shows that the stringency of containment 
measures, the severity of virus outbreaks and the share of customer service 
industries in GDP each explain some of the decline in GDP in 2020 at a 
country level, relative to what was expected at the start of the year.  
 
Market economists expect the effects of containment measures and 
outbreak severity to be temporary – these variables do not affect forecasts 
of the level of GDP at the end of 2021.  
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However, the contractionary effect of exposure to customer service 
industries is expected to persist. Each additional 1 percentage point of 
exposure to customer service industries lowers GDP forecasts at the end of 
2021 by 0.6%.  
 
However, to fully understand the aggregate implications of an uneven 
industry-level recovery, we need to look beyond headline GDP forecasts.  
 
The Covid recession is so unusual that historical economic relationships, 
which underpin most economic forecasts, may provide an unreliable guide 
to the recovery.  
 
Moreover, headline forecasts do not identify the mechanisms through 
which industry-level unevenness affects aggregate outcomes. This matters 
because an uneven recovery driven by constraints on supply has different 
aggregate implications from one that reflects shifts in demand.  
 
The pattern of supply- and demand-side disturbances could vary between 
economies, driving differences in aggregate outcomes even after controlling 
for industry composition. 
 
To read more: https://www.bis.org/publ/bisbull33.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull33.pdf
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Coronavirus Aid, Relief, and Economic Security Act 
Testimony of Jerome H Powell, Chair of the Board of Governors of the 
Federal Reserve System, before the Committee on Banking, Housing, and 
Urban Affairs, US Senate, Washington, DC. 
 

 
 

Chairman Crapo, Ranking Member Brown, and other members of the 
Committee, thank you for the opportunity to update you on our ongoing 
measures to address the hardship wrought by the pandemic.  
 
Our public health professionals continue to deliver our most important 
response, and we remain grateful for their service.  
 
The Federal Reserve, along with others across government, is using its 
policies to help alleviate the economic burden.  
 
Since the pandemic’s onset, we have taken forceful actions to provide relief 
and stability, to ensure that the recovery will be as strong as possible, and to 
limit lasting damage to the economy.  
 
Economic activity has continued to recover from its depressed 
second-quarter level.  
 
The reopening of the economy led to a rapid rebound in activity, and real 
gross domestic product, or GDP, rose at an annual rate of 33 percent in the 
third quarter.  
 
In recent months, however, the pace of improvement has moderated. 
Household spending on goods, especially durable goods, has been strong 
and has moved above its pre-pandemic level.  
 
In contrast, spending on services remains low largely because of ongoing 
weakness in sectors that typically require people to gather closely, including 
travel and hospitality.  
 
The overall rebound in household spending is due, in part, to federal 
stimulus payments and expanded unemployment benefits, which provided 
essential support to many families and individuals.  
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In the labor market, more than half of the 22 million jobs that were lost in 
March and April have been regained, as many people were able to return to 
work. As with overall economic activity, the pace of improvement in the 
labor market has moderated.  
 
Although we welcome this progress, we will not lose sight of the millions of 
Americans who remain out of work.  
 
The economic downturn has not fallen equally on all Americans, and those 
least able to shoulder the burden have been hardest hit. In particular, the 
high level of joblessness has been especially severe for lower-wage workers 
in the services sector, for women, and for African Americans and Hispanics.  
 
The economic dislocation has upended many lives and created great 
uncertainty about the future.  
 
As we have emphasized throughout the pandemic, the outlook for the 
economy is extraordinarily uncertain and will depend, in large part, on the 
success of efforts to keep the virus in check.  
 
The rise in new COVID-19 cases, both here and abroad, is concerning and 
could prove challenging for the next few months.  
 
A full economic recovery is unlikely until people are confident that it is safe 
to reengage in a broad range of activities.  
 
Recent news on the vaccine front is very positive for the medium term. For 
now, significant challenges and uncertainties remain, including timing, 
production and distribution, and efficacy across different groups.  
 
It remains difficult to assess the timing and scope of the economic 
implications of these developments with any degree of confidence. 
 
The Federal Reserve’s response has been guided by our mandate to 
promote maximum employment and stable prices for the American people, 
along with our responsibilities to promote the stability of the financial 
system.  
 
We have been taking broad and forceful actions to more directly support 
the flow of credit in the economy.  
 
Our actions, taken together, have helped unlock almost $2 trillion of 
funding to support businesses large and small, nonprofits, and state and 
local governments since April.  
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This, in turn, has helped keep organizations from shuttering and has put 
employers in both a better position to keep workers on and to hire them 
back as the economy continues to recover.  
 
These programs serve as a backstop to key credit markets and have helped 
restore the flow of credit from private lenders through normal channels.  
 
We have deployed these lending powers to an unprecedented extent.  
 
Our emergency lending powers require the approval of the Treasury and are 
available only in very unusual circumstances, such as those we find 
ourselves in today.  
 
Many of these programs have been supported by funding from the 
Coronavirus Aid, Relief, and Economic Security Act (CARES Act), and I 
have included detailed information about those facilities in my written 
testimony.  
 
The CARES Act assigns sole authority over its funds to the Treasury 
Secretary, subject to the statute’s specified limits.  
 
The Secretary has indicated that these limits do not permit the CARES 
Act-funded facilities to make new loans or purchase new assets after 
December 31 of this year.  
 
Accordingly, the Federal Reserve will return the unused portion of funds 
allocated to the lending programs that are backstopped by the CARES Act 
in connection with their termination at the end of this year.  
 
As the Secretary noted in his letter, non-CARES Act funds in the Exchange 
Stabilization Fund are available to support emergency lending facilities if 
they are needed. Everything the Fed does is in service to our public mission.  
 
We are committed to using our full range of tools to support the economy 
and to help assure that the recovery from this difficult period will be as 
robust as possible on behalf of communities, families, and businesses 
across the country. 
 

To read more: https://www.bis.org/review/r201201a.pdf 
 

 

https://www.bis.org/review/r201201a.pdf
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NIST AI System Discovers New Material 
 

 
 

When the words “artificial intelligence” (AI) come to mind, your first 
thoughts may be of super-smart computers, or robots that perform tasks 
without needing any help from humans.  
 
Now, a multi-institutional team including researchers from the National 
Institute of Standards and Technology (NIST) has accomplished something 
not too far off: They developed an AI algorithm called CAMEO that 
discovered a potentially useful new material without requiring additional 
training from scientists.  
 
The AI system could help reduce the amount of trial-and-error time 
scientists spend in the lab, while maximizing productivity and efficiency in 
their research. 
 
The research team published its work on CAMEO in Nature 
Communications. You may visit: 
https://www.nature.com/articles/s41467-020-19597-w 
 
In the field of materials science, scientists seek to discover new materials 
that can be used in specific applications, such as a “metal that’s light but 
also strong for building a car, or one that can withstand high stresses and 
temperatures for a jet engine,” said NIST researcher Aaron Gilad Kusne. 
 
But finding such new materials usually takes a large number of coordinated 
experiments and time-consuming theoretical searches. If a researcher is 
interested in how a material’s properties vary with different temperatures, 
then the researcher may need to run 10 experiments at 10 different 
temperatures. But temperature is just one parameter.  
 
If there are five parameters, each with 10 values, then that researcher must 
run the experiment 10 x 10 x 10 x 10 x 10 times, a total of 100,000 
experiments. It’s nearly impossible for a researcher to run that many 
experiments due to the years or decades it may take, Kusne said. 
 
That’s where CAMEO comes in. Short for Closed-Loop Autonomous System 
for Materials Exploration and Optimization, CAMEO can ensure that each 
experiment maximizes the scientist’s knowledge and understanding, 
skipping over experiments that would give redundant information.  

https://www.nature.com/articles/s41467-020-19597-w
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Helping scientists reach their goals faster with fewer experiments also 
enables labs to use their limited resources more efficiently. But how is 
CAMEO able to do this? 
 
The Method Behind the Machine 
 
Machine learning is a process in which computer programs can access data 
and process it themselves, automatically improving on their own instead of 
relying on repeated training.  
 
This is the basis for CAMEO, a self-learning AI that uses prediction and 
uncertainty to determine which experiment to try next.  
 
As implied by its name, CAMEO looks for a useful new material by 
operating in a closed loop: It determines which experiment to run on a 
material, does the experiment, and collects the data.  
 
It can also ask for more information, such as the crystal structure of the 
desired material, from the scientist before running the next experiment, 
which is informed by all past experiments performed in the loop.   
 
To read more: 

https://www.nist.gov/news-events/news/2020/11/nist-ai-system-discover
s-new-material 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/news-events/news/2020/11/nist-ai-system-discovers-new-material
https://www.nist.gov/news-events/news/2020/11/nist-ai-system-discovers-new-material
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

