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Monday, February 10, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
I have just read an excellent paper, the Summary of NCSC’s 
security analysis for the UK telecoms sector. 
 
The National Cyber Security Center (NCSC) in UK has 
brought together expertise from the information assurance arm of the 
Government Communications Headquarters (GCHQ), the Centre for Cyber 
Assessment, the CERT-UK, and the Centre for Protection of National 
Infrastructure. 
 
We read in the Summary of NCSC’s security analysis for the UK telecoms 
sector: 
 
Supply chain, risk overview - No operator can perform all of the activities 
required to design, manufacture, install and run an operational telecoms 
network, and some are not equipped or staffed to operate all the supporting 
functions that the underlying business requires.  
 
Every operator therefore has a supply chain, which can involve the 
provision of hardware, software, and managed services. 
 
Supply chain risk breaks down into four risk components: 
- risks due to national dependence, supply disruption and sanction, 
- risks due to equipment supply (including software), 
- risks due to supplier network access and support, 
- risks to operator data including SIM supply. 
 
These risks are directly linked, in that mitigating one risk will likely 
increase another. Consequently, minimising the risk to the UK requires 
balancing the risk across each risk component. 
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The extent of supply chain risk depends significantly on the sensitivity of 
the equipment supplied or accessed. Assuming a properly managed 
network, the supplier can only directly alter the behaviour of equipment it 
supplies or supports. Hence the risk of supply is intimately coupled to 
equipment sensitivity. 
 
The intrinsic risks due to the supply chain are described in the following 
sections. These are risks that occur absent any mitigating actions by 
operators or governments.  
 

 
Read more at number 2 below. Welcome to the Top 10 list.  
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

Statement by the OECD/G20 Inclusive Framework on BEPS on 
the Two-Pillar Approach to Address the Tax Challenges Arising 
from the Digitalisation of the Economy 
As approved by the OECD/G20 Inclusive Framework on BEPS 
on 29-30 January 2020 
 

 
 

1. In light of the strong support from the Inclusive Framework on BEPS (IF) 
members for reaching a multilateral agreement with respect to Pillar One 
and Pillar Two, and drawing on the technical work of the Working Parties, 
comments from the public consultation, as well as the discussion at a 
number of Steering Group meetings, and recognising the concurrent work 
on a without prejudice basis on the two pillars, members of the Inclusive 
Framework affirm their commitment to reach an agreement on a 
consensus-based solution by the end of 2020.  
 
In further developing the two Pillars, the Inclusive Framework has 
therefore agreed upon an outline of the architecture of a Unified Approach 
on Pillar One as the basis for negotiations and welcomed the progress made 
on Pillar Two (which follows the outline of Pillar Two in the PoW) 
contained in Annexes 1 and 2 of this statement. 
 
2. With respect to Pillar One, the IF endorses the Unified Approach (set out 
in Annex 1) as the basis for the negotiations of a consensus-based solution 
to be agreed in 2020.  
 
The proposed reallocation of taxing rights under Pillar One would require 
improved tax certainty, including effective and binding dispute prevention 
and resolution mechanisms.  
 
In the design and implementation of the solution, the IF also acknowledges 
the need to minimise complexity. 
 
3. Members note the technical challenges to develop a workable solution as 
well as some areas where critical policy differences remain which will have 
to be resolved to reach an agreement.  
 
They note a December 3 letter from the US Treasury Secretary to OECD 
Secretary-General Gurría reiterating the US political support for a 
multilateral solution and including a proposal to implement Pillar One on a 
‘safe harbour’ basis.  
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Many IF Members express concerns that implementing Pillar One on a ‘safe 
harbour’ basis could raise major difficulties, increase uncertainty and fail to 
meet all of the policy objectives of the overall process.  
 
The IF members note that, although the final decision on the matter will be 
taken only after the other elements of the consensus-based solution have 
been agreed upon, resolution of this issue is crucial to reaching consensus. 
 
To read more: 
http://www.oecd.org/tax/beps/statement-by-the-oecd-g20-inclusive-fram
ework-on-beps-january-2020.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.oecd.org/tax/beps/statement-by-the-oecd-g20-inclusive-framework-on-beps-january-2020.pdf
http://www.oecd.org/tax/beps/statement-by-the-oecd-g20-inclusive-framework-on-beps-january-2020.pdf
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Number 2 

Summary of NCSC’s security analysis for the UK telecoms sector 
 

 
 

Since the initiation of the DCMS Supply Chain Review in September 2018, 
the NCSC has performed an extensive and detailed analysis of the security 
of the telecommunications (telecoms) sector. 
 

 
 

The outcomes of that analysis are now being provided through a blog by 
NCSC’s Technical Director 
(https://www.ncsc.gov.uk/blog-post/the-future-of-telecoms-in-the-uk), 
our formal advice on the use of High Risk Vendors (HRVs) 
(https://www.ncsc.gov.uk/guidance/ncsc-advice-on-the-use-of-equipment
-from-high-risk-vendors-in-uk-telecoms-networks), and through this 
document, a summary of NCSC’s security analysis for the UK telecoms 
sector.  
Specifically, this document summarises the NCSC’s technical 
recommendations for improving the security of the UK’s telecoms sector, 
alongside a description of our technical security analysis that we used to 
derive these recommendations. 
To read more: 
https://www.ncsc.gov.uk/files/Summary%20of%20the%20NCSCs%20sec
urity%20analysis%20for%20the%20UK%20telecoms%20sector.pdf 

https://www.ncsc.gov.uk/files/Summary%20of%20the%20NCSCs%20security%20analysis%20for%20the%20UK%20telecoms%20sector.pdf
https://www.ncsc.gov.uk/files/Summary%20of%20the%20NCSCs%20security%20analysis%20for%20the%20UK%20telecoms%20sector.pdf
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Number 3 

Monetary Policy Report 
 

 
 

Recent developments 
 
UK GDP growth slowed materially in 2019 relative to previous years. 
UK GDP is expected to have been flat in 2019 Q4.  
 
Over 2019, GDP growth has been volatile owing to Brexit-related 
factors but, on average, it has slowed relative to previous years. 
 
That slowing has been driven partly by weakening global growth… 
 
Slower UK GDP growth partly reflects the impact of global growth, which 
has weakened significantly to below potential rates.  
 
Four-quarter PPP-weighted global growth was 2.8% in 2019 Q3, down from 
close to 4% at the start of 2018.  
 
In UK-weighted terms, global growth has fallen to 1.7% from 3% over the 
same period.  
 
The slowdown, both in the UK and abroad, has been particularly apparent 
in the manufacturing sector.  
 
The weakening in global growth has in part reflected the impact of 
increased trade protectionism and the associated rise in uncertainty, as well 
as the past tightening in global financial conditions and domestic weakness 
in some emerging market economies (EMEs). 
 
…although there are signs that global growth has stabilized. 
 
Quarterly global growth rates have been relatively constant over the recent 
past. And more timely survey data are consistent with the stabilisation in 
global growth continuing.  
 
For example, PMIs have risen a little since November, including in the 
manufacturing sector. International risky asset prices have also increased. 
Those developments are likely to have been supported by an easing in trade 
tensions since November. 
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Elevated uncertainties about domestic economic policies have also weighed 
on UK growth. 
 
Uncertainties about the economic outlook, including those related to 
Brexit, were elevated during 2019.  
 
Those uncertainties had an especially large effect on business investment, 
leading firms to delay spending until they had more clarity about the future 
trading environment.  
 
Business investment growth has been weak since the referendum, and 
much lower in the UK than in other advanced economies on average over 
that period. Consumer spending has been more resilient to uncertainty. 
Consumption growth has slowed over the past year, however, and 
uncertainty may have contributed to weaker housing market activity and 
discretionary spending on durables. 
 
To read more: 
https://www.bankofengland.co.uk/-/media/boe/files/monetary-policy-rep
ort/2020/january/monetary-policy-report-january-2020.pdf 
 

 
 

 
 

https://www.bankofengland.co.uk/-/media/boe/files/monetary-policy-report/2020/january/monetary-policy-report-january-2020.pdf
https://www.bankofengland.co.uk/-/media/boe/files/monetary-policy-report/2020/january/monetary-policy-report-january-2020.pdf
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Number 4 

The presentations, from the 26th IAIS Annual Conference,  
Supervision in a Digital Era, Abu Dhabi, UAE 
International Association of Insurance Supervisors (IAIS) 
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The videos:  
https://www.iaisweb.org/page/events/annual-conference/annual-confere
nce-2019/annual-conference-videos 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

https://www.iaisweb.org/page/events/annual-conference/annual-conference-2019/annual-conference-videos
https://www.iaisweb.org/page/events/annual-conference/annual-conference-2019/annual-conference-videos
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Number 5 

Issues Paper on the Implementation of the Recommendations of 
the Task Force on Climate-related Financial Disclosures 
For public consultation 
 

 
 

Climate change is creating a wide range of material emerging (and 
emerged) risks to the financial system and the global economy.  
 
Because of the dynamic, complex and global impacts of climate risk across 
the economy and society, it is likely that all insurance businesses will be 
directly or indirectly affected over the long-term – regardless of size, 
business line, domicile or geographic reach.  
 
The risks are expected to materialise over an extended period, well beyond 
the normal planning horizon for insurers, but the development of these 
risks heavily depends on actions taken in the short-term.  
 
The wide-ranging and complex characteristics of climate change create an 
imperative for insurers1 to strengthen their understanding and assessment 
of climate risks now and into the future, by assessing how physical, 
transition and liability risks stemming from climate change may affect 
business resilience, market dynamics, profitability and solvency.  
 
There is broad recognition of the relevance of climate risks to the mandates, 
objectives and strategies of supervisors. 
 
Within the insurance supervisory community, the Sustainable Insurance 
Forum (SIF) has pioneered efforts to share knowledge on activities that can 
strengthen assessment of potential climate risks facing insurance markets 
and the oversight of such risks through supervisory practices.  
 
This work has included joint activities with the International Association of 
Insurance Supervisors (IAIS).  
 
In 2017, a global voluntary framework for the identification, assessment, 
management and public disclosure of climate-related risks and 
opportunities in mainstream financial filings was developed by the 
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Financial Stability Board (FSB) Task Force on Climate-related Financial 
Disclosures (TCFD). 
 
The SIF has recognised the importance of the FSB TCFD Recommendations 
and Supplemental Guidance, and its relevance for the objectives of 
insurance supervisors.  
 
Public disclosure of material information (which may include climate 
related risks) is expected to enhance market discipline by providing 
meaningful and useful information to policyholders to make decisions on 
insuring risks with the insurer, and to market participants to make 
decisions about providing resources to an insurer, as well as to make 
comparisons between insurers. 
 
To read more: 

https://www.iaisweb.org/page/consultations/current-consultations/draft-
issues-paper-on-the-implementation-of-the-tcfd-recommendations//file/8
8058/draft-sif-iais-issues-paper-on-tcfd-recommendations 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.iaisweb.org/page/consultations/current-consultations/draft-issues-paper-on-the-implementation-of-the-tcfd-recommendations/file/88058/draft-sif-iais-issues-paper-on-tcfd-recommendations
https://www.iaisweb.org/page/consultations/current-consultations/draft-issues-paper-on-the-implementation-of-the-tcfd-recommendations/file/88058/draft-sif-iais-issues-paper-on-tcfd-recommendations
https://www.iaisweb.org/page/consultations/current-consultations/draft-issues-paper-on-the-implementation-of-the-tcfd-recommendations/file/88058/draft-sif-iais-issues-paper-on-tcfd-recommendations
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Number 6 

Cybercrime Prevention Principles for Internet Service Providers 
 

 
 

While certain cyberattacks focus on specific organizations, the majority 
target the largest number of internet users possible. Such attacks are often 
relatively easy for cybercriminals to undertake and can cause serious harm. 
According to Cybersecurity Ventures, the impact of indiscriminate 
malicious activity online can be significant and carries an estimated global 
price tag of $6 trillion in 2021. 
 
To read more: 
http://www3.weforum.org/docs/WEF_Cybercrime_Prevention_ISP_Prin
ciples.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www3.weforum.org/docs/WEF_Cybercrime_Prevention_ISP_Principles.pdf
http://www3.weforum.org/docs/WEF_Cybercrime_Prevention_ISP_Principles.pdf
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Number 7 

Myths and Realities: Modernizing the Proxy Rules 
SEC Commissioner Elad L. Roisman, Washington D.C. 
 

 
 

I. Introduction 
 

Thank you, Dean [Steven] Payne and David [Blass] for the kind 
introduction and for the concise summary of the recent SEC proposals to 
update the rules governing the solicitation of proxies and submission of 
shareholder proposals.   
 
Thank you also to the Catholic University Columbus School of Law for 
hosting me and, in particular, to the students, who have come to hear me 
speak.  Before I dive in, I want to make clear that my remarks are my own 
and do not represent those of the Securities and Exchange Commission 
(“SEC”) or its other commissioners.  
 
Giving further context to the summary you just heard, some of the rules we 
have been discussing date back to 1954.  You can imagine how much has 
changed in our markets since these particular rules were last amended: 
including shifts in how public company shares are held and voted and 
changes in who relies on the SEC’s exemptions to the proxy solicitation 
rules.   
 
From my perspective, the SEC’s proposals to modernize these rules were 
not only necessary, but long overdue.  Yet the reaction from the loudest 
voices came swiftly and furiously.  Even before the Commission voted on 
these proposals, the agency was accused of serving as a shill for corporate 
interests, suppressing shareholder votes, and sheltering CEOs of big 
corporations from accountability. 
 
Today, I hope to address some of the most common myths these criticisms 
invoke, and describe what I see as the reality of the situation.  My intention 
in doing this is not only to further clarify my own views on the SEC’s 
proposals, but also to dispel an atmosphere of negativity that might 
dissuade interested people from offering valuable feedback on their 
content.  
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II. Materially False or Misleading Statements of Fact 
 
Myth: The SEC’s proxy modernization agenda is driven by the lobbying 
efforts of corporate interests. 
 
I want to address this myth first by making one thing clear to anyone who 
may not know: the Commission does not act at the behest of lobbyists.  No 
one commenter or group of market participants dictates the agency’s 
agenda or approach to an issue.   
 
We receive input from and listen to the concerns of all market participants 
and the public.  That is our job.  In fact, the law generally requires us to 
consider comments we receive from the public when we propose to make 
changes to our regulations. 
 
In the case of the two proposals here, the staff had the benefit of public 
comments that were submitted in connection with the 2018 Proxy 
Roundtable as well as input from several other requests for comment on 
similar issues, raised over the last two decades. 
 
Anyone who reads our two proxy proposals will see that they do not reflect 
wholesale acceptance of any particular market participant’s ideas for 
reform or change. 
 
Rather, they demonstrate a good faith attempt to serve the interests of all 
market participants through a careful combination of policy and pragmatic 
questions about how the current rules can be improved. 
 
For my own part, since joining the Commission, I have had more 
discussions (internally and externally) on proxy reform than almost any 
other topic.   
 
I have not turned down a single meeting request on this topic, and I have 
benefitted from hearing perspectives on all sides.   
 
In particular, many of these meetings were with representatives of 
institutional investors and asset managers, who expressed concerns about 
the SEC pursuing large-scale reforms to the proxy voting process.   
 
Their concerns resonated with me, and—based on my read of the 
proposals—I would venture to say that this input informed the staff’s 
thinking as well, as they aimed to achieve the proposals’ objectives in a very 
tailored manner, using practices and strategies already accepted in the 
marketplace.  
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Myth: The SEC is suppressing shareholder votes. 
 
This one is easy to address.  Neither of the Commission’s proposals alters a 
shareholder’s right to vote in any way, either in person at a company’s 
annual meeting or by proxy.   
 
The SEC’s proposals address (1) the requirements for shareholders to 
submit voting proposals on the corporate ballot, and (2) the requirements 
of third-party service providers relying on SEC exemptions to provide 
recommendations to shareholders about how those shareholders should 
vote their shares, to rely on exemptions from the SEC’s rules regarding 
proxy solicitation. 
 
Myth: The SEC is making it prohibitively expensive for retail investors to 
submit shareholder proposals. 
 
Some have decried that the proposal to amend the initial submission 
thresholds raises the minimum ownership requirement from $2,000 to 
$25,000. 
 
Were that statement made by someone subject to our antifraud rules, I 
would characterize it as “materially misleading,” as it omits a key element of 
the proposal: time.   
 
The intent of the proposed changes to submission thresholds is not to 
exclude smaller retail investors.  Rather, the goal is to ensure that those 
submitting proposals have demonstrated more than a short-term interest in 
a company.   
 
Specifically, for those who hold $2,000 worth of shares in a company, our 
proposal would not raise the monetary threshold at all.  Instead, it would 
require that such an investor hold this amount of stock for longer than is 
currently required—three years, instead of one year—before submitting a 
proposal. 
 
I would be interested to hear from retail investors whether they want the 
money they have invested in a company to be spent by other shareholders 
with a limited, short-term interest in that company.   
 
Wouldn’t they want the shareholder proposal process utilized by those who 
have a demonstrated interest in the company’s continued success?   
 
The fact is that most proposals today come from a miniscule fraction of 
shareholders. 
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While some are undoubtedly well intentioned, some proponents appear to 
be using this system to promote their own social or political agenda without 
any regard for the specific company funding the ballot and its long-term 
success.  Their efforts to broadcast their views to corporate America 
through the proxy process impose costs on all other shareholders.  I, for 
one, would like to close loopholes that currently allow people to do this. 
 
Myth: The SEC is making it easier for CEOs to spend shareholder money. 
 
I must admit, this assertion confused me.  But, I heard it, so I will respond.  
Neither of the Commission’s proposals reallocates any money.  The irony of 
this myth is that the Shareholder Proposal Rule amendments, in particular, 
aim to preserve company (and therefore shareholder) money.   
 
Changing the resubmission thresholds as proposed would curb the ability 
of a small subset of shareholders to spend the money of all other 
shareholders in furtherance of causes that the vast majority of other 
shareholders have repeatedly rejected.  This happens far too often today.   
 
Our Shareholder Proposal Rule has been amended many times since it was 
initially adopted, with changes specifically designed to address concerns of 
abuse by shareholders with limited interests in the company.   
 
For anyone today to pretend that our current proposal is unprecedented 
ignores the rule’s history.  This history has been extensively written about, 
most recently in the lengthy background and history section of the proposal 
itself. 
 
Myth: Under the proposed rules, CEOs could now sue Proxy Voting Advice 
Businesses if they criticize the company. 
 
This is wrong for at least two reasons.  First, antifraud liability under the 
SEC’s Rule 14a-9 is not new.  Second, the standard of 14a-9 liability is 
“materially false or misleading,” not “I don’t like it.”   
 
Allow me to elaborate.  As the Commission explained in the guidance we 
released this past August, we reiterated our longstanding view that 
generally, proxy voting advice is a solicitation.  If you are interested in the 
history and consistency of that interpretation, I encourage you to read that 
release, as well as the proposing release which goes into further detail. 
 
To my second point on materiality, any cause of action against a proxy 
voting advice business under Rule 14a-9 would have to be based on more 
than a company’s dissatisfaction with any particular recommendation.   
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These businesses’ recommendations are held to the same standard as 
solicitations from companies, activist investors, or anyone else who is 
soliciting proxies.   
 
None of these entities may make any “statement which, at the time and in 
the light of the circumstances under which it is made, is false or misleading 
with respect to any material fact, or which omits to state any material fact 
necessary in order to make the statements therein not false or misleading or 
necessary to correct any statement in any earlier communication with 
respect to the solicitation of a proxy for the same meeting or subject matter 
which has become false or misleading.” 
 
I see no reason why proxy voting advice businesses should be treated 
differently from every other soliciting party.  And, for those who 
vehemently oppose this view, I ask: Why in the world would we want 
investors making voting decisions based on advice that is false or 
misleading with respect to a material fact?  Or worse, why would we grant 
someone a license to make such statements without liability? 
 
Myth: By allowing companies to review proxy voting advice businesses’ 
solicitations before publication, you will compromise the independence of 
these businesses. 
 
I have taken a keen interest in hearing from commenters suggesting this, 
mainly because the Rule 14a-2(b) proposal has been modeled after current 
market practices.   
 
The two proxy voting advice businesses who have held the vast majority of 
this market both currently offer opportunities for certain issuers to engage 
with them and respond to their final voting advice.  (ISS has for years 
granted this opportunity to the largest companies in our markets, and Glass 
Lewis recently instituted programs to obtain feedback from issuers on the 
data underlying their reports and the reports themselves.)   
 
These practices were not driven by regulatory requirements, but by the 
firms’ own impetus.  The proposal aims to make sure that they are available 
to all issuers (including smaller ones, who might not have as great a 
research following as the S&P 500) and other soliciting parties, such as 
activist investors in a proxy contest, and in a more timely manner. 
 
I believe such a measure could offer investors the opportunity to make 
more informed decisions when they vote.  In one place, they would have 
access to the voting advice and the soliciting party’s perspective for ready 
consideration.   
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To the extent an issuer or other soliciting party believes the firm’s voting 
advice contains errors or methodological biases, it would have a time and 
place to note that in a way that voting advice business clients can more 
easily access than they can today.  For these reasons, I cannot understand 
how anyone would argue that this proposal is anything but an improvement 
upon the status quo.  
 
I will also note that the proposal was careful to preserve the boundaries 
between proxy voting advice businesses and the companies they review.   
 
The proposal made clear that voting advice businesses would not have to 
make any changes to their reports in response to the companies’ feedback.   
 
The voting advice business would only be required to include a hyperlink in 
its report to the company’s response statement, rather than including such 
content in the report itself.   
 
In this way, the proposal seeks to maintain separation between the 
perspectives of the proxy voting advice businesses and companies.  If 
anyone has feedback on whether there is a better way to accomplish our 
goals and preserve the independence of voting advice businesses, I would 
be glad to hear it.  
 
I will circle back to this concept of independence toward the end of my 
remarks. 
 
Myth: These proposed rules are so burdensome that they will stifle 
competition in the proxy voting advice business market. 
 
As a believer in the positive power of free markets, I am always concerned 
about overly burdensome regulation that entrenches incumbent market 
participants and freezes out others.  I believe the proposals try to avoid this 
by taking a light-touch approach to the SEC’s oversight of proxy voting 
advice businesses.   
 
For example, rather than require voting advice businesses to follow onerous 
regulatory procedures to have the Commission review their voting 
procedures and methodologies (as some policy-makers have advocated for), 
the proposals are modeled after current market practices—calling for such 
businesses to disclose their conflicts of interests and allow time for 
company review and response before publication.   
 
Additionally, since competition in the industry is an important concern, we 
have taken care to provide an alternative proposal for public comment, 
specifically asking whether we should exempt smaller proxy voting advice 
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businesses from these requirements.  Everyone has the opportunity to 
respond to this question, and I hope we receive constructive feedback. 
 
Myth: The SEC is attempting to solve a problem that does not exist. 
 
I have heard some institutional investors and asset managers ask why we 
felt the need to propose any changes to the proxy solicitation rules.  They 
have stated that the proxy voting advice businesses’ clients are happy with 
their voting advice and don’t worry so much about any errors or 
methodological weaknesses in these reports.  
 
But institutional investors and asset managers are not the only investors 
that the SEC is charged to protect.  And, in this context, I worry much more 
about the ultimate retail investors, who may have a substantial portion of 
their life savings invested in our stock markets.   
 
These Main Street investors increasingly invest their money in funds and 
will benefit from (or bear the cost of) institutional investors’ or asset 
managers’ voting decisions.  In essence, I believe it is our job as regulators 
to help ensure that such advisers—fiduciaries, who take on voting authority 
for their clients—vote proxies in a manner consistent with their fiduciary 
obligations and that the proxy voting advice upon which they rely is 
complete and based on accurate information. 
 
For many years, institutional investors and asset managers relied 
extensively on proxy voting advice businesses to tell them how to vote 
shares held by their underlying clients. 
 
In the past year, the Commission clarified that investment advisers cannot 
outsource their voting decision-making to these third parties. 
 
But, it is clear that many do and will continue to rely on their advice as 
inputs in voting decisions, so much so that a large group of institutional 
investors recently characterized proxy voting advice businesses’ 
recommendations as “market-moving.” 
 
In light of this, how could anyone argue that the SEC should not care about 
proxy voting advice businesses’ recommendations, or whether they are 
influenced by the types of conflicts of interest, errors, or methodological 
biases that have been brought to the SEC’s attention? 
 

III. Independence: Myth or Reality? 
 
Before I conclude, I will tell you about a particular concern I have about the 
independence of proxy voting advice businesses, which I can only hope is a 
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myth.  I have been told that some asset manager clients of these businesses 
use them as a “fig leaf.”   
 
As it was explained to me, everything in proxy voting advice business 
reports is in there because certain asset managers get together and decide, 
for instance, that they do not like a particular member of a company’s board 
of directors.  
 
They then instruct the proxy voting advice business to recommend a vote 
against the director.   
 
The term I heard for this practice is “social arbitrage,” a way for an asset 
manager to vote against a company, while maintaining its relationship with 
management so that it can sell products to that company such as providing 
401(k) services.   
 
A coordinated effort along the lines I just described is deeply troubling to 
me. 
 
This is exactly the type of conflict of interest I worry about—that a proxy 
voting advice business might base its general proxy voting advice to all its 
clients on the preferences of a select group of its own clients, whether they 
are asset managers or shareholders themselves.   
 
I believe that this type of conflict should be disclosed to all consumers of 
proxy voting advice businesses’ reports.  Also, I think this type of behavior 
could represent a potential Section 13D violation. 
 

IV. Conclusion 
 
The impetus for this speech was not to convince you that the SEC’s 
proposed rules to modernize the proxy process are perfect as-is.   
 
People have questioned certain aspects of them, and I am open to changing 
my mind on anything and everything the Commission has proposed.  
 
My goal, however, is to encourage constructive feedback.   
 
For two decades, the Commission has sought comment and deliberated in 
general terms about how to modernize our proxy rules.   
 
During this time, many commenters submitted general arguments about 
how they thought the system should change or not change.   
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On November 5 of last year, the Commission put forward specific rule 
proposals.   
 
In voting to support them, I held out hope that all those who have expressed 
so much interest over the years would now comment on these specific 
proposals, and offer particular feedback on how they could improve. 
 
Yet, in some of the reporting and the comment file, I have seen many 
generalities, recycled from comment letters predating the recent proposals.   
 
More disturbingly though, I have also seen comments suggesting 
dissatisfaction, based entirely on misinformation.  Thus, today, I have 
aimed to dispel some of the myths that I have heard, which might prevent 
constructive dialogue, from which we can all benefit.  
 
I remain hopeful that, as we progress through the comment period, we will 
receive feedback on the specifics of the proposals which will help us 
determine how—not if—to move forward.  
 
Thank you. 
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Number 8 

NIST Tests Forensic Methods for Getting Data From Damaged 
Mobile Phones 
Researchers put law enforcement hacking tools to the test. 
 

 
 

Criminals sometimes damage their mobile phones in an attempt to destroy 
evidence.  
 
They might smash, shoot, submerge or cook their phones, but forensics 
experts can often retrieve the evidence anyway.  
 
Now, researchers at the National Institute of Standards and Technology 
(NIST) have tested how well these forensic methods work. 
 
A damaged phone might not power on, and the data port might not work, so 
experts use hardware and software tools to directly access the phone’s 
memory chips.  
 
These include hacking tools, albeit ones that may be lawfully used as part of 
a criminal investigation.  
 
Because these methods produce data that might be presented as evidence in 
court, it’s important to know if they can be trusted. 
 
“Our goal was to test the validity of these methods,” said Rick Ayers, the 
NIST digital forensics expert who led the study. “Do they reliably produce 
accurate results?” 
 
The results of the NIST study will also help labs choose the right tools for 
the job. Some methods work better than others, depending on the type of 
phone, the type of data and the extent of the damage.  
 
The study addresses methods that work with Android phones. Also, the 
study covered only methods for accessing data, not decrypting it.  
 
However, they can still be useful with encrypted phones because 
investigators often manage to get the passcode during their investigation. 
 
To conduct the study, NIST researchers loaded data onto 10 popular models 
of phones. They then extracted the data or had outside experts extract the 



P a g e  | 31 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

data for them. The question was: Would the extracted data exactly match 
the original data, without any changes? 
 
For the study to be accurate, the researchers couldn’t just zap a bunch of 
data onto the phones.  
 
They had to add the data the way a person normally would.  
 
They took photos, sent messages and used Facebook, LinkedIn and other 
social media apps.  
 
They entered contacts with multiple middle names and oddly formatted 
addresses to see if any parts would be chopped off or lost when the data was 
retrieved.  
 
They added GPS data by driving around town with all the phones on the 
dashboard.    
 
After the researchers had loaded data onto the phones, they used two 
methods to extract it.  
 
The first method takes advantage of the fact that many circuit boards have 
small metal taps that provide access to data on the chips.  
 
Manufacturers use those taps to test their circuit boards, but by soldering 
wires onto them, forensic investigators can extract data from the chips.  
 
This is called the JTAG method, for the Joint Task Action Group, the 
manufacturing industry association that codified this testing feature. 
 
Chips connect to the circuit board via tiny metal pins, and the second 
method, called “chip-off,” involves connecting to those pins directly.  
 
Experts used to do this by gently plucking the chips off the board and 
seating them into chip readers, but the pins are delicate.  
 
If you damage them, getting the data can be difficult or impossible.  
 
A few years ago, experts found that instead of pulling the chips off the 
circuit board, they could grind down the opposite side of the board on a 
lathe until the pins were exposed.  
 
This is like stripping insulation off a wire, and it allows access to the pins.  
“It seems so obvious,” said Ayers. “But it’s one of those things where 
everyone just did it one way until someone came up with an easier way.” 
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The chip-off extractions were conducted by the Fort Worth Police 
Department Digital Forensics Lab and a private forensics company in 
Colorado called VTO Labs, who sent the extracted data back to NIST. NIST 
computer scientist Jenise Reyes-Rodriguez did the JTAG extractions. 
 
After the data extractions were complete, Ayers and Reyes-Rodriguez used 
eight different forensic software tools to interpret the raw data, generating 
contacts, locations, texts, photos, social media data, and so on. They then 
compared those to the data originally loaded onto each phone. 
  
The comparison showed that both JTAG and chip-off extracted the data 
without altering it, but that some of the software tools were better at 
interpreting the data than others, especially for data from social media 
apps. Those apps are constantly changing, making it difficult for the 
toolmakers to keep up. 
 
The results are published in a series of freely available online reports. This 
study, and the resulting reports, are part of NIST’s Computer Forensics 
Tool Testing project. Called CFTT, this project has subjected a wide array of 
digital forensics tools to rigorous and systematic evaluation. Forensics labs 
around the country use CFTT reports to ensure the quality of their work. 
 
“Many labs have an overwhelming workload, and some of these tools are 
very expensive,” Ayers said. “To be able to look at a report and say, this tool 
will work better than that one for a particular case — that can be big 
advantage.” 
 
This research was funded by NIST and the Department of Homeland 
Security’s Cyber Forensics Project 
(https://www.dhs.gov/science-and-technology/forensics).  
 
Background information is available on the CFTT website 
(https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics
-tool-testing-program-cftt). 
 
The JTAG and chip-off reports are available on the DHS website 
(https://www.dhs.gov/publication/st-binary-image-jtag-chip-decoding-an
d-analysis-tool-paraben-s-electronic-evidence) 
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Number 9 

What a Pair! Coupled Quantum Dots May Offer a New Way to 
Store Quantum Information 
 

 
 

Researchers at the National Institute of Standards and Technology (NIST) 
and their colleagues have for the first time created and imaged a novel pair 
of quantum dots — tiny islands of confined electric charge that act like 
interacting artificial atoms.  
 
Such “coupled” quantum dots could serve as a robust quantum bit, or qubit, 
the fundamental unit of information for a quantum computer.  
 
Moreover, the patterns of electric charge in the island can’t be fully 
explained by current models of quantum physics, offering an opportunity to 
investigate rich new physical phenomena in materials.  
 
Unlike a classical computer, which relies on binary bits that have just one of 
two fixed values — “1” or “0” — to store memory, a quantum computer 
would store and process information in qubits, which can simultaneously 
take on a multitude of values.  
 
Therefore, they could perform much larger, more complex operations than 
classical bits and have the potential to revolutionize computing. 
 
Electrons orbit the center of a single quantum dot similar to the way they 
orbit atoms. The charged particles can only occupy specific permitted 
energy levels.  
 
At each energy level, an electron can occupy a range of possible positions in 
the dot, tracing out an orbit whose shape is determined by the rules of 
quantum theory.  
 
A pair of coupled quantum dots can share an electron between them, 
forming a qubit.  
 
To fabricate the quantum dots, the NIST-led team, which included 
researchers from the University of Maryland NanoCenter and the National 
Institute for Materials Science in Japan, used the ultrasharp tip of a 
scanning tunneling microscope (STM) as if it were a stylus of an Etch A 
Sketch.  
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Hovering the tip above an ultracold sheet of graphene (a single layer of 
carbon atoms arranged in a honeycomb pattern), the researchers briefly 
increased the voltage of the tip.  
 
The electric field generated by the voltage pulse penetrated through the 
graphene into an underlying layer of boron nitride, where it stripped 
electrons from atomic impurities in the layer and created a pileup of electric 
charge.  
 
The pileup corralled freely floating electrons in the graphene, confining 
them to a tiny energy well. 
 
But when the team applied a magnetic field of 4 to 8 tesla (about 400 to 
800 times the strength of a small bar magnet), it dramatically altered the 
shape and distribution of the orbits that the electrons could occupy.  
 
Rather than a single well, the electrons now resided within two sets of 
concentric, closely spaced rings within the original well separated by a 
small empty shell.  
 
The two sets of rings for the electrons now behaved as if they were weakly 
coupled quantum dots.  
 
This is the first time that researchers have probed the interior of a coupled 
quantum dot system so deeply, imaging the distribution of electrons with 
atomic resolution (see illustration), noted NIST co-author Daniel Walkup.  
 
To take high-resolution images and spectra of the system, the team took 
advantage of a special relationship between the size of a quantum dot and 
the spacing of the energy levels occupied by the orbiting electrons: The 
smaller the dot, the greater the spacing, and the easier it is to distinguish 
between adjacent energy levels.  
 
In a previous quantum dot study using graphene, the team applied a 
smaller magnetic field and found a structure of rings, resembling a wedding 
cake, centered on a single quantum dot, which is the origin of the concentric 
quantum dot rings.  
 
By using the STM tip to construct dots about half the diameter (100 
nanometers) of dots that they had previously studied, the researchers 
succeeded in revealing the full structure of the coupled system.  
 
The team, which included Walkup, Fereshte Ghahari, Christopher 
Gutiérrez and Joseph Stroscio at NIST and the Maryland NanoCenter, 
describes its findings today in Physical Review B. 
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The way in which the electrons are shared between the two coupled dots 
can’t be explained by accepted models of quantum dot physics, said 
Walkup.  
 
This puzzle may be important to solve if coupled quantum dots are 
eventually to be used as qubits in quantum computing, Stroscio noted. 
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Number 10 

Enhancing Stability Operations in Under-governed Regions 
DARPA program seeks to provide commanders with “insider” knowledge of 
local environments 
 

 
 

U.S. forces operating in remote, under-governed regions around the world 
often find that an area’s distinct cultural and societal practices are opaque 
to outsiders, but are obvious to locals.  
 
Commanders can be hindered from making optimal decisions because they 
lack knowledge of how local socio-economic, political, religious, health, and 
infrastructure factors interact to shape a specific community. 
 
To overcome this challenge, DARPA is launching the Habitus program, 
which seeks to capture and make local knowledge available to military 
operators, providing them with an insider’s view to support sound 
decision-making.  
 
The program aims to develop new engagement mechanisms and 
methodologies for creating predictive, causal models of local systems based 
on input from locals.  
 
The resulting capability aims to be generalizable across regions and 
populations, adaptive as societies change over time, and self-sustaining for 
maintainability and persistence. 
 
“Habitus is about making implicit knowledge explicit,” said Bart Russell, 
program manager in DARPA’s Defense Sciences Office.  
 
“We want to develop models and local engagement mechanisms that reveal 
what factors are most important in a given location to help us better 
anticipate the outcomes of our actions in supporting stability.  
 
Even more importantly, we want to discover factors that locals think are 
important but that outsiders don’t know to ask about in the first place.  
 
How do you discover those factors?  
 
How do you go in and not impose a very westernized, academic approach to 
understanding a socioeconomic system that incorporates both concrete 
factors and cultural factors that are traditionally very hard to quantify?” 
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Russell cites the Ebola outbreak in West Africa from 2014-2016 as an 
example of outsiders lacking knowledge of critical local factors affecting a 
rapidly changing, life-and-death situation.  
 
Response teams focused mostly on health issues in the community but not 
on traditional burial practices where family members touch and wash 
bodies of the deceased, thus increasing their likelihood of contracting the 
deadly disease.  
 
An earlier awareness of this cultural factor’s significance could have led to 
interventions to slow the spread of Ebola. 
 
The Habitus system aims to be: 
 
- Adaptive, so system representations and projections stay current and 

accurate as human systems change over time; 
 
- Scalable and generalizable, so that the methodology readily transfers to 

new regions, populations, and topics; 
 
- Self-sustaining, meaning it requires few resources to maintain over 

time; and 
 
- Specific and detailed enough to provide causal insight. 
 
Current methods for accessing local knowledge include subject matter 
experts, big data, and polling, which are valuable tools, but no single 
method is generalizable, adaptive, self-sustaining, and specific. 
 
“The big data approaches have been fabulous for making a lot of data 
available to us,” Russell said. “But we are not understanding the data 
through the local lens from which it was generated, which is a big problem. 
We need to think differently about how to tackle this challenge.” 
 
Personal outreach to local leaders is important and helpful to commanders, 
but it’s not generalizable to other locations and regions. 
 
“It’s not feasible or sustainable to pay for subject matter experts to talk to 
every local community in vastly different regions of the world,” Russell said. 
“Habitus will require development of foundational science for creating 
explicit, local cognitive models and then scale them to be easily adaptable to 
other settings.” 
 
The program encompasses two technical areas, model development and 
engagement mechanisms. Model development will involve locally specific 
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model creation that, through unbiased, semi-automated elicitation and 
knowledge extraction is scalable and generalizable. The engagement 
mechanism technical area aims to develop self-sustaining methods for 
gathering the necessary data in an ongoing manner to enable adaptability. 
 
One example of an existing engagement mechanism that is self-sustaining 
and adaptable is the smartphone app, AfriScout, Russell said.  
 
AfriScout enables farmers in Africa to see the current status of watering 
locations and grazing lands for their herds, significantly reducing time and 
effort looking for pastureland or water. The app is also adaptable, being 
used to highlight other important information such as dangerous locations 
where violence has been reported. 
 
Russell hopes proposers will reach out to non-governmental organizations 
(NGOs) who are already investigating similar innovative, sustainable 
engagement mechanisms to see how additional features potentially could 
be incorporated. 
 
A Proposers Day is scheduled for Feb. 10, 2020 in Arlington, Virginia, 
which will also be webcast. The following link provides details: 
https://go.usa.gov/xdbHT 
 
A Broad Agency Announcement solicitation with full program information 
is expected by the end of February and will be posted on beta.SAM.gov 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://go.usa.gov/xdbHT
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

