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Monday, February 15, 2021 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Fraudsters love COVID, and they have been quick to adapt 
well-known fraud schemes to target citizens, businesses, and 
public organizations. 
 
Experienced fraudsters are taking advantage of a surge in dating app users. 
Yes, dating apps have done remarkably well during the pandemic, and have 
reported an important increase in downloads and subscribers from 
pre-COVID-19 levels. Fraudsters have become more creative: We have, an 
interesting investment fraud via dating apps. 
 
In the initial stages, a romance is established via a dating app. Once 
communication becomes regular and a certain level of trust is established, 
criminals share investment tips with their victims and encourage them to 
join a scheme. Victims download a trading app and open an account, buy 
various financial products, and work their way up a so-called investment 
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chain, all under the watchful eye of their new “friend”. They are made to 
believe they can reach Gold or VIP status. 
 
As is often the case with such fraud schemes, everything is made to look 
legitimate. Screenshots are provided, domain names are similar to real 
websites, and customer service agents pretend to help victims choose the 
right products. 
 
One day, however, all contact stops, and victims are locked out of the 
account. They are left confused, hurt, and worried that they will never see 
their money again. 
 
You can read more at number 2 below. Welcome to the top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Privacy Impact Assessment for CyberSentry  
DHS Reference No. DHS/CISA/PIA-037 
 

 
 

Abstract 
 
The U.S. Department of Homeland Security (DHS) Cybersecurity and 
Infrastructure Security Agency (CISA) has developed the voluntary 
CyberSentry program to enhance the cyber resilience of organizations that 
own or operate critical infrastructure.  
 
CyberSentry uses sensors to monitor the Information Technology and 
Operational Technology networks of a participating Critical Infrastructure 
(CI) partner for cybersecurity threats.  
 
CISA is conducting this Privacy Impact Assessment (PIA) because 
CyberSentry’s network monitoring capabilities may create the potential for 
disclosure of personally identifiable information (PII). 
 
Overview 
 
Under the Homeland Security Act of 2002, CISA is responsible for 
providing timely technical assistance, risk management support, and 
incident response capabilities, upon request, to federal and non-federal 
entities, including members of the 16 critical infrastructure sectors. 
 
The assets, systems, and networks belonging to those sectors are 
considered so vital that their incapacitation or destruction would have a 
debilitating effect on national security, national economic security, national 
public health or safety, or a combination thereof. 
 
Under the Homeland Security Act of 2002, CISA is responsible for 
providing timely technical assistance, risk management support, and 
incident response capabilities, upon request, to federal and non-federal 
entities, including members of the 16 critical infrastructure sectors.  
 
The CISA Cybersecurity Division (CSD) operates the voluntary CyberSentry 
program to enhance the detection of cybersecurity threats to organizations 
that own or operate critical infrastructure. 
 
Within these critical infrastructure sectors, many components that were 
once operated by human beings are now managed, monitored, and 
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controlled by computing systems, also known as Operational Technology 
(OT). These OT assets are increasingly Internet-accessible due to factors 
such as the growth in remote operations and monitoring, accommodation 
of a decentralized workforce, and the expansion of outsourcing of key skill 
areas such as instrumentation and control, OT asset management / 
maintenance, and, in some cases, process operations and maintenance. 
 
To read more: 

https://www.dhs.gov/sites/default/files/publications/privacy-pia-cisa-cyb
ersentry-january2021.pdf 
 

 
 

 
 
 

 

 

https://www.dhs.gov/sites/default/files/publications/privacy-pia-cisa-cybersentry-january2021.pdf
https://www.dhs.gov/sites/default/files/publications/privacy-pia-cisa-cybersentry-january2021.pdf
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Number 2 
Experienced fraudsters are taking advantage of a surge in dating app users. 

Investment fraud via dating apps 
 

 
 

INTERPOL has issued a Purple Notice to its 194 member countries 
outlining a specific modus operandi on dating applications. 
 
The threat involves taking advantage of people’s vulnerabilities as they look 
for potential matches, and luring them into a sophisticated fraud scheme. 
 
In the initial stages, an artificial romance is established via a dating app. 
Once communication becomes regular and a certain level of trust is 
established, criminals share investment tips with their victims and 
encourage them to join a scheme. 
 
Victims download a trading app and open an account, buy various financial 
products and work their way up a so-called investment chain, all under the 
watchful eye of their new “friend”. They are made to believe they can reach 
Gold or VIP status. 
 
As is often the case with such fraud schemes, everything is made to look 
legitimate. Screenshots are provided, domain names are eerily similar to 
real websites, and customer service agents pretend to help victims choose 
the right products. 
 
One day, however, all contact stops and victims are locked out of the 
account. They’re left confused, hurt, and worried that they’ll never see their 
money again. 
 
INTERPOL’s Financial Crimes unit has received reports from around the 
world of this scam and is encouraging dating app users to be vigilant, be 
skeptical and be safe when entering into online relationships. This has 
become especially important as people turn to online interactions during 
the COVID-19 pandemic. 
 
Here are some tips to make sure online dating remains fun and doesn’t 
empty your bank account: 
 
- Always be vigilant when you are approached by someone you don’t 

know, especially if it leads to a request for money; 
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- Be skeptical: online investments with promises of fast, amazing returns 
are often too good to be true; 

 
- Think twice before transferring money, however genuine the request 

might seem; 
 
- Do your research: check reviews, double check the app, the domain 

name, the email address, etc; 
 
- Don’t disclose personal/confidential information; 
 
If you realize you’ve been the victim of a fraud, report it. 
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Number 3 

EBA launches 2021 EU-wide stress test exercise 
 

 
 

- The adverse scenario reflects ongoing concerns about the possible 
evolution of the COVID-19 pandemic coupled with a potential strong 
drop in confidence; 

 
- The adverse scenario is designed to ensure an adequate level of severity 

across all EU countries; 
 
- The EU-wide stress test will be conducted on a sample of 50 EU banks 

covering 70% of total banking assets in the EU. 
 
The European Banking Authority (EBA) launched the 2021 EU-wide stress 
test and released the macroeconomic scenarios.  
 
Following the postponement of the 2020 exercise, due to the COVID-19 
pandemic, this year’s EU-wide stress test will provide valuable input for 
assessing the resilience of the European banking sector.  
 
Accordingly, the adverse scenario is based on a narrative of a prolonged 
COVID-19 scenario in a ‘lower for longer’ interest rate environment, in 
which negative confidence shocks would prolong the economic contraction. 
The EBA expects to publish the results of the exercise by 31 July 2021. 
 
Key features of the exercise 
 
The exercise assesses the impact of an adverse macroeconomic scenario on 
the solvency of EU banks.  
 
The stress test allows supervisors to assess if banks’ capital buffers, which 
have been accumulated in recent years, are sufficient to cover losses and 
support the economy in stressed times.  
 
Moreover, the exercise fosters market discipline through the publication of 
consistent and granular data at a bank-by-bank level, which is crucial 
particularly at times of increased uncertainty in the markets.  
 
The results of the exercise are an input to the Supervisory Review and 
Evaluation Process (SREP). The EU-wide stress test will be conducted on a 
sample of 50 EU banks – 38 from countries under the jurisdiction of the 
Single Supervisory Mechanism (SSM) – covering roughly 70% of total 
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banking sector assets in the EU and Norway, as expressed in terms of total 
consolidated assets as of end 2019. 
 
Given the specific macroeconomic conditions caused by the COVID-19 
pandemics coupled with a high degree of uncertainty, this year, the focus on 
the different objectives will depend on the conditions closer to the 
publication date.  
 
The outcome might also provide valuable input to make informed decisions 
on possible exit strategies from the flexibility measures granted to banks 
due to the COVID-19 crisis, or on the need for additional measures, should 
the economic conditions deteriorate further. 
 
Key elements of the scenarios 
 
The baseline scenario for EU countries is based on the projections from the 
national central banks of December 2020, while the adverse scenario 
assumes the materialisation of the main financial stability risks that have 
been identified by the European Systemic Risk Board (ESRB) and which the 
EU banking sector is exposed to. The adverse scenario also reflects recent 
risk assessments by the EBA. 
 
The narrative depicts an adverse scenario related to the ongoing concerns 
about the possible evolution of the COVID-19 pandemic coupled with a 
strong drop in confidence leading to a prolongation of the worldwide 
economic contraction. 
 
The worsening of economic prospects is reflected in a global decline of 
long-term risk-free rates from an already historically low level and results 
in a sustained drop in GDP and an increase in unemployment.  
 
Slowing growth momentum would cause a drop in corporate earnings 
leading, together with a re-assessment of market participants’ expectations, 
to an abrupt and sizeable adjustment of financial asset valuations as well as 
a significant drop in residential and commercial real estate prices.  
 
A decline in economic growth and rising risk premia could further 
challenge debt sustainability in the public and private sectors across the 
EU. 
 
The adverse scenario is designed to ensure an adequate level of severity 
across all EU countries.  
 
By 2023, at EU level, the real GDP would decline by 3.6% cumulatively, 
unemployment rate would rise by 4.7 percentage points, residential real 
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estate prices would decline by 16.1 %, and commercial real estate prices 
would decline by 31.2%. Equity prices in global financial markets would fall 
by 50% in advanced economies and by 65% in emerging economies in the 
first year.   
 
The 2021 adverse scenario is very severe having in mind the weaker 
macroeconomic starting point in 2020 as a result of the severe 
pandemic-induced recession. 
 
Notes 
 
- The EBA’s 2021 stress test methodology was published in November 

2020 and is to be applied to the scenarios released today. 
 
- The full sample of 50 EU banks participating in this year exercise can be 

found in the following link. 
 
- The exercise will be run at the highest level of consolidation. This 

exercise will involve close cooperation between the EBA and the 
competent authorities (including the SSM, the ECB and the ESRB). 

 
- Detailed information about the adverse scenario can be found in the 

note produced by the European Systemic Risk Board (ESRB).   
 

To read more: 
https://www.eba.europa.eu/eba-launches-2021-eu-wide-stress-test-exerci
se 
 

 
 

 

 

 

 

 

 

https://www.eba.europa.eu/eba-launches-2021-eu-wide-stress-test-exercise
https://www.eba.europa.eu/eba-launches-2021-eu-wide-stress-test-exercise
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Number 4 

Statement of Acting Chair Lee and Commissioners Peirce, 
Roisman, and Crenshaw Regarding Recent Market Volatility 
Acting Chair Allison Herren Lee, Commissioner Hester M. Peirce, 
Commissioner Elad L. Roisman, Commissioner Caroline A. Crenshaw 
 

 
 

The Commission is closely monitoring and evaluating the extreme price 
volatility of certain stocks’ trading prices over the past several days.  
 
Our core market infrastructure has proven resilient under the weight of this 
week’s extraordinary trading volumes.  
 
Nevertheless, extreme stock price volatility has the potential to expose 
investors to rapid and severe losses and undermine market confidence.  
 
As always, the Commission will work to protect investors, to maintain fair, 
orderly, and efficient markets, and to facilitate capital formation.  
 
The Commission is working closely with our regulatory partners, both 
across the government and at FINRA and other self-regulatory 
organizations, including the stock exchanges, to ensure that regulated 
entities uphold their obligations to protect investors and to identify and 
pursue potential wrongdoing.  
 
The Commission will closely review actions taken by regulated entities that 
may disadvantage investors or otherwise unduly inhibit their ability to 
trade certain securities. 
 
In addition, we will act to protect retail investors when the facts 
demonstrate abusive or manipulative trading activity that is prohibited by 
the federal securities laws.  
 
Market participants should be careful to avoid such activity.  
 
Likewise, issuers must ensure compliance with the federal securities laws 
for any contemplated offers or sales of their own securities. 
 
The Commission will continue our work on behalf of investors and the 
markets.  
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In this regard, we hope to facilitate a robust public dialogue among market 
participants and investors on the structure and operation of our securities 
markets.  
 
Members of the public can submit tips or complaints through the 
Commission’s website using this online form.  
 
Members of the public with questions should contact the Commission’s 
Office of Investor Education and Advocacy at 1-800-732-0330, ask a 
question using this online form, or email us at Help@SEC.gov. 
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Number 5 

Transcript of the World Economic Outlook Update Press Briefing 
Gita Gopinath, Petya Koeva Brooks, Malhar Nabar, Raphael Anspach 
 

 
 

Raphael Anspach: Good morning, everyone. Welcome to this IMF press 
conference on the World Economic Outlook. Delighted that you could join 
us. With us today to discuss the findings of our latest report on the 
economic outlook are Gita Gopinath, she's the director of the IMF's 
Research Department and Economic Counselor, Petya Koeva Brooks, 
Deputy Director in the Research Department, and Malhar Nabar, the 
Division Chief of the WEO division in the IMF's Research Department. 
Before we take your questions, Gita will have an introduction and then we'll 
be happy to go to your questions. So, with that, I'm going to hand the floor 
over to Gita. 
 
Gita Gopinath: Thank you, Raphael. And we are off to new beginnings, we 
welcome Petya Koeva Brooks, who is our new deputy director in the 
research department. Now, in just three months since our last forecast in 
October, covid-19 deaths have doubled to over two million, with new waves 
of the virus peaking in many countries of the world.  
 
In these same three months, multiple vaccines have seen unexpectedly 
strong success, and several countries have embarked on ambitious 
vaccination drives. Now, much depends on the outcome of this race 
between a mutating virus and vaccines and the ability of policies to provide 
effective support until the pandemic ends. Now, there remains tremendous 
uncertainty, and prospects vary greatly across countries. 
 
In our latest World Economic Outlook, we are projecting global growth for 
2021 to be 5.5 percent, which is 0.3 percentage points above our previous 
forecast. And then growth is expected to moderate to 4.2 percent in 2022.  
 
The upgrade is owing to positive effects that have come upon with the onset 
of vaccinations in many countries and also because of the additional fiscal 
policy support that has been provided in some economies like the US and 
Japan. Now the positive effects have been partially offset by the negative 
consequences of the raging virus in many countries and the containment 
measures that have had to be put in place to deal with it.  
 
Now, there is a great deal of uncertainty around this forecast. If you we 
could have greater success on vaccinations, especially vaccine rollouts, if 
there is additional policy support provided, outcomes could improve. But 
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on the other hand, if there is going to be a slowdown in vaccine rollouts and 
if there's a premature withdrawal of policy support alongside a mutating 
virus, then that could certainly lead to worse outcomes. Now, if the 
downside risks were to realize we could see a tightening of financial 
conditions, which could have a real negative impact on the economy at a 
time when debt is at record highs in many countries. Now, the projected 
projected growth that we see for this year follows a severe contraction in 
2020.  
 
Now, even though the estimated collapse for 2020 is somewhat less dire 
than we had projected in October, the crisis in 2020 still remains the worst 
peacetime global contraction since the Great Depression. And because of 
the partial nature of the rebound, over 150 economies are expected to have 
per capita incomes that are below their 2019 levels in 2021. And that's 
expected to decline only modestly to around 110 economies in 2022. 
 
Now at 22 trillion dollars, the projected cumulative output loss over 2020 
to 2025, relative to the pre pandemic, projected levels remains substantial. 
The strength of the projected recovery also varies significantly across 
countries with large differences in projected output losses in 2022.  
 
For instance, China returned to its pre-pandemic projected level in the 
fourth quarter of 2020 ahead of all major economies. The US is projected to 
surpass its 2019 levels this year, well ahead of the euro-area. With advanced 
economies generally expected to recover faster, the progress made towards 
convergence over the last decade is likely to reverse.  
 
Over 50 percent of emerging market and developing economies, that were 
converging towards advanced economies per capita income, are now 
diverging over the three years between 2020 and 2022. Oil exporters and 
tourism dependent economies are being particularly hard hit and their 
prospects look particularly severe, given that oil prices still have a subdued 
outlook and cross-border travel is not expected to return fully anytime 
soon.  
 
Even within countries, the burden of the crisis has been felt unequally 
across different groups. Workers with less education, youth and women and 
those informally employed have suffered disproportionate income losses. 
Now over 90 million individuals are expected to enter extreme poverty over 
2021, reversing the trends of the past two decades. 
 
If vaccines and therapies were to remain effective against the virus, we may 
be able to exit this crisis with less scarring than was feared and arrest the 
divergence and prospects that we now see across and within countries. 
However, that's not guaranteed unless we have more determined policy 
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action. Firstly, all countries must accelerate the roll out of vaccinations. The 
international community must act quickly to make sure that vaccinations 
and the logistics of delivery of these vaccinations is available globally to 
address what is currently a deeply iniquitous distribution of access to 
vaccines across the world.  
 
Now, this will require ramping up production and bolstering funding for 
the COVAX facility and for financing the logistics of vaccine delivery. Now, 
the health and economic arguments for this are just simply overwhelming.  
 
The new virus Strain have made abundantly clear that the pandemic is not 
over until it's over everywhere. And we estimate there the benefit of more 
rapid progress towards ending the health crisis will add 9 trillion dollars 
cumulatively to the global economy between 2020 and 2025, with benefits 
for all countries, including advanced economies of around 4 trillion dollars. 
Secondly, a well targeted economic lifelines should be provided to 
households and firms where the virus is surging to help maintain 
livelihoods and prevent bankruptcies of otherwise viable firms. Now, in 
countries of fiscal space is limited.  
 
Spending should be prioritized for health and transfers to the poor. Now, 
once infections are durably declining and we have broadening immunity to 
the virus, we could think of gradually rolling back these lifelines so as to 
enable mobility of workers and to prevent the risk of having zombie firms 
that would then end up negatively impacting productivity. 
 
If policy space permits, these freed up resources could then be used to 
strengthen the recoveries. And there are many areas of priorities, including 
education spending, to correct the negative hit to human capital 
accumulation that's happened over the past year; digitalization to boost 
productivity growth and green investments to create jobs and accelerate the 
transition to a new climate economy.  
 
A synchronized green public investment push by the largest economies with 
the fiscal space to do so can enhance the effectiveness of individual 
measures and boost cross-border spillovers through trade linkages. Thirdly, 
given the highly uncertain times we live in, financial stability needs to be 
ensured. Monetary policy should remain accommodative where inflation is 
not at risk, but at the same time keeping paying close attention to 
containing the risks that will emerge with historically low interest rates and 
easy financial conditions.  
 
When pandemic measures are withdrawn, we are likely to see an increase in 
bankruptcies, which could have an impact on fragile banking systems, and 
therefore it's very important to prepare now to have special out-of-court 
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restructuring frameworks to deal with the problem of rising 
non-performing loans in many countries.  
 
Now, because of this crisis, fiscal spending was needed. That increase in 
fiscal spending alongside the output collapse has raised debt levels to 
record highs in many countries.  
 
The fact that we have low interest rates and because we have growth now 
coming back in 2021, that should help stabilize debt levels in many 
countries. But it is very important for all countries to have medium-term 
fiscal frameworks that ensure that debt remain sustainable. 
 
Lastly, the international community needs to do more to help poorer 
nations. The dramatic easing of monetary policy by major central banks 
have certainly helped by easing financial conditions for several developing 
countries. But there are others that are more severely constrained, and they 
will need help from the international community in the form of grants, 
concessional aid, debt relief and in some cases, outright debt restructuring.  
 
They're confronted with an unprecedented global challenge, the 
international community must act now to ensure the pandemic is beaten 
back everywhere, the divergence and prospects across and within countries 
is reversed, and we build forward to a future that is more prosperous, 
sustainable and inclusive. Thank you.  
 
To read more: 

https://www.imf.org/en/News/Articles/2021/01/28/tr012621-transcript-
of-the-world-economic-outlook-update-press-briefing 
 

 
 

 

 

 

 

 

 

https://www.imf.org/en/News/Articles/2021/01/28/tr012621-transcript-of-the-world-economic-outlook-update-press-briefing
https://www.imf.org/en/News/Articles/2021/01/28/tr012621-transcript-of-the-world-economic-outlook-update-press-briefing
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Number 6 

On the origin of systemic risk 
Staff Working Paper No. 906 - by Mattia Montagna, Gabriele Torri and 
Giovanni Covi.  
 

 
 

Abstract  
 
Systemic risk in the banking sector is usually associated with long periods 
of economic downturn and very large social costs.  
 
On one hand, shocks coming from correlated exposures towards the real 
economy may induce correlation in banks’ default probabilities thereby 
increasing the likelihood for systemic tail events like the 2008 Great 
Financial Crisis.  
 
On the other hand, financial contagion also plays an important role in 
generating large-scale market failures, amplifying the initial shocks coming 
from the real economy.  
 
To study the sources of these rare phenomena, we propose a new definition 
of systemic risk (ie the probability of a large number of banks going into 
distress simultaneously) and thus we develop a multilayer microstructural 
model to study empirically the determinants of systemic risk.  
 
The model is then calibrated on the most comprehensive granular dataset 
for the euro-area banking sector, capturing roughly 96% or €23.2 trillion of 
euro-area banks’ total assets over the period 2014–2018.  
 
The outputs of the model decompose and quantify the sources of systemic 
risk showing that correlated economic shocks, financial contagion 
mechanisms, and their interaction are the main sources of systemic events.  
 
The results obtained with the simulation engine resemble common 
market-based systemic risk indicators and empirically corroborate findings 
from existing literature.  
 
This framework gives regulators and central bankers a tool to study 
systemic risk and its developments, pointing out that systemic events and 
banks’ idiosyncratic defaults have different drivers, hence implying 
different policy responses. 
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Introduction  
 
The 2008 Great Financial Crisis revealed, once again, the endogenous 
instability of our economic and financial system.  
 
Size, interconnectedness, opacity and complexity were among the traits of 
the financial industry which caused a real economic shock to become a 
systemic financial event, where a very large number of banks and other 
financial institutions world-wide were affected with large social and public 
costs.  
 
A core message has been indeed that financial stability can’t be analyzed by 
looking at banks in isolation, but instead must be observed as intrinsically 
related to the micro structure of the financial system and its connection to 
the real economy.  
 
When studying systemic risk, it is therefore necessary to have an holistic 
view of the financial system to encompass the internal and external 
feedback dynamics at the very core of financial systemic events.  
 
As those feedbacks have been proven to be driven by the way financial 
institutions interact with each other and the real economy, it is necessary to 
have microstructural a model to reproduce financial crisis.  
 
Nevertheless, despite the growing interest, the concept of systemic risk 
remains difficult to measure and quantify (Hansen, 2012).  
 
Several theoretical frameworks have been proposed to assess systemic risk.  
 
Some focus on measuring tail interdependence between assets market 
indices (e.g. Acharya et al., 2017; Adrian and Brunnermeier, 2016) or on 
gauging the risk stemming from interconnectedness (Billio et al., 2012; 
Diebold and Yilmaz, 2008). Other models encompass the 
multidimensionality of systemic risk by aggregating multiple market 
indicators to assess the level of stress in the system (Hollo et al., 2012; 
Committee, 2011).  
 
Finally, an increasingly popular class of models use microstructural 
approaches in which interactions among agents are individually modelled, 
in order to describe the evolution of a complex system and to study the 
diffusion of financial contagion via multiple channels in reaction to an 
exogenous initial shock (see e.g. Allen and Gale, 2000; Gai and Kapadia, 
2010; Acemoglu et al., 2012; Montagna and Kok, 2016). 
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To read more: 

https://www.bankofengland.co.uk/-/media/boe/files/working-paper/202
1/on-the-origin-of-systemic-risk.pdf?la=en&hash=65ACCEE42828B7ED0
4046E296A8E7BAF37A0E72C 
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https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2021/on-the-origin-of-systemic-risk.pdf?la=en&hash=65ACCEE42828B7ED04046E296A8E7BAF37A0E72C
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Number 7 

The sovereign-bank-corporate nexus – virtuous or vicious? 
Isabel Schnabel, Member of the Executive Board of the European Central 
Bank, at the LSE conference on Financial Cycles, Risk, Macroeconomic 
Causes and Consequences, Frankfurt am Main. 
 

 
 

One year after the first cases were reported in Europe, the coronavirus 
(COVID-19) pandemic continues to take a tragic human toll and to pose 
enormous challenges to workers, firms, the financial system and 
policymakers in the euro area. 
 
Without the forceful responses of fiscal, monetary and prudential 
authorities the economic and social costs of this crisis would have been 
significantly higher.  
 
Governments, in particular, have stabilized aggregate demand and incomes 
by absorbing economic and financial risks of the private sector as the crisis 
unfolded. 
 
Through the generous issuance of guarantee schemes, governments 
secured a continuous flow of credit to firms, which supported economic 
growth and protected financial stability.  
 
Monetary policy has complemented these efforts by providing ample 
liquidity and restoring favourable financing conditions. 
 
As a consequence, the policy response to the pandemic has visibly 
intensified the interdependencies between sovereigns, banks and firms. It 
has created a “sovereign-bank-corporate” nexus. 
 
In my remarks today, I will argue that the extent to which such 
interdependencies may create challenges in the future depends, to a large 
extent, on the types of feedback loops they create.  
 
Broad fiscal and monetary policy support today minimise the realisation of 
contingent liabilities in the future, and thus limit the scarring effects of the 
pandemic on the economy, creating a virtuous circle. 
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So, contrary to the vicious “sovereign-bank” nexus that plagued the euro 
area throughout most of the last decade, the current nexus, if managed 
properly, can be an engine for a faster recovery, which also supports the 
ECB’s price stability mandate. 
 
A virtuous circle between sovereigns, banks and corporates 
 
At the onset of the pandemic, the strict lockdown measures hit large parts 
of the corporate sector hard, raising its vulnerability to levels last seen 
during the global financial crisis (Chart 1).  
 
Many firms saw their revenues collapse and were facing acute liquidity 
shortages that threatened to turn into solvency problems. 
 
To read more: https://www.bis.org/review/r210129b.pdf 
 

 
 

 
 

 

 

 

 

 

 

https://www.bis.org/review/r210129b.pdf
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Number 8 

Department of Justice Launches Global Action Against 
NetWalker Ransomware 
NetWalker Defendant Charged, Dark Web Resource Disabled, Nearly 
$500,000 Seized 
 

 
 

The Department of Justice today announced a coordinated international 
law enforcement action to disrupt a sophisticated form of ransomware 
known as NetWalker. 
 
NetWalker ransomware has impacted numerous victims, including 
companies, municipalities, hospitals, law enforcement, emergency services, 
school districts, colleges, and universities.  
 
Attacks have specifically targeted the healthcare sector during the 
COVID-19 pandemic, taking advantage of the global crisis to extort victims. 
 
“We are striking back against the growing threat of ransomware by not only 
bringing criminal charges against the responsible actors, but also 
disrupting criminal online infrastructure and, wherever possible, 
recovering ransom payments extorted from victims,” said Acting Assistant 
Attorney General Nicholas L. McQuaid of the Justice Department’s 
Criminal Division.  “Ransomware victims should know that coming forward 
to law enforcement as soon as possible after an attack can lead to significant 
results like those achieved in today’s multi-faceted operation.” 
 
The NetWalker action includes charges against a Canadian national in 
relation to NetWalker ransomware attacks in which tens of millions of 
dollars were allegedly obtained, the seizure of approximately $454,530.19 
in cryptocurrency from ransom payments, and the disablement of a dark 
web hidden resource used to communicate with NetWalker ransomware 
victims. 
 
“This action reflects the resolve of the U.S. Attorney’s Office for the Middle 
District of Florida to target and disrupt sophisticated, international 
cybercrime schemes,” said U.S. Attorney Maria Chapa Lopez for the Middle 
District of Florida.  “While these individuals believe they operate 
anonymously in the digital space, we have the skill and tenacity to identify 
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and prosecute these actors to the full extent of the law and seize their 
criminal proceeds.” 
 
According to court documents, NetWalker operates as a so-called 
ransomware-as-a-service model, featuring “developers” and “affiliates.”  
 
Developers are responsible for creating and updating the ransomware and 
making it available to affiliates. Affiliates are responsible for identifying and 
attacking high-value victims with the ransomware, according to the 
affidavit. After a victim pays, developers and affiliates split the ransom. 
 
“This case illustrates the FBI’s capabilities and global partnerships in 
tracking ransomware attackers, unmasking them, and holding them 
accountable for their alleged criminal actions,” said Special Agent in Charge 
Michael F. McPherson of the FBI’s Tampa Field Office. “If you are a victim 
of ransomware, contact your local FBI field office or submit a tip to 
tips.fbi.gov. You can also file a complaint with the FBI’s Internet Crime 
Complaint Center at www.ic3.gov.” 
 

 
 
According to the affidavit, once a victim’s computer network is 
compromised and data is encrypted, actors that deploy NetWalker deliver a 
file, or ransom note, to the victim. Using Tor, a computer network designed 
to facilitate anonymous communication over the internet, the victim is then 
provided with the amount of ransom demanded and instructions for 
payment. 
 
Actors that deploy NetWalker commonly gain unauthorized access to a 
victim’s computer network days or weeks prior to the delivery of the 

http://www.ic3.gov/
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ransom note. During this time, they surreptitiously elevate their privileges 
within the network while spreading the ransomware from workstation to 
workstation.  
 
They then send the ransom note only once they are satisfied that they have 
sufficiently infiltrated the victim’s network to extort payment, according to 
the affidavit. 
 
According to an indictment unsealed today, Sebastien Vachon-Desjardins 
of Gatineau, a Canadian national, was charged in the Middle District of 
Florida. Vachon-Desjardins is alleged to have obtained at least over $27.6 
million as a result of the offenses charged in the indictment. 
 
The Justice Department further announced that on Jan. 10, law 
enforcement seized approximately $454,530.19 in cryptocurrency, which 
was comprised of ransom payments made by victims of three separate 
NetWalker ransomware attacks. 
 
This week, authorities in Bulgaria also seized a dark web hidden resource 
used by NetWalker ransomware affiliates to provide payment instructions 
and communicate with victims.  
 
Visitors to the resource will now find a seizure banner that notifies them 
that it has been seized by law enforcement authorities. The investigation 
was led by the FBI’s Tampa field office. 
 
Trial Attorneys S. Riane Harper and Brian Mund of the Criminal Division’s 
Computer Crime and Intellectual Property Section and Assistant U.S. 
Attorneys Carlton C. Gammons and Suzanne Nebesky of the U.S. Attorney’s 
Office for the Middle District of Florida are prosecuting the case against 
Vachon-Desjardins. 
 
Substantial assistance was provided by the Department of Justice’s Office of 
International Affairs. Additionally, the Bulgarian National Investigation 
Service and General Directorate Combating Organized Crime provided 
substantial assistance in the seizure of the dark web hidden resource. 
 
An indictment is merely an allegation. A defendant is presumed innocent 
until proven guilty beyond a reasonable doubt in a court of law. 
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CYBER DIPLOMACY: State Should Use Data and Evidence to 
Justify Its Proposal for a New Bureau of Cyberspace Security and 
Emerging Technologies 
 

 
 

The United States and its allies are facing expanding foreign cyber threats, 
as international trade, communication, and critical infrastructure become 
increasingly dependent on cyberspace. 
 
The United States also faces challenges to build consensus within 
international organizations on setting standards for how to govern the 
internet and cultivating norms for acceptable government behavior in 
cyberspace. 
 
The Department of State (State) leads U.S. government international efforts 
to advance the full range of U.S. interests in cyberspace.  
 
In January 2019, members of Congress introduced the Cyber Diplomacy 
Act of 2019, which would have established a new office to lead State’s 
international cyberspace efforts that would consolidate cross-cutting efforts 
on international cybersecurity, digital economy, and internet freedom, 
among other cyber diplomacy issues. 
 
In June 2019, State notified Congress of its intent to establish a new Bureau 
of Cyberspace Security and Emerging Technologies (CSET).  
 
In contrast to the proposed legislation discussed above, State intended that 
its new bureau would focus more narrowly on cyberspace security and the 
security aspects of emerging technologies. 
 
According to State officials, Members of Congress raised objections to 
State’s plan.  
 
On January 7, 2021, State announced that the Secretary had approved the 
creation of CSET and directed the department to move forward with 
establishing the bureau. However, as of the date of this report, State had not 
created CSET.  
 
We reported in September 2020 that State did not involve federal agency 
partners in its plan to establish CSET. In the report, we recommended State 
involve federal agencies that contribute to cyber diplomacy to obtain their 
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views and identify any risks, such as unnecessary fragmentation, overlap, 
and duplication of efforts, as it implements its plan to establish CSET. 
 
State did not agree with our recommendation, noting that it was unaware 
that these agencies had consulted with State before reorganizing their own 
cyberspace security capabilities and organizations.  
 
We stand by the recommendation and maintain that it is important for 
State, as the leader of U.S. government international efforts to advance U.S. 
interests in cyberspace, to incorporate leading practices to ensure the 
successful implementation of its reorganization effort and to reduce the 
potential for any unwarranted overlap and duplication in its efforts. 
 
You asked us to review State’s efforts to advance U.S. interests in 
cyberspace. This report examines the extent to which State used data and 
evidence to develop and justify its proposal to establish CSET. 
 
To address this objective, we interviewed State officials and reviewed 
documentation from State on its planning process for establishing the new 
bureau.  
 
We assessed State’s documentation against the key practice of using data 
and evidence in the development of the proposed agency reforms, drawn 
from our June 2018 report on government reorganization. 
 
To address this practice, we analyzed State’s activities leading to the 
development of the June 2019 Congressional Notification on its proposal 
for establishing CSET.  
 
We also consulted our prior work on agencies’ efforts to develop and use 
evidence to support their decision-making, which highlights decision 
makers’ need for using evidence to help address pressing governance 
challenges faced by the federal government. 
 
We conducted this performance audit from July 2019 to January 2021 in 
accordance with generally accepted government auditing standards.  
 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives.  
 
We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 
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To read more: https://www.gao.gov/assets/720/712040.pdf 
 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.gao.gov/assets/720/712040.pdf
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Number 10 
News and updates from the Project Zero team at Google. posted By Samuel 
Groß, Project Zero 

A Look at iMessage in iOS 14 
 

 
 

Note: Formed in 2014, Project Zero is a team of security researchers at 
Google who study zero-day vulnerabilities in the hardware and software 
systems that are depended upon by users around the world.  
 
Our mission is to make the discovery and exploitation of security 
vulnerabilities more difficult, and to significantly improve the safety and 
security of the Internet for everyone.  
 
We perform vulnerability research on popular software like mobile 
operating systems, web browsers, and open source libraries.  
 
We use the results from this research to patch serious security 
vulnerabilities, to improve our understanding of how exploit-based attacks 
work, and to drive long-term structural improvements to security. 
________________________ 
 
On December 20, Citizenlab published “The Great iPwn”, detailing how 
“Journalists [were] Hacked with Suspected NSO Group iMessage 
‘Zero-Click’ Exploit”.  
 
Of particular interest is the following note: “We do not believe that [the 
exploit] works against iOS 14 and above, which includes new security 
protections''.  
 
Given that it is also now almost exactly one year ago since we published the 
Remote iPhone Exploitation blog post series, in which we described how an 
iMessage 0-click exploit can work in practice and gave a number of 
suggestions on how similar attacks could be prevented in the future, now 
seemed like a great time to dig into the security improvements in iOS 14 in 
more detail and explore how Apple has hardened their platform against 
0-click attacks. 
 
The content of this blog post is the result of a roughly one-week reverse 
engineering project, mostly performed on a M1 Mac Mini running macOS 
11.1, with the results, where possible, verified to also apply to iOS 14.3, 
running on an iPhone XS. Due to the nature of this project and the limited 
timeframe, it is possible that I have missed some relevant changes or made 
mistakes interpreting some results.  
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Where possible, I’ve tried to describe the steps necessary to verify the 
presented results, and would appreciate any corrections or additions. 
 
The blog post will start with an overview of the major changes Apple 
implemented in iOS 14 which affect the security of iMessage.  
 
Afterwards, and mostly for the readers interested in the technical details, 
each of the major improvements is described in more detail while also 
providing a walkthrough of how it was reverse engineered.  
 
At least for the technical details, it is recommended to briefly review the 
blog post series from last year for a basic introduction to iMessage and the 
exploitation techniques used to attack it. 
 
To read more: 
https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-io
s-14.html 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-14.html
https://googleprojectzero.blogspot.com/2021/01/a-look-at-imessage-in-ios-14.html
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations around the world consider the Certified Risk 
and Compliance Management Professional (CRCMP) program a preferred 
certificate. There are CRCMPs in 32 countries. You can find more about the 
demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm

