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Dear members and friends,  
 
I have just read an interesting paper from the three European 
Supervisory Authorities (ESAs). In a joint report, they 
recommend rapid action to ensure that the EU’s financial 
services regulatory and supervisory framework remains fit-for-purpose in 
the digital age. 
 
Which are the risks? They worry about risks arising from the 
transformation of value chains, platformisation and the emergence of new 
‘mixed-activity groups’ i.e. groups combining financial and non-financial 
activities. The ESAs note that dependencies on digital platforms are 
increasing rapidly.  
 
In 2016, the European Commission developed a paper with title “Online 
Platforms and the Digital Single Market, Opportunities and Challenges for 
Europe”. We could read that online platforms come in various shapes and 
sizes, and continue to evolve at a pace not seen in any other sector of the 
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economy. They cover a wide-ranging set of activities including online 
advertising platforms, marketplaces, search engines, social media and 
creative content outlets, application distribution platforms, 
communications services, payment systems, and platforms for the 
collaborative economy. 
 
According to the European Commission, online platforms offer the 
potential to enhance citizens' participation in society and democracy, as 
they facilitate access to information, in particular for younger generations 
and across borders. However, the growing importance of the digital 
economy linked with the fast-changing nature of platform ecosystems also 
raise new policy and regulatory challenges.  
 
Effective enforcement is crucial. The cross-border nature of platforms 
means that enforcement requires good cooperation between relevant 
authorities, such as that envisaged in the reform of the Regulation on 
Consumer Protection Cooperation and as provided for in the General Data 
Protection Regulation. The ability of public authorities to respond 
effectively to new and possibly disruptive market and technological 
developments and business models will be critical.  
 
There is a number of concerns from certain stakeholders about unfair 
trading practices from online platforms. The most common alleged 
problems include the following: 
 
1. Platforms impose unfair terms and conditions, in particular for access to 
important user bases or databases; 
 
2. Platforms refuse market access or unilaterally modify the conditions for 
market access, including access to essential business data; 
 
3. The dual role that platforms play (when they both facilitate market access 
and compete at the same time with suppliers), can lead to platforms 
unfairly promoting their own services to the disadvantage of these 
suppliers; 
 
4. Unfair ‘parity’ clauses with detrimental effects for the consumer; and 
 
5. Lack of transparency — notably on platform tariffs, use of data and 
search results — which could result in harming suppliers’ business 
activities. 
 
It is interesting to remember that at the end of 2021, the European 
Commission proposed a set of measures to improve the working conditions 
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in platform work and to support the sustainable growth of digital labour 
platforms in the EU. It includes: 
 
- A Communication setting out the EU approach and measures on 

platform work. These are complemented by actions that national 
authorities, social partners and other relevant actors should take at 
their level. It also aims to lay the foundations for work on future global 
standards for high-quality platform work. 

 
- A proposal for a Directive on improving working conditions in platform 

work. This includes measures to correctly determine the employment 
status of people working through digital labour platforms and new 
rights for both workers and self-employed people regarding algorithmic 
management. 

 
- Draft Guidelines clarifying the application of EU competition law to 

collective agreements of solo self-employed people seeking to improve 
their working conditions. This includes those working through digital 
labour platforms. 

 
Read more at number 5 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Public Company Accounting Oversight Board to Form Two New 
Advisory Groups to Enhance Engagement With Investors and 
Other Stakeholders 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) announced the 
creation of two new advisory groups — the Investor Advisory Group (IAG) 
and the Standards and Emerging Issues Advisory Group (SEIAG).  
 
The advisory groups will enable the PCAOB to obtain essential input and 
insights from investors and other stakeholders on a wide variety of matters 
related to improving audit quality.  
 
As described below, the PCAOB is seeking public comment on the proposed 
structures of these two new advisory groups, as well as nominations for 
membership in each group.  
 
- The Investor Advisory Group will advise the PCAOB on matters 

concerning the PCAOB’s mission to oversee the audits of public 
companies, and related matters (such as the audits of broker-dealers), 
to protect the interests of investors and further the public interest in the 
preparation of informative, accurate, and independent audit reports, 
including providing investors’ perspectives on key areas of concern and 
potential emerging risks related to PCAOB oversight activities. 

  
 
- The Standards and Emerging Issues Advisory Group will replace the 

Standards Advisory Group created in early 2021, and advise the PCAOB 
on existing standards, proposed standards, potential new standards 
and, if requested by the Board, on matters other than standards that are 
of significance to the PCAOB, including emerging audit issues. The 
Standards and Emerging Issues Advisory Group will provide for 
enhanced public engagement with a diverse group of investors and 
other stakeholders. 

 
To promote transparency and engagement around the structure and 
operation of these new advisory groups, the Board determined to defer 
adoption of formal charters for these groups until after the public has an 
opportunity to weigh in on the attributes of the new groups. The Board 
therefore today also voted to publish a Request for Comment that outlines 
potential structures for the IAG and SEIAG(PDF) and solicits public input 
on those frameworks.  
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Anyone interested in sharing their perspectives on the Request for 
Comment is invited to submit comments. The comment period runs 
through February 28. 
 
“The effectiveness of our oversight depends on robust dialogue with key 
stakeholders, including the investor community, audit committee 
members, preparers and auditors of financial statements, and academics, 
among others” said PCAOB Chair Erica Y. Williams. “Building on the 
success of the PCAOB’s past advisory groups, the IAG and SEIAG will 
provide us with opportunities to obtain key views and insights from regular 
engagement with stakeholders.” 
 
In addition, the Board opened nominations for those seeking to participate 
in the IAG or the SEIAG. Nomination forms, including for 
self-nominations, are available at the following links: 
 
- Nominee Form — to nominate yourself to serve on the IAG/SEIAG. 

https://pcaobus.org/about/advisory-groups/advisory-group-nominee-
form 

 
- Nominator Form — to nominate another individual to serve on the 

IAG/SEIAG. 
https://pcaobus.org/about/advisory-groups/advisory-group-nominato
r-form 

 
The deadline for nominations is February 28. Nominations are open to both 
new prospective participants and members who have served on the 
PCAOB’s previous advisory groups. 
 
The Board will select advisory group members, in its sole discretion, based 
on nominations (including self-nominations) received from any person or 
organization.  
 
The Board has instructed PCAOB staff to contact individuals who applied to 
participate on the Standards Advisory Group to determine whether they 
wish to be considered to serve on the IAG or SEIAG, or both. 
 
The Board expects to announce advisory group appointments in early 
spring, and anticipates that members’ terms will begin immediately. 
Advisory group membership is personal to the advisory group member, and 
the duties and responsibilities cannot be delegated to others.  
 
Advisory group members receive no compensation for their service but may 
have their related travel expenses reimbursed by the PCAOB, subject to the 
PCAOB’s travel and business expense reimbursement policy. 

https://pcaobus.org/about/advisory-groups/advisory-group-nominee-form
https://pcaobus.org/about/advisory-groups/advisory-group-nominee-form
https://pcaobus.org/about/advisory-groups/advisory-group-nominator-form
https://pcaobus.org/about/advisory-groups/advisory-group-nominator-form
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“It is fitting that one of the first major actions of the new PCAOB Board 
since being fully seated only weeks ago is to take rapid and decisive action 
on establishing these new groups,” Chair Williams added. “Obtaining input 
from these groups is obviously a priority for this Board, and we intend to 
move forward quickly to stand them up fully, appoint new members, and 
hold public meetings as early as this spring.”  
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To read more: 

https://pcaobus.org/news-events/news-releases/news-release-detail/publi
c-company-accounting-oversight-board-to-form-two-new-advisory-groups
-to-enhance-engagement-with-investors-and-other-stakeholders 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://pcaobus.org/news-events/news-releases/news-release-detail/public-company-accounting-oversight-board-to-form-two-new-advisory-groups-to-enhance-engagement-with-investors-and-other-stakeholders
https://pcaobus.org/news-events/news-releases/news-release-detail/public-company-accounting-oversight-board-to-form-two-new-advisory-groups-to-enhance-engagement-with-investors-and-other-stakeholders
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Number 2 

Implementing Basel III 
Pablo Hernández de Cos, Chair of the Basel Committee on Banking 
Supervision and Governor of the Bank of Spain, at the European Economic 
and Social Committee public hearing on "The EU banking reform package". 
 

 
 

Good afternoon and thank you for inviting me to take part in this public 
hearing on the EU banking reform package. 
 
I will be focusing my remarks today on the implementation of the 
outstanding Basel III reforms. I will first offer some reflections in my 
capacity as Chair of the Basel Committee and then offer some specific 
comments on the state-of-play in Europe in my capacity as Governor of the 
Bank of Spain.   
 
By way of a brief overview, the Basel Committee is the primary global 
standard setter for the prudential regulation of banks and provides a forum 
for cooperation on banking supervisory matters. Its mandate is to 
strengthen the regulation, supervision and practices of banks worldwide 
with the purpose of enhancing global financial stability.  
 
In pursuing its work, the Committee is anchored by rigorous empirical 
analysis, including a comprehensive evaluation work programme. Such an 
approach helps ensure that the Committee's approach is grounded as far as 
possible by impartial evidence. 
 
Financial stability is a global public good. The cross-border spillovers of 
financial distress can result in under-investment in financial stability by 
individual jurisdictions and regions. 
 
Given the global nature of the financial system, distress in one jurisdiction 
or region can easily spill over to other parts of the globe. We have seen 
numerous examples of such cross-border spillovers in previous financial 
crises.  
 
An open global financial system therefore requires a set of global minimum 
and consistent prudential standards. In our interconnected world, a failure 
to achieve this could result in regulatory fragmentation, regulatory 
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arbitrage, an uneven playing field for internationally active banks, and 
increased risks to global financial stability. 
 
Since its inception in 1974, Basel Committee members have demonstrated 
their strong commitment to cooperating on global financial stability issues, 
including by means of developing a global regulatory framework for 
internationally active banks.  
 
The latest version of this framework, known as Basel III, seeks to address 
the shortcomings in the banking system that were exposed by the Great 
Financial Crisis (GFC). The Basel III framework was finalised in 2017 and 
was endorsed by the G20 Leaders.  
 
Starting with my perspective as Chair of the Committee, I would like to 
make three broad points. 
 
First, I think it is helpful to recall the rationale of these reforms and why 
they remain as important today as they were when they were finalised in 
2017. 
 
While much has changed since 2017, the Covid-19 pandemic and other 
structural trends have only further underlined the importance of a resilient 
banking system. The Basel III reforms have played a central role in 
ensuring the banking system has remained operationally and financially 
resilient during the pandemic. 
 
Unlike the experience of the GFC, banks have been able to continue 
supporting the real economy. Bank customers, whether they be depositors, 
borrowers or users of other banking services, have benefitted greatly from 
the resilience of the banking system and will continue to do so.  
 
We should also recognise that public support measures have largely 
buttressed banks from losses to date. We should therefore not become 
complacent about the need to implement the outstanding Basel III reforms. 
 
While the initial set of Basel III reforms fixed a number of fault lines in the 
pre-GFC regulatory framework, the way in which banks calculated 
risk-weighted assets (RWA) – the denominator of banks' risk-weighted 
capital ratios – remained largely unchanged.  
 
Yet the GFC painfully demonstrated the excessive degree of variability in 
banks' modelled capital requirement. For example, when banks were asked 
to model their credit risk capital requirements for the same hypothetical 
portfolio, the reported capital ratios varied by as much as 400 basis points. 
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Similarly worrying levels of variability could also be seen in other modelled 
risk categories, including market and counterparty credit risk. And the GFC 
highlighted shortcomings with the operational risk framework, where 
banks' modelled capital requirements were insufficiently robust to cover 
losses stemming from misconduct and inadequate systems and controls. 
 
This excessive degree of RWA variability threatened the credibility of banks' 
reported capital ratios. At the peak of the GFC, investors lost faith in banks' 
published ratios and placed more weight on other indicators of bank 
solvency. 
 
The outstanding Basel III reforms seek to help restore credibility in the 
calculation of banks' RWA in four ways: 
 
First, they will enhance the robustness and risk sensitivity of the 
standardised approaches for credit risk, market risk and operational risk, 
which will facilitate the comparability of banks' capital ratios. 
 
Second, they will constrain the use of internally modelled approaches by 
ensuring that modelled parameters are subject to greater safeguards and 
that advanced modelling approaches are not used for portfolios with 
limited historical data. 
 
Third, the Basel III reforms will introduce a robust risk-sensitive output 
floor. The output floor provides a risk-based backstop that limits the extent 
to which banks can lower their capital requirements relative to the 
standardised approaches. This helps to maintain a level playing field 
between banks using internal models and those on the standardised 
approaches.  
 
It also supports the credibility and comparability of banks' risk-weighted 
calculations thanks to the accompanying public disclosure requirements, as 
banks will be required to publish their total RWA that constitute the 
denominator of their risk-weighted capital requirements, including with 
the output floor adjustment. 
 
And fourth, the reforms will complement the risk-weighted framework with 
a finalised leverage ratio. The leverage ratio provides a safeguard against 
unsustainable levels of leverage and mitigates gaming and model risk 
across both internal models and standardised risk measurement 
approaches. 
 
The gravity of the regulatory fault lines that Basel III seeks to address 
remains as important today as it was pre-pandemic. For example, a recent 
report by the European Banking Authority on banks' modelled capital 
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requirements points to a "significant" level of capital dispersion "that needs 
to be monitored". So it is critical that all Basel Committee jurisdictions 
implement the Basel III reforms in a full and consistent manner. 
 
The second point I would like to address is the assertion that the Basel III 
reforms have not been adequately designed to reflect jurisdiction- or 
region-specific characteristics, and that their implementation will impede 
economic growth and banks' ability to tackle structural trends and 
challenges, such as the digitalisation of finance or climate-related financial 
risks.  
 
Such statements do not accurately reflect the rigorous process that the 
Committee followed, and do not serve the interests of a sustainable and 
inclusive economic recovery. 
 
The Basel III reforms benefited from an extensive consultation process with 
a wide range of stakeholders. The Committee issued no fewer than 10 
consultation papers as part of these reforms, with an accompanying 
consultation period that spanned the equivalent of almost three years.  
 
The finalised standards took on board many of the comments received from 
stakeholders and reflect the differences in views among our members. They 
include a range of national discretions to provide a degree of flexibility. 
They are a compromise by their very nature.  
 
A back-of-the-envelope estimate suggests that over 35 key adjustments 
were made to the reforms as they were finalised relative to the original 
proposals. Since I am speaking to a mostly European audience today, I 
should note that the majority of these adjustments were made to reflect the 
views of different European stakeholders. 
 
The Basel III reforms were also guided by rigorous quantitative analyses. 
These studies clearly show that the Committee met the objective set by the 
Group of Governors and Heads of Supervision, and subsequently endorsed 
by G20 Leaders, of not significantly increasing overall capital requirements 
at the global level. 
 
Under very conservative assumptions, these reforms are estimated to 
increase banks' Tier 1 capital requirements by only 2% if implemented 
immediately. 
 
Of course, some "outlier" banks may face higher requirements, for example 
as a result of aggressive modelling practices. This is an intended outcome of 
our standards, which are precisely targeted at reducing excessive RWA 
variability.  
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Even in those instances, the actual capital impact is likely to be much lower 
than is asserted by some stakeholders, not least because of the sufficiently 
long transitional arrangements: starting in 2023, the final elements of these 
reforms will be implemented by 2028, some 20 years since the GFC. 
 
It is also increasingly clear that the outstanding Basel III reforms will 
complement the previous reforms in having a positive net impact on the 
economy. For example, a recent analysis by the ECB suggests that the GDP 
costs of implementing these reforms in Europe are modest and temporary, 
whereas their benefits will help permanently strengthen the resilience of 
the economy to adverse shocks. 
 
It also finds that potential deviations from the globally agreed Basel III 
reforms – for example, with regard to the output floor – would significantly 
dilute the benefits to the real economy. History has shown time and again 
that it is healthy and resilient banks that are best able to lend to the real 
economy and contribute to growth and jobs.  
 
To suggest therefore that implementing Basel III will somehow impede the 
ability for banks to meet these objectives and adapt to structural trends, 
including the digitalisation of finance and climate change, is not supported 
by empirical evidence. 
 
Third, and this will be my final point as Basel Committee Chair, 
implementing Basel III in full and consistently is a powerful symbol of 
jurisdictions' ongoing commitment to multilateralism.  
 
Basel Committee members have repeatedly reiterated their expectation of 
this commitment over the years. It is now critical that all Basel Committee 
member jurisdictions translate this commitment into concrete action by 
implementing the standards fully and consistently. 
 
 I will now make a few remarks on the specific proposals currently being 
discussed in Europe in my capacity as Governor of the Bank of Spain.  
 
As you may know, the Basel Committee has a comprehensive programme – 
the Regulatory Consistency Assessment Programme (RCAP) – to assess the 
consistency of our members' implementation of Basel III after it is adopted 
domestically.  
 
As and when Basel III is implemented in Europe, the Committee will have 
the opportunity to conduct an RCAP peer review of its consistency. Until 
then, I will comment on the current state of play as Governor of a European 
national central bank. 
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My starting point is to reiterate the importance for the full and consistent 
implementation of all aspects of the Basel III framework, as set out in a 
joint letter by 24 central banks and supervisory authorities to the European 
Commission last September. 
 
I would like to take this opportunity to reflect on what this means in 
practice now that the European Commission has published its proposal. 
 
First, it is critical to implement the full Basel III package in Europe, as its 
components are complementary in nature and are necessary to safeguard 
the resilience of the European banking system. In this respect, I appreciate 
that the Commission's proposal covers all the elements included in Basel 
III. 
 
Second, preserving financial stability requires timely implementation of the 
reforms in Europe. The European Commission proposal already foresees a 
two-year delay compared with the globally agreed timeline.  
 
I would therefore urge all stakeholders to accelerate work in implementing 
Basel III in Europe, taking due account of the need to respect our European 
legislative process.  
 
Any further delays could result in the European banking system being 
insufficiently prepared to face future shocks and could even have 
undesirable knock-on effects on the implementation process in other 
jurisdictions. 
 
Finally, consistency should be a key pillar of the implementation process in 
Europe. As I previously mentioned, Basel III incorporates enough flexibility 
through the use of national discretions.  
 
For example, the European Commission proposes to exercise the discretion 
to exclude banks' historical losses when calculating operational risk capital 
requirements, an option already adopted by other jurisdictions and 
compliant with Basel III. 
 
In contrast, pursuing approaches that go beyond the flexibility embedded in 
Basel III should be minimised.  
 
There are already some deviations from the initial Basel III standards in our 
legislation and the European Commission's proposal includes additional 
ones, including several in the credit risk framework. Such deviations would 
not be in the best interest of Europe, as they could undermine the 
credibility and robustness of our bank capital framework and could leave 
specific risk exposures under-capitalised.  
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An example at this juncture of such a scenario is collateral valuation, as we 
are already identifying a build-up of systemic risk in real estate markets in 
different jurisdictions.  
 
Another area of concern for me relates to the output floor, which is a key 
plank of Basel III to help reduce excessive variability in risk-weighted assets 
and restore the credibility of banks' capital ratios.  
 
While I welcome the "single stack" design in the European Commission's 
proposal, I note that the proposal also introduces a range of transitory 
adjustments when it comes to residential real estate, unrated corporates 
and derivative exposures.  
 
These adjustments should be avoided as, in my view, they present a 
deviation from Basel III, are unfounded from prudential or financial 
stability grounds, and could trigger a "race-to-the-bottom". I would 
emphasise that, even when considering arguments that call for these 
adjustments to facilitate implementation, any such deviations should be 
strictly temporary in nature and should not be extended further. 
 
In conclusion, Europe has a unique opportunity to demonstrate its 
commitment to multilateralism and to globally agreed decisions. It is in our 
collective and global interest to move on towards implementing Basel III 
and to ensure that we focus our attention and resources towards some of 
the emerging risks and structural trends affecting the banking system, 
including the ongoing digitalisation of finance and climate-related financial 
risks.  
 
More than a decade after the GFC, we owe it to the citizens of Europe to 
demonstrate our commitment to global cooperation and strengthening the 
resilience of our banks. Thank you. 
 
To read more: https://www.bis.org/speeches/sp220208.htm 
 

 
 
 
 
 
 
 

https://www.bis.org/speeches/sp220208.htm
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Number 3 

A resilient financial system 
Andrew Bailey, Governor of the Bank of England, at the TheCityUK Annual 
Dinner, London, 10 February 2022. 
 

 
 

It's a pleasure to be here this evening, and let's take the fact that we are able 
to be here as a positive sign of things to come. 
 
Adrian, it's timely to recall that, early on in the Covid era, you and I started 
to talk about the importance of ensuring that the financial system was able 
to support the economy through the pandemic, and about the need to 
mobilise to ensure that long term capital would be available for businesses 
as we came out of the pandemic and beyond.  
 
Those discussions formed an important input to the work of the Productive 
Finance Working Group, work which continues and for which I want to 
thank John Glen for his leading role and commitment and Nikhil Rathi too. 
That work is not done, but it has more momentum and substance as a 
consequence of our early engagement. 
 
I am going to say a few words on the subject of resilience, what it means in 
finance and how important it is. In March 2020, nearly two years ago, we 
had our initial very difficult time with some financial markets, the so-called 
"dash for cash" where weaknesses in the system of market based finance 
amplified the initial covid shock.  
 
And absent significant intervention from authorities here and in other 
countries, would have risked tightening financing conditions significantly 
and made the impact of the pandemic much worse. Tackling the causes of 
that is today a major area of work both internationally and domestically. 
 
For banks, we tested rigorously to ensure safety and soundness, and 
particularly that banks could support the economy through these very hard 
times. Indeed, we tested to make sure this support could continue through 
even harder times, and the answer was positive.  
 
This matters greatly because having a resilient system has meant that 
business lending could be sustained, and mortgage servicing pauses to 
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support households seriously affected by Covid and its economic effects 
were extensively available and used, all to assist with dealing with the 
consequences of Covid. It has been the first major test of the post-financial 
crisis reforms to regulatory standards. 
 
In my assessment this outcome mainly passes the test of resilience, 
accepting both that we have work to do on the lessons from the dash for 
cash, and that we can never stand still because the positive benefits of 
innovation also create their own challenges. 
 
But, what is meant by the idea of resilience? A resilient financial system has 
the resources and flexibility to respond to a range of shocks of different 
sorts.  
 
In doing so, it will support stronger growth over the long-run, helping the 
economy to bounce back and reducing long-term economic scarring caused 
by the shock. In other words, shocks will be easier to absorb and manage if 
the fundamentals are sound beforehand. 
 
There is an important choice to be made on where to set the degree of 
resilience, in other words where in the bad tail of the distribution of 
outcomes. 
 
The answer depends on the objective, in this case the public policy 
objective, and in our work this is one of the key innovations of 
macro-prudential policy over the last decade. 
 
It is not just to prevent the failure of institutions, but rather to ensure for 
banks that at the chosen level of resilience they can support lending to the 
economy, to firms and households.  
 
Of course, there are points in the tail of the distribution beyond the chosen 
point and it is for those that we have resolution tools.  
 
There is a gross cost to resilience, for banks the cost of increased capital and 
liquidity buffers. But that cost should be suitably offset by the benefits, to 
the economy and to firms themselves.  
 
Setting the chosen point of resilience must of course be consistent with the 
cost-benefit case1. 
 
Putting this notion of resilience into practice in the world of financial 
stability has been the work of the post global financial crisis years, and will 
never be done in the sense that we must allow for and respond to 
innovation.  
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There are two central planks to this work: first, to provide a strong 
counter-cyclical capacity.  
 
This means that banks are able to lend through severe economic 
downturns, insurers can maintain underwriting capacity in the face of a 
wide range of severe shocks, and financial markets are able to function, as 
they adjust to shocks, including the infrastructures in markets that are at 
the heart of the financial system in the post-crisis reforms, notably clearing 
houses. 
 
Much of that functioning also relies on the second plank of resilience, 
namely structural measures which are not designed to vary in a 
counter-cyclical manner, but instead apply equally at all times. For banks, 
this means minimum capital and leverage ratios on top of which sit buffers 
which are there to be used counter-cyclically in times of stress. 
 
Consistent with the idea of resilience, there are two key questions to ask 
about the buffers: are they sized consistent with the financial stability 
objective; and are they in practice usable in times of stress? We have to keep 
both of these questions under almost continuous review. 
 
Post-Brexit, it is necessary that we review and, where appropriate, revise 
the regulatory system to make it consistent with our UK specific objectives. 
When I say UK, however, we must recognise – as TheCityUK does – that we 
are a leading global financial centre.  
 
So, our financial stability objective is a global public good, as the IMF has 
previously noted. We must therefore continue to be closely involved in 
shaping international standards, and then implement them properly. I can 
assure you that we are doing both of these. 
 
Moreover, when we decide to revise inherited EU standards, we must 
ensure that they meet our public policy objectives. Let me briefly give 
Solvency 2 as an example – no after dinner speech should contain anything 
more than the briefest description of Solvency 2.  
 
At the heart of the prudential regime for insurers in the UK are the 
objectives of safety and soundness and policyholder protection. How we put 
those objectives into practice should also encompass any macro-prudential 
measures that we consider appropriate. 
 
I do not for a moment consider that the Solvency 2 we transposed from EU 
law and regulation is best suited to the UK. Why would it be, since it was 
designed to cover 27 countries? The case for reform is clear. But, so is the 
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need first to ensure we define and set our expectations on safety and 
soundness and policyholder protection. 
 
Then, consistent with these expectations we can look to enable more 
support from insurers for productive finance and infrastructure investment 
etc., that way we can ensure a resilient approach to the prudential 
regulation of insurers and so stability in the supply of finance. 
 
Resilience is also highly relevant to the international financial system and 
the approach to international regulatory standards. I want to finish by 
commenting briefly on one aspect of this.  
 
In my view resilience is best achieved and maintained through an open and 
well-governed international financial system. We came to a key moment in 
time on this issue during the global financial crisis.  
 
Given the severe stress, and how it was transmitted across borders, it would 
have been easy, and incorrect, to decide that the future lay in protectionism, 
barriers and more closed national systems.  
 
That would have been the wrong way to go. Fortunately, world leaders at 
the G20 made the choice to keep the system open, avoid fragmentation, 
with the cost and risk that brings, and instead chose stronger international 
regulatory standards and a much enhanced regulatory architecture based 
around the Financial Stability Board and the associated standard setting 
bodies.  
 
That system has been proven to work, notably by the resilience of the 
system in the face of the Covid crisis. 
 
Seeking to fragment the international system cannot be justified in light of 
the success of the post financial crisis approach. I welcome the recent 
announcement to of the three-year extension of temporary equivalence for 
clearing houses.  
 
We will continue to work in strong co-operation with EU authorities to 
ensure risks in in clearing houses are well managed, as we do with other 
authorities in other countries.  
 
But I have to say that maintaining a shared deep commitment to open 
markets and open financial systems with strong and appropriate regulatory 
standards and cooperation to support them means that there need be no 
time limit to this equivalence. 
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Adrian, the strong dialogue we maintain has played its part in enhancing 
the resilience of our financial system. I look forward to that continuing. 
 
Thank you. 
 
I am grateful to Sarah Breeden, Jon Cunliffe, Lee Foulger, Karen Jude and 
Ali Moussavi for their assistance in helping me prepare these remarks. 
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Number 4 

Governors and Heads of Supervision unanimously reaffirm 
commitment to implementing Basel III framework; reappoint 
Pablo Hernández de Cos as Chair of the Basel Committee 
 

 
 

- The Basel Committee's oversight body reiterates its commitment to 
implementing all aspects of the Basel III framework. 

 
- Reappoints Pablo Hernández de Cos as Chair of the Basel Committee 

for a second term. 
 
- Begins the process for selecting the Chair of the Group of Governors and 

Heads of Supervision to succeed François Villeroy de Galhau. 
 
The Group of Central Bank Governors and Heads of Supervision (GHOS), 
the oversight body of the Basel Committee on Banking Supervision, has 
today reaffirmed its commitment to implementing all aspects of the Basel 
III framework. 
 
The initial Basel III reforms have played a central role in ensuring that the 
banking system has thus far remained operationally and financially 
resilient during the Covid-19 pandemic. Unlike the experience of the Great 
Financial Crisis, banks have remained resilient and continued to lend to 
creditworthy households and businesses. 
 
The Basel III standards that remain to be implemented, as finalised in 2017, 
seek to address some of the weaknesses in the regulatory framework that 
were exposed by the Great Financial Crisis, including by reducing excessive 
variability in risk-weighted assets and improving the comparability and 
transparency of banks' risk-based capital ratios. Addressing these 
weaknesses remains as important today as it was pre-pandemic. 
 
The GHOS reviewed the Basel III implementation status as well as plans 
under way across all its members. It underscored the importance of 
ensuring that all aspects of the Basel III framework are implemented in a 
full, timely and consistent manner to provide a regulatory level playing field 
for internationally active banks. Members unanimously reaffirmed their 
expectation of implementing these standards as soon as possible. 
 
To that end, the GHOS tasked the Basel Committee with continuing to 
monitor the implementation of Basel III as part of its Regulatory 
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Consistency Assessment Programme, including through its regular 
monitoring reports. 
 
The GHOS also agreed to reappoint Pablo Hernández de Cos, Governor of 
the Bank of Spain, as Chair of the Basel Committee for a second and final 
term. Members thanked Hernández de Cos for his Chairmanship of the 
Committee over the past three years and expressed their best wishes for his 
continued leadership. Hernández de Cos' second term will commence as of 
7 March 2022. 
 
Following his appointment as Chair of the Board of Directors of the Bank 
for International Settlements, François Villeroy de Galhau stepped down as 
Chairman of GHOS. The process for selecting his successor will now be 
initiated. 
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Number 5 

The European Supervisory Authorities (ESAs) recommend 
actions to ensure the EU’s regulatory and supervisory framework 
remains fit-for-purpose in the digital age 
 

 
 

- The application of innovative technologies is facilitating changes to the 
structure of the EU financial sector. Value chains are evolving, the use 
of digital platforms is growing rapidly and new mixed-activity groups 
are emerging. 

 
- The ESAs recommend a series of actions to the European Commission 

to strengthen EU financial services regulation and enhance supervisory 
capabilities in line with these developments. 

 
The three European Supervisory Authorities (EBA, EIOPA and ESMA) 
published today a joint report in response to the European Commission’s 
February 2021 Call for Advice on Digital Finance.  
 
The proposals that were put forward aim at maintaining a high level of 
consumer protection and addressing risks arising from the transformation 
of value chains, platformisation and the emergence of new ‘mixed-activity 
groups’ i.e. groups combining financial and non-financial activities. 
 
The ESAs note that the use of innovative technologies in the EU financial 
sector is facilitating changes to value chains, that dependencies on digital 
platforms are increasing rapidly, and that new mixed-activity groups are 
emerging. These trends open up a range of opportunities for both EU 
consumers and financial institutions, but also pose new risks. 
 
Therefore, the ESAs recommend rapid action to ensure that the EU’s 
financial services regulatory and supervisory framework remains 
fit-for-purpose in the digital age. 
 
The proposals include: 
 
(i) a holistic approach to the regulation and supervision of the financial 
services value chain; 
 
(ii) strengthened consumer protection in a digital context, including 
through enhanced disclosures, complaints handling mechanisms, measures 
aimed at preventing the mis-selling of tied/bundled products, and 
improved digital and financial literacy; 
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(iii) further convergence in the classification of cross-border services; 
 
(iv) further convergence in addressing money laundering/financing of 
terrorism risks in a digital context; 
 
(v) effective regulation and supervision of ‘mixed-activity groups’, including 
a review of prudential consolidation requirements; 
 
(vi) strengthened supervisory resources and cooperation between financial 
and other relevant authorities, including on a cross-border and 
multi-disciplinary basis; and 
 
(vii) active monitoring of the use of social media in financial services. 
 
Background 
 
The European Commission’s September 2020 Digital Finance Strategy sets 
out the European Commission’s intention to review the existing financial 
services legislative frameworks in order to protect consumers, safeguard 
financial stability, protect the integrity of the EU financial sectors and 
ensure a level playing field. 
 
As part of this review, in February 2021 the European Commission issued a 
Request to EBA, EIOPA and ESMA for technical advice on digital finance 
and related issues. In particular, the European Commission called on the 
ESAs to provide advice on the regulation and supervision of more 
fragmented or non-integrated value chains (section 3.1), platforms and 
bundling of various financial services (section 3.2), and groups combining 
different activities (section 3.3). 
 
In accordance with the Call for Advice, the ESAs have carried out an 
analysis of market developments as well as the risks and opportunities 
posed by digitalisation in finance and set out their findings and advice in 
the report to the European Commission. 
 
Note 
 
According to Article 16a(1) of the Founding Regulations for each of the 
ESAs, they may, upon a request from the European Parliament, the Council 
or the European Commission, or on their own initiative, provide opinions 
to the European Parliament, the Council and the European Commission on 
all issues related to its area of competence. Article 56 of the Founding 
Regulations provides that ESAs shall, within the scope of their tasks, “reach 
joint positions by consensus with, as appropriate, [the other ESAs]”. Based 



P a g e  | 27 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

on the above-mentioned legal provisions, the ESAs are competent to assess 
opportunities and risks related to digitalisation of financial services and 
provide the advice requested by the European Commission. 
 
To read more: 
https://www.eba.europa.eu/esas-recommend-actions-ensure-eu%E2%80
%99s-regulatory-and-supervisory-framework-remains-fit-purpose-digital 
 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:5202
0DC0591&from=EN 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eba.europa.eu/esas-recommend-actions-ensure-eu%E2%80%99s-regulatory-and-supervisory-framework-remains-fit-purpose-digital
https://www.eba.europa.eu/esas-recommend-actions-ensure-eu%E2%80%99s-regulatory-and-supervisory-framework-remains-fit-purpose-digital
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020DC0591&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020DC0591&from=EN
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Number 6 

Joint European Supervisory Authority response to the European 
Commission’s February 2021 Call for Advice on digital finance 
and related issues 
regulation and supervision of more fragmented or non-integrated value 
chains, platforms and bundling of various financial services, and risks of 
groups combining different activities 
 

 
 

Executive summary 
 
In February 2021, the European Commission (Commission) published its 
Call for Advice on digital finance and related issues, among other things, 
requesting the European Supervisory Authorities (ESAs) to carry out an 
analysis of: 
 
(i) the fragmentation of the financial services value chain,  
 
(ii) the growth of digital platforms, and  
 
(iii) mixed activity groups, and to set out such recommendations as 
appropriate in order to ensure the EU’s financial services regulatory and 
supervisory framework remains fit for purpose. 
 
This report sets out the findings and advice of the ESAs in response to the 
Commission’s request. 
 
It covers cross-sectoral and sector-specific market developments in the 
three key areas identified in the Call for Advice, and the risks and 
opportunities posed by digitalisation in finance.  
 
It goes on to present ten cross-sectoral and two insurance-specific 
recommendations for actions to ensure the EU regulatory and supervisory 
framework remains fit for the digital age. In summary, these 
recommendations relate to:  
 
(i) the need for a holistic approach to the regulation and supervision of the 
financial services value chain;  
 
(ii) strengthening consumer protection in a digital context, including 
through enhanced disclosures, complaints handling mechanisms, mitigants 
to prevent mis-selling of tied/bundled products, and improved digital and 
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financial literacy;  
 
(iii) promoting convergence in the classification of cross-border services;  
 
(iv) promoting further convergence in addressing AML/CFT risks in a 
digital context;  
 
(v) ensuring effective regulation and supervision of mixed activity groups;  
 
(vi) strengthening supervisory resources and cooperation between financial 
and other relevant authorities, including on a cross border and 
multi-disciplinary basis; and  
 
(vii) the need for the active monitoring of the use of social media in 
financial services. 
 
With digitalisation, financial institutions increasingly rely on third-party 
providers for the provision of services through outsourcing and other 
arrangements, which creates specific supervisory challenges as National 
Competent Authorities (NCAs) may be limited in their assessment of the 
risks and/or exercise of supervisory powers on the entirety of the value 
chains.  
 
Concentration risks, and hence financial stability risks, may also arise in 
case of critical third-party providers.  
 
The Digital Operational Resilience Act (DORA) is an important initiative 
that will address the information and communication technology (ICT) 
risks in the financial services value chain. 
 
However, DORA is not intended to address other risks that may arise from 
the reliance of financial institutions on third-party providers.  
 
Recommendation 1 proposes that the Commission take a holistic approach 
to the regulation and supervision of fragmented value chains, as further 
outlined under Recommendations 2, 3, 7 and 8 (including in relation to 
digital platforms, and mixed activity groups), and to conduct regular 
assessments to determine whether financial institutions exhibit 
dependence on certain providers that may not be captured by DORA and 
represent a risk to financial stability. 
 
New financial services business models may harm consumers, especially 
those with lower levels of financial and/or digital literacy.  
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Recommendation 2 highlights main points for attention for the 
Commission to ensure that disclosures requirements in EU law are fit for 
the digital age and brings forward recommendations for the review of the 
Distance Marketing of Consumer Financial Services Directive, bearing in 
mind that the ESAs may provide more specific sectoral recommendations 
on those matters as part of other ongoing calls for advice from the 
Commission. 
 
In addition, Recommendation 2 calls on the Commission to enhance 
consumer protection to address risks of mis-selling (in particular for tied 
and bundled products) and to overcome potential weaknesses in 
complaints-handling processes at EU level.  
 
Recommendation 3 highlights the need to prevent financial exclusion and 
to promote further a higher level of digital and financial literacy to help 
consumers make effective use of financial services provided via digital 
means and responsible choices that meet their expectations, raising 
confidence and trust in the digital financial system as well as their personal 
financial outlook.  
 
This could include further analysing the use of data in AI/Machine 
Learning models and potential bias leading to discrimination and 
exclusion. 
 
Digital financial services are inherently borderless, which raises questions 
about when the obligation to notify of ‘cross-border provision of services’ is 
necessary and if so, how to classify these services under the ‘right of 
establishment’ or ‘freedom of services’.  
 
This in turn creates supervisory challenges, but also difficulties for 
consumers in establishing which authority is the relevant authority e.g. in 
the event of a complaint or need for redress. Recommendation 4 draws 
on previous recommendations prepared by the Joint Committee (JC), and 
joint-ESA and EBA proposals to address this issue, and again calls on the 
Commission to provide further guidance on the definition of cross-border 
services in a digital context. 
 
Because of the rapid pace of change and complexity observed in digital 
financial markets, NCAs may lack the necessary expertise and resources to 
effectively monitor the market.  
 
In Recommendation 5, the ESAs advise the Commission to consider 
possible ways to strengthen skills and resources available to relevant 
authorities. In that respect, the ESAs welcome the Commission’s work on 
the Digital Finance Supervisory Academy, which will help regulators and 
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supervisors to better understand, identify, and address the risks and 
challenges arising from digitalisation through enhanced skills and 
resources. 
 
Notwithstanding the possible benefits, fragmentation of financial services 
might complicate AML/CFT compliance for financial institutions, 
especially when they outsource some or all of their compliance tasks to 
external service providers.  
 

  
 
To read more: 

https://www.eba.europa.eu/sites/default/documents/files/document_libr
ary/Publications/Reports/2022/1026595/ESA%202022%2001%20ESA%
20Final%20Report%20on%20Digital%20Finance.pdf 
 

 
 
 
 

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2022/1026595/ESA%202022%2001%20ESA%20Final%20Report%20on%20Digital%20Finance.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2022/1026595/ESA%202022%2001%20ESA%20Final%20Report%20on%20Digital%20Finance.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2022/1026595/ESA%202022%2001%20ESA%20Final%20Report%20on%20Digital%20Finance.pdf
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Number 7 

Helping users stay safe: Blocking internet macros by default in 
Office 
Kellie Eickmeyer 
 

 
 

It’s a challenging time in software security; migration to the modern cloud, 
the largest number of remote workers ever, and a global pandemic 
impacting staffing and supply chains all contribute to changes in 
organizations. Unfortunately, these changes also give bad actors 
opportunities to exploit organizations: 
 

 
 

For years Microsoft Office has shipped powerful automation capabilities 
called active content, the most common kind are macros. While we 
provided a notification bar to warn users about these macros, users could 
still decide to enable the macros by clicking a button. Bad actors send 
macros in Office files to end users who unknowingly enable them, malicious 
payloads are delivered, and the impact can be severe including malware, 
compromised identity, data loss, and remote access. See more in this blog 
post: 
 

 
 

For the protection of our customers, we need to make it more difficult to 
enable macros in files obtained from the internet.  
 
Changing Default Behavior 
 
We’re introducing a default change for five Office apps that run macros:  
 
VBA macros obtained from the internet will now be blocked by default. 
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For macros in files obtained from the internet, users will no longer be able 
to enable content with a click of a button. A message bar will appear for 
users notifying them with a button to learn more. The default is more 
secure and is expected to keep more users safe including home users and 
information workers in managed organizations. 
 
This change only affects Office on devices running Windows and only 
affects the following applications: Access, Excel, PowerPoint, Visio, and 
Word. The change will begin rolling out in Version 2203, starting with 
Current Channel (Preview) in early April 2022. Later, the change will be 
available in the other update channels, such as Current Channel, Monthly 
Enterprise Channel, and Semi-Annual Enterprise Channel.  
 
At a future date to be determined, we also plan to make this change to 
Office LTSC, Office 2021, Office 2019, Office 2016, and Office 2013. 
  
To read more: 

https://techcommunity.microsoft.com/t5/microsoft-365-blog/helping-use
rs-stay-safe-blocking-internet-macros-by-default-in/ba-p/3071805 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://techcommunity.microsoft.com/t5/microsoft-365-blog/helping-users-stay-safe-blocking-internet-macros-by-default-in/ba-p/3071805
https://techcommunity.microsoft.com/t5/microsoft-365-blog/helping-users-stay-safe-blocking-internet-macros-by-default-in/ba-p/3071805
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Number 8 

2021 Trends Show Increased Globalized Threat of Ransomware 
 

 
 

In 2021, cybersecurity authorities in the United States, Australia, and the 
United Kingdom observed an increase in sophisticated, high-impact 
ransomware incidents against critical infrastructure organizations globally.  
 
The Federal Bureau of Investigation (FBI), the Cybersecurity and 
Infrastructure Security Agency (CISA), and the National Security Agency 
(NSA) observed incidents involving ransomware against 14 of the 16 U.S. 
critical infrastructure sectors, including the Defense Industrial Base, 
Emergency Services, Food and Agriculture, Government Facilities, and 
Information Technology Sectors.  
 
The Australian Cyber Security Centre (ACSC) observed continued 
ransomware targeting of Australian critical infrastructure entities, 
including in the Healthcare and Medical, Financial Services and Markets, 
Higher Education and Research, and Energy Sectors.  
 
The United Kingdom’s National Cyber Security Centre (NCSC-UK) 
recognizes ransomware as the biggest cyber threat facing the United 
Kingdom.  
 
Education is one of the top UK sectors targeted by ransomware actors, but 
the NCSC-UK has also seen attacks targeting businesses, charities, the legal 
profession, and public services in the Local Government and Health 
Sectors. 
 
Ransomware tactics and techniques continued to evolve in 2021, which 
demonstrates ransomware threat actors’ growing technological 
sophistication and an increased ransomware threat to organizations 
globally. 
 
This joint Cybersecurity Advisory—authored by cybersecurity authorities in 
the United States, Australia, and the United Kingdom—provides observed 
behaviors and trends as well as mitigation recommendations to help 
network defenders reduce their risk of compromise by ransomware. 
 
TECHNICAL DETAILS 
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Cybersecurity authorities in the United States, Australia, and the United 
Kingdom observed the following behaviors and trends among cyber 
criminals in 2021: 
 
• Gaining access to networks via phishing, stolen Remote Desktop 
Protocols (RDP) credentials or brute force, and exploiting vulnerabilities. 
Phishing emails, RDP exploitation, and exploitation of software 
vulnerabilities remained the top three initial infection vectors for 
ransomware incidents in 2021. Once a ransomware threat actor has gained 
code execution on a device or network access, they can deploy ransomware.  
 
Note: these infection vectors likely remain popular because of the increased 
use of remote work and schooling starting in 2020 and continuing through 
2021. This increase expanded the remote attack surface and left network 
defenders struggling to keep pace with routine software patching. 
 
• Using cybercriminal services-for-hire. The market for ransomware 
became increasingly “professional” in 2021, and the criminal business 
model of ransomware is now well established.  
 
In addition to their increased use of ransomware-as-a-service (RaaS), 
ransomware threat actors employed independent services to negotiate 
payments, assist victims with making payments, and arbitrate payment 
disputes between themselves and other cyber criminals.  
 
NCSC-UK observed that some ransomware threat actors offered their 
victims the services of a 24/7 help center to expedite ransom payment and 
restoration of encrypted systems or data. 
 
Note: cybersecurity authorities in the United States, Australia, and the 
United Kingdom assess that if the ransomware criminal business model 
continues to yield financial returns for ransomware actors, ransomware 
incidents will become more frequent. Every time a ransom is paid, it 
confirms the viability and financial attractiveness of the ransomware 
criminal business model.  
 
Additionally, cybersecurity authorities in the United States, Australia, and 
the United Kingdom note that the criminal business model often 
complicates attribution because there are complex networks of developers, 
affiliates, and freelancers; it is often difficult to identify conclusively the 
actors behind a ransomware incident. 
 
• Sharing victim information. Eurasian ransomware groups have shared 
victim information with each other, diversifying the threat to targeted 
organizations.  
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For example, after announcing its shutdown, the BlackMatter ransomware 
group transferred its existing victims to infrastructure owned by another 
group, known as Lockbit 2.0. In October 2021, Conti ransomware actors 
began selling access to victims’ networks, enabling follow-on attacks by 
other cyber threat actors. 
 
To read more: 

https://www.ncsc.gov.uk/files/2021%20Trends%20show%20increased%2
0globalised%20threat%20of%20ransomware.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.ncsc.gov.uk/files/2021%20Trends%20show%20increased%20globalised%20threat%20of%20ransomware.pdf
https://www.ncsc.gov.uk/files/2021%20Trends%20show%20increased%20globalised%20threat%20of%20ransomware.pdf
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Number 9 

Capturing hidden data for asymptomatic COVID-19 cases 
provides a better pandemic picture 
Measuring the disease spread poses a challenge 
 

 
 

Asymptomatic COVID-19 cases are the bane of computer modelers’ 
existences — they throw off the modeling data to an unknown degree.  
 
You can’t measure what you can’t detect, right?  
 
A new approach from Los Alamos National Laboratory’s Theoretical 
Division, however, explores using historic epidemic data from eight 
different countries to estimate the transmission rate and fraction of 
under-reported cases. 
 
“Asymptomatic cases are the ‘dark matter’ of epidemics,” said Nick 
Hengartner, one of the authors on the report published today in the journal 
PLOS-ONE.  
 
“We see only the indirect evidence that more people are sick than reported, 
and if we don’t account for them, we may wrongly conclude that the 
epidemic is under control. So we changed the model to focus on the 
observed counts instead of trying to model the ‘perfect’ world. By looking 
back through the time series of historical data, we can see from their 
dynamics what’s missing.” 
 
The importance of capturing the undocumented cases is significant, 
especially in a disease such as COVID-19, where asymptomatic individuals 
have accounted for 20-70% of all infections. 
 
Co-author Imelda Trejo, a postdoctoral fellow at Los Alamos, noted, “This is 
a new extension of the standard SIR (susceptible-infected-recovered) 
epidemiological models to study the underreported incidence of infectious 
disease. The new model reveals that trying to fit an SIR model type directly 
to raw incidence data will underestimate the true infectious rate. This could 
actually lead decision-makers to declare the epidemic under control 
prematurely.”  
 
Instead, the team presented a Bayesian method (a statistical model using 
probability to represent all uncertainty within the model) to estimate the 
transmission rate and fraction of underreported cases. 
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As tested against the data of eight countries (Argentina, Brazil, Chile, 
Colombia, Mexico, Panama, Peru and the U.S.), the new approach directly 
describes the dynamics of the observed, underreported cases.  
 
“We use the local dynamics of the observed cases to propose a model that 
gives us a conditional expectation of new cases, based on the observed 
history,” Trejo said. 
 
To read more: 
https://discover.lanl.gov/news/stories/0209-covid19-cases 
  

https://journals.plos.org/plosone/article?id=10.1371/journal.pone.026304
7 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

https://discover.lanl.gov/news/stories/0209-covid19-cases
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0263047
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0263047
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Number 10 

Taking a look at tiny bubbles 
Lawrence Livermore National Laboratory 
 

 
 

The formation and collapse of microscopic bubbles is important in a wide 
range of fields as both a potential mechanism behind tissue damage, such 
as in cases of blast-wave-induced traumatic brain injury, and as a useful 
tool for technology applications, such as mechanical properties evaluation, 
nanomaterials manipulation and surface cleaning. 
 
Nanobubbles have been of particular interest in these areas because despite 
the small amount of energy needed for formation, their extreme localization 
opens up the potential for outsized impacts. However, understanding of the 
dynamic response in such small-scale bubbles has been limited by the 
experimental challenges associated with probing down to the nanoscale. 
 
But Lawrence Livermore National Laboratory (LLNL) scientists have taken 
a unique approach to characterize the dynamics of micro and submicron 
bubbles using a unique movie-mode dynamic transmission electron 
microscopy (MM-DTEM) system, which was specially built to image with 
short electron pulses generated by a highly tunable laser-pulse train. 
 
“While sequential optical imaging (i.e., recording movies) has contributed 
significantly to our understanding of cavitation and other complex bubble 
behavior at the larger (10s of micrometer to millimeter) scale, the necessary 
length and temporal resolutions make such a traditional approach 
infeasible for nanobubbles,” said LLNL materials scientist Garth Egan, lead 
author of a paper appearing in Nano Letters. 
 
In the past, single-shot optical imaging, with short laser pulses used to 
illuminate the bubble at set times relative to bubble initiation, has been 
applied to achieve the requisite temporal resolution. However, fundamental 
limits to the spatial resolution of optical microscopy restrict the practicality 
of this approach when bubbles reach the nanoscale and the single image 
nature limits its usefulness for complex and non-repeatable interactions. 
 
To take the images at the nanoscale, the LLNL team shot a 532-nanometer 
laser pulse (about 12 nanoseconds [ns]) to excite gold nanoparticles inside a 
1.2 micron layer of water. The resulting bubbles were observed with a series 
of nine electron pulses (10 ns) separated by as little as 40 ns peak-to-peak. 
The researchers found that isolated nanobubbles were observed to collapse 
in less than 50 ns, while larger (∼2−3 micron) bubbles were observed to 
grow and collapse in less than 200 ns. 
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Isolated bubbles were observed to behave consistently with models derived 
from data from much larger bubbles. The formation and collapse were 
observed to be temporally asymmetric, which has implications for how 
results from alternate methods of experimental analysis are interpreted. 
More complex interactions between adjacent bubbles also were observed, 
which led to bubbles living longer than expected and rebounding upon 
collapse. 
 
Scientists Edmond Lau and Eric Schwegler also contributed to the research, 
which was funded by a grant from the Office of Naval Research. 
 
To read more: https://www.llnl.gov/news/taking-look-tiny-bubbles 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.llnl.gov/news/taking-look-tiny-bubbles
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
Our Reading Room: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 

https://www.risk-compliance-association.com/Reading_Room.htm

