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Monday, February 6, 2023 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Can you believe that one day you will read a 
directive, and you learn that if a deadline in 
cybersecurity is missed, the CEO (for EU 
firms) or the legal representative (for non-EU firms) will be prohibited 
temporarily from exercising managerial functions? No, this is not a joke, 
this is Article 32 of the new NIS 2 Directive of the EU. 
 
According to Article 32, Member States shall ensure that their competent 
authorities have the power to establish a deadline by which the essential 
entity is requested to take the necessary action to remedy the deficiencies or 
to comply with the requirements of those authorities.  
 
If the requested action is not taken within the deadline set, Member States 
shall ensure that their competent authorities have the power to: 
(a) suspend temporarily, or request a certification or authorisation body, or 
a court or tribunal, in accordance with national law, to suspend temporarily 
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a certification or authorisation concerning part or all of the relevant 
services provided or activities carried out by the essential entity; 
 
(b) request that the relevant bodies, courts or tribunals, in accordance with 
national law, prohibit temporarily any natural person who is responsible for 
discharging managerial responsibilities at chief executive officer or legal 
representative level in the essential entity from exercising managerial 
functions in that entity. 
 

 
 
The European Union knows how to make cybersecurity important for the  
CEO. According to Article 20 of NIS 2 (Governance), the management 
bodies of essential and important entities must approve the cybersecurity 
risk-management measures taken by those entities, oversee its 
implementation, and can be held liable for infringements. 
 
According to Article 21 (Cybersecurity risk-management measures), 
essential and important entities must take appropriate and proportionate 
technical, operational and organisational measures to manage the risks 
posed to the security of network and information systems which those 
entities use for their operations or for the provision of their services, and to 
prevent or minimise the impact of incidents on recipients of their services 
and on other services. 
 
The measures shall be based on an "all-hazards approach" that aims to 
protect network and information systems and the physical environment of 
those systems from incidents. 
 
Important note for Non-EU entities: Under Article 26 (Jurisdiction and 
territoriality), if an entity is not established in the EU, but offers services 
within the EU, it shall designate a representative in the EU.  
The representative shall be established in one of those Member States 
where the services are offered. Such an entity shall be considered to fall 
under the jurisdiction of the Member State where the representative is 
established.  
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In the absence of a representative, any Member State in which the entity 
provides services may take legal actions against the entity for the 
infringement of this Directive. 
 
The war in Europe has some interesting consequences for cybersecurity. I 
will not be surprised if the European Union institutions complain, at some 
point in the future, that the USA needs to be more serious in fighting cyber 

crime and protecting the critical infrastructure. 😊 
 
Read more at number 1 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

The NIS 2 Directive of the EU 
 

 
 

Network and information systems have developed into a central feature of 
everyday life with the speedy digital transformation and 
interconnectedness of society, including in cross-border exchanges.  
 
That development has led to an expansion of the cyber threat landscape, 
bringing about new challenges, which require adapted, coordinated and 
innovative responses in all Member States.  
 
The number, magnitude, sophistication, frequency and impact of incidents 
are increasing, and present a major threat to the functioning of network and 
information systems.  
 
As a result, incidents can impede the pursuit of economic activities in the 
internal market, generate financial loss, undermine user confidence and 
cause major damage to the Union’s economy and society.  
 
Cybersecurity preparedness and effectiveness are therefore now more 
essential than ever to the proper functioning of the internal market.  
 
Moreover, cybersecurity is a key enabler for many critical sectors to 
successfully embrace the digital transformation and to fully grasp the 
economic, social and sustainable benefits of digitalisation. 
 
The cybersecurity requirements imposed on entities providing services or 
carrying out activities which are economically significant vary considerably 
among Member States in terms of type of requirement, their level of detail 
and the method of supervision.  
 
Those disparities entail additional costs and create difficulties for entities 
that offer goods or services across borders.  
 
Requirements imposed by one Member State that are different from, or 
even in conflict with, those imposed by another Member State, may 
substantially affect such cross-border activities.  
 
Furthermore, the possibility of the inadequate design or implementation of 
cybersecurity requirements in one Member State is likely to have 
repercussions at the level of cybersecurity of other Member States, in 
particular given the intensity of cross-border exchanges.  
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The review of Directive (EU) 2016/1148 has shown a wide divergence in its 
implementation by Member States, including in relation to its scope, the 
delimitation of which was very largely left to the discretion of the Member 
States.  
 
Directive (EU) 2016/1148 also provided the Member States with very wide 
discretion as regards the implementation of the security and incident 
reporting obligations laid down therein.  
 
Those obligations were therefore implemented in significantly different 
ways at national level.  
 
There are similar divergences in the implementation of the provisions of 
Directive (EU) 2016/1148 on supervision and enforcement. 
 
All those divergences entail a fragmentation of the internal market and can 
have a prejudicial effect on its functioning, affecting in particular the 
cross-border provision of services and the level of cyber resilience due to 
the application of a variety of measures.  
 
Ultimately, those divergences could lead to the higher vulnerability of some 
Member States to cyber threats, with potential spill-over effects across the 
Union.  
 
This Directive aims to remove such wide divergences among Member 
States, in particular by setting out minimum rules regarding the 
functioning of a coordinated regulatory framework, by laying down 
mechanisms for effective cooperation among the responsible authorities in 
each Member State, by updating the list of sectors and activities subject to 
cybersecurity obligations and by providing effective remedies and 
enforcement measures which are key to the effective enforcement of those 
obligations.  
 
Therefore, Directive (EU) 2016/1148 should be repealed and replaced by 
this Directive. 
 
With the repeal of Directive (EU) 2016/1148, the scope of application by 
sectors should be extended to a larger part of the economy to provide a 
comprehensive coverage of sectors and services of vital importance to key 
societal and economic activities in the internal market.  
 
In particular, this Directive aims to overcome the shortcomings of the 
differentiation between operators of essential services and digital service 
providers, which has been proven to be obsolete, since it does not reflect the 
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importance of the sectors or services for the societal and economic activities 
in the internal market. 
 
To read more: https://eur-lex.europa.eu/eli/dir/2022/2555/oj 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://eur-lex.europa.eu/eli/dir/2022/2555/oj
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Number 2 

EBA issues Opinion to the European Commission on the draft 
European Sustainability Reporting Standards 
 

 
 

  - The EBA believes that the draft standards are a good basis for the 
implementation of the Corporate Sustainability Reporting Directive 
(CSRD), although a few aspects should deserve further consideration. 
 
 - Interoperability of the draft standards with the EBA Pillar 3 disclosures, 
together with the data that credit institutions need from a risk management 
perspective, are central considerations of this Opinion. 
 
The European Banking Authority (EBA) published an Opinion on the draft 
European Sustainability Reporting Standards (ESRS) developed by the 
European Financial Reporting Advisory Group (EFRAG).  
 

 
 
In this Opinion, addressed to the European Commission, the EBA 
acknowledges that, overall,  the draft ESRS are consistent with 
international standards and any other relevant EU Regulation.  
 
In addition, the EBA very much welcomes the level of alignment with the 
Pillar 3 disclosure requirements reached at this stage. The EBA also 
highlights a few aspects that should deserve further consideration by the 
European Commission. 
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In particular, the EBA acknowledges the significant improvement of the 
draft ESRS prepared by EFRAG compared to the versions put out for 
consultation.  
 
Overall, the EBA welcomes the consistency of ESRS with international 
standards and relevant EU Regulation, and a better alignment with the 
disclosure requirements under the EBA Pillar 3 framework.  
 
As regards proportionality, the EBA believes that the draft standards offer a 
well-balanced approach with the relevant phasing-in provisions in place.  
 
A few aspects should deserve further consideration by the European 
Commission, including the timetable for the development of the 
sector-specific standards for credit institutions. 
 
The European Commission also requested an Opinion from the European 
Securities and Markets Authority (ESMA) and the European Insurance and 
Occupational Pensions Authority (EIOPA). The ESMA communication is 
available here and the EIOPA communication is available here. 
 
Legal basis and background 
 
This Opinion is based on Article 16a(4) of Regulation (EU) No 1093/2010 
(‘EBA Regulation’), which mandates the EBA to issue opinions in its area of 
competence as requested by the European Commission.  
 
In addition, Article 49(3b) of Directive 2013/34/EU (Accounting Directive), 
as amended by the Corporate Sustainability Reporting Directive (CSRD), 
lays down the conditions for the adoption by the European Commission of 
the delegated acts on the European Sustainability Reporting Standards 
(ESRS), including the need to request an opinion to the EBA. 
 
The draft ESRS set out the rules and requirements for companies to report 
on sustainability-related aspects under the Corporate Sustainable 
Reporting Directive (CSRD).  
 
On 28 July 2022, the EBA submitted its comment letter to EFRAG on 
exposure drafts ESRS 1, ESRS 2 and ESRS E1.   
 
Following this public consultation, the first set of standards was submitted 
by EFRAG to the European Commission last November, in line with the 
Commission’s mandate.  
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Following this submission, the European Commission requested the 
opinion of the EBA on the technical advice provided by EFRAG, as required 
by the CSRD. 
 
To read more: 

https://www.eba.europa.eu/sites/default/documents/files/document_libr
ary/Publications/Opinions/2023/1051231/EBA-Op-2023-01%20%28Opin
ion%20of%20the%20EBA%20on%20the%20draft%20ESRS%29.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2023/1051231/EBA-Op-2023-01%20%28Opinion%20of%20the%20EBA%20on%20the%20draft%20ESRS%29.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2023/1051231/EBA-Op-2023-01%20%28Opinion%20of%20the%20EBA%20on%20the%20draft%20ESRS%29.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2023/1051231/EBA-Op-2023-01%20%28Opinion%20of%20the%20EBA%20on%20the%20draft%20ESRS%29.pdf
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Number 3 

EIOPA issues its opinion on draft standards governing corporate 
sustainability disclosures 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
has published its Opinion on the European Financial Reporting Advisory 
Group’s technical advice concerning European Sustainability Reporting 
Standards (ESRS) following the request of the European Commission. 
 
In this first Opinion, EIOPA assesses whether the draft ESRS promote the 
disclosure of high-quality material sustainability information, whether the 
standards facilitate interoperability with other EU legislation and global 
standards, and, finally, whether they are conducive to a consistent and 
proportionate application by undertakings. 
 
Overall, EIOPA considers that the draft ESRS meet the above objectives 
even though some aspects can be enhanced upon. 
 
In particular, EIOPA welcomes the general approach on the materiality 
assessment and the mandatory disclosure requirements that are crucial for 
financial market participants to calculate and report their principle adverse 
impact indicators under the Sustainable Finance Disclosure Regulation 
(SFDR).  
 
Nonetheless, EIOPA is of the opinion that more clarity is needed on the 
boundaries of the value chain for insurers and pension funds so that 
relevant material sustainability impacts may be reported in a proportionate 
and risk-based manner. 
 
Regarding consistency with EU sectoral standards, EIOPA notes that 
further guidance may be necessary to foster comparability with certain 
SFDR-related indicators and that a continued dialogue among all relevant 
stakeholders would be beneficial to ensure consistent and coherent 
implementation. It is also crucial that any upcoming amendments to the 
SFDR Delegated Regulation be reflected in ESRS. 
 
Concerning international standards, EIOPA underlines the importance of 
avoiding the fragmentation of sustainability reporting requirements across 
jurisdictions.  
 
To this end, compatibility between ESRS standards and IFRS standards 
should be ensured so that European companies reporting according to 
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ESRS are automatically considered to be compliant with the IFRS 
sustainability reporting framework. 
 

 
 

 
 
The CSRD requires all large companies and all companies with securities 
listed on EU regulated markets (except micro-companies), including 
insurers and pension funds, to regularly disclose information on societal, 
governance and environmental risks, opportunities and impacts.  
 
This includes, for example, the disclosure of transition plans for climate 
change mitigation, policies on climate change mitigation and adaptation, or 
potential financial effects from material physical and transition risk.  
 
Large companies are defined in the CSRD as EU companies exceeding at 
least two of the following three criteria: more than 250 employees on 
average during the financial year; a balance sheet total in excess of 20 
million euros; a net turnover of more than 40 million euros.  
 
Subject to the derogations for captive undertakings, it is expected that 
almost all insurance companies under Solvency II and an important 
number of pension funds will qualify for reporting, including pension funds 
with a limited number of employees. 
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The CSRD requires that the Commission takes into consideration technical 
advice from EFRAG when adopting delegated acts.  
 
EFRAG issued exposure drafts of 13 standards for public consultation on 29 
April 2022. EIOPA commented on exposure drafts ESRS 1 and ESRS 2.  
 
In its comment letter to the exposure drafts, EIOPA encouraged EFRAG to 
seek a closer cooperation with the ISSB during the finalization of their 
standards, to review the rebuttable presumption accompanying the 
financial materiality definition, and review the definition of the value chain 
and use of approximations. 
 
To read more: 
https://www.eiopa.europa.eu/document-library/opinion/eiopas-opinion-e
uropean-commission-efrags-technical-advice-esrs_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/document-library/opinion/eiopas-opinion-european-commission-efrags-technical-advice-esrs_en
https://www.eiopa.europa.eu/document-library/opinion/eiopas-opinion-european-commission-efrags-technical-advice-esrs_en
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Number 4 

Statement by National Security Advisor Jake Sullivan on the New 
U.S.-EU Artificial Intelligence Collaboration 
 

 
 

The United States and the European Union signed an administrative 
arrangement to bring together experts from across the U.S. and Europe to 
further research on artificial intelligence (AI), computing, and related 
privacy protecting technologies, as underscored in the U.S.-EU Trade and 
Technology Council (TTC) commitment.  
 
This collaborative effort will drive responsible advancements in AI to 
address major global challenges with a joint development model and 
integrated research to deliver benefits to our societies through five key 
areas of focus: Extreme Weather and Climate Forecasting, Emergency 
Response Management, Health and Medicine Improvements, Electric Grid 
Optimization, and Agriculture Optimization.  
 
Together, we are confident the results of our research will extend beyond 
our partnership to benefit additional international partners and the global 
science community.  
 
Today’s announcement also builds on the vision set forth in the Declaration 
for the Future of the Internet (DFI) for an open, free, reliable, and secure 
Internet and digital technologies around the world.  
 

 
 
We look forward to deepening our cooperation with the EU through this 
initiative. 
 
To read more:  
https://www.whitehouse.gov/briefing-room/statements-releases/2022/12/05/u-s-eu-joint-state
ment-of-the-trade-and-technology-council/ 
 
https://www.whitehouse.gov/wp-content/uploads/2022/04/Declaration-for-the-Future-for-the-
Internet_Launch-Event-Signing-Version_FINAL.pdf 
 

https://www.whitehouse.gov/briefing-room/statements-releases/2022/12/05/u-s-eu-joint-statement-of-the-trade-and-technology-council/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/12/05/u-s-eu-joint-statement-of-the-trade-and-technology-council/
https://www.whitehouse.gov/wp-content/uploads/2022/04/Declaration-for-the-Future-for-the-Internet_Launch-Event-Signing-Version_FINAL.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/04/Declaration-for-the-Future-for-the-Internet_Launch-Event-Signing-Version_FINAL.pdf
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https://www.whitehouse.gov/briefing-room/statements-releases/2023/01/27/statement-by-nati
onal-security-advisor-jake-sullivan-on-the-new-u-s-eu-artificial-intelligence-collaboration/#:~:te
xt=Today%2C%20the%20United%20States%20and,Trade%20and%20Technology%20Council%
20(TTC) 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.whitehouse.gov/briefing-room/statements-releases/2023/01/27/statement-by-national-security-advisor-jake-sullivan-on-the-new-u-s-eu-artificial-intelligence-collaboration/#:~:text=Today%2C%20the%20United%20States%20and,Trade%20and%20Technology%20Council%20(TTC)
https://www.whitehouse.gov/briefing-room/statements-releases/2023/01/27/statement-by-national-security-advisor-jake-sullivan-on-the-new-u-s-eu-artificial-intelligence-collaboration/#:~:text=Today%2C%20the%20United%20States%20and,Trade%20and%20Technology%20Council%20(TTC)
https://www.whitehouse.gov/briefing-room/statements-releases/2023/01/27/statement-by-national-security-advisor-jake-sullivan-on-the-new-u-s-eu-artificial-intelligence-collaboration/#:~:text=Today%2C%20the%20United%20States%20and,Trade%20and%20Technology%20Council%20(TTC)
https://www.whitehouse.gov/briefing-room/statements-releases/2023/01/27/statement-by-national-security-advisor-jake-sullivan-on-the-new-u-s-eu-artificial-intelligence-collaboration/#:~:text=Today%2C%20the%20United%20States%20and,Trade%20and%20Technology%20Council%20(TTC)
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Number 5 

Federal Reserve Board announces denial of application by 
Custodia Bank, Inc. to become a member of the Federal Reserve 
System 
 

 
 

The Federal Reserve Board announced its denial of the application by 
Custodia Bank, Inc., Cheyenne, Wyoming, to become a member of the 
Federal Reserve System.  
 
The Board has concluded that the firm's application as submitted is 
inconsistent with the required factors under the law. 
 
Custodia is a special purpose depository institution, chartered by the state 
of Wyoming, which does not have federal deposit insurance.  
 
The firm proposed to engage in novel and untested crypto activities that 
include issuing a crypto asset on open, public and/or decentralized 
networks. 
 
The firm's novel business model and proposed focus on crypto-assets 
presented significant safety and soundness risks.  
 
The Board has previously made clear that such crypto activities are highly 
likely to be inconsistent with safe and sound banking practices.  
 
The Board also found that Custodia's risk management framework was 
insufficient to address concerns regarding the heightened risks associated 
with its proposed crypto activities, including its ability to mitigate money 
laundering and terrorism financing risks. 
 
In light of these and other concerns, the firm's application as submitted was 
inconsistent with the factors the Board is required to evaluate by law.  
 
The Board's order will be released following a review for confidential 
information. 
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To read more: 

https://www.federalreserve.gov/newsevents/pressreleases/orders2023012
7a.htm 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.federalreserve.gov/newsevents/pressreleases/orders20230127a.htm
https://www.federalreserve.gov/newsevents/pressreleases/orders20230127a.htm
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Number 6 

Memorandum of cooperation between the European Central 
Bank and the Financial Services Agency of Japan 
 

 
 

 

 
The Financial Services Agency and the European Central Bank (ECB) 
signed a Memorandum of Cooperation (MoC) regarding cooperation and 
the exchange of information in the supervision of entities that are 
supervised by each of the two authorities. 
 
The contents of this MoC include information sharing upon request, 
procedures for on-site visits by staff of one of the authorities to the 
supervised entities physically located in the jurisdiction of the other 
authority, and permissible uses and confidentiality of information shared. 
 
The memorandum: 

https://www.fsa.go.jp/inter/etc/20230120/20230120.pdf 
 

 

https://www.fsa.go.jp/inter/etc/20230120/20230120.pdf
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Number 7 

Engineering Personal Data Sharing 
 

 
 

This report attempts to look closer at specific use cases relating to personal 
data sharing, primarily in the health sector, and discusses how specific 
technologies and considerations of implementation can support the 
meeting of specific data protection.  
 
After discussing some challenges in (personal) data sharing, this report 
demonstrates how to engineer specific technologies and techniques in order 
to enable privacy preserving data sharing.  
 
More specifically it discusses specific use cases for sharing data in the 
health sector, with the aim of demonstrating how data protection principles 
can be met through the proper use of technological solutions relying on 
advanced cryptographic techniques.  
 
Next it discusses data sharing that takes place as part of another process or 
service, where the data is processed through some secondary channel or 
entity before reaching its primary recipient.  
 
Lastly, it identifies challenges, considerations and possible architectural 
solutions on intervenability aspects (such as the right to erasure and the 
right to rectification when sharing data). 
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When two or more parties decide to share their data, they become part of a 
larger data ecosystem where they can take advantage of the combined data 
set that enables the discovery, by way of computation, of new information 
or trends relating to individuals, groups of individuals, or to society as a 
whole.  
 
The easiest and most straightforward way to achieve this goal would be to 
exchange the raw data that each actor holds across technical interfaces 
putting them on a common table (i.e. a single database) but this 
hypothetical option is not really feasible.  
 
In reality we are pursuing trusted sharing environments that will make full 
use of the potential offered by a safe and secure exchange and use of 
personal data while respecting data protection principles.  
 
This report attempted to look closer at specific use cases relating to 
personal data sharing, primarily in the health sector, and to discuss how 
specific technologies and considerations of implementation can support the 
engineering of personal data sharing in practice.  
 
The analysis ranged from user-controlled data sharing to large scale 
personal data gathering and data sharing using third party service.  
 
Despite the potential of the data sharing concept and the relevant Union 
policy and law in the area, there are still considerations on which are the 
appropriate technical and organizational measures and how to engineer 
them into practice.  
 
The European legislative initiatives on data sharing described in Section 1.1 
entail the processing of large quantities of data which will also include 
personal data.  
 
Therefore, in addition to the consistency of their provisions with the GDPR, 
it is important to remove any legal uncertainty on the roles and obligations, 
not only for individuals as highlighted by the EDPB and the EDPS but also 
for the entities involved in the data sharing.  
 
In order to leverage the potential of data sharing across the EU, 
practitioners could be provided with directions on which technologies and 
techniques can be considered, under which circumstances and which data 
protection principles can be met.  
 
There are several commonly used (cryptographic) techniques (i.e. 
asymmetric encryption, pseudonyms, access control etc) that are already 
acknowledged as able to alleviate data protection risks.  
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Some of them were discussed in Section 2, Section 3 and Section 4. In 
emerging concepts such as data spaces and data intermediaries, however, 
the risks introduced cannot always be adequately addressed only by such 
techniques.  
 
This is due to the fact that data subjects want to preserve confidentiality of 
the data they are sharing, they might not know beforehand with whom they 
might be sharing data with or might want to share accumulated datasets.  
 
Although there are advanced techniques that are still evolving, they should 
not be considered as of purely academic interest since there exist practical 
implementations in real use case scenarios.  
 
Lastly, since the majority of the technologies described earlier and in 
previous ENISA reports rely on asymmetric cryptography, the advent of 
quantum computing and the impact on the security of currently used 
asymmetric ciphers should be anticipated.  
 
Following the deployment of data sharing infrastructures and services, we 
cannot expect that they will cease to operate due to possible inadequacy of 
the asymmetric ciphers.  
 
This is where crypto agility becomes relevant as it allows for a switch 
between algorithms, cryptographic primitives, and other encryption 
mechanisms without significant changes in the overall IT system or 
process. 
 
To read more: 
https://www.enisa.europa.eu/publications/engineering-personal-data-sha
ring 
 

 

https://www.enisa.europa.eu/publications/engineering-personal-data-sharing
https://www.enisa.europa.eu/publications/engineering-personal-data-sharing
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Number 8 

Insurance Stress Test 2022 feedback 
 

 
 

This letter contains the results of the PRA Insurance Stress Test 2022 (IST 
2022) launched in May 2022. In total, 54 insurers took part (16 life 
insurers, 17 general insurers, and 21 Lloyd’s syndicates).  
 
Life insurers were asked to assess their solvency position following an 
adverse economic scenario and an increase in longevity; and general 
insurers and Lloyd’s syndicates were asked to assess their solvency position 
against a set of insured natural catastrophe (NatCat) and cyber losses. 
 
We would like to thank all participants for their cooperation in enabling us 
to meet the three objectives of this exercise; namely: 
 
1) assessing sector resilience; 
 
2) supporting capacity building in risk management; and 
 
3) guiding supervisory activity. 
 
This letter sets out our findings on sector resilience and provides thematic 
observations that support improvements in risk management.  
 
PRA Supervision teams will use individual firm responses to inform their 
supervisory strategy, which may result in follow-up discussions and actions. 
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To read more: 

https://www.bankofengland.co.uk/prudential-regulation/letter/2023/ist-
2022-report 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bankofengland.co.uk/prudential-regulation/letter/2023/ist-2022-report
https://www.bankofengland.co.uk/prudential-regulation/letter/2023/ist-2022-report
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Number 9 

Countercyclical capital buffer 
 

 
 

The countercyclical capital buffer (CCyB) is designed to counter 
procyclicality in the financial system.  
 
When cyclical systemic risk is judged to be increasing, institutions should 
accumulate capital to create buffers that strengthen the resilience of the 
banking sector during periods of stress when losses materialise.  
 
This will help maintain the supply of credit to the economy and dampen the 
downswing of the financial cycle. The CCyB can also help dampen excessive 
credit growth during the upswing of the financial cycle. 
 
Please consult the respective national authorities’ websites for the most 
up-to-date information. The tables below will be updated after the ESRB 
has received official notifications of the measures (last updated: 10 January 
2023). 
 
The following map shows current CCyB rates set (i.e. after the 12-month 
phase-in period) in Europe: 
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To read more: 

https://www.esrb.europa.eu/national_policy/ccb/html/index.en.html 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.esrb.europa.eu/national_policy/ccb/html/index.en.html


P a g e  | 29 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 10 

Think before you link 
 

 
 

Have you ever encountered someone online who was not who they seemed? 
 
In the digital age, online social and professional networking sites are 
enabling us to be more joined up than ever, but also expose us to 
unforeseen risks. 
 
Our app can help keep you, your colleagues, and the country safe from 
being targeted by malicious profiles online. 
 
The Think Before You Link campaign, on which this app is based, is 
designed to raise awareness of the threat posed by hostile state actors and 
organised criminals from trying to steal intellectual property or information 
through social media and professional networking sites.  
 

 
 
How do they trick you? 
 
Typically, hostile actors and criminals contact the target posing as an 
interested ‘employer’ or recruitment consultant presenting a unique 
business opportunity.  
 
They ask for further details about the target’s background, try to “sell” the 
business opportunity, and insist on discussing it privately, away from the 
initial website. 
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This kind of engagement is an attempt to understand the level of access the 
individual has to sensitive information, draw it out from them, and build a 
longer term relationship.  
 
Most of the time the target is not aware of the real purpose of the approach. 
In some instances, they believe they are providing information to develop a 
legitimate business opportunity.  
 

 
 
About CPNI  
 
CPNI is the government authority for protective security advice to the UK 
national infrastructure. Our role is to protect national security by helping to 
reduce the vulnerability of the national infrastructure to terrorism and 
other threats. We are accountable to the Director General of MI5. 
 
There are also other nationally important assets or events, including 
high-profile iconic targets, where impact of damage would be equally 
serious even though these do not deliver an essential service. Our advice 
delivery extends to help the protection of such assets and events. 
 
CPNI is committed to equality, diversity and inclusion (EDI). EDI is 
integral to our culture and working practices, as well as our protective 
security efforts. We also work closely with key partners to promote greater 
EDI in the wider security profession.  
 
To read more: https://thinkbeforeyoulink.app 
 

 
 
 

https://thinkbeforeyoulink.app/
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

