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Monday, January 16, 2023 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
I have just read for the second time the EU 
Artificial Intelligence Act (AI Act, Council 
Proposal 25.11.2022) of the European 
Union. I am particularly interested in the definition and regulation of the 
“subliminal components” of AI systems, and how it affects Psychological 
operations (PSYOP) in the increasingly important field of information 
confrontation. 
 
In Latin, “sub” means below, and “limen” is the threshold. Subliminal is 
something that exists just below the threshold of conscious awareness.  
 
We read in the AI Act: “AI-enabled manipulative techniques can be used to 
persuade persons to engage in unwanted behaviours, or to deceive them by 
nudging them into decisions in a way that subverts and impairs their 
autonomy, decision-making and free choices. The placing on the market, 
putting into service or use of certain AI systems materially distorting 
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human behaviour, whereby physical or psychological harms are likely to 
occur, are particularly dangerous and should therefore be forbidden.”  
 
“Such AI systems deploy subliminal components such as audio, image, 
video stimuli that persons cannot perceive as those stimuli are beyond 
human perception or other subliminal techniques that subvert or impair 
person’s autonomy, decision-making or free choices in ways that people are 
not consciously aware of, or even if aware not able to control or resist, for 
example in cases of machine-brain interfaces or virtual reality.” 
 
In Article 2 of the AI Act, we read that the regulation applies to: 
 
- providers placing on the market or putting into service AI systems in the 

EU, irrespective of whether those providers are physically present or 
established within the Union or in a third country; 

 
- users of AI systems who are physically present or established within the 

EU; 
 
- providers and users of AI systems who are physically present or 

established in a third country, where the output produced by the system 
is used in the Union; 

 
- importers and distributors of AI systems; 

 
- product manufacturers placing on the market or putting into service an 

AI system together with their product and under their own name or 
trademark; 

 
- authorised representatives of providers, which are established in the 

Union;”  
 
Obviously we have interesting extraterritorial application of EU law. But 
how it affects Psychological Operations? 
 
Psychological operations are planned political, economic, military, and 
ideological activities directed towards foreign countries, organizations, and 
individuals in order to create emotions, attitudes, understanding, beliefs, 
and behavior favourable to the achievement of political and military 
objectives. No matter if we like it or not, this is an important part or the 
new hybrid warfare. 
 
In Article 2, paragraph 3 of the AI Act, we read: “This Regulation shall not 
apply to AI systems if and insofar placed on the market, put into 
service, or used with or without modification of such systems for the 
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purpose of activities which fall outside the scope of Union law, and in any 
event activities concerning military, defence or national security, regardless 
of the type of entity carrying out those activities.” 
 
The exclusion for military and defence purposes is justified both by Article 
4(2) of the Treaty on European Union (TEU), and by the common EU 
defence policy covered by Chapter 2 of Title V of the TEU. 
 
The exclusion for national security purposes is justified by the fact that 
national security remains the sole responsibility of Member States in 
accordance with Article 4(2) of the TEU. 
 
Read more at number 5 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Agencies issue joint statement on crypto-asset risks to banking 
organizations 
Board of Governors of the Federal Reserve System, Federal Deposit 
Insurance Corporation, Office of the Comptroller of the Currency 
 

 
 

The Board of Governors of the Federal Reserve System (Federal Reserve), 
the Federal Deposit Insurance Corporation (FDIC), and the Office of the 
Comptroller of the Currency (OCC) (collectively, the agencies) are issuing 
the following statement on crypto-asset1 risks to banking organizations. 
 
The events of the past year have been marked by significant volatility and 
the exposure of vulnerabilities in the crypto-asset sector. These events 
highlight a number of key risks associated with crypto-assets and 
crypto-asset sector participants that banking organizations should be 
aware of, including: 
 
- Risk of fraud and scams among crypto-asset sector participants. 

 
- Legal uncertainties related to custody practices, redemptions, and 

ownership rights, some of which are currently the subject of legal 
processes and proceedings. 

 
- Inaccurate or misleading representations and disclosures by 

crypto-asset companies, including misrepresentations regarding federal 
deposit insurance, and other practices that may be unfair, deceptive, or 
abusive, contributing to significant harm to retail and institutional 
investors, customers, and counterparties. 

 
- Significant volatility in crypto-asset markets, the effects of which 

include potential impacts on deposit flows associated with crypto-asset 
companies. 

 
- Susceptibility of stablecoins to run risk, creating potential deposit 

outflows for banking organizations that hold stablecoin reserves. 
 

- Contagion risk within the crypto-asset sector resulting from 
interconnections among certain crypto-asset participants, including 
through opaque lending, investing, funding, service, and 
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operational arrangements. These interconnections may also present 
concentration risks for banking organizations with exposures to the 
crypto-asset sector. 
 
- Risk management and governance practices in the crypto-asset sector 

exhibiting a lack of maturity and robustness. 
 

- Heightened risks associated with open, public, and/or decentralized 
networks, or similar systems, including, but not limited to, the lack of 
governance mechanisms establishing oversight of the system; the 
absence of contracts or standards to clearly establish roles, 
responsibilities, and liabilities; and vulnerabilities related to 
cyber-attacks, outages, lost or trapped assets, and illicit finance. 

 
It is important that risks related to the crypto-asset sector that cannot be 
mitigated or controlled do not migrate to the banking system. The agencies 
are supervising banking organizations that may be exposed to risks 
stemming from the crypto-asset sector and carefully reviewing any 

proposals from banking organizations to engage in activities that involve 
crypto-assets.  
 
Through the agencies’ case-by-case approaches to date, the agencies 
continue to build knowledge, expertise, and understanding of the risks 
crypto-assets may pose to banking organizations, their customers, and the 
broader U.S. financial system.  
 
Given the significant risks highlighted by recent failures of several large 
crypto-asset companies, the agencies continue to take a careful and 
cautious approach related to current or proposed crypto-asset-related 
activities and exposures at each banking organization. 
 
To read more: 

https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg202
30103a1.pdf 
 

 
 
 
 
 
 

https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20230103a1.pdf
https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20230103a1.pdf


P a g e  | 8 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 2 

Addressing the risks in crypto: laying out the options 
Matteo Aquilina, Jon Frost and Andreas Schrimpf 
 

 
 

Key takeaways 
 
• The recent high-profile failures of FTX and other crypto firms have 
re-ignited the debate on the appropriate policy response to address the 
risks in crypto, including through regulation. 
 
• The “shadow financial” functions enabled by crypto markets share many 
of the vulnerabilities of traditional finance. These risks are exacerbated by 
specific features of crypto. 
 
• Authorities may consider different – not mutually exclusive – lines of 
action to tackle the risks in crypto. These include containment or regulation 
of the crypto sector or an outright ban. 
 
• Central banks and public authorities could also work to make TradFi more 
attractive. A key option is to encourage sound innovation with central bank 
digital currencies (CBDCs). 
 
After the failure of several major crypto firms, addressing the risks from 
crypto markets has become a more pressing policy issue.  
 
Cryptoasset markets have gone through booms and busts before, and so far, 
the busts have not led to wider contagion threatening financial stability. Yet 
the scale and prominence of recent failures heighten the urgency of 
addressing these risks before crypto markets become systemic.  
 
The crypto ecosystem and the “shadow financial” functions it engages in, 
through centralised financial entities (CeFi) and decentralised finance 
(DeFi) protocols, share many of the vulnerabilities that are familiar from 
traditional finance (TradFi).  
 
But several factors exacerbate the standard risks. These relate to high 
leverage, liquidity and maturity mismatches and substantial information 
asymmetries. Policy responses should consider how to address these 
sources of risk appropriately, given the borderless nature of crypto.  
 
This bulletin briefly summarises the lessons of the 2022 turmoil. It then 
outlines three – non-mutually exclusive – lines of action to address the 
risks in crypto: a ban, containment and regulation, as well as their pros and 
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cons. It also outlines complementary lines of policy action to address 
inefficiencies in TradFi and curb the demand for crypto.  
 
One key option would be to encourage sound innovation with CBDCs. An 
online appendix gives a selective overview of ongoing initiatives in crypto 
regulation. 
 
The recent crypto turmoil: features and lessons  
 

 
 
After peaking in late 2021, when cryptoasset prices, stablecoin volumes and 
DeFi activity reached all-time highs (Graph 1, left-hand panel), the crypto 
ecosystem faced turmoil in 2022.  
 
The decline started early in the year, but problems became acute in May. It 
was then that a large stablecoin, TerraUSD (UST) – which relied on an 
algorithm to maintain its peg to the US dollar – collapsed, causing 
contagion in crypto markets (Graph 1, centre panel).  
 
A period of relative calm followed, but crypto markets again saw serious 
stress in November 2022, when the FTX crypto trading platform declared 
bankruptcy. In the past, despite repeated turmoil, the crypto ecosystem has 
survived and prices have often recovered (Graph 1, right-hand panel). 
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There are thus reasons to doubt that crypto will fade away on its own. In 
particular, a substantial part of the crypto community firmly believes in the 
ideological pursuit of a decentralised system as an alternative to TradFi.  
 
And in response to recent events, many proponents of crypto claim that 
decentralisation and the underlying crypto technology are the solution 
rather than the problem.  
 
They argue that while CeFi entities like FTX were at the epicentre of the 
stress, DeFi protocols and underlying blockchains continued to function, 
concluding that only “true” DeFi can be resilient.1 
 
To read more: https://www.bis.org/publ/bisbull66.pdf 
 

 
 

 
 
 
 
 
 
 
 
 

 

https://www.bis.org/publ/bisbull66.pdf
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Number 3 

London as a financial centre since Brexit: evidence from the 2022 
BIS Triennial Survey 
Jakub Demski, Robert N McCauley and Patrick McGuire 
 

 
 

Key takeaways: 
 
- We examine the evidence for London’s central role in trading of interest 

rate derivatives, foreign exchange, international banking and bond 
underwriting post-Brexit. 
 

- The 2022 BIS Triennial Central Bank Survey shows that London 
remains dominant in FX trading, but has lost share in euro interest rate 
swap trading to euro area centres after five Surveys showing gains. 

 
- London retains its pre-eminence in international banking, but its ties to 

the euro area have loosened in part due to the shift of euro repo clearing 
from London to Paris. 

 
When the euro arrived in 1999, London’s established dollar business 
conferred an advantage in intermediating the new number two global 
currency.  
 
To be sure, the dollar business dominates London’s international financial 
business, as it has since the 1960s (McCauley et al (2021)). But across the 
business lines examined below, London’s share in the global euro business 
tended to exceed its global dollar share.  
 
The Brexit vote in 2016 put into play London’s role in intermediating the 
euro and thus its role as an international financial centre (IFC). 
 
Britain’s exit from the European Union (EU) in early 2021 left firms in 
London without a passport to offer financial services throughout the EU.  
 
It also gave fresh impetus to European authorities’ long-running efforts to 
shift euro-denominated financial activity to the euro area. This would put 
key euro transactions in firms within close reach of central bank liquidity 
backstops and under the immediate purview of euro area supervision.  
 
Clearing of euro repo has already shifted from London to the euro area, 
more a result of the push for efficiencies in margining than of Brexit (Hill 
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and Westphal (2021)). More contentious are the ongoing efforts to shift the 
clearing of euro interest rate swaps as well. 
 
In international banking, ECB bank supervisors are pressing for the EU 
operations of foreign banks to stand on their own and not to depend on 
affiliates abroad for key functions. 
 
Enough time has elapsed since the 2016 vote to start to assess the effect of 
these initiatives, recognising that forces other than Brexit are at work (eg 
the phasing out of Libor).  
 
In what follows, we examine London’s role as an IFC across four business 
lines: the trading of interest rate derivatives (IRD) and foreign exchange 
(FX), international banking, and bond underwriting.  
 
London’s loss of euro business in any of these lines could have implications 
for its dollar business lines, since synergies across lines derive strength 
from one another and in turn reinforce London’s position in the dollar.  
 

Since Brexit, London’s position has been marginally eroded in only some of 
the business lines we examine.  
 
The recently published 2022 BIS Triennial Survey, the first since the United 
Kingdom’s formal departure from the EU, shows that London has remained 
the dominant centre for over-the-counter (OTC) trading of FX and euro 
interest rate derivatives (IRD).  
 
But it has lost share in euro and dollar IRD, in the latter case owing to 
Libor’s end rather than Brexit.  
 
In international banking, London has retained its top position, but its role 
as a banking hub for the euro area has waned. In the underwriting of euro 
international bonds, London firms have until recently stood their ground, 
but recent data raise questions. At the same time, the ongoing responses to 
European authorities’ initiatives leave our assessment a preliminary one.  
 

To read more: https://www.bis.org/publ/bisbull65.pdf 
 

 
 
 

https://www.bis.org/publ/bisbull65.pdf
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Number 4 

Public responses to consultation on achieving greater 
convergence in cyber incident reporting 
 

 
 

On 17 October 2022, the FSB published Achieving Greater Convergence in 
Cyber Incident Reporting – Consultative document. You may visit: 
https://www.fsb.org/2022/10/achieving-greater-convergence-in-cyber-inc
ident-reporting-consultative-document/ 
 

 
 

 
 
Interested parties were invited to provide written comments by 31 
December 2022. The public comments received are available below. 
 

https://www.fsb.org/2022/10/achieving-greater-convergence-in-cyber-incident-reporting-consultative-document/
https://www.fsb.org/2022/10/achieving-greater-convergence-in-cyber-incident-reporting-consultative-document/
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The FSB thanks those who took the time and effort to express their views. 
The FSB expects to publish the final report in April 2023. 
 
We have very interesting responses from: 
 
- Banking Association of South Africa 
- EBA Clearing 
- European Banking Federation 
- Financial Services Sector Coordinating Council 
- German Banking Industry Committee 
- Global Financial Markets Association 
- Global Legal Entity Identifier Foundation 
- Google Cloud 
- Institute of International Finance 
- Insurance Europe 
- Intesa Sanpaolo 
- NASDAQ 
- SWIFT 
- Swiss Insurance Association 
- UK Finance 
- Unipol 
- World Council 
- World Federation of Exchanges 

 

 
To read more: 

https://www.fsb.org/2023/01/public-responses-to-consultation-on-achiev
ing-greater-convergence-in-cyber-incident-reporting/ 
 

 
 
 

https://www.fsb.org/2023/01/public-responses-to-consultation-on-achieving-greater-convergence-in-cyber-incident-reporting/
https://www.fsb.org/2023/01/public-responses-to-consultation-on-achieving-greater-convergence-in-cyber-incident-reporting/
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Number 5 
Council of the European Union 

 Proposal for a Regulation laying down harmonised rules on 
artificial intelligence (Artificial Intelligence Act) 
 

 
 

The purpose of this Regulation is to improve the functioning of the internal 
market by laying down a uniform legal framework in particular for the 
development, marketing and use of artificial intelligence in conformity with 
Union values.  
 
This Regulation pursues a number of overriding reasons of public interest, 
such as a high level of protection of health, safety and fundamental rights, 
and it ensures the free movement of AI-based goods and services 
crossborder, thus preventing Member States from imposing restrictions on 
the development, marketing and use of AI systems, unless explicitly 
authorised by this Regulation.  
 
Artificial intelligence systems (AI systems) can be easily deployed in 
multiple sectors of the economy and society, including cross border, and 
circulate throughout the Union.  
 
Certain Member States have already explored the adoption of national rules 
to ensure that artificial intelligence is safe and is developed and used in 
compliance with fundamental rights obligations.  
 
Differing national rules may lead to fragmentation of the internal market 
and decrease legal certainty for operators that develop, import or use AI 
systems.  
 
A consistent and high level of protection throughout the Union should 
therefore be ensured, while divergences hampering the free circulation of 
AI systems and related products and services within the internal market 
should be prevented, by laying down uniform obligations for operators and 
guaranteeing the uniform protection of overriding reasons of public interest 
and of rights of persons throughout the internal market based on Article 114 
of the Treaty on the Functioning of the European Union (TFEU).  
 
To the extent that this Regulation contains specific rules on the protection 
of individuals with regard to the processing of personal data concerning 
restrictions of the use of AI systems for ‘real-time’ remote biometric 
identification in publicly accessible spaces for the purpose of law 
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enforcement, it is appropriate to base this Regulation, in as far as those 
specific rules are concerned, on Article 16 of the TFEU. In light of those 
specific rules and the recourse to Article 16 TFEU, it is appropriate to 
consult the European Data Protection Board. 
 
Artificial intelligence is a fast evolving family of technologies that can 
contribute to a wide array of economic and societal benefits across the 
entire spectrum of industries and social activities.  
 
By improving prediction, optimising operations and resource allocation, 
and personalising digital solutions available for individuals and 
organisations, the use of artificial intelligence can provide key competitive 
advantages to companies and support socially and environmentally 
beneficial outcomes, for example in healthcare, farming, education and 
training, infrastructure management, energy, transport and logistics, public 
services, security, justice, resource and energy efficiency, and climate 
change mitigation and adaptation.  
 
At the same time, depending on the circumstances regarding its specific 
application and use, artificial intelligence may generate risks and cause 
harm to public interests and rights that are protected by Union law. Such 
harm might be material or immaterial.  
 
A Union legal framework laying down harmonised rules on artificial 
intelligence is therefore needed to foster the development, use and uptake 
of artificial intelligence in the internal market that at the same time meets a 
high level of protection of public interests, such as health and safety and the 
protection of fundamental rights, as recognised and protected by Union 
law.  
 
To achieve that objective, rules regulating the placing on the market and 
putting into service of certain AI systems should be laid down, thus 
ensuring the smooth functioning of the internal market and allowing those 
systems to benefit from the principle of free movement of goods and 
services.  
 
By laying down those rules and building on the work of the High-level 
Expert Group on Artificial Intelligence as reflecetd in the Guidelines for 
Trustworthy Artificial Intelligence in the EU, this Regulation supports the 
objective of the Union of being a global leader in the development of secure, 
trustworthy and ethical artificial intelligence as stated by the European 
Council , and it ensures the protection of ethical principles, as specifically 
requested by the European Parliament. 
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Aside from the many beneficial uses of artificial intelligence, that 
technology can also be misused and provide novel and powerful tools for 
manipulative, exploitative and social control practices.  
 
Such practices are particularly harmful and should be prohibited because 
they contradict Union values of respect for human dignity, freedom, 
equality, democracy and the rule of law and Union fundamental rights, 
including the right to non-discrimination, data protection and privacy and 
the rights of the child. 
 
AI-enabled manipulative techniques can be used to persuade persons to 
engage in unwanted behaviours, or to deceive them by nudging them into 
decisions in a way that subverts and impairs their autonomy, 
decision-making and free choices.  
 
The placing on the market, putting into service or use of certain AI systems 
materially distorting human behaviour, whereby physical or psychological 
harms are likely to occur, are particularly dangerous and should therefore 
be forbidden.  
 
Such AI systems deploy subliminal components such as audio, image, video 
stimuli that persons cannot perceive as those stimuli are beyond human 
perception or other subliminal techniques that subvert or impair person’s 
autonomy, decision-making or free choices in ways that people are not 
consciously aware of, or even if aware not able to control or resist, for 
example in cases of machine-brain interfaces or virtual reality.  
 
In addition, AI systems may also otherwise exploit vulnerabilities of a 
specific group of persons due to their age, disability within the meaning of 
Directive (EU) 2019/882, or a specific social or economic situation that is 
likely to make those persons more vulnerable to exploitation such as 
persons living in extreme poverty, ethnic or religious minorities.  
 
Such AI systems can be placed on the market, put into service or used with 
the objective to or the effect of materially distorting the behaviour of a 
person and in a manner that causes or is reasonably likely to cause physical 
or phycological harm to that or another person or groups of persons, 
including harms that may be accumulated over time.  
 
The intention to distort the behaviour may not be presumed if the 
distortion results from factors external to the AI system which are outside 
of the control of the provider or the user, meaning factors that may not be 
reasonably foreseen and mitigated by the provider or the user of the AI 
system.  
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In any case, it is not necessary for the provider or the user to have the 
intention to cause the physical or psychological harm, as long as such harm 
results from the manipulative or exploitative AI-enabled practices.  
 
The prohibitions for such AI practices are complementary to the provisions 
contained in Directive 2005/29/EC, notably that unfair commercial 
practices leading to economic or financial harms to consumers are 
prohibited under all circumstances, irrespective of whether they are put in 
place through AI systems or otherwise.  
 
The prohibitions of manipulative and exploitative practices in this 
Regulation should not affect lawful practices in the context of medical 
treatment such as psychological treatment of a mental disease or physical 
rehabilitation, when those practices are carried out in accordance with the 
applicable medical standards and legislation.  
 
In addition, common and legitimate commercial practices that are in 
compliance with the applicable law should not in themselves be regarded as 
constituting harmful manipulative AI practices. 
 
To read more: 

https://data.consilium.europa.eu/doc/document/ST-14954-2022-INIT/en
/pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://data.consilium.europa.eu/doc/document/ST-14954-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-14954-2022-INIT/en/pdf
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Number 6 

EBA Risk Dashboard shows that capital and liquidity ratios 
remain robust 
 

 
 

The European Banking Authority (EBA) published its quarterly Risk 
Dashboard together with the results of the autumn edition of the Risk 
Assessment Questionnaire (RAQ). 
 

 
 

- Overall, banks maintain robust capital and liquidity ratios. 
 

- The average Common Equity Tier 1 (CET1) ratio declined slightly to 
14.8% from 15% in the previous quarter on a fully loaded basis. 

 
- The average Liquidity Coverage Ratio (LCR) reached 162.5% (164.9% in 

Q2 2022) while the average Net Stable Funding Ratio (NSFR) remained 
at 126.9%. 

 
- The non-performing loan (NPL) ratio declined slightly to just below 

1.8%. However, banks’ asset quality expectations have further 
deteriorated, notably for SME and consumer finance. 

 
- Average return on equity (RoE) remains stable supported by increases 

in net interest income 
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- Banks and analysts remain optimistic about profitability prospects. 

 
- EU Taxonomy used by banks engaged in green lending 

 

 
To read more: 

https://www.eba.europa.eu/eba-risk-dashboard-shows-capital-and-liquidi
ty-ratios-remain-robust 
 

 
 
 
 
 
 
 
 
 

https://www.eba.europa.eu/eba-risk-dashboard-shows-capital-and-liquidity-ratios-remain-robust
https://www.eba.europa.eu/eba-risk-dashboard-shows-capital-and-liquidity-ratios-remain-robust
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Number 7 

Panel on "Central Bank Independence and the 
Mandate—Evolving Views" 
Chair Jerome H. Powell, at the Symposium on Central Bank Independence, 
Sveriges Riksbank, Stockholm, Sweden 
 

 
 

I will address three main points.  
 
First, the Federal Reserve's monetary policy independence is an important 
and broadly supported institutional arrangement that has served the 
American public well.  
 
Second, the Fed must continuously earn that independence by using our 
tools to achieve our assigned goals of maximum employment and price 
stability, and by providing transparency to facilitate understanding and 
effective oversight by the public and their elected representatives in 
Congress.  
 
Third, we should "stick to our knitting" and not wander off to pursue 
perceived social benefits that are not tightly linked to our statutory goals 
and authorities. 
 
Central bank independence and transparency 
 
On the first point, the case for monetary policy independence lies in the 
benefits of insulating monetary policy decisions from short-term political 
considerations. 
 
Price stability is the bedrock of a healthy economy and provides the public 
with immeasurable benefits over time. But restoring price stability when 
inflation is high can require measures that are not popular in the short term 
as we raise interest rates to slow the economy.  
 
The absence of direct political control over our decisions allows us to take 
these necessary measures without considering short-term political factors. I 
believe that the benefits of independent monetary policy in the U.S. context 
are well understood and broadly accepted. 
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In a well-functioning democracy, important public policy decisions should 
be made, in almost all cases, by the elected branches of government. Grants 
of independence to agencies should be exceedingly rare, explicit, tightly 
circumscribed, and limited to those issues that clearly warrant protection 
from short-term political considerations. 
 
With independence comes the responsibility to provide the transparency 
that enables effective oversight by Congress, which, in turn, supports the 
Fed's democratic legitimacy.  
 
At the Fed, we treat this as an active, not passive, responsibility, and over 
the past several decades we have steadily broadened our efforts to provide 
meaningful transparency about the basis for, and consequences of, the 
decisions we make in service to the American public.  
 
We are tightly focused on achieving our statutory mandate and on 
providing useful and appropriate transparency. 
 
Sticking to our mandate 
 
It is essential that we stick to our statutory goals and authorities, and that 
we resist the temptation to broaden our scope to address other important 
social issues of the day. Taking on new goals, however worthy, without a 
clear statutory mandate would undermine the case for our independence. 
 
In the area of bank regulation, too, the Fed has a degree of independence, as 
do the other federal bank regulators. Independence in this area helps 
ensure that the public can be confident that our supervisory decisions are 
not influenced by political considerations. 
 
Today, some analysts ask whether incorporating into bank supervision the 
perceived risks associated with climate change is appropriate, wise, and 
consistent with our existing mandates. 
 
Addressing climate change seems likely to require policies that would have 
significant distributional and other effects on companies, industries, 
regions, and nations. Decisions about policies to directly address climate 
change should be made by the elected branches of government and thus 
reflect the public's will as expressed through elections. 
 
At the same time, in my view, the Fed does have narrow, but important, 
responsibilities regarding climate-related financial risks. These 
responsibilities are tightly linked to our responsibilities for bank 
supervision. 
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The public reasonably expects supervisors to require that banks 
understand, and appropriately manage, their material risks, including the 
financial risks of climate change. 
 
But without explicit congressional legislation, it would be inappropriate for 
us to use our monetary policy or supervisory tools to promote a greener 
economy or to achieve other climate-based goals.7 We are not, and will not 
be, a "climate policymaker." 
 
To read more: 

https://www.federalreserve.gov/newsevents/speech/powell20230110a.ht
m 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.federalreserve.gov/newsevents/speech/powell20230110a.htm
https://www.federalreserve.gov/newsevents/speech/powell20230110a.htm
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Number 8 

Information Laundering via Baltnews on Telegram 
 

 
 

Information has long been used as a foreign policy tool by the Kremlin. 
Most recently the Russian attack on Ukraine has prompted a new wave of 
research into the way pro-Kremlin messaging is spread in Western 
countries and to what effect.  
 
This study examines a specific form of information influence campaigns 
(IICs): information laundering (IL). IL is a compilation of deception 
techniques and thus has the potential to change readers’ beliefs and 
attitudes.  
 
Overall, the study presents a refined, systematic, and reproducible way to 
identify which current IL attempts target the audience of a specific 
Telegram channel, and which networks of websites are behind these 
attempts. It also asks which potential framing biases the audience could be 
influenced by and with what strategic aim. 
 
More specifically the Baltnews Telegram channel serves as a gateway 
systematically leading to IL attempts that are geared to reach a 
Russian-speaking audience in the Baltic States.  
 
A distinction was drawn between the overt amplification of content 
stemming from Kremlin-official sources and the covert distortion of 
content from Western news outlets via a network of intermediary websites.  
 
In total, 355 posts were screened for cases of IL, of which at least 39 showed 
signs of taking part in IL processes. These 39 cases alone are linked to the 
activity of 444 Russian-domain or Kremlin-official websites which were 
engaged in distorting information by Western news outlets.  
 
First, the techniques used to manipulate information during IL processes 
were uncovered and the network of interacting websites behind selected IL 
attempts were mapped.  
 
Second, the themes of the 39 IL attempts tied to Western media were 
compared to the way Kremlin-official sources were treated by the Baltnews 
Telegram channel in 66 cases.  



P a g e  | 25 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Coverage and framing biases as well as their potential strategic aims were 
identified. The study thereby demonstrates ways to analyse the different 
biases that IICs make use of, as well as their intended influence.  
 
The investigation reveals that, apart from increasingly amplifying 
Kremlin-official media since February 2022, like Sputnik, RT, or RIA 
Novosti, the Baltnews Telegram channel has also increasingly spread cases 
of IL, by nature a more covert technique of audience manipulation.  
 
In the process of IL, information of Western news articles was manipulated 
and spread on Russian-domain websites, later reaching NordicBaltic 
websites and the Baltnews Telegram channel.  
 
The study thus demonstrates how Russian-domain and Kremlin-official 
media systematically draw from and amplify content published in the 
Western press that can be made to align with their own messaging as part of 
IICs.  
 
Spreading IL attempts via Telegram might constitute a mechanism of 
Russian state-sponsored media to evade sanctions. 
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To read more: 

https://stratcomcoe.org/publications/information-laundering-via-baltnew
s-on-telegram-how-russian-state-sponsored-media-evade-sanctions-and-n
arrate-the-war/257 
 

 
 

 
 

https://stratcomcoe.org/publications/information-laundering-via-baltnews-on-telegram-how-russian-state-sponsored-media-evade-sanctions-and-narrate-the-war/257
https://stratcomcoe.org/publications/information-laundering-via-baltnews-on-telegram-how-russian-state-sponsored-media-evade-sanctions-and-narrate-the-war/257
https://stratcomcoe.org/publications/information-laundering-via-baltnews-on-telegram-how-russian-state-sponsored-media-evade-sanctions-and-narrate-the-war/257
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Number 9 

Achieving Foundational Security for Food Systems 
New DARPA effort seeks advanced threat-detection and warning 
capabilities for crop defense 
 

 
 

U.S. cereal crops such as corn, rice, and wheat feed hundreds of millions of 
Americans and millions more around the world. Ensuring active defense of 
these and other staple food grasses is a critical national security priority. 
 
DARPA’s Foundational Security for Food Systems (FS2) program will 
explore a pathway-based approach to provide advanced threat detection 
and warning of crop damage irrespective of the triggering agent. FS2 will 
conduct research to test the feasibility of applying this approach for defense 
of cereal crops, specifically rice and corn. 
 

 
 

“The FS2 program will test the idea that there may be only very few 
pathways in cereal crops that, when activated, are capable of resulting in 
sufficient damage to be of major concern,” said Molly Jahn, FS2 program 
manager in DARPA’s Defense Sciences Office.  
 
“Similar to how a person can have any one of thousands of viruses long 
before certain common symptoms present, we're interested in finding the 
earliest signs those pathways are active before symptoms show up in cereal 
crops. FS2 will investigate the ability to create detection and warning 
protocols based on pathways with observable plant-level effects including 
signatures that are detectable remotely. Our vision with FS2 is to shift from 
agent-focused defenses to agent-agnostic signatures that reveal if damage 
of major concern is underway.” 
 
FS2 will use rust fungi as a program test case. Rice is not susceptible to 
fungal rust pathogens; however, many other important cereal crops are, 
including corn. Despite this type of phenotypic variation between cereal 
species, many key genetic and biochemical pathways are widely conserved 
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across members of the grass family. Because of their economic impact, 
cereal rust diseases are monitored using plant and field-level data during 
the growing season through snapshot Agriculture Department surveys, and 
are scouted via cultivation and harvest equipment, drones, smartphones, 
and other devices with cameras or sensors. FS2 aims to develop validated 
models to systematically identify earliest observable features of key damage 
pathways irrespective of the activating agent. 
 
You may also visit: https://www.genome.gov/genetics-glossary/Phenotype 
 

 
 
FS2 is part of DARPA’s Disruptioneering effort designed to rapidly explore 
bold and risky ideas with the goal of accelerating scientific discovery. The 
18-month FS2 program comprises two phases. You may visit: 

https://www.darpa.mil/work-with-us/disruptioneering 
 
The 10-month first phase addresses genetic modeling with the goal of 
demonstrating that it is possible to link plant-level observable variation via 
actual and inferred pathways in corn.  
 
A second, eight-month phase aims to demonstrate whether it is possible to 
build a candidate explanatory pathways model that can link adverse 
plant-level observations of unknown origin in corn to candidate 
explanatory pathways. Maximum award value for each phase is $500,000 
for total maximum award value of $1,000,000. 
 
The FS2 program does not involve genetic modification of any organism. 
All research will be conducted in compliance with approved regulatory 
standards. 

https://www.genome.gov/genetics-glossary/Phenotype
https://www.darpa.mil/work-with-us/disruptioneering
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Interested proposers may learn more by attending the FS2 Information 
Session webcast on Jan. 17, 2023, from 3-4 p.m. ET. Registration details are 
available here: 
https://sam.gov/opp/046ffd42d3264b64b02d84e7c8eadea2/view 
 
A program announcement for FS2 with full program details and 
instructions for submitting a proposal is expected to appear on SAM.gov 
prior to the information session. 
 
To read more: https://www.darpa.mil/news-events/2023-01-03 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://sam.gov/opp/046ffd42d3264b64b02d84e7c8eadea2/view
https://www.darpa.mil/news-events/2023-01-03
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Number 10 

Wi-Fi Could Help Identify When You’re Struggling to Breathe 
 

 
 

Wi-Fi routers continuously broadcast radio frequencies that your phones, 
tablets and computers pick up and use to get you online. As the invisible 
frequencies travel, they bounce off or pass through everything around them 
— the walls, the furniture and even you. Your movements, even breathing, 
slightly alter the signal’s path from the router to your device.  
 
Those interactions don’t interrupt your internet connection, but they could 
signal when someone is in trouble. NIST has developed a deep learning 
algorithm, called BreatheSmart, that can analyze those minuscule changes 
to help determine whether someone in the room is struggling to breathe. 
And it can do so with already available Wi-Fi routers and devices. This work 
was recently published in IEEE Access. 
 
In 2020 NIST scientists wanted to help doctors fight the COVID-19 
pandemic. Patients were isolated; ventilators were scarce. Previous 
research had explored using Wi-Fi signals to sense people or movement, 
but these setups often required custom sensing devices, and data from 
these studies were very limited. 
 
“As everybody’s world was turned upside down, several of us at NIST were 
thinking about what we could do to help out,” says Jason Coder, who leads 
NIST’s research in shared spectrum metrology. “We didn’t have time to 
develop a new device, so how can we use what we already have?” 
 
Working with colleagues at the Office of Science and Engineering Labs 
(OSEL) in the FDA’s Center for Devices and Radiological Health, Coder and 
research associate Susanna Mosleh advanced a new way to use existing 
Wi-Fi routers to measure the breathing rate of a person in the room.  
 
In Wi-Fi, the “channel state information,” or CSI, is a set of signals sent 
from the client (such as a cellphone or laptop) to the access point (such as 
the router).  
 
The CSI signal sent by the client device is always the same, and the access 
point receiving the CSI signals knows what it should look like. But as the 
CSI signals travel through the environment, they get distorted as they 
bounce off things or lose strength. The access point analyzes the amount of 
distortion to adjust and optimize the link.    
 



P a g e  | 31 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

These CSI streams are small, less than a kilobyte, so it doesn’t interfere with 
the flow of data over the channel. The team modified the firmware on the 
router to ask for these CSI streams more frequently, up to 10 times per 
second, to get a detailed picture of how the signal was changing. 
 
They set up a manikin used to train medical professionals in an anechoic 
chamber with a commercial off-the-shelf Wi-Fi router and receiver.  
 
This manikin is designed to replicate several breathing conditions, from 
normal respiration to abnormally slow breathing (called bradypnea), 
abnormally rapid breathing (tachypnea), asthma, pneumonia and chronic 
obstructive pulmonary diseases, or COPD.  
 
What alters the Wi-Fi signal is the way the body moves as we breathe. Think 
of how your chest moves differently when you are wheezing or coughing, 
compared with breathing normally.  
 
As the manikin “breathed,” the movement of its chest altered the path 
traveled by the Wi-Fi signal. The team members recorded the data provided 
by the CSI streams. Although they collected a wealth of data, they still 
needed help to make sense of what they had gathered. 
 
“This is where we can leverage deep learning,” Coder said. 
 
Deep learning is a subset of artificial intelligence, a type of machine 
learning that mimics humans’ ability to learn from their past actions and 
improves the machine’s ability to recognize patterns and analyze new data.  
 
Mosleh worked on a deep learning algorithm to comb through the CSI data, 
understand it, and recognize patterns that indicated different breathing 
problems. The algorithm, which they named BreatheSmart, successfully 
classified a variety of respiratory patterns simulated with the manikin 
99.54% of the time.  
 
“Most of the work that’s been done before was working with very limited 
data,” Mosleh says. “We were able to collect data with a lot of simulated 
respiratory scenarios, which contributes to the diversity of the training set 
that was available to the algorithm.”  
 
There has been a lot of interest in using Wi-Fi signals for sensing 
applications, Coder says. He and Mosleh hope that app and software 
developers can use the process presented in the work as a framework to 
create programs to remotely monitor breathing.  
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“All the ways we’re gathering the data is done on software on the access 
point (in this case, the router), which could be done by an app on a phone,” 
Coder says. “This work tries to lay out how somebody can develop and test 
their own algorithm. This is a framework to help them get relevant 
information.” 
 
To read more: 

https://www.nist.gov/news-events/news/2022/12/wi-fi-could-help-identif
y-when-youre-struggling-breathe 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/news-events/news/2022/12/wi-fi-could-help-identify-when-youre-struggling-breathe
https://www.nist.gov/news-events/news/2022/12/wi-fi-could-help-identify-when-youre-struggling-breathe


P a g e  | 33 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

