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Monday, January 27, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Lucius Annaeus Seneca believed that a kingdom founded on 
injustice never lasts. Although the security risks are always 
very important, we have to respect privacy too, and we must 
give to the citizens the feeling that whatever we do is 
proportional, fair and justified.  
 
I have just read for the second time the new NIST Privacy Framework: A 
Tool for Improving Privacy through Enterprise Risk Management (from 
the National Institute of Standards and Technology). 
 
According to the new framework, privacy risk management is a cross - 
organizational set of processes that helps organizations to understand how 
their systems, products, and services may create problems for individuals 
and how to develop effective solutions to manage such risks.  
 
Privacy risk assessment is a sub-process for identifying and evaluating 
specific privacy risks. In general, privacy risk assessments produce the 
information that can help organizations to weigh the benefits of the data 
processing against the risks and to determine the appropriate 
response—sometimes referred to as proportionality. 
 
I like the structure of the privacy framework. It is composed of three 
parts: Core, Profiles, and Implementation Tiers.  
 
The Core is a set of privacy protection activities and outcomes that allows 
for communicating prioritized privacy protection activities and outcomes 
across an organization from the executive level to the implementation / 
operations level.  
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A Profile represents an organization’s current privacy activities or desired 
outcomes.  
 
To develop a Profile, an organization can review all of the outcomes and 
activities in the Core to determine which are most important to focus on 
based on business or mission drivers, data processing ecosystem role(s), 
types of data processing, and individuals’ privacy needs.  
 

 
 

 
 
Implementation Tiers (“Tiers”) provide a point of reference on how an 
organization views privacy risk and whether it has sufficient processes and 
resources in place to manage that risk. 
 
Tiers reflect a progression from informal, reactive responses to approaches 
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that are agile and risk informed.  
 
When selecting Tiers, an organization should consider its Target Profile(s) 
and how achievement may be supported or hampered by its current risk 
management practices, the degree of integration of privacy risk into its 
enterprise risk management portfolio, its data processing ecosystem 
relationships, and its workforce composition and training program. 
 
Read more at number 1 below. Welcome to the Top 10 list.  
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 
 

 
 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

NIST Releases Version 1.0 of Privacy Framework 
Tool will help optimize beneficial uses of data while protecting individual 
privacy. 
 

 
 

Our data-driven society has a tricky balancing act to perform: building 
innovative products and services that use personal data while still 
protecting people’s privacy.  
 
To help organizations keep this balance, the National Institute of Standards 
and Technology (NIST) is offering a new tool for managing privacy risk. 
 
The agency has just released Version 1.0 of the NIST Privacy Framework: A 
Tool for Improving Privacy through Enterprise Risk Management.  
 
Developed from a draft version in collaboration with a range of 
stakeholders, the framework provides a useful set of privacy protection 
strategies for organizations that wish to improve their approach to using 
and protecting personal data.  
 
The publication also provides clarification about privacy risk management 
concepts and the relationship between the Privacy Framework and NIST’s 
Cybersecurity Framework. 
 

 
 

“Privacy is more important than ever in today’s digital age,” said Under 
Secretary of Commerce for Standards and Technology and NIST Director 
Walter G. Copan. “The strong support the Privacy Framework’s 
development has already received demonstrates the critical need for tools 
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to help organizations build products and services providing real value, 
while protecting people’s privacy.” 
 
Personal data includes information about specific individuals, such as their 
addresses or Social Security numbers, that a company might gather and use 
in the normal course of business.  
 
Because this data can be used to identify the people who provide it, an 
organization must frequently take action to ensure it is not misused in a 
way that could embarrass, endanger or compromise the customers. 
 
The NIST Privacy Framework is not a law or regulation, but rather a 
voluntary tool that can help organizations manage privacy risk arising from 
their products and services, as well as demonstrate compliance with laws 
that may affect them, such as the California Consumer Privacy Act and the 
European Union’s General Data Protection Regulation. It helps 
organizations identify the privacy outcomes they want to achieve and then 
prioritize the actions needed to do so. 
 
“What you’ll find in the framework are building blocks that can help you 
achieve your privacy goals, which may include laws your organization needs 
to follow,” said Naomi Lefkovitz, a senior privacy policy adviser at NIST and 
leader of the framework effort. “If you want to consider how to increase 
customer trust through more privacy-protective products or services, the 
framework can help you do that. But we designed it to be agnostic to any 
law, so it can assist you no matter what your goals are.” 
 
Privacy as a basic right in the USA has roots in the U.S. Constitution, but its 
application in the digital age is still evolving, in part because technology 
itself is changing at a rapidly accelerating pace.  
 
New uses for data pop up regularly, especially in the context of the internet 
of things and artificial intelligence, which together promise to gather and 
analyze patterns in the real world that previously have gone unrecognized. 
With these opportunities come new risks. 
 
“A class of personal data that we consider to be of low value today may have 
a whole new use in a couple of years,” Lefkovitz said, “or you might have 
two classes of data that are not sensitive on their own, but if you put them 
together they suddenly may become sensitive as a unit.  
 
That’s why you need a framework for privacy risk management, not just a 
checklist of tasks: You need an approach that allows you to continually 
reevaluate and adjust to new risks.” 
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The Privacy Framework 1.0 has an overarching structure modeled on that 
of the widely used NIST Cybersecurity Framework, and the two frameworks 
are designed to be complementary and also updated over time.  
 
Privacy and security are related but distinct concepts, Lefkovitz said, and 
merely adopting a good security posture does not necessarily mean that an 
organization is addressing all its privacy needs. 
 
As with its draft version, the Privacy Framework centers on three sections: 
the Core, which offers a set of privacy protection activities; the Profiles, 
which help determine which of the activities in the Core an organization 
should pursue to reach its goals most effectively, and the Implementation 
Tiers, which help optimize the resources dedicated to managing privacy 
risk. 
 
The NIST authors plan to continue building on their work to benefit the 
framework’s users. Digital privacy risk management is a comparatively new 
concept, and Lefkovitz said they received many requests for clarification 
about the nature of privacy risk, as well as for additional supporting 
resources. 
 
“People continue to yearn for more guidance on how to do privacy risk 
management,” she said. “We have released a companion roadmap for the 
framework to point the way toward more research to address current 
privacy challenges, and we are building a repository of guidance resources 
to support implementation of the framework. We hope the community of 
users will contribute to it to advance privacy for the good of all.”  
 
To read more: 
https://www.nist.gov/system/files/documents/2020/01/16/NIST%20Priv
acy%20Framework_V1.0.pdf 
 

 

https://www.nist.gov/system/files/documents/2020/01/16/NIST%20Privacy%20Framework_V1.0.pdf
https://www.nist.gov/system/files/documents/2020/01/16/NIST%20Privacy%20Framework_V1.0.pdf
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Number 2 

Benoît Cœuré appointed to head BIS Innovation Hub 
 

 
 

The Board of Directors of the Bank for International Settlements (BIS) has 
appointed Benoît Cœuré as Head of the new BIS Innovation Hub, set up to 
foster international collaboration among central banks on innovative 
financial technology. 
 
Mr Cœuré started his new role on 15 January 2020 for a five-year term. Mr 
Cœuré has since 2013 chaired the Committee on Payments and Market 
Infrastructures, the global standard setter for payment, clearing and 
settlement services. He also led the Group of Seven working group on global 
stablecoins and co-chairs a related Financial Stability Board working group. 
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Number 3 

Stablecoins - a good or a bad solution to improve our payment 
systems? 
Denis Beau, First Deputy Governor of the Bank of France, at the Stablecoin 
Conference "Which ambitions for Europe?", organized by Paris Europlace 
and ConsenSys, Paris, 15 January 2020. 
 

 
 

Ladies and gentlemen, 
 
The growing number and forms of crypto-assets in our payments landscape 
has triggered a significant and important debate about their virtues and 
risks, in case the role of these crypto-assets in our payment systems were to 
become less marginal than it currently is.  
 
The emergence of so-called "stablecoins" has brought additional fuel to this 
debate as they could bring to the market new settlement assets and 
payment schemes, which may compete against and possibly, according to 
their promoters, replace those in commercial and central bank money, 
currently at the centre of the functioning of our payment systems. 
 
In order to share with you a few thoughts on this debate, speaking as a 
central banker and a supervisor mindful of the benefits of innovation but 
also of the risks they could bring to financial and monetary stability, I will 
focus my remarks on two topics: 
 
- Whether stablecoins can contribute to improving our payment 

landscape? 
 
- How to respond to the public policy challenges they raise? 
 

1 - Are stablecoins a brand new solution or a brand new problem? 
 

From my perspective, they can be both. Let me explain. 
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Due to their specificities, stablecoins are a novelty in tune with 
some markets' needs. 
 
In the context of the economy's digitalisation, the past decades have shown 
how Fintechs as well as Bigtechs have aimed at taking advantage of the 
latest advances in web-based technologies, notably blockchain, to provide 
new payment credit and investment services.  
 
Often, they propose to achieve this through the creation of various new 
assets (coins, tokens, stablecoins, with or without smart contracts).  
 
We all have in mind the first generation of crypto-assets such as Bitcoin and 
Ethereum, initially designed to be instruments of exchange in the digital 
world but suffering from a number of limitations, not least severe price 
volatility and a lack of guarantee of their convertibility and security.  
 
A second generation is emerging in the form of « stablecoins », such as the 
JP Morgan Coin, UBS's Utility Settlement Coin or Facebook's Libra.  
 
They share many of the features of crypto-assets but seek to stabilise the 
price of the "coin" by various means. They might therefore be more capable 
of contributing to the enhancement of payment systems, with a potentially 
global reach, especially those sponsored by large technology or financial 
firms. 
 
In the retail market, stablecoin-based solutions seek to address evolving 
consumer preferences towards instantaneous, continuous, and 
standardized payments, as consumers become ever more mobile.  
 
While this demand is largely already met through an increasingly 
diversified and digitalised supply by many payment services providers - be 
the new entrants or established players-, stablecoins could challenge the 
latter by offering cheaper, easier and instant anonymous and peer-to-peer 
payments.  
 
In addition, at the global level, we are far from having a network (or set of 
interconnected networks) that could support quick and cheap transfers of 
funds.  
 
The current supply of cashless means of payment lacks a universal and 
ergonomic cross-border solution akin to cash person-to-person payments. 
Stablecoins could be seen as a "universal" means of payment facilitating 
cross-borders payments in a single unit of account. As we know, this is an 
argument put forward by some global stablecoins promoters. 
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Furthermore, stablecoins could help remedy other limits of the existing 
payment ecosystem, even if the issues at stake might concretely vary 
between developed and developing countries.  
 
In particular, their blockchain-based technology could help improve 
wholesale clearing and settlement mechanisms and facilitate 
Delivery-versus-Payment processes as well as cross currency settlements, 
while guaranteeing resilience and recovery from operational incidents. 
 

However, stablecoins may also bring material risks to payment 
systems. 
 
As many central bankers have pointed out, stablecoins do not satisfactorily 
offer the qualities expected from a settlement asset to be used 
interchangeably with commercial bank money and central bank money.  
 
As intermediaries in exchanges, stablecoins are far less effective than a 
settlement asset with legal tender status, insofar as  
 
(i) they are not entirely stable since their price stability depends on the 
value of a basket of assets, and  
 
(ii) they offer no guarantee of a refund in the event of fraud.  
 
The fact that they have no intrinsic value and that they offer no guarantee 
that they may be converted at par upon demand with commercial bank 
money or central bank money means that they cannot be used to create 
reliable stores of value. 
 
In addition, as pointed out in the G7 report on stablecoins issued last year, 
stablecoin schemes are significantly exposed to risks of various nature, 
including legal, financial, operational and compliance risk concerning 
money laundering and terrorist financing, competition law, consumer and 
investor protection. 
 
The risks identified must be seriously addressed if stablecoins are not to 
become the « weak links » undermining the safety of our payment systems.  
 
This is all the more important as some of these risks would be amplified and 
new risks might arise if stablecoins are adopted at a global level.  
 
Stablecoins of potentially large size and reach - so-called global stablecoins 
- may indeed pose additional challenges of system-wide importance both 
domestically and internationally, for the transmission of monetary policy, 
as well as for financial stability.  



P a g e  | 14 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

They could also have implications for the international monetary system 
more generally, including currency substitution, and could therefore pose 
challenges to monetary sovereignty. 
 

2 - What role for regulatory and oversight authorities? 
 
In this context, it is first and foremost the responsibility of the private 
sector to design stablecoin schemes that do not bring undue risks to our 
payment systems.  
 
For that purpose, regulatory and oversight authorities have an important 
role to play in order to ensure that the risk management requirements to be 
met are clear, comprehensive and complied with, while preserving the 
potential for technological innovation offered by crypto-assets.  
 
To that end, they should in my view focus on three main tasks: 
 
- Firstly, working on a regulatory response that preserves the positive 
potential impact stablecoins might have on the efficiency of our payment 
systems.  
 
Given the rapid pace of innovation, which is also characteristic of stablecoin 
initiatives, this pleads for developing an agile, pragmatic and proportionate 
regulatory response rather than setting up an ad-hoc, unique and 
comprehensive framework.  
 
This would be simpler, faster to implement and to adjust, and be more 
likely to achieve level-playing field conditions.  
 
In the European context, this is an encouragement for building on and 
adapting the functional coverage of existing regulatory frameworks and, in 
some cases extending their geographical coverage.  
 
What comes to mind in particular is the framework for crypto-assets service 
providers created in France with the Pacte bill, and the European 
framework for e-money issuers, investment funds and financial market 
infrastructures.  
 
This also calls for ensuring a consistent regulatory treatment of similar 
risks, irrespective of the framework or combination of frameworks under 
which stablecoins schemes might be operated. 
 
- Secondly, coordinating the adjustment of regulatory and supervisory 
frameworks at the international level. 
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Whatever the final choice made for the European Union in terms of 
regulation strategy, such an adjustment of the regulatory framework should 
be part of broader adjustment at the global level, given the possible 
development of global stable coins.  
 
Indeed, there is a need for overall consistency to prevent regulatory 
arbitrage under the "same activities, same risks, same rules" principle.  
 
This is also necessary to address risks that fall outside existing frameworks, 
including risks to fair competition and monetary policy transmission.  
 
Indeed, in July 2019, G7 Finance Ministers and Central Bank Governors 
agreed that possible stablecoins initiatives must meet the highest regulatory 
standards, be subject to prudent supervision and oversight and that 
possible regulatory gaps should, as a matter of priority, be assessed and 
addressed.  
 
Accordingly, the Financial Stability Board is working on a global regulatory 
and supervisory approach towards stablecoins.  
 
Developing shared public policy, regulatory and supervisory goals and 
principles should help capture activities that fall outside traditional 
regulatory boundaries.  
 
It should also help prevent any discrepancies at domestic levels that may 
give rise to fragmentation and regulatory arbitrage which would be 
counterproductive for the development of these new instruments 
themselves.  
 
These goals and principles should include common requirements vis-à-vis 
GSC operators before they start their operations, such as clear and proper 
risk management policies and means, regarding their stabilisation 
mechanisms, legal certainty of users' redemption rights and potential 
claims on underlying reserve assets, and regarding linkages and exposure 
between their core components and the other entities of the financial 
system.  
 
In addition, there is a need to agree on adequate cross-border oversight 
principles and schemes between authorities in charge of jurisdictions 
impacted by the potential circulation of stablecoins.  
 
To that end, we could take inspiration and review existing standards and 
principles for cross-border cooperation in the field of market 
infrastructures or AML-CFT. 
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- Thirdly, making concrete efforts - including live experimentations - to 
address weaknesses of the current payment and settlement landscape. 
 
Adjusting the regulatory and oversight frameworks might not be enough as 
we have to make sure stablecoins do not become a bad solution to a real 
problem.  
 
Our current financial system order rests on multiple issuers of settlement 
assets linked to the anchor settlement asset provided by central banks.  
 
In order to preserve the incentives and benefits for innovation, efficiency 
and stability, central banks as issuers of the reference settlement asset need 
to revisit and possibly adapt the conditions under which they make that 
settlement asset available.  
 
In that perspective, central banks could, for instance, issue their money in 
digital form, the so-called concept of Central Bank Digital Currency 
(CBDC).  
 
This might be particularly appropriate for meeting settlement needs in 
central bank money between financial intermediairies.  
 
Indeed, asset tokenization initiatives have proliferated among financial 
players, with the the risk that such developments may lead to disorderly 
approaches and heterogeneous adjustments of settlement processes, which 
are currently mainly handled through market infrastructures.  
 
The Eurosystem, as a major provider of critical wholesale clearing and 
settlement services in euro, should therefore be open to experimenting the 
conditions under which it makes central bank money available as a 
settlement asset.  
 
To that end, we, at the Banque de France, have started gaining experience 
with innovative solutions, including in particular recourse to DLT.  
 
Experimentation is key in this area and this is why, as already announced 
by Governor Villeroy de Galhau, the Banque de France will launch a call for 
projects before the end of the first quarter of 2020.  
 
Indeed, we wish to work with industry innovators and start running 
experiments rapidly to possibly integrate a "wholesale" CBDC into 
innovative procedures for exchanging and settling tokenised financial 
assets. 
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Another contribution from central banks could be to help address one of the 
major failings of the current payment systems which is cross-border retail 
payments.  
 
This is one of the drivers of the development of crypto-assets such as 
stablecoins, and we believe we could help identify and support other 
concrete, useful and possibly complementary solutions. 
 
In conclusion, let me stress 4 points: 
 
- It is hard to anticipate the role that stablecoins and more generally 

crypto-assets might play in the payment system of the future, especially 
since the  features of these assets look set to change considerably. 

 
- While it is clear that they offer opportunities to improve our payment 

systems, they can also bring quite material risks which must be 
addressed. In that context, it is first and foremost the responsibility of 
private sector entities to design arrangements which do not bring undue 
risks to our payment systems. 

 
- Regulatory and oversight authorities also have an important role to play 

in order to ensure that risk management requirements to be met are 
clear, comprehensive, coherent across-borders and complied with, 
while preserving the potential for technological innovation offered by 
stablecoins. 

 
- Beyond contributing to the adjustment of the regulatory and oversight 

frameworks to address these risks, central banks may make further 
contributions, notably by revisiting and possibly adjusting the 
conditions under which they make central bank money available for 
settlement purposes.  

 
To that end, we should keep an open-minded approach and develop an 
in-depth understanding of innovations currently spreading across the 
financial sector, including through experimentations. This is critical for 
our capacity to help deliver a sound, proper and updated regulatory 
framework supporting innovation, and adequately mitigate their 
inherent risks. This is also critical for our capacity to adapt the 
performance of the different roles we play to fulfil our financial stability 
mandate and conduct efficient monetary policies. 

 
Thank you for your attention. 
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Number 4 

Getting to the core of culture 
John C Williams, President and Chief Executive Officer of the Federal 
Reserve Bank of New York, at "Working Together; An Interdisciplinary 
Approach to Organisational Culture", London School of Economics and 
Political Science, London. 
 

 
 

Thank you for the warm introduction. It's an absolute pleasure to be back at 
the London School of Economics, where I completed my Master's degree in 
the late 1980s. Studying at the LSE, with remarkable professors like 
Richard Layard, Chris Pissarides, George Evans, and the late Tony 
Atkinson, inspired me to pursue a career in economics and public policy.  
 
I owe a great debt of gratitude to this institution and am in awe of how it has 
evolved and grown in the past 30 years. 
 
I will say that there are a few things I have not missed since my days in 
London: the food (yes, that has changed!), the high cost of living (some 
things never change), and the endless studying for and worrying about final 
exams. But I have missed the dear friends I made, the book shops, and the 
library. 
 
It's ironic that I find myself back at the London School of Economics and 
NOT talking about economics. The views I bring to today's discussion come 
from professional and personal, rather than academic experience. 
 
I've now led two major organizations, and culture is both the hardest and 
the most important thing to get right.  
 
Culture is at the heart of behavior and norms, and the single most 
important factor driving the decision-making of employees. It's not an 
exaggeration to say that culture is critical-both when things go right, and 
when they go wrong. 
 
Before I get any deeper into ideas about culture, I should give the standard 
Fed disclaimer that the views I express today are mine alone and do not 
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necessarily reflect those of the Federal Open Market Committee or others in 
the Federal Reserve System. 
 

Culture Shapes Our Working Lives 
 
When we talk about company culture in the context of financial services, 
the first thing that comes to mind is the risky, unethical, and sometimes 
criminal behavior in the banking industry, particularly during the financial 
crisis.  
 
And 10 years on from the crisis, this behavior persists. Instances of fraud, 
money laundering, and scandals related to foreign exchange and LIBOR 
continue to make the headlines. 
 
This behavior puts a spotlight on the essential role of robust regulation and 
strict enforcement. 
 
But illicit and unethical behavior is rarely the result of an isolated "bad 
apple." It's more often the symptom of a rotten culture. And rotten cultures 
don't appear overnight-nor for that matter do positive, inclusive ones, 
where people feel empowered and accountable to upholding the values of 
the organization. 
 
Culture is created-intentionally or otherwise-by the structures, incentives, 
and behavioral norms that shape our working lives. 
 
Today I want to move our attention away from the extreme behavior that 
makes the headlines, and think more deeply about organizational cultures. 
 
What does a good culture look like? How can leaders in the industry 
establish a positive culture within their firms? And perhaps hardest of all, 
how do you ensure that a firm's culture adapts to the changing world, but 
still stays true to its values and purpose? 
 

An Ethical Dilemma 
 
Consider this: 
 
A junior banker on a successful real estate investment team is asked to run 
projections for future rental income for a mall in Hong Kong. As part of her 
research she notices a number in a spreadsheet that inflates future cash 
flows by 4 percent.  
 
She asks a senior analyst if the number should be flagged as an optimistic 
assumption, so it's clear it's not based on evidence. The senior analyst 
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responds by saying the number is a more conservative estimate than many. 
He says it's a "judgment call" and that they can discuss it once the project 
has concluded. 
 
But the project comes and goes, everyone is busy, and the senior analyst 
doesn't bring it up again. 
 
This scenario raises numerous questions: Should the junior team member 
raise the issue again or should she let it go? What was driving the behavior 
of the senior analyst? And why did no one else on the team view the 
situation as an ethical dilemma? 
 
These are the kinds of issues that people often face in a work environment. 
And this example demonstrates many of the ways culture influences 
behavior. 
 
Employees may enter an organization with a strong sense of right and 
wrong. What they may not realize is that group norms can exert a powerful 
magnetic pull on their moral compass. 
 
The junior banker knew the way the number was being presented was 
unethical, and yet she complied with her boss. The response from the senior 
analyst, describing the situation as a "judgment call," is a common 
phenomenon. Using a euphemism to describe the inflated statistic 
camouflages the wrongdoing and makes it sound more acceptable to others. 
 
We see it in our daily lives-terms like "troublemaker" and "not being a team 
player" are often used to shift the onus from the person whose behavior is 
being challenged to the challenger. 
 
Ann Tenbrunsel's work has been very important for revealing how we use 
language to disguise or excuse behavior we know to be unacceptable. 
 
One of the other issues this example illustrates is how organizational norms 
affect our own sense of what's right and wrong and whether to speak up. 
 
Many of you here today will be familiar with the Asch experiment, where 
students participated in a vision test. There was a control line and three 
other lines labelled A, B, and C. Participants had to state aloud which line 
was the same length as the control. But they had to do so after a group of 
actors had given an incorrect answer. 
 
About one third of participants went along with the majority, even though it 
was readily apparent their answers were incorrect. When asked why they 
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went along with the group they said it was because they wanted to fit in, or 
because they believed the group was better informed than they were. 
 
Does the junior banker drop the issue in an effort to fit in? Does she raise 
the issue in private, or does she call a company hotline? The answer 
depends on the complex relationship between the individual and the 
culture in which they work. 
 
I'm particularly looking forward to hearing from Celia Moore. She spoke at 
the New York Fed last year and discussed how organizations set goals and 
motivate people to achieve them.  
 
Praise, penalties, and rewards all influence an individual's behavior. Signals 
from the organization's leadership also have a major role to play: do the 
higher echelons of management value divergent views? Do they foster a 
culture where people feel empowered to speak up? 
 
All of these things shape how an individual will respond to an ethical 
dilemma, whether they will acknowledge it as such, and how they will lead 
others as they move up in an organization. 
 
As financial services professionals with great technical expertise, we often 
fall into the trap of thinking we can solve all of our problems on our own. 
But we have so much to learn from experts in other fields. 
 

Strengths as Blind Spots 
 
One of the most important lessons I've learned as a CEO is that there's no 
fixed endpoint when it comes to shaping an organization's culture. You can 
never take a step back and say, "We've finished the culture project. Well 
done! Now it's time to focus our efforts elsewhere." 
 
Culture is constantly evolving, and therefore needs to be constantly 
nurtured. One of the most challenging elements is that there's no clear 
benchmark for success. And sometimes your greatest strengths can become 
your blind spots. 
 
As an organization with a public mission and regulatory responsibilities, 
the Fed needs to have a particular focus on compliance. But cultures with a 
heavy focus on compliance can breed a sense that individuals aren't 
responsible for their actions. 
 
As a CEO, I've tackled these issues by focusing on principles and values 
rather than writing extensive policies that try to cover every potential 
decision. This puts a premium on individual accountability to do what's 
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right and creating an environment where everyone has the ability and 
responsibility to speak up.  
 
Somewhat paradoxically, focusing on principled decision making and 
accountability, rather than relying exclusively on rules and policies, can be 
the most effective safeguard against wrongdoing and unethical behavior. 

 
What's the Way Forward? 
 
Creating a positive work culture is challenging and ongoing work. And 
there's no silver bullet that can solve cultural problems overnight. 
 
In terms of how to move forward I'd like to make three brief points before I 
close: 
 
First, the fact that we're all sitting here in this room is a very positive sign. 
That so many leaders from major firms are here today, engaged in these 
issues, is a symbol of how organizational culture is moving up the agenda. 
 
The second is that the Banking Standards Board survey is a terrific tool for 
getting a snapshot of what your organization's culture looks like and how 
it's changing over time.  
 
It goes far beyond typical engagement questionnaires and provides 
powerful insights into the values of employees and the characteristics of an 
organization. It's impossible to make progress if you don't have an accurate 
picture of your starting point. 
 
The third is that when it comes to culture, I encourage everyone to look 
beyond their own lens of expertise. The Fed couldn't do its work without the 
deep knowledge of economists, lawyers, and statisticians. But the solutions 
to challenges related to a firm's culture are unlikely to be found if we keep 
our focus narrowly trained on our own specialties. We have so much to 
learn from experts in psychology, ethics, and management. 
 
That's one reason I've been so looking forward to today's panel discussion. 
It brings together experts from many of these fields, whose combined 
insights are the key to moving us all toward the business culture we want to 
see. 
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Number 5 

FBI Announces New Policy for Notifying State and Local Election 
Officials of Cyber Intrusions Affecting Election Infrastructure 
 

 
 

The Federal Bureau of Investigation (FBI) announced a new internal policy 
to clarify and guide the timely federal notification of appropriate state and 
local officials of cyber intrusions affecting election infrastructure. 
 
Protecting the integrity of elections in the United States against criminal 
activity and national security threats is among the top priorities of the 
Department of Justice (DOJ) and the FBI.  
 
Cyber intrusions affecting election infrastructure have the potential to 
cause significant negative impacts on the integrity of elections.  
 
Understanding that mitigation of such incidents often hinges on timely 
notification, the FBI has established a new internal policy outlining how the 
FBI will notify state and local officials responsible for administering 
election infrastructure of cyber activity targeting their infrastructure. 
 
The FBI’s new policy recognizes the necessity of notifying responsible state 
and local officials of credible cyber threats to election infrastructure.  
 
Each state has a designated person to serve as its chief state election official 
with ultimate authority over elections held in the state, which often 
includes certifying election results.  
 
However, most election infrastructure is owned and operated by local 
governments.  
 
Likewise, the local election process is overseen by local election officials. 
The FBI’s interactions regarding election security matters must respect 
both state and local authorities.  
 
Thus, the FBI’s new policy mandates the notification of a chief state election 
official and local election officials of cyber threats to local election 
infrastructure. 
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The new policy is informed by existing FBI policies surrounding cyber 
incident notification thresholds and cyber victim notification in general.  
 
The new policy, however, provides updated and additional guidance on the 
timely dissemination of notifications and/or threat reporting; the 
protection of victim information and disclosures; and coordination between 
FBI and other agencies in regard to election security for maximum impact.  
 
Decisions surrounding notification continue to be dependent on the nature 
and breadth of an incident and the nature of the infrastructure impacted. 
 
It is the intent of the FBI that this new policy will result in increased 
collaboration between all levels of government for the integrity and security 
of U.S. elections. 
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Number 6 

State of Vulnerabilities 2018/2019 
 

 
 

The vulnerability ecosystem has matured considerably in the last few years. 
A significant amount of effort has been invested to systematically capture, 
curate, taxonomize and communicate the vulnerabilities in terms of 
severity, impact and complexity of the associated exploit or attack.  
 
Standardisation in the description of vulnerabilities contributes not only to 
effective threat intelligence sharing, but also potentially efficient threat 
management, provided that organisations, vendors and security 
researchers actively seek to discover the vulnerabilities and respond in a 
timely fashion. 
 
As the standardisation of cataloguing and modelling the vulnerabilities 
reaches the aforementioned maturity, public or private (i.e. commercial) 
databases containing information of the actual vulnerabilities (and some 
with their exploits counterparts) have emerged.  
 
As there are a number of initiatives within the research community, quite 
naturally some databases could be considered to be more “authoritative” 
and/or “reliable” than others.  
 
However, due to the nature of the vulnerability ecosystem, it is not a 
reasonable assumption that the databases will be complete (that is, contain 
all vulnerabilities), or reliable in the sense that the information captured is 
correct, in the sense that the samples gathered can be considered to reliably 
help in drawing conclusions on the whole population.  
 
This is influenced by a number of factors, including the quality of analysis 
and assessment, the assessment framework itself, the economic aspects 
(such as the value of any available exploit), as well as the business models 
of the software vendors, threat intelligence services, and the overall security 
community. 
 
The purpose of this report is to provide an insight on both the opportunities 
and limitations the vulnerability ecosystem offers. By using the 
vulnerabilities published during the year of 2018 and Q1-Q2 of 2019 as a 
vehicle, this report goes beyond the standard exploratory analysis, 
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which is well captured by many industry whitepapers and reports, and 
attempts to answer questions related to the reliability, accuracy of the 
vulnerability sources and the widely accepted evaluation metrics. 
 
The report: 

https://www.enisa.europa.eu/publications/technical-reports-on-cybersecu
rity-situation-the-state-of-cyber-security-vulnerabilities/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.enisa.europa.eu/publications/technical-reports-on-cybersecurity-situation-the-state-of-cyber-security-vulnerabilities/
https://www.enisa.europa.eu/publications/technical-reports-on-cybersecurity-situation-the-state-of-cyber-security-vulnerabilities/
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Number 7 

Decision of the Board of Supervisors on the annual market and 
credit risk modelling comparative study 
 

 
 

Article 1 - Scope 
 
(1) Undertakings with a significant exposure to assets denominated in Euro 
and an approved internal model covering market and credit risk shall take 
part in the study. 
 
The competent authorities, following consultation with EIOPA, may have 
discretion to determine whether an undertaking's Euro denominated assets 
represent a significant exposure.  
 
Where several undertakings use a group internal model, only the group 
undertaking shall take part in the study.  
 
In case the group does not take part, then individual undertakings could 
take part. 
 
(2) The competent authorities, following consultation with EIOPA, may 
have discretion to determine the scope of the study by extending or limiting 
the scope of the default data request. 
 
Article 2 – Features of the study 
 
(1) In order to compare market and credit risk model outputs for a set of 
realistic asset portfolios, the comprehensive set of realistic asset portfolios 
shall reflect typical asset risk profiles of European insurance undertakings. 
The set shall be rich enough to construct specific asset portfolios, e.g. by 
country. 
 
(2) The study shall explore the causes for the presumed variability of 
outcomes by analysing additional information such as individual risk 
charges, e.g. individual asset classes such as fixed income, equity, etc. 
 
(3) The data request and modelling approach analysis shall provide 
valuable supporting tools to the competent authorities for the Supervisory 
Review Process (SRP) on internal models, inter alia for monitoring the 
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development of models and their calibration over time and for assessing 
model changes.  
 

Article 3 – Process 
 
(1) The competent authorities shall inform undertakings which shall take 
part in the study. An undertaking which participates in the study shall 
provide the information described in the data request by the indicated 
deadline to the competent authority concerned. 
 
(2) The competent authorities shall transmit the data received from 
undertakings to EIOPA. EIOPA shall make the data available for the EIOPA 
Project Group, which is responsible for the analysis. The storage and access 
to this data shall be subject to EIOPA’s professional secrecy and 
confidentiality rules. 
 
(3) The findings and conclusions shall be discussed and adopted by the 
Board of Supervisors by the end of the year. Individual feedback shall be 
provided to the participating undertakings by the competent authorities 
together with potential recommendations or follow-up actions. 
 
To read more: 
https://eiopa.europa.eu/Publications/Protocols/Decision%20on%20the%
20Annual%20Market%20and%20Credit%20Risk%20Modelling%20Comp
arative%20Study.PDF 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://eiopa.europa.eu/Publications/Protocols/Decision%20on%20the%20Annual%20Market%20and%20Credit%20Risk%20Modelling%20Comparative%20Study.PDF
https://eiopa.europa.eu/Publications/Protocols/Decision%20on%20the%20Annual%20Market%20and%20Credit%20Risk%20Modelling%20Comparative%20Study.PDF
https://eiopa.europa.eu/Publications/Protocols/Decision%20on%20the%20Annual%20Market%20and%20Credit%20Risk%20Modelling%20Comparative%20Study.PDF
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Number 8 

Potential Approach to Revisions to PCAOB Quality Control 
Standards 
 

 
 

The Public Company Accounting Oversight Board (PCAOB or the Board) is 
seeking public comment on a potential approach to revising the PCAOB’s 
quality control standards.  
 
This potential approach is based on the proposed international standard on 
quality management, ISQM 1, with certain differences as appropriate for 
firms that are subject to PCAOB standards and rules. 
 

 
 

To read more: 
https://pcaobus.org/Rulemaking/Docket046/2019-003-Quality-Control-C
oncept-Release.pdf 
 

 
 
 
 

https://pcaobus.org/Rulemaking/Docket046/2019-003-Quality-Control-Concept-Release.pdf
https://pcaobus.org/Rulemaking/Docket046/2019-003-Quality-Control-Concept-Release.pdf
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Number 9 

BIS expands membership and collaboration 
 

 
 

The Bank for International Settlements (BIS) is to expand its central bank 
membership base and to increase collaboration in its work as a forum for 
international cooperation and as a hub for central banks and other financial 
authorities.  
 
The BIS Board of Directors has decided to invite the central banks of 
Kuwait, Morocco and Vietnam to become members of the BIS. This is the 
first such expansion since 2011 and will take the number of members to 63.  
 
Jens Weidmann, Chair of the BIS Board, welcomed the expansion and said: 
"Reviewing membership at regular intervals ensures that the membership 
base remains in keeping with the Bank's global profile and its mandate to 
promote global monetary and financial stability."  
 
Also convening in Basel, the Global Economy Meeting (GEM) agreed to 
expand the membership of two of the central bank committees based at the 
BIS, the Committee on the Global Financial System (CGFS) and the 
Markets Committee.  
 
The CGFS, a central bank forum for monitoring and analysing broad 
financial system issues, will invite Argentina, Russia, Saudi Arabia, South 
Africa and Thailand to join. This will take the number of central bank 
members to 28.  
 
The Markets Committee, which monitors financial market developments, 
will invite Indonesia, Malaysia, Russia, South Africa and Turkey to join. 
This will take the number of central bank members to 27.  
 
GEM Chair Mark Carney said that, following the expansion, emerging 
market economies (EMEs) would make up about two fifths of the 
membership of each committee.  
 
"In the last decade, EMEs have become much larger and ever more 
connected to the global financial system. Having a representative range of 
views on financial market and monetary matters will benefit the citizens of 
EMEs and advanced economies alike," he said. 
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Number 10 

Support for Windows 7 has ended 
 

 
 

After 10 years, support for Windows 7 ended on 14 January 2020. We know 
change can be difficult, so we are here to help you with recommendations 
for what to do next and to answer questions about end of support.  
 

As of 14 January 2020, your computer running Windows 7 will still 
function but Microsoft will no longer provide the following: 
 
- Technical support for any issues 
- Software updates 
- Security updates or fixes 
 
While you could continue to use your PC running Windows 7, without 
continued software and security updates, it will be at greater risk for viruses 
and malware.  
 
Going forward, the best way for you to stay secure is on Windows 10. And 
the best way to experience Windows 10 is on a new PC. While it is possible 
to install Windows 10 on your older device, it is not recommended. 
 
More information at: 
https://www.microsoft.com/en-gb/windows/windows-7-end-of-life-suppo
rt-information 
 

 
 

 
 
 
 

https://www.microsoft.com/en-gb/windows/windows-7-end-of-life-support-information
https://www.microsoft.com/en-gb/windows/windows-7-end-of-life-support-information
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

