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Monday, January 31, 2022 

Top 10 risk and compliance related news stories and world events that (for 
better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
I have just read a very interesting paper from the European 
Union Agency for Cybersecurity (ENISA) that covers the 
methodology for and assessment of interoperability  
among risk management frameworks and methodologies. 
 
There are 3 difficult words in the first phrase of the document: What is 
methodology? What is assessment? What is interoperability? Believe it or 
not, we have no common definition and no common approach in all these 3 
areas.  
 
According to the ENISA paper, the risk management area is characterised 
by a plethora of frameworks, methodologies and methods, each of them 
with their own characteristics and following their own approach in 
managing risks.  
 
During the risk management lifecycle, practitioners might want to reuse  
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information provided by other methodologies or consider comparing 
results among frameworks.  
 
This typically requires the methodologies to be able to share information 
and therefore provide capabilities for interoperability.  
 
According to the ENISA paper, there is no single definition of 
interoperability in the literature, as this is a generic term that can be 
applied to many sectors and disciplines. As such, it strongly depends on the 
context in which it is applied, satisfying its peculiarities and specific 
demands.  
 
In the ICT sector, interoperability is considered as the ability of two or more 
systems or components to exchange information and to use the information 
that has been exchanged.  
 
ISO/IEC 2382 defines interoperability as the capability to communicate, 
execute programs, or transfer data among various functional units in a 
manner that requires the user to have little or no knowledge of the unique 
characteristics of those units. 
 
The IEEE Standard Computer Dictionary also places emphasis on the 
required effort thus defining interoperability as the ability of a system or a 
product to work with other systems or products without special effort on 
the part of the customer. This definition is also adopted by ISO 23903 
regarding interoperability in the health sector. 
 
The European Interoperability Framework defines interoperability as “the 
ability of organisations to interact towards mutually beneficial goals, 
involving the sharing of information and knowledge between these 
organisations, through the business processes they support, by means of 
the exchange of data between their ICT systems.  
 
Considering the above definitions as well as the structure of management 
frameworks for cyber risks and the targets of their individual functional 
characteristics, the interoperability of risk management frameworks and 
methodologies can be defined as the ability of a risk management 
component or methods to reuse information provided by the risk 
management components or methods of other frameworks with equal ease 
and with the same interfaces, towards the same goals. 
 
And now, something that I did not expect: 
 
“There are many areas that must be carefully considered in the paper. We 
read that risk monitoring is a process that, although essential for efficient 
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risk management, is independent of the rest of the phases and can typically 
be conducted using any assessment methodology, process or tool. As such, 
it is considered outside the scope of this report which focuses on the other 
three phases instead, i.e. Risk Identification, Risk Assessment and Risk 
Treatment.” 
 
To be honest, I am surprised with this decision. 
 
Read more at number 1 below. Welcome to our Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 
 
 
 
 
 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/


P a g e  | 4 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 1 (Page 6) 
How to achieve the Interoperability of EU Risk Management 
Frameworks 
 

 
 

Number 2 (Page 9)  
2021 IFC Annual Report 
Irving Fisher Committee on Central Bank Statistics, January 2022 
 

 
 

Number 3 (Page 12) 
Departing thoughts by Governor Quarles 
Between the Hither and the Farther Shore: Thoughts on 
Unfinished Business 
Governor Randal K. Quarles, at the American Enterprise Institute, 
Washington, D.C. 
 

 
 

Number 4 (Page 29) 
Revisiting an important speech 
Dynamic Regulation for a Dynamic Society 
Chair Gary Gensler, before the Exchequer Club of Washington, D.C. 
 

 
 

Number 5 (Page 34)  
Introductory statement  
Christine Lagarde, President of the ECB, at the meeting of the Conference 
of Parliamentary Committees for Union Affairs of the Parliaments of the 
European Union (COSAC) 
 



P a g e  | 5 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

 
 

Number 6 (Page 40) 
IAIS Roadmap sets workplan for the next two years 
 

 
 

Number 7 (Page 43)  
FSI Insights on policy implementation No 39 
Gatekeeping the gatekeepers: when big techs and fintechs own 
banks – benefits, risks and policy options  
Raihan Zamil and Aidan Lawson, January 2022 
 

 
 

Number 8 (Page 48) 
NIST Updates FIPS 201 Personal Identity Credential Standard 
The standard now goes beyond physical ID cards to include electronic 
tokens and one-time passwords. 
 

 
 

Number 9 (Page 50) 
How Sandia Labs is revealing the inner workings of quantum 
computers 
 

 
 

Number 10 (Page 53) 
Providing GPS-quality timing accuracy without GPS 
DARPA seeks to transition precision optical atomic clocks from laboratory 
to warfighter 
 

 
 
 
 



P a g e  | 6 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 1 
How to achieve the Interoperability of EU Risk Management 
Frameworks 
 

 
 

The European Union Agency for Cybersecurity (ENISA) issues an analysis 
of the interoperability potential of cybersecurity risk management 
frameworks and methodologies to improve decision-making. 
 
The report is primarily designed to assess the existing risk management 
frameworks and methodologies in order to identify those with the most 
prominent interoperable features. 
 
What is security risk management? 
 
Information security risk management consists of the coordinated activities 
of an organisation in order to control information security risks. These 
activities are inscribed in a process allowing to: 
 
- establish the external and internal context; 
 
- assess the risks and decide whether to address the risks; 
 
- draw a plan to implement decisions made on how to manage the risks. 
 
In order to reduce the risks to an acceptable level, the process includes an 
analysis of the likelihood of potential security breaches prior to making the 
decision on solutions to implement. 
 
About the report 
 
A systematic survey of risk management approaches was performed in 
different contexts such as industry, business, government, academia, etc.  
 
The process included a variety of inclusion criteria ranging from best 
practices, methodologies proposed as standards and guidelines by 
international and national standardisation bodies, etc. 
 
Key European stakeholders interviewed could share their views which were 
considered in the process and shaped the analysis of the outcomes.  
 
This resulted in: 
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- A new ENISA inventory of risk management frameworks and 
methodologies; 

 
- A study on the way to evaluate and categorise European Risk 

Management Frameworks based on their interoperability potential 
including a baseline of an EU-wide interoperability framework. 

 
Key outcomes of the report 
 
The analysis and research performed resulted in the compilation of the 
following information: 
 
- the identification of fully developed national and sectorial risk 

management frameworks and methodologies and their components; 
 
- the identification of specific features such as national or international 

scope, target sectors, size of target audience, maturity, compliance with 
relevant standards, compatibility with EU regulation and legislation, 
etc. 

 
- the development of a methodology for the assessment of the 

interoperability potential of the identified frameworks based on a set of 
factors such as risk identification, risk assessment and risk treatment; 

 
- the application of the methodology to identify frameworks with a higher 

interoperability potential. 
 
The elements gathered in the study serve the purpose of providing keys to 
potentially form a more coherent EU-wide risk management framework. 
 
Besides, the report includes a proposal for a new ENISA inventory of risk 
management frameworks and methodologies: the Compendium of Risk 
Management Frameworks with Potential Interoperability. 
 
Background 
 
Risk management is the process of identifying, quantifying, and managing 
the risks an organisation faces.  
 
The process aims to reach an efficient balance between the opportunities 
available to enhance prevention of cyber risks and reducing the 
vulnerabilities and losses. As an integral part of management practices and 
an essential element of good governance, risk management needs to be 
seeking to support organisational improvement, performance and 
decision-making. 
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ENISA contributes to risk management by collecting, analysing and 
classifying information in the area of emerging and current risks and the 
evolving cyber threat environment. 
 
The aim of this work was not to build yet another risk management 
framework from scratch. It rather serves the purpose to exploit parts of 
existing schemes, based on the inventory work done in the introductory 
step of this project. 
 
As next steps ENISA is planning to: 
 
- Define interoperable terms between EU risk management frameworks 

& regulatory frameworks; 
 
- Develop common/comparative risk; 
 
- Create a Methodology & Protocol that helps Member States with the 

uptake of interoperability of proposed risk management framework. 
 

 
 

The report: 
https://www.enisa.europa.eu/publications/interoperable-eu-risk-manage
ment-framework 
 

 
 
 

https://www.enisa.europa.eu/publications/interoperable-eu-risk-management-framework
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Number 2 
2021 IFC Annual Report 
Irving Fisher Committee on Central Bank Statistics, January 2022 
 

 
 

On 17 January 2022 the BIS All Governors’ meeting approved the 
publication of the 2021 Annual Report of the Irving Fisher Committee on 
Central Bank Statistics (IFC).  
 
It provides a brief update on the IFC’s governance, a review of its activities 
over the past year, and an outline of its future plans. 
 
Executive summary 
 
As a global network that discusses statistical issues of interest to central 
banks, the IFC now has 96 members and is an affiliated member of the 
International Statistical Institute (ISI).  
 
It is chaired by Rashad Cassim, Deputy Governor of the South African 
Reserve Bank (SARB). 
 
The IFC’s activities continued to be significantly affected by the impact of 
the pandemic during the period under review, making it more difficult for 
its members to network and exchange experience.  
 
Despite these challenges, the IFC has furthered its work in several key areas 
in 2021, thanks to the support of its member central banks, the ISI and a 
number of international organisations.  
 
These activities centred on: 
 
• Central banking statistics after Covid-19: the Committee maintains 
a web page to present relevant work by its members and their experiences 
in dealing with the pandemic’s impact on official statistics. It also 
participated actively in last year’s 63rd ISI biennial World Statistics 
Congress (WSC), sponsoring several sessions on the post-Covid 19 outlook 
for central bank statistics. 
 
• Big data: IFC members are increasingly working with big data, which has 
become a significant focus of interest even at senior policy level. A diverse 
range of sources is used to back central banks’ mandates, despite challenges 
related to eg IT infrastructure, the use of private information and quality 
aspects. To further the work on these issues, the Committee has developed 
a series of workshops on data science in central banking. 
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• Micro data: the IFC has identified a number of recommendations to 
facilitate the integration of micro data in macroeconomic aggregates and/or 
the linkage between micro- and macro-level statistics. It also supports 
global statistical initiatives and standards that will help deal with granular 
information. 
 
• Data governance: central bank statisticians are increasingly aware of 
the need for strong governance standards for collecting, managing, 
disseminating and using data. Yet it is equally vital to cover the entire 
production and use of national statistics, including alternative sources – eg 
by developing principles for engaging with external data providers or 
promoting the role of official statisticians as reference custodians of the 
quality of the data used by society. 
 
• Fintech: the IFC has continued to work on fintech data issues, with two 
areas of focus: the global adoption of a revised classification of economic 
activities that takes better account of fintech firms; and the promotion of 
central banks’ related work in the context of the 2021 ISI WSC and the G20 
Data Gaps Initiative (DGI). 
 
• Sustainable finance: the Committee co-organised with the Bank of 
France, the Deutsche Bundesbank and the Netherlands Bank two events on 
sustainable finance data issues last year. It also launched a survey on 
central banks’ data needs/availability in the environmental, social and 
governance (ESG) areas. This work has helped to identify a number of key 
recommendations for guiding central banks’ work on sustainable finance 
statistics. 
 
The development of the above workstreams was accompanied last year by 
renewed efforts in two areas.  
 
The first relates to the IFC’s contribution to the reinforcement of central 
banks’ statistical expertise, with  
 
(i) the establishment of a global repository of best practices to address 
members’ requests for technical guidance building on the experience of 
others; and  
 
(ii) the sponsoring, together with a number of central banks and 
international organisations, of an online course on macroeconomic 
financial accounts.  
 
The second area has represented the IFC’s continued support to global 
statistical initiatives, specifically those related to the completion of the 
second phase of the DGI in 2021. 
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In 2022, the Committee will further its work in the various areas outlined 
above, and a number of events will be organised in this context, with the 
support of the central banks of Italy, Portugal and South Africa as well as 
the ECB.  
 
An important focus will be on the IFC contribution to a possible new DGI 
envisaged by the G20 to improve data availability and provision, especially 
in the areas related to environmental, fintech and data access/sharing 
issues.  
 
Lastly, the Committee will organise its Biennial Conference in August 2022. 
This will provide the statistical community with an important opportunity 
to analyse the post-pandemic landscape for official statistics and to shape 
the agenda and future priorities for central banks. 
 
The report: https://www.bis.org/ifc/publ/ifc_ar2021.pdf 
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Number 3 
Departing thoughts by Governor Quarles 
Between the Hither and the Farther Shore: Thoughts on 
Unfinished Business 
Governor Randal K. Quarles, at the American Enterprise Institute, 
Washington, D.C. 
 

 
 

When I joined the Board of Governors as Vice Chair for Supervision in the 
fall of 2017, the Federal Reserve was in the latter stages of a decade-long 
effort to build a new financial regulatory framework, responding to the 
financial crisis of 2008.  
 
Yet, although the mortar was not yet dry on that construction 
project—based on the blueprint created by Congress, central banks, and 
supervisors around the world—there was already broad recognition across 
the political spectrum that the framework could be improved upon, based 
on the experience of how it had worked over the decade of its 
implementation.  
 
That was the judgement of the authors of the post-crisis blueprint, former 
Senator Chris Dodd and former Congressman Barney Frank. It was also the 
recommendation of one of my predecessors at the Fed, Dan Tarullo—a 
principal architect of this framework—who, in his final speech as a Fed 
governor, proposed several significant changes. 
 
I came to the Fed in order to take on that task of making the system better: 
more simple, more efficient, more transparent. Congress also took up this 
effort in the broadly bipartisan Economic Growth, Regulatory Relief, and 
Consumer Protection Act, and we adjusted our regulatory framework to 
better align our requirements with the risk posed by firms to the financial 
system.  
 
We maintained and, in fact, raised regulatory standards for the most 
systemically important firms and simplified regulatory requirements for 
smaller firms without diminishing the resilience of the system as a whole. 
 
In the midst of our work to improve our framework, we faced the unique 
experience of the COVID event, which tested that resilience. This real-life 
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stress test demanded emergency action with respect to our regulatory 
framework and more broadly, including through the establishment of 13 
emergency lending facilities under our role as the lender of last resort to 
help stabilize the financial system. 
 
Now, as my tenure as a member of the Board comes to a close, I would like 
to use this final speech to discuss issues that my successor, and his or her 
colleagues, will confront—areas of unfinished business. 
 
In the near term, there will need to be further refinements to the bank 
supervisory and regulatory framework, based on the accumulating evidence 
and experience of how these ideas, rules, and procedures have worked in 
practice.  
 
In the longer term, the Fed will at some point need to grapple with the 
implications of some of the novel emergency lending facilities we 
established during the onset of the COVID event.  
 
I supported these facilities in light of the specific challenges the country 
faced that grueling spring, but I believe it is possible to draw some lessons 
from the experience and set out some principles for the Fed's emergency 
lending to prevent this precedent – or some vision of what it 
represents—from exceeding reasonable bounds in the future.  
 
Finally, in my capacity as the outgoing Chairman of the Financial Stability 
Board (FSB), I have some reflections on the upcoming agenda for the FSB. 
 
Further Refinements to the Supervisory and Regulatory Framework 
As I have noted previously, the post-crisis regulatory framework is strong, 
as evidenced by how well it fared against a severe real-life stress test—the 
COVID event. 
 
Banks entered the COVID event with high levels of capital and liquidity, 
and served as a source of strength to the economy in a time of need. 
 
Some have argued that the time of COVID was not a true test of the system, 
because of the unprecedented level of fiscal and other support provided to 
the real economy during that time, from which the financial sector 
indirectly benefited.  
 
Such an argument ignores, however, that the Federal Reserve did not take 
such support for granted during the throes of the crisis itself, and as a result 
we ran multiple stress tests throughout the COVID event, with three 
separate and distinct scenarios, along with a "sensitivity analysis," which 
itself included three additional hypothetical recessions. 
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Each of these stress tests assumed no additional fiscal or other measures to 
support the economy, and demonstrated that, even without such support, 
the banking industry would have fared very well.  
 
In my view the resilience of banks during the COVID event, coupled with 
the results of our stress tests, demonstrate that the overall level of capital in 
the banking system is more than ample. 
 
In addition to the demonstrated hardiness of our regulatory framework, I 
believe our supervisory framework is also stronger now than it was four 
years ago. In January 2020, I spoke about the importance of transparency, 
accountability, and fairness in bank supervision. 
 
Every agency of the federal government has a legal, constitutional, and, I 
believe, moral responsibility to be accountable to the public we serve, and 
one of the principal ways we do this is through transparency.  
 
The banking agencies (including the Fed) have for decades not been 
transparent in the way that we have conducted supervision—yet, especially 
since 2008, we had been accomplishing more and more of our work 
through this opaque mechanism with limited accountability.  
 
In that light, I am quite proud of the improvements we have made in 
increasing the transparency and public accountability for our activities 
overseeing banks. 
 
The Fed fostered the public conversation on transparency in supervision 
when we organized a conference on supervision and actively participated in 
the discussion with academics and other members of the public.  
 
An important part of monetary policy transparency is the semiannual 
process where the Fed reports on its activities to Congress and the Chair 
submits to questions from both houses of Congress.  
 
I am pleased to say that there is now a similar twice-yearly process in which 
the Fed produces a public, written report on supervision and regulation and 
then submits to questions from lawmakers.  
 
Our Supervision and Regulation Report—instituted early in my 
term—regularly provides the public with insights about our supervisory 
process, including aggregate supervisory ratings trends and supervisory 
priorities for our different portfolios—information that was previously hard 
to find, and sometimes not public at all. 
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I believe one concrete and successful change to supervision was to our 
stress testing process, where we have greatly increased transparency, and 
thus accountability. 
 
Transparency does not mean giving answers to tests in advance—an inapt 
analogy given the structure of these tests—but is more akin to ensuring that 
students have been given the textbook.  
 
It means balancing rigor and fairness, and ensuring that the Fed's 
intentions are understood well enough to advance our goal—and our goal is 
not to develop the most recondite test, but rather for banks to improve their 
resilience to extraordinary stress in the financial system.  
 
The evidence that we succeeded is how well banks weathered the 
extraordinary stress that arrived in the spring of 2020, consistent with the 
results of our stress tests. 
 
Transparency, accountability, and the public legitimacy it confers have 
empowered the Fed to meet the great challenges that our economy and 
financial system have faced in recent years. If the Federal Reserve is to 
continue to play that vital role, then it must also continue to extend 
transparency to all of its important responsibilities.  
 
As I look ahead to the future of regulation and supervision at the Federal 
Reserve, I believe that the Fed will be more effective in overseeing banks, 
and more effective in promoting the stability of the financial system, if it 
maintains its commitment to be open and transparent in how it conducts its 
work. 
 
In the same spirit, while our regulatory and supervisory framework is 
strong, there are further refinements that could be made to improve the 
framework. A number of them were on my agenda when the COVID event 
shifted the Fed's focus to deal with the emergency. I am proud of what we 
accomplished in my time here, but there is certainly more to be done. 
 
Leverage Ratio Fundamentalism 
 
One of the principal matters that the Fed will have to take up in the very 
near term is the calibration of our leverage capital standards. Our capital 
framework includes two types of requirements: risk-based and leverage 
capital requirements.  
 
Risk-based requirements are risk-sensitive and change depending on the 
riskiness of an asset. Leverage capital requirements set a minimum floor for 
required capital by disregarding risk-sensitivity measures.  
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Our capital framework includes two leverage requirements, with 
increasingly strict requirements for the largest institutions. 
 
While a leverage ratio is an important backstop, it can result in perverse 
incentives if it becomes the primary constraint on a bank's investment 
decisions. Because a leverage ratio is not sensitive to risk, a firm that is 
"bound" by such a ratio has an incentive to avoid adding safe assets to its 
portfolio.  
 
During times of stress in the financial system, when it is most important for 
banks to be able to continue serving businesses and households, or 
intermediating transactions, a binding leverage constraint—or even one 
that threatens to become binding—may discourage banks from engaging in 
safe activities, such as those involving U.S. Treasury securities. 
 
That is not to say that a leverage requirement should never be the 
constraining requirement for a firm. In times of stress, a leverage ratio can 
serve as a transparent measure of capital when our risk weights may be 
called into question. In addition, it guards against behavior by a supervised 
institution to game those risk weights. Finally, a leverage ratio leans against 
the inherent tendency of bank leverage to increase in an economic boom 
and fall during a recession. 
 
What we are seeing today, however, is that supervised firms are 
increasingly being constrained by the supplementary leverage ratio not for 
any of these valid reasons, but simply because of a rise in the level of safe 
assets in the U.S. financial system. The supplementary leverage ratio was 
originally calibrated for a financial system with a far lower level of central 
bank reserves and a much smaller Treasury market. 
 
The current environment is, of course, much different. Treasury issuance is 
at an all-time high and the banking system is awash with central bank 
reserves. To provide some context to the degree of this trend, for the largest 
banks, the amount of reserves they hold is $1.35 trillion and the amount of 
Treasury securities is $1.38 trillion, each roughly double the amount they 
held when our supplementary leverage ratio rule was finalized.  
 
Even at these lower levels of safe assets, some on the Board worried that the 
SLR might be too tightly calibrated—but they took comfort from the staff's 
projection that reserves in the system were likely to fall, creating more 
elbow room within the envelope created by the SLR.  
 
Indeed, when we finalized our leverage requirements for the largest banks, 
staff projected the amount of reserves in the system would decline to $25 
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billion by year end 2021. The current total of approximately $4.16 trillion in 
reserves is about 165 times that amount. 
 
During the onset of the COVID event, regulators took emergency action to 
exclude U.S. Treasury securities and deposits at Federal Reserve Banks 
from the supplementary leverage ratio to provide banks with additional 
flexibility to act as financial intermediaries in that period of financial stress. 
 
That exclusion expired as scheduled on March 31, 2021. I supported that 
expiration, with the commitment that the Fed develop a longer-term 
solution to the perverse implications of the current calibration of the SLR. 
 
With respect to the enhanced supplementary leverage ratio (eSLR) that 
applies to U.S. global systemically important banks (G-SIBs), the best way 
to address this problem is the approach endorsed by the Basel Committee: 
recalibrating the fixed 2-percent eSLR buffer requirement to equal 50 
percent of the applicable G-SIB capital surcharge, with corresponding 
recalibration at the bank level. 
 
This is an approach previously proposed by the Board and the OCC. This is 
preferable to other options, such as excluding central bank reserves or U.S. 
Treasury securities, or both, from the ratio's denominator. Excluding only 
central bank reserves would exacerbate a structural preference for reserves 
over Treasuries in bank portfolios, which could have perverse consequences 
for the operation of the Treasury market (as we saw in September of 2019).  
 
Trying to reduce this preference by excluding both reserves and Treasuries 
could result in a significant lowering of capital levels and exacerbate the 
incentive for the banking system to prefer funding the government to 
funding private enterprise.  
 
If we were to attempt to offset the lowering of capital levels by increasing 
the leverage capital requirement on non-excluded assets, this disincentive 
to fund private enterprise would only grow stronger. But whatever the form 
of the adjustment, this issue needs to be addressed to ensure that our 
capital framework does not lead to increased risk taking and reduced 
safe-asset intermediation.  
 
As it stands, we are driving deposits out of the highly regulated banking 
system and requiring that cash be held in other, less stable parts of the 
financial sector, such as money market funds. If we enter another crisis 
with this issue unaddressed, the leverage ratio fundamentalists will have 
much to answer for. 
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Basel III Reforms 
 
International cooperation regarding our prudential requirements is critical 
to promote global resilience in the banking sector, and I have been strongly 
committed since my arrival at the Board to implementing the final phase of 
the Basel III capital reforms here in the United States.  
 
I had hoped that the US would have led the world in setting out a concrete 
proposal to implement the Basel III endgame by the end of last year, but the 
intervention of COVID set back that timetable, and although we are 
working hard with the other banking agencies to iron out the last issues, our 
proposal will have to come after my departure.  
 
A major issue that we are grappling with is how to implement these 
reforms, which reduce the role of bank internal models on bank capital 
requirements, while maintaining the overall level of aggregate capital 
requirements.  
 
As I noted earlier, the experience of the COVID event has made clear that 
capital requirements in the United States are ample—yet, other things being 
equal, implementing the remaining elements of Basel III could result in a 
material increase in capital levels, perhaps up to 20 percent for our largest 
holding companies. Endlessly increasing capital levels is not costless.  
 
In the real world, as opposed to the world from which certain pundits and 
kibitzers make their occasional visits to our planet, excessively high capital 
levels constrain the ability of the banking system to provide credit to the 
real economy, and we pay the cost in jobs and living standards.  
 
What policymakers will need to do as they implement the Basel III reforms 
is determine whether adjustments to other parts of the capital framework 
are necessary to ensure that we do not unduly increase the level of required 
capital in the system. 
 
The most logical place to make such an adjustment would be the G-SIB 
surcharge. In the US, we have calibrated the G-SIB surcharge at twice the 
internationally agreed level, and we did so expressly noting that we would 
revisit the surcharge calibration periodically to reflect current conditions.  
 
We have not followed through on our commitment to revisit the surcharge 
calibration, and once these last elements of the Basel framework are 
implemented, there will be little justification for a super-calibrated G-SIB 
surcharge. But many people have an emotional attachment to the G-SIB 
surcharge, and if that emotion should overwhelm the logic of the case, there 
are other less talismanic candidates for re-calibration in the existing capital 
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framework that could achieve the same purpose of keeping aggregate 
capital roughly constant while completing Basel III. 
 
Volatility in our Stress Tests 
 
Our stress testing framework is a cornerstone of our prudential framework, 
and I am proud of how well it performed during the COVID event, helping 
to ease stress in the financial system by demonstrating the capital adequacy 
of banks.  
 
The stress testing framework is used to set capital requirements for large 
firms, and the volatility of these requirements from year to year indicates 
that we still do not have those requirements quite right.  
 
As I have said previously, excessive volatility in a firm's capital 
requirements limits the firm's ability to manage its capital effectively.16 
While some measure of volatility is expected and desirable in a dynamic 
stress test, we must guard against excess volatility when it has no particular 
relationship to changing risks at firms.  
 
It is difficult to justify large year-over-year swings in capital requirements 
for individual banking firms that are simply artifacts of the stress testing 
process rather than reflecting a genuine change in a firm's business. 
 
I have wrestled for some time with the question of how best to address 
excessive volatility. In the end, I think the simplest and most effective 
approach would be to average the results of the current year's stress test 
with the corresponding stress test results from the previous two years.  
 
This would not affect the overall stringency of the tests but would mean that 
firms that hold the risk profile of their balance sheets relatively constant 
would not see a large spike or plummet in their required capital from 
year-to-year based on changes in the Fed's scenario choices. 
 
Cross-Border Resolution and Market Fragmentation 
 
In May 2018, I spoke about the vital importance of cross-border banking to 
global financial stability and prosperity. 
 
The Fed's work internationally on pre-positioning, ring-fencing, and 
market fragmentation is still vital, and we should continue efforts to find 
the right balance between flexibility for the parent bank and certainty for 
host country authorities. Striking that balance properly is essential in order 
to encourage the international cooperation that is so critical during times of 
global financial stress. 



P a g e  | 20 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

As I noted previously, while a home regulator will by nature prefer 
flexibility in resolution, the host regulator will prefer certainty that local 
resources will be available in stressful conditions. The host regulator, 
however, must recognize that flexibility in a single point of entry resolution 
may further the success of the resolution of the entire group, which will 
ultimately benefit the host regulator.  
 
Domestically, the United States needs to do its part in its role as a host 
regulator by making sure that our U.S. pre-positioning requirements for 
foreign banks with significant U.S. operations are appropriately calibrated.  
 
U.S. intermediate holding companies of foreign-owned G-SIBs are required 
to issue a minimum amount of loss-absorbing instruments to their foreign 
parents. These requirements with respect to what is known as internal total 
loss absorbing capacity include a separate minimum unsecured long-term 
debt requirement. 
 
Our internal total loss-absorbing requirements for these firms are currently 
at the top end of the scale set forth by the FSB and willingness by the United 
States to consider adjusting that calibration to a lower level within the 
FSB-agreed range may prompt other jurisdictions to do the same.  
 
Such a global recalibration, which would do nothing to diminish the loss 
absorbency requirements that apply at a consolidated group level, could 
better the prospects of successful resolution both for foreign G-SIBs 
operating in the United States and for U.S. G-SIBs operating abroad in a 
future period of financial stress. 
 
We also should consider further simplification of our regulatory framework 
by streamlining our currently separate and somewhat redundant total 
loss-absorbing capacity and long-term debt requirements. It is important 
that we do not create conditions that will make any resolution more difficult 
in the future. 
 
Supervision 
 
I have already noted that transparency and accountability—and the 
legitimacy they confer—have helped the Fed to meet the great challenges of 
recent years. As I look ahead to the future of supervision at the Federal 
Reserve, I believe that if the Fed maintains its commitment to openness and 
transparency in how it conducts supervision, it will be more effective in 
overseeing banks and promoting the stability of the financial system.  
 
Being open and transparent does not mean relaxing supervisory standards. 
Greater transparency makes supervision more effective by ensuring that 
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our expectations are well understood. And by more clearly explaining and 
justifying those expectations, we enhance the legitimacy of our standards 
and build respect for the rules, which is critical to promoting and producing 
compliance in any legal regime. 
 
We need to do more here, and while we have made many of the 
improvements to transparency I discussed in my January 2020 speech, 
there is still unfinished work. The greatest focus should be on improving 
our supervisory communications process.  
 
We can do so in a few ways. First, we should restore the "supervisory 
observation" category for less urgent items of concern, which could increase 
the quality of feedback provided to a firm as it would allow an examiner to 
give notice about a supervisory concern even if that concern has not risen to 
the level of a matter requiring attention, or MRA.  
 
We should be vigilant that future MRAs are limited to violations of law, 
violations of regulation, and material safety and soundness issues to 
improve the fairness of our supervisory process given the weight MRAs 
carry with respect to a bank's supervisory rating.  
 
We have committed to this practice, but in the absence of a supervisory 
observations category it remains too common that we issue MRAs for 
supervisory concerns that do not truly rise to that level. We need a 
framework that allows us to communicate all our concerns, while 
recognizing that "when everything's urgent, nothing is." 
 
Finally, we should implement a routine practice of independent review of 
important supervisory communications and guidance documents. We want 
to make sure our supervisory communications focus on violations of law 
and material safety and soundness issues. Together, these approaches will 
greatly improve our supervisory communication and enhance our 
supervisory process. 
 
Digital Assets 
 
Finally, before turning to some longer-term issues, I would like to discuss 
digital assets, which the banking agencies have all said will be an area of 
significant focus in the coming year. The Federal Reserve, and our fellow 
regulators, should welcome responsible innovation, and we should create a 
regulatory environment that not only allows for such innovation, but 
encourages it. 
 
Digital assets, such as stablecoins, are just such an area of welcome 
innovation. It is clear that there is a strong demand for these assets among 
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bank customers, and well-regulated banks should be allowed to engage in 
activities regarding these assets. We do have some legitimate concerns that 
must be addressed by any provider of these assets: the structure of the asset 
must be stable (no fractional reserve; no liquidity mismatch; limited 
currency volatility), the consumer must be protected (clear legal claims on 
asset pools), and criminal activity must be deterred (transparency to law 
enforcement). But once these concerns are addressed—and many of the 
companies active in this area are eager and able to address them—we 
should let the ingenious and inventive private sector move rapidly. 
 
I am concerned, however, that regulators are contemplating steps that 
could hamper these innovations unnecessarily. For example, the 
President's Working Group on Financial Markets recently issued its report 
on stablecoins and, while the report sensibly discusses the risks associated 
with stablecoins, it contemplates approaches that I don't believe are 
warranted, such as limiting wallet providers' affiliation with commercial 
entities. 
 
It is one thing to say that a stablecoin issuer itself must be a regulated 
bank—I think that is probably overkill, as there are perfectly effective ways 
for nonbanks to meet our legitimate regulatory concerns, but there is at 
least a clear relation between the existing framework of bank regulation and 
the specific measures that stablecoin issuers must address to operate safely.  
 
It is, however, quite another thing to contemplate that wallet providers may 
need to be completely separated from commercial firms. It is not at all clear 
what regulatory interest would be furthered by such a limitation, which is 
much more restrictive than we require for nondigital assets. 
 
While digital asset-related activities may be novel, regulators need not treat 
these activities differently simply because of the nature of the technology. 
We must focus with care on the unique risks posed by these activities and 
avoid unnecessarily impeding their promise. For that reason, I am hopeful 
that regulators will show reasoned constraint in the regulation of digital 
assets. 
 
Lessons Learned from the Emergency Lending Facilities 
 
To this point, I have been addressing issues that the Fed will have to deal 
with in the near term. Let me now turn to a longer-term challenge: the 
implications of our emergency actions in the recent crisis. The COVID event 
caused an unprecedented— indeed, unimagined—shutdown of economic 
activity in the United States and much of the world.  
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The Federal Reserve responded to the COVID event with the same vigor it 
showed when the Great Financial Crisis threatened a worldwide 
Depression, employing our ample emergency power under Section 13(3) of 
the Federal Reserve Act to stabilize the economy and financial system.  
 
In this case, we reactivated forms of the lending facilities employed during 
the Great Financial Crisis, and then went farther to create new lending 
facilities to support households, businesses, and state and local government 
entities that, it was feared, would be frozen out of credit markets.  
 
In all, the Federal Reserve created 13 lending facilities with the statutorily 
required approval of the Secretary of the Treasury. I supported these 
actions, and still do, as the right response when faced with the specific 
challenges we faced in the spring of 2020. 
 
But I did at the time, and still do, have concerns about the possible 
precedents that have been created by the novel facilities that we created. It 
starts with a distinction between liquidity facilities designed to bolster 
market functioning by providing short-term loans to financial firms when 
such credit is suddenly not available, and what I would call credit 
facilities22, which support the extension of long-term credit to the real 
economy—households, businesses, and governments. 
 
The two different types of facilities have materially different characteristics. 
The liquidity facilities are largely "wholesale"; the term of the funding they 
offer is generally quite short; operating them calls on expertise that Fed 
staff either have or that is quite similar to existing expertise; the risk of loss 
is minimal, given the nature of the facilities; and withdrawing from them is 
relatively straightforward, either selling the assets or letting them mature, 
which happens quickly given the short term and penalty rate of the funding. 
 
The credit facilities, by contrast, are largely "retail"; the end-users of the 
credit support are households, businesses, and governments that attract 
significant political interest, meaning pressure for continued expansion of 
credit will be great; the credit facilities involve longer-term lending; 
operating the credit facilities requires expertise that the Fed does not have 
and that is not highly analogous to existing Fed expertise; the potential for 
troubled loans (and thus potential loss) is material, which will also require 
expertise and administrative attention that the Fed is ill suited to provide; 
the penalty rate needed for 13(3) lending can reduce the effectiveness of the 
facilities (and encounter significant political opposition), given the purpose 
of the credit support and the nature of the beneficiaries; and withdrawing 
from the facilities will involve telling specific beneficiaries that their 
funding will not be extended (another politically fraught event). 
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Equally important, from outside the technocratic halls of the Fed there will 
emerge, from many directions, persistent political pressure to pursue, 
through the ostensibly monetary mechanism of central bank emergency 
lending, fiscal policy objectives that ought—as a matter of fundamental 
economics and fundamental governance—to be decided upon by elected 
representatives operating within the budgetary constraints of the 
appropriations process.  
 
As a prospective shortcut around those constraints, extended provision of 
credit to broad sections of the economy through the mechanism of 13(3) 
without either a required appropriation or effective limit could easily prove 
an impossible lure for future Congresses to resist, under the guise of one 
"emergency" or another: having established the precedent that the Fed can 
lend to businesses and municipalities for the COVID event, there will 
inevitably be those whose plans are grand and whose patience with 
democratic accountability low who will begin to ask why the Fed can't fund 
repairs of the country's aging infrastructure, or finance the building of a 
border wall, or purchase trillions of dollars of green energy bonds, or 
underwrite the colonization of Mars.  
 
An entity that can do that without any need for Congressional 
appropriations, would have the vastest political consequence and political 
control of it would be a great prize. It would encourage dangerous fiscal 
irresponsibility, and the attendant pressures would turn us from a 
technocratic, nonpolitical institution with a crucial but focused mandate 
and great autonomy in the pursuit of that mandate, into the most politically 
entangled organization in the country—and the damage to our core 
monetary policy and financial regulatory mission would be great. 
 
Fortunately, there were no major problems with the COVID credit facilities. 
While political pressure related to the credit facilities waxed and waned, the 
economy recovered quickly enough that the facilities could be wound down 
within several months with relatively little opera. However, these good 
outcomes had more to do with good luck than good structure.  
 
While the economy and financial system were under intense stress for 
several months in spring of 2020, the reopening of the economy and rapid 
recovery that began in May of that year was a major reason that material 
losses, political pressures, and operational problems were avoided. To cite 
one example, the crisis in the municipal bond market, which seemed 
possible that spring, never materialized. 
 
We cannot undo the precedent we have established (nor should we—if we 
face a similar challenge in the future, the Fed should respond forcefully), 
but in breaching the long unbreachable firewall of offering direct lending to 
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non-financial businesses, both large and small—as well as a wide range of 
state and municipal governments—we face a fundamental problem: the 
extension of funds to these borrowers, and management of these loans, 
inherently involve the allocation of credit, which is both a fiscal and a 
political action that is being made primarily by an unelected body. 
 
For all these reasons, I believe we should establish a clear understanding 
that, should the Fed ever again use its 13(3) authority to establish credit 
facilities similar to those of the COVID event, Congress will without delay 
create a structure to transfer the ongoing funding and governance of the 
credit facilities into a non-Fed vehicle that will fund, manage, and 
eventually wind down the extraordinary credit support. 
 
Section 13(3) creates a standing power of the Fed to act rapidly and 
forcefully to address a crisis. 13(3) allows the nature of that response to be 
flexible depending on the nature of the crisis.  
 
Financial market dysfunction can be addressed through 13(3) liquidity 
facilities that fit comfortably within the Fed's operations and expertise, and 
in many cases might not require any use of Treasury equity or other 
Congressionally appropriated funds. 
 
But if the shock is one—like the COVID event—that requires real economy 
credit support to address its root causes, the Fed can use 13(3) to provide 
the same rapid and forceful response (with appropriate Treasury equity for 
credit protection), but we should establish the expectation that this credit 
support will be moved into a separate, non-Fed structure as quickly as 
Congress can manage.  
 
In the same way that the 13(3) facilities developed in 2008 served as 
templates in 2020, greatly increasing the speed of our response, the 
template outlined here that we create for the future here should ideally 
become the default expectation of Congress, markets, and the public should 
the Fed ever again be called upon to provide credit facilities under section 
13(3). 
 
There are many precedents for such an approach. During the Great 
Depression, for example, Congress created the Reconstruction Finance 
Corporation (RFC) to provide emergency credit to the real economy, 
expressly steering clear of the problems that would naturally have been 
associated with using the Federal Reserve for such a purpose. 
 
The RFC had a limited life, separately appropriated capitalization, and 
separate borrowing authority in order to fund direct lending to borrowers. 
More recently, during the 1990s financial and economic crisis in Sweden, 



P a g e  | 26 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Norway, and Finland, after initial stabilizing responses from their central 
banks, these countries established new governmental agencies outside their 
central banks to manage the broader, continuing support programs. 
Measures such as these have a number of advantages: 
 
A separate entity can be expressly stated to be an emergency vehicle with a 
limited life. It can be legally required to extend credit for a short, specified 
period and then be wound down. 
 
Providing credit support through a separate vehicle establishes a clear 
division between fiscal measures and monetary policy. 
 
Lending through a separate organization allows more flexibility on the 
interest rate and other terms of government-sponsored credit support. 
While we were lucky in the COVID event, one could easily have imagined 
the economic crisis deepening to the point where achieving the purposes of 
widespread credit support would have called for lending at a market or even 
subsidized rate, rather than the penalty rate required for central bank 
lending. Doing so is a decision that should be made by Congress, rather 
than the Fed. 
 
The separate incorporation and funding of a separate vehicle would give 
transparency and clear boundaries to the degree of government financial 
support being provided to the economy. 
 
Placing the inherently political decisions around the allocation of credit in a 
separately governed entity will keep the Fed from being fundamentally 
transformed by efforts to politicize the credit-granting mechanism. 
 
Finally, having a separate entity will facilitate hiring the necessary people 
with the necessary expertise, which will likely be quite different from the 
expertise usually found in either the Treasury or the Federal Reserve. 
In particular, the types of personnel and expertise required to work out 
troubled loans made with government credit support are very different 
from the personnel and expertise widely available in either the Fed or the 
Treasury. 
 
This would not be a U-turn from our decisive response to the COVID event, 
but rather simply the logical next step. In addition to providing clarity for 
the public as to what to expect in future crises, adopting this model going 
forward could reduce concerns a future Fed might have that a forceful 
response could entangle it in difficult political problems.  
 
This could help give a future Fed the freedom to determine what it believes 
is truly the right technocratic response to a particular future shock. 
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Adoption of such a framework would also reduce the attraction of the Fed 
as a general purpose funder of credit-intensive political projects—we would 
have established that the piper will not only always have to be paid, but paid 
promptly.  
 
This framework also gives an appropriate role to 13(3), consistent with the 
clear authority granted to us, but also consistent with what we have learned 
about the entanglement of central banks with fiscal policy and politics in 
the years since 13(3)'s enactment. We would not be ignoring the credit 
support authority 13(3) gives us, rather we would be anchoring it in its 
appropriate emergency context. 
 
The Future of the Financial Stability Board 
 
As we continue to grapple with a future framework for emergency lending, 
the United States is not alone. Around the world, financial authorities are 
reflecting on the lessons from the COVID event while exchanging 
experiences and views at the FSB, which I have chaired for the past three 
years. My FSB term ended just yesterday, but there remains much to be 
done at the FSB. 
 
One of the most important tasks is addressing vulnerabilities related to 
non-bank financial intermediation, or NBFI. 
 
This has been a critical focus of my chairmanship and is reflected in the 
FSB's ambitious multiyear workplan to enhance NBFI resilience. One set of 
initiatives under the workplan focuses on specific risk factors that appear to 
have propagated stress, including liquidity strains during the COVID event.  
 
The FSB has made considerable progress in the NBFI space in a short 
amount of time. As a first major deliverable under the NBFI work program, 
the FSB recently published policy proposals to address structural 
vulnerabilities in money market mutual funds (MMFs). 
 
Although we've made good progress, we cannot lose momentum. It is 
critical that jurisdictions make meaningful progress in MMF reforms, 
building on the FSB's policy proposals. FSB members have clearly noted the 
importance of this task by committing to reviewing the progress made by 
members in two- and five-years' time.  
 
The FSB and international standard-setting bodies must also advance 
policy work on specific risk areas, such as open-ended funds and margining 
practices, that appear to have contributed to stress during the COVID event.  
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We also need to develop a shared understanding of how vulnerabilities in 
the NBFI sector may cause spillover effects or impact broader market 
functioning in the future. To achieve this aim, the FSB will continue to 
examine the structure and drivers of liquidity in government and corporate 
bond markets during stress and develop a broad, systemic risk perspective 
on NBFI as well as policies to address such risks. 
 
As chair of the FSB, I have had the opportunity to work with brilliant and 
dedicated colleagues around the world. Under pressure from the severe 
tests of the COVID event, together we delivered—true to our 
mandate—through cooperation, analytical rigor, and broad engagement. I 
depart the Financial Stability Board knowing it is well-prepared to 
complete the tasks at hand and face the challenges of the future. 
 
Conclusion 
 
I am told that Dan Tarullo's final speech as a Fed Governor was 26 pages 
long, and this one is only 25—consistent with my relentless quest to 
improve the Fed's efficiency and simplicity. Yet even at this Mahabharatan 
length, I have only hit the highlights of what my successor will need to 
address.  
 
Fortunately, he (or she) will benefit from the same principal advantages I 
have had over the last four years: the intellectual horsepower, analytical 
rigor, and disciplined expertise of the Federal Reserve's staff. These are 
powerful advantages indeed, even with so complex and sustained an 
agenda. I wish her (or him) well. 
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Number 4 
Revisiting an important speech 
Dynamic Regulation for a Dynamic Society 
Chair Gary Gensler, before the Exchequer Club of Washington, D.C. 
 

 
 

Thank you for the kind introduction. As is customary, I’d like to note that 
my views are my own, and I’m not speaking on behalf of the Commission or 
SEC staff. 
 
I’d like to share with you all that we lost an SEC alum, Robert Birnbaum, 
this past December. Though I didn’t get to know Bob personally, he 
accomplished a lot in his remarkable life. After leaving the SEC, he went on 
to lead the New York Stock Exchange. 
 
While at our agency, though, Bob contributed to a seminal report called the 
Special Study. This report was published in 1963 — exactly 30 years after 
Franklin Delano Roosevelt and Congress came together, in the depths of 
the Great Depression, to think about how our capital markets could work 
better for the American public. 
 
The 1963 report described our securities laws as “a proven legislative 
achievement.” And yet, the staff wrote, “no regulation can be static in a 
dynamic society.” They continued, “unanticipated changes in the markets 
and the broader public participation should be accompanied by 
corresponding investor protection.” 
 
Indeed, a lot had changed in the capital markets over the previous 30 years. 
Based upon that report, Congress would go on to amend the securities laws 
over the next dozen years, bringing SEC oversight to over-the-counter 
markets, facilitating a national market system, and banning fixed 
commissions. 
 
Over the past several decades, our markets have continued to evolve in an 
even more dramatic way. Policymakers have continued to change our laws 
and our regulations in response. 
 
We are blessed with the largest, most sophisticated, and most innovative 
capital markets in the world. The U.S. capital markets represent about 40 
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percent of the globe’s capital markets. This exceeds even our impact on the 
world’s gross domestic product, where we hold a 24 percent share. 
 
But, as Bob’s team noted, we cannot take this for granted; “no regulation 
can be static in a dynamic society.” In 2022, nearly six decades after the 
publication of the Special Study, that core idea still rings so true. 
 
Today, I’d like to share with you a couple of guiding principles I think about 
when it comes to making regulations “dynamic” in shaping the SEC’s 
agenda for 2022: 
 
- First, continuing to drive efficiency in our capital markets 
 
- Second, modernizing our rules for today’s economy and technologies 
 
Driving Efficiency in Our Capital Markets 
 
Let me start with efficiency. 
 
Why does efficiency matter? 
 
Efficiency in capital markets is about lowering costs of intermediation for 
those who use capital — issuers — and those who own capital — investors. 
This fits directly into our mission, which is to protect investors, facilitate 
capital formation, and maintain that which sits between investors and 
issuers: fair, orderly, and efficient markets. 
 
Today, the financial sector, including the capital markets, banking, and 
insurance, represents about 8 percent of America’s economy. In 1963, when 
the Special Study was published, the sector had a 3.5 percent share. While a 
lot has changed in our economy since then, I think the SEC still has a role to 
play to help drive greater efficiency here. 
 
Further, one study found that the costs of financial intermediation over 
time were as high in 2014 as they were in 1900. The scholar found this 
“puzzling,” as advances in technology “should lower the physical 
transaction costs of buying, pooling and holding financial assets.” 
 
To promote efficiency, over the decades Congress has given us a number of 
tools to foster competition and transparency. Congress made significant 
amendments to our statutes in 1975, partly in response to the Special Study. 
In the very first line of that bill, it says they were “amend[ing] the Securities 
Exchange Act of 1934 to remove barriers to competition.” That word, 
“competition,” appears 20 times in the text. 
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Congress returned to this idea of competition again in 1996. In rulemaking, 
Congress said, the Commission must consider efficiency, competition, and 
capital formation, in addition to investor protection and the public interest. 
Those are tools that, if used correctly, can lead to greater productivity and 
lower economic rents.   
 
Hence, I’ve directed our staff to make recommendations up and down the 
capital markets about how we can drive towards greater efficiency through 
competition and transparency. This includes various sectors: the $50 
trillion equity markets; our $23 trillion Treasury markets, whose “issuers” 
are the American public and the Department of the Treasury; and other 
aspects of the $25 trillion non-Treasury fixed income markets. It also 
includes the fund management area. 
 
Let’s take a quick look at one area of fund management in particular: 
private equity and hedge funds. These funds hold about $17 trillion in gross 
assets under management. While we don’t know the exact costs of doing 
business in this sector, there may be around $250 billion in fees and 
expenses each year. 
 
If we can use our authorities to bring greater transparency and competition 
into that market, that helps portfolio companies on the one hand, and the 
pensions and endowments that are investing in that space on the other. 
Similarly, if we can drive efficiencies across other key sectors of the capital 
markets, that too would help issuers and investors. 
 
Modernizing Our Rule Set for Today’s Economy and Technologies 
 
Next, I’d like to turn to updating our rule set for today’s economy and 
technologies. 
 
Markets and business models have long evolved in response to new 
technologies; as Bob Birnbaum’s team noted, they are “dynamic.” I believe 
that innovation can bring greater access, efficiency, and innovation to our 
capital markets, as well as economic growth. 
 
Our central question is this, though: When new technologies come along 
and change the face of finance, how do we continue to achieve our core 
public policy goals? 
 
Here again, Bob’s team gives us some insights. By 1963, the development of 
communications systems after World War II had made it easier for 
broker-dealers to transact directly. One of the main things Bob and his 
team were looking at was this over-the-counter market.  
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They wrote, “In the ‘old days,’ one of the major tasks was to locate a 
market—a task often performed by mail. Now…markets for most securities 
can be located almost instantaneously and transactions consummated 
within a matter of seconds.” 
 
If that was true of 1963, it is true by several orders of magnitude today. “A 
matter of seconds” can be an eternity in today’s markets! 
 
What does this mean for the 2020s? Some will jump to crypto, of course. I’ll 
leave that for your questions. Before that, let me raise a couple of other 
categories as well: 
 
To me, the most dramatic change to our markets is the use of predictive 
data analytics and artificial intelligence. Predictive data analytics, including 
machine learning, are increasingly being adopted in finance — from 
trading, to asset management, to risk management. Though we’re still in 
the early stages of these developments, I think the transformation we’re 
living through now could be every bit as big as the internet was in the 
1990s. 
 
While these developments can increase access and choice, they also raise 
important public policy considerations, including conflicts of interest, bias, 
and systemic risks. 
 
Innovation doesn’t come just from updating software and hardware; it also 
comes from the manner in which products are offered. One example today 
is around how many issuers have sought alternative ways to access public 
markets through special purpose acquisition companies (SPACs) and direct 
listings. 
 
Beyond the innovations and technologies, our economy is changing in other 
ways. Today, investors are demanding additional information from 
companies beyond what they’ve sought historically, with respect to climate 
risk, human capital, and cybersecurity risk. Our core bargain from the 
1930s is that investors get to decide which risks to take, as long as public 
companies provide full and fair disclosure and are truthful in those 
disclosures. 
 
All of this is exciting. Innovation and evolution keep our markets the most 
robust in the world. Our role at the SEC, though, is to help ensure that we 
still achieve our public policy goals as mandated in our mission.   
 
Again, “no regulation can be static in a dynamic society.” 
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Looking Forward 
 
Before I conclude, a few thoughts on 2022. 
 
We made good progress in 2021, finalizing a handful of rules and proposing 
many others. We have much more to come on the SEC’s Agency Rule List. 
 
I’m often asked to prioritize the remaining items on our rulemaking 
agenda. When will we vote on what? 
 
At their core, those questions are more about sequencing than 
prioritization. Staff is working hard on proposals. When they and my fellow 
Commissioners think they’re ready, we’ll put them out for public comment 
and, when appropriate, finalize items. 
 
The process is intentionally flexible; it’s about getting proposals right, 
based upon the economic analysis and our legal authorities, and learning 
from public feedback. I encourage you all to weigh in on those proposals 
when they’re available. We also have an Open Commission Meeting next 
week, so stay tuned for that.    
 
I just want to say something about this incredible agency. 
 
Since joining the SEC last spring, I have been struck by the sheer breadth 
and scope of the agency’s work. We oversee every corner of the 
$100-trillion capital markets — all of its sectors, from equity markets to 
municipal bonds, and functions, from accounting and auditing to disclosure 
to fund management. Nearly half of our agency works as cops on the beat in 
our terrific Divisions of Examinations and Enforcement. Behind the scenes, 
so many folks are making our operations hum. All this, despite the 
challenges presented by this pandemic. 
 
They make me proud to be their colleague; they do right by the American 
public every day. I know they made Bob Birnbaum proud as well. I am 
grateful to call them teammates and look forward to continue collaborating 
with them in 2022. 
 
Thank you and I’m happy to answer any questions. 
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Number 5 
Introductory statement  
Christine Lagarde, President of the ECB, at the meeting of the Conference 
of Parliamentary Committees for Union Affairs of the Parliaments of the 
European Union (COSAC) 
 

 
 

Before I begin my remarks, I would like to take a moment to honour the 
memory of President David Sassoli. Like all who knew him, I was deeply 
saddened by his loss, and I would like to remember him with the words he 
said in his inaugural speech as President of the European Parliament: 
“Europe still has much to say if we can all speak with one voice”. His 
commitment to Europe, and to all Europeans, will be greatly missed. 
 
I am very grateful for the chance to speak today with parliamentarians from 
across the EU. Almost 27 years ago to the day, also while inaugurating a 
French EU presidency, President François Mitterrand said: “the more 
Europe there will be, the more democratic this Europe must be, and the 
more parliamentary it must be”. These words remain as true today as they 
were at the time. 
 
What a long way we have come since then. In January 2002, people in 12 
EU countries held euro banknotes and coins in their hands for the very first 
time. Now, 20 years later, over 340 million people are using euro cash in 
their everyday life and our single currency is more popular than ever. 
 
Reaching this point has not been easy. We have faced a series of crises, 
ranging from the global financial crisis to the sovereign debt crisis to the 
pandemic crisis. We have had to redesign and reinforce our institutional 
framework multiple times along the way. 
 
But, despite the sceptics and against their expectations, we have prevailed – 
and we have emerged from each crisis stronger. 
 
Today, though the number of infections in Europe remains very high, we 
are moving out of the emergency phase of the pandemic. This is thanks to 
our remarkable collective response. But we need to retain our sense of unity 
and direction as we move into the next phase. 
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The task we are facing now is to build on the foundations we have laid in the 
past two years and embed the lessons we have learned. If we do so, we can 
turn our achievements into lasting progress for Europe. I see three key 
directions in which this is possible. 
 
These are providing stability, strengthening supply and ensuring strategic 
autonomy. 
 
Providing stability 
 
The COVID-19 pandemic has been a major shock to our societies and 
economies. But it has shown that Europe can provide stability for our 
economy. When policymakers work hand in hand towards the same goal, 
the results can be impressive. 
 
Consider that from the onset of the global financial crisis, it took seven 
years for euro area GDP to get back to its pre-crisis level. Today, we expect 
GDP to exceed its pre-pandemic level in the first quarter of this year. This 
difference owes much to Europe’s combined policy response. 
 
For our part, the ECB promptly launched a set of extraordinary measures to 
stabilise financial markets, secure monetary policy transmission and 
thereby defend price stability.  
 
Our commitment to preserving favourable financing conditions provided a 
bridge to support firms, households and governments to the other side of 
the pandemic. In parallel, actions taken by ECB supervisors ensured that 
banks could act as a conduit for our measures. Together, we estimate that 
this saved more than one million jobs. 
 
Our monetary policy was flanked by an ambitious fiscal policy response to 
stabilise jobs and incomes. Governments and parliaments provided direct 
support to workers and businesses. And they showed flexibility and 
solidarity at EU level: fiscal and state aid rules were temporarily suspended, 
and new common fiscal instruments were introduced, notably Next 
Generation EU (NGEU). 
 
This has laid the groundwork for a strong recovery – much stronger than 
we imagined even a year ago. But there is still a need for stabilising policy as 
we navigate our way out of the pandemic. 
 
The rapid reopening of the economy has led to steep rises in the prices of 
fuel, gas and electricity. It has also led to prices increasing for durable goods 
and some services, as demand outstrips constrained supply. Year-on-year 
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inflation in the euro area reached 5% in December, with around half coming 
from energy prices. 
 
These same factors are in turn weighing on growth in the near term, which 
slowed at the end of last year. Higher energy prices are cutting into 
household incomes and denting confidence, while supply bottlenecks are 
leading to shortages in the manufacturing sector. 
 
We expect the drivers of inflation to ease over the course of this year. But 
we understand that rising prices are a concern for many people, and we 
take that concern very seriously. So let me reiterate that our commitment to 
price stability remains unwavering. We will take any measures necessary to 
ensure that we deliver on our inflation target of 2% over the medium term. 
 
That is why, at our last Governing Council meeting, we recalibrated our 
policy measures, allowing for a step-by-step reduction in the pace of our net 
asset purchases, moving gradually from around €80 billion per month to 
€20 billion per month over the course of 2022. 
 
We also ensured that we have the flexibility to respond to a range of 
circumstances. At the same time, we concluded that monetary 
accommodation is still needed for inflation to settle at 2% over the medium 
term. 
 
Strengthening supply 
 
Monetary policy works on the demand side of the economy by stabilising 
output around its potential level. But the level of potential output is mostly 
affected by the actions of other policymakers, besides the hard work of 
people and the strength of businesses. And this brings me to the second 
area on which we need to build: strengthening supply. 
 
There are structural changes taking place in the economy today which could 
have a profound impact on the supply side of the economy. The green 
transition, the digital revolution and demographic shifts have all been 
accelerated by the pandemic. If we are to achieve sustainable growth in the 
future, supply and demand need to move together as the economy adjusts 
to these changes. 
 
For example, the economy is already becoming greener as consumers 
change their behaviour and new regulation bites. And I am confident that 
this will ultimately provide a new source of growth for Europe: nine of the 
top 20 global players developing green-digital patents are European. But if 
supply capacity cannot adjust quickly enough, the transition could be 
bumpy. 
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One possible consequence, as I have discussed elsewhere, is greater 
volatility in energy prices, as bridge technologies like natural gas have to be 
used to fill gaps in energy production. 
 
And there is a risk that this could affect public confidence in 
decarbonisation. So the solution has to be to accelerate investment in 
renewables – and other green technologies – so that they come online 
faster. 
 
We are fortunate in Europe that our policy response has not only focused 
on stabilising demand, but also on redirecting supply towards the sectors of 
tomorrow. NGEU is a unique tool that can provide the investment impetus 
we need. It is critical that it becomes a complete success.  
 
You, national parliamentarians, now have the opportunity to ensure a swift 
and effective implementation of the reform and investment plans presented 
by Member States. 
 
That said, we will not be able to rely on NGEU alone to reorient our 
economy towards the future. It has a capacity of €750 billion until 2026, 
but achieving the green transition will moreover require additional 
investments of €520 billion per year by 2030. 
 
Catching up with leading digital competitors – the United States and China 
– will require an additional €125 billion per year. 
 
If we are to close this gap, we also need to find ways of unlocking the large 
pool of private investment in Europe and across the world. For that, we 
need a robust, integrated and diversified EU financial sector. 
 
This is one key reason why, in addition to completing the banking union, we 
need to further deepen Europe’s capital markets. Last year, I called for us to 
focus in particular on completing a “green capital markets union”. 
 
This is because equity investors are more suitable to finance riskier and 
more innovative projects, which are key to the digital and green transition. 
We also have a first-mover advantage in green finance, with 60% of global 
green bond issuance taking place in the EU. 
 
So how can we move forward? 
 
At European level, the legislative proposals recently published by the 
European Commission under the Capital Markets Union Action Plan 
provide a good basis for discussion with the co-legislators. But we need to 
see progress at the national level, too. Tax and regulatory reforms aimed at 
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supporting equity and venture capital investments are a key ingredient in 
deeper capital market integration. 
 
Ensuring strategic autonomy 
 
Taking these steps will create a stronger and more dynamic European 
equity landscape, which at the moment unfortunately lags behind our 
international peers. This, in turn, would strengthen Europe’s strategic 
autonomy, or, in other words, develop a higher degree of European 
sovereignty. This is the third area where I see potential to build on what we 
have achieved during the pandemic. 
 
We have taken several steps over the last two years that have bolstered our 
autonomy in the world. 
 
Our improved policy mix has helped strengthen our internal demand, 
making our growth more robust in a more uncertain global landscape. 
 
NGEU has increased the credibility of EU bond issuances as a new class of 
common European safe asset, boosting the international role of the euro. 
And if the reform plans embedded in NGEU are implemented diligently, it 
will validate and strengthen the confidence being expressed by financial 
markets in this new asset class. The ECB, as part of its monetary policy 
operations, purchased around €100 billion in European supranational 
bonds last year. 
 
But the pandemic has also opened up new fronts on which we need to 
consider our place in the world. In particular, it has dramatically sped up 
the digital revolution. Consumers have switched en masse to e-commerce, 
cashless payments have become the norm, and almost half of EU firms say 
that they have used the crisis as an opportunity to become more digital. 
 
Strengthening Europe’s strategic autonomy is vital in this context, as the 
digital realm is a global one where other economies have a head start. We 
need to act together on digital issues in order to remain in control of 
essential economic activities and set the highest standards for our citizens. 
 
The recent legislative initiatives – like the Digital Services Act or the Digital 
Markets Act – and the “Path to the Digital Decade” presented by the 
Commission last year will help to secure the EU’s global position in this 
field and project our standards across the world. And the ECB is also doing 
its share to prepare Europe for the new digital landscape, notably via the 
digital euro project. 
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We are currently investigating the key issues raised by its design and 
distribution. When this work concludes, in 2023, stakeholders – including 
Members of the European Parliament – will need to decide on the way 
forward. A digital euro would give people access to a simple, safe and 
reliable means of payment that is issued by the central bank, publicly 
guaranteed and universally accepted across the euro area. 
 
A digital euro would also provide new business opportunities and act as a 
catalyst for technological progress and innovation: European 
intermediaries would be in a position to improve the services they offer to 
their customers and stay competitive as new actors enter the payments 
landscape. This would also support Europe’s monetary and financial 
sovereignty. 
 
The digital euro would not replace cash. In fact, to coincide with the 20th 
anniversary of euro cash, the ECB has decided to launch a process of 
redesigning the banknotes to make them more relatable to Europeans of all 
ages and backgrounds. 
 
Conclusion 
 
Let me conclude. 
 
Our joint response to the pandemic has shown what we can achieve when 
we act together. We are emerging from the crisis stronger and with a solid 
foundation to build on. But there is much still to be done, and we should not 
let our resolution fade as the urgency of the crisis passes. 
 
During the last French EU presidency, President Nicolas Sarkozy said: 
“Europe needs to give itself the means to play the role it must have in the 
new world that is emerging.” These words still ring true today. 
 
We have an opportunity today to take decisions that will allow us to master 
the next phase of challenges we will face. That is the best way to 
demonstrate to our fellow citizens, and to the whole world, that the euro 
brings us together – and by bringing us together, it makes us stronger. 
 
I am now happy to further discuss these matters with you, as your support 
and contribution as parliamentarians will be essential in this endeavour. 
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Number 6 
IAIS Roadmap sets workplan for the next two years 
 

 
 

• Roadmap reflects progress made in the IAIS’ strategic pivot from policy 
development to a stronger focus on issues of financial stability and 
implementation assessment. 
 
• Despite the continued challenges of Covid-19, the IAIS maintains 
momentum on key post-financial crisis reforms, including the Holistic 
Framework and Insurance Capital Standard. 
 
• IAIS remains ahead of curve on supervisory issues, by advancing work 
related to key trends such as climate change, digital transformation, cyber 
risk and diversity, equity and inclusion. 
 
The International Association of Insurance Supervisors (IAIS) published its 
2022-2023 Roadmap. The Roadmap outlines the projects and activities 
that form the IAIS’ work programme over the next two years, guided by the 
IAIS’ Strategic Plan 2020-2024. 
 
“As we arrive at the mid-point of the 2020-2024 Strategic Plan, the 
2022-2023 Roadmap builds on the lessons learnt from responding to the 
new circumstances brought about by Covid-19, while also looking ahead to 
the risks and challenges insurance supervisors are and will be facing in the 
near future”, commented IAIS Executive Committee Chair, Vicky Saporta. 
 
The 2022-2023 Roadmap sees a prioritisation of the IAIS’ activities focused 
in five primary areas: 
 
• Assessing trends and risks in the global insurance sector – notably 
through the Global Monitoring Exercise (GME) – an important pillar of the 
Holistic Framework for the assessment and mitigation of systemic risk; 
 
• Finalising the development of global standards, in particular, the 
Insurance Capital Standard (ICS) for internationally active insurance 
groups (IAIGs); 
 
• Promoting effective supervisory practices, particularly in responding to 
accelerating trends in the global insurance sector; 
 
• Supporting the implementation of agreed global standards and assessing 
their comprehensive and consistent implementation; and 
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• Enhancing efficient and effective IAIS operations and transparent 
communication 
 

 
 
Covid-19 amplified many of the trends that the IAIS identified as relevant to 
the global insurance sector. In response, in 2022-2023, the IAIS will 
strengthen its consideration of these accelerating trends from a supervisory 
perspective. 
 
Notably, the IAIS will continue to advance its ambitious work programme 
on climate risk. It will also continue work on promoting good supervisory 
practices in the key areas of digital transformation, cyber risk, culture and 
conduct, financial inclusion and sustainable development.  
 
In 2022-2023, the IAIS will add a focus on diversity, equity and inclusion in 
the insurance sector, particularly related to interlinkages with insurers’ 
culture and governance. 
 
In progressing efforts in these areas, the IAIS will continue to work with our 
partners, while also consulting and collaborating with stakeholders and 
members. 
 
Overall, the 2022-2023 Roadmap presents an ambitious, but achievable, 
programme of work focused on areas of key interest for the members and 
stakeholders of the IAIS. 
 
The Roadmap can be found at: 
https://www.iaisweb.org/news/iais-roadmap-sets-workplan-for-the-next-t
wo-years 
 

https://www.iaisweb.org/news/iais-roadmap-sets-workplan-for-the-next-two-years
https://www.iaisweb.org/news/iais-roadmap-sets-workplan-for-the-next-two-years
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Number 7 
FSI Insights on policy implementation No 39 
Gatekeeping the gatekeepers: when big techs and fintechs own 
banks – benefits, risks and policy options  
Raihan Zamil and Aidan Lawson, January 2022 
 

 
 

Executive summary 
 
Over the past decade, big techs and fintechs began to provide a range of 
financial services to consumers, initially outside the confines of the highly 
regulated banking industry.  
 
These services started with payments, but expanded to encompass 
consumer lending, insurance and wealth management. In their provision of 
financial services, some big techs and fintechs compete directly with 
banks, while others work in partnership with them through various 
arrangements, to fulfil their customers’ banking needs.  
 
From the perspective of big techs and fintechs, the main benefit of 
providing bank-like financial services without a banking licence is the 
limited regulatory oversight, which allows them to focus on enhancing their 
technology, improving product offerings and enriching the customer 
experience. 
 
More recently, several big techs and fintechs have obtained a banking 
licence in various jurisdictions.  
 
Despite the regulatory scrutiny that accompanies a banking licence, a 
number of big techs and fintechs see the value proposition that it confers. 
Asia, and in particular China, is home to the largest number of big techs 
that operate with a banking licence.  
 
Numerous fintechs have also been granted bank charters in the United 
Kingdom and to a lesser extent in the European Union (EU) and the United 
States. 
 
Access to low-cost deposits that complement their product offerings, the 
cost savings associated with eliminating the need for partner banks, the 
perceived trust and legitimacy that a banking licence bestows and the 
possibility that investors may reward such firms through higher market 
valuations more than offset the costs associated with operating as a bank. 
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These developments have been facilitated by an enabling regulatory 
environment.  
 
Despite historical concerns regarding the ownership of banks by 
non-financial companies (NFCs), several banking authorities – particularly 
those with objectives that encompass financial inclusion and/or 
competition – have allowed technology firms to own banks.  
 
This shift in approach reflects their view that technological innovations in 
the provision of financial services may help to improve consumer outcomes.  
 
Several Asian jurisdictions have introduced digital bank licences, while 
others (UK) have streamlined their licensing process or expressed an 
openness to consider tech firms to obtain a banking licence (EU and US). 
 
This paper assesses the benefits and risks of extending banking licences to 
big techs and fintechs.  
 
The findings are based on publicly available information on applicable 
licensing requirements in seven jurisdictions covering Asia, Europe and 
North America.  
 
A key focus of the paper is to compare the merits of bank ownership by tech 
firms in relation to ownership by commercial or industrial NFCs.  
 
To help differentiate their risk characteristics, this paper classifies tech 
firms into three distinct groups: 
 
(i) standalone fintechs whose financial activities are conducted solely or 
primarily through their banking entity;  
 
(ii) large diversified fintechs which engage in a broader range of (mainly) 
financial services through various channels, including the parent entity 
level, their subsidiary bank and other non-bank subsidiaries, joint ventures 
and affiliates; and  
 
(iii) big techs with core non-financial businesses in social media, internet 
search, software, online retail and telecoms, who also offer financial 
services as a secondary business line. 
 
The perceived benefits of allowing tech firms to operate with a banking 
licence are compelling, but require scrutiny.  
 
Unburdened by legacy infrastructure, tech firms often offer superior 
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technology and user-friendly apps that may allow them to reach more 
consumers and perform various aspects of the banking business 
(onboarding, deposit-taking, lending, payments) more efficiently than 
incumbents, including commercial or industrial NFCs that may own banks.  
 
Collectively, their technology centric approach in the delivery of financial 
services is expected to advance some authorities’ broader goals of fostering 
financial inclusion, promoting competition and delivering better outcomes 
for society. 
 
Nevertheless, as part of the authorisation process – and subsequently 
through ongoing supervision – authorities need to examine the ability and 
willingness of tech firms to deliver on their stated objectives. 
 
The inherent risks, however, differ markedly across tech firms, with big 
techs posing the greatest challenges.  
 
To ascertain the underlying risks of bank ownership, we map five key risk 
factors across the three groups of tech firms specified in this paper.  
 
The first four factors – conflicts of interest, concentration of 
power/anticompetitive behaviour, contagion and systemic risk, and 
impediments to consolidated supervision – are specific concerns that are 
typically cited when commercial or industrial NFCs seek to own banks, and 
thus can also be applied to tech firms that own or are seeking a banking 
licence.  
 
The fifth factor, the ability of the parent or shareholders to support the bank 
in times of need, is a key element of the licensing process in all authorities. 
In aggregate, the risk profile of big techs, particularly across the first four 
factors, pose the highest risks among tech firms, followed by large, 
diversified fintechs. 
 
Authorities impose a range of financial and non-financial requirements as 
a precondition for tech firms to operate a licensed bank.  
 
Three critical provisions include the imposition of a financial holding 
company (FHC) structure to house tech firms’ various financial activities to 
facilitate consolidated oversight (China and Hong Kong SAR); the 
application of higher risk-based capital requirements on digital banks, due 
their untested business models (Singapore) or the imposition of higher 
leverage capital ratios to tech-owned banks in relation to traditional bank 
startups (US); and bank ownership limits on NFCs, including more severe 
caps for any company that violates anti-monopoly rules (Korea).  
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To assess the parent’s ability to support the bank, China requires the 
tech-owned parent of the FHC to be profitable for at least two consecutive 
years, while the US requires the parent (if it is an NFC) to pledge assets or 
to secure a line of credit to demonstrate its source of strength.  
 
Key non-financial provisions include prior technology experience of bank 
sponsors; limitations on overlapping boards and shared officers between 
the bank and (the tech) parent to minimise conflicts of interest; prohibition 
of predatory tactics used to gain market share; and a provision to develop 
an exit plan in case the bank fails. 
 
In devising licensing requirements, authorities should consider the 
inherent risks posed by tech firms.  
 
Among the three groups, the risk characteristics of big techs and large 
diversified fintechs pose the biggest supervisory concerns, with the former 
likely to require more onerous requirements than the latter.  
 
While standalone fintechs present lower overall risks, they have less 
flexibility – in relation to other tech firms – to provide financial support to 
their banking entity if needed, which should be considered during the 
authorisation process.  
 
In this context, various aspects of the licensing regime can be tailored for 
and adapted to tech firms’ unique risk profiles to mitigate the underlying 
risks, but supervision and enforcement may pose formidable challenges. 
 
The question of whether to allow tech firms to operate with a banking 
licence has the potential to permanently alter the landscape of national 
banking systems.  
 
Prudential authorities, as gatekeepers of the banking system, must decide 
whether to allow entry to these new gatekeepers of the digital economy and, 
if so, what requirements to impose on them.  
 
At one end of the spectrum is prohibiting or creating formidable barriers, 
while at the other is developing an enabling regulatory environment to 
facilitate their entry.  
 
The space between these theoretical extremes provides scope for prudential 
authorities to consider policy trade-offs that are appropriate for their 
jurisdiction-specific circumstances. 
 
To read more: https://www.bis.org/fsi/publ/insights39.pdf 
 

https://www.bis.org/fsi/publ/insights39.pdf
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Number 8 
NIST Updates FIPS 201 Personal Identity Credential Standard 
The standard now goes beyond physical ID cards to include electronic 
tokens and one-time passwords. 
 

 
 

To ensure that federal employees have a broader set of modern options for 
accessing facilities and electronic resources, the National Institute of 
Standards and Technology (NIST) has increased the number of acceptable 
types of credentials that federal agencies can permit as official digital 
identity. 
 
The increase is part of the latest update to Federal Information Processing 
Standard (FIPS) 201, which specifies the credentials that can be used by 
federal employees and contractors to access federal sites.  
 
The update, formally titled FIPS 201-3: Personal Identity Verification (PIV) 
of Federal Employees and Contractors, also allows for remote identity 
proofing and issuing, in addition to doing so in-person as was previously 
required.  
 
You may visit: https://csrc.nist.gov/publications/detail/fips/201/3/final 
 

 
 

“We have expanded the set of credentials that can be used for gaining access 
to federal facilities and also for logging onto workstations and other IT 
resources,” said Hildegard Ferraiolo, a NIST computer scientist. “It’s not all 
about PIV cards anymore.” 
 
The preceding FIPS standard, version 201-2, came out in 2013 and 
specified credentials embedded on PIV cards as the primary means for 
authentication, with limited exceptions for credentials designed for mobile 
devices that lacked PIV card readers. Millions of PIV cards have been issued 
to federal employees.  
 

https://csrc.nist.gov/publications/detail/fips/201/3/final
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The 201-3 update, the result of a regular review cycle, still specifies that PIV 
cards can be used but now offers additional options. It keeps the standard 
aligned with the most recent federal policies, including the Office of 
Management and Budget’s Memorandum M-19-17 on identity, credential 
and access management. It also ensures that the standard reflects current 
technological capabilities and needs, Ferraiolo said. 
 
“It has become important to provide more flexibility to agencies in choosing 
credentials to use for authentication,” she said. “Not all laptop computers 
are available with built-in PIV card slots, for example, and often, there are 
cloud-based applications that don’t use public-key infrastructure that PIV 
cards provide. For these situations we need alternatives.” 
 
The new options are a subset of credentials that are specified in NIST SP 
800-63-3, a multivolume publication on digital identity. Branches of the 
government will have a richer set of multifactor credentials for different 
devices — including, for example, FIDO (Fast ID Online) tokens and 
one-time passwords (OTP). 
 
With the revision milestone now complete, the focus for NIST has shifted to 
providing additional guidelines and implementation details, Ferraiolo said. 
NIST is currently in the process of updating guidelines for the expanded set 
of PIV credentials in Revision 1 of NIST SP 800-157. Additionally, to ensure 
that different credentials are interoperable across different agencies, a 
concept known as “federation,” NIST will provide guidelines in NIST SP 
800-217. 
 
Ferraiolo said these and other NIST publications associated with FIPS 
201-3 would be updated in coming months.  
 
For more information, see the complete FIPS update, which is available 
online at: https://csrc.nist.gov/publications/detail/fips/201/3/final 
 

 
 
 
 
 
 
 
 

https://csrc.nist.gov/publications/detail/fips/201/3/final
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Number 9 
How Sandia Labs is revealing the inner workings of quantum 
computers 
 

 
 

A precision diagnostic developed at the Department of Energy’s Sandia 
National Laboratories is emerging as a gold standard for detecting and 
describing problems inside quantum computing hardware. 
 
Two papers published in the scientific journal Nature describe how 
separate research teams — one including Sandia researchers — used a 
Sandia technique called gate set tomography to develop and validate highly 
reliable quantum processors. Sandia has been developing gate set 
tomography since 2012, with funding from the DOE Office of Science 
through the Advanced Scientific Computing Research program. 
 
Sandia scientists collaborated with Australian researchers at the University 
of New South Wales in Sydney, led by Professor Andrea Morello, to publish 
one of today’s papers. You may visit: 
https://www.nature.com/articles/s41586-021-04292-7 
 
Together, they used GST to show that a sophisticated, three-qubit system 
comprising two atomic nuclei and one electron in a silicon chip could be 
manipulated reliably with 99%-plus accuracy. 
 
In another Nature article appearing today, a group led by Professor Lieven 
Vandersypen at Delft University of Technology in the Netherlands used 
gate set tomography, implemented using Sandia software, to demonstrate 
the important milestone of 99%-plus accuracy but with a different 
approach, controlling electrons trapped within quantum dots instead of 
isolated atomic nuclei. You may visit: 
https://www.nature.com/articles/s41586-021-04273-w 
 
“We want researchers everywhere to know they have access to a powerful, 
cutting-edge tool that will help them make their breakthroughs,” said 
Sandia scientist Robin Blume-Kohout. 
 
Future quantum processors with many more qubits, or quantum bits, could 
enable users working in national security, science and industry to perform 
some tasks faster than they ever could with a conventional computer. But 
flaws in current system controls cause computational errors. A quantum 
computer can correct some errors, but the more errors it must correct, the 
larger and more expensive that computer becomes to build. 

https://www.nature.com/articles/s41586-021-04292-7
https://www.nature.com/articles/s41586-021-04273-w
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So, scientists need diagnostic tools to calculate how precisely they can 
control single atoms and electrons that store qubits and learn how to 
prevent errors instead of correcting them. This increases the reliability of 
their system while keeping costs down. 
 
Gate set tomography is Sandia’s flagship technique for measuring the 
performance of qubits and quantum logic operations, also known as 
“gates.” It combines results from many kinds of measurements to generate 
a detailed report describing every error occurring in the qubits. 
Experimental scientists like Morello can use the diagnostic results to 
deduce what they need to fix. 
 
“The Quantum Performance Laboratory at Sandia National Labs, led by 
Robin Blume-Kohout, has developed the most accurate method to identify 
the nature of the errors occurring in a quantum computer,” Morello said. 
You may visit: https://qpl.sandia.gov/ 
 

 
 
Gate set tomography even detects unexpected error 
 
The Sandia team maintains a free, open-source GST software called pyGSTi 
(pronounced “pigsty,” which stands for Python Gate Set Tomography 
Implementation). Publicly available at http://www.pygsti.info it was used 
by both research groups publishing in Nature today. 
 
While the Delft team used the pyGSTi software without assistance from the 
Sandia team, the UNSW-Sandia collaboration used a new, customized form 
of gate set tomography developed by the Sandia researchers. The new 
techniques enabled the team to rule out more potential error modes and 
focus on a few dominant error mechanisms. 
 
But when the Sandia team studied the GST analysis of the UNSW 
experimental data, they discovered a surprising kind of error that Morello’s 
group did not expect.  
 
The nuclear-spin qubits were interacting when they should have been 
isolated. Concerned that this error might indicate a flaw in the qubits, the 
team turned to Sandia’s Andrew Baczewski, an expert in silicon qubit 

https://qpl.sandia.gov/
http://www.pygsti.info/
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physics and a researcher at the Quantum Systems Accelerator, a National 
Quantum Information Science Research Center, to help find its source. 
 
“It came to occupy a lot of my free time,” Baczewski said. “I would be out for 
a walk on a Saturday morning and, out of the blue, something would occur 
to me and I would run home and do math for an hour.” 
 
Eventually, Baczewski and the rest of the team tracked the error to a signal 
generator that was leaking microwaves into the system. This can be easily 
fixed in future experiments, now that the cause is known. 
 
Blume-Kohout said, “It was really fulfilling to see confirmation that GST 
even detected the errors that nobody expected.” 
 
“The collaboration with Sandia National Laboratories has been crucial to 
achieve the milestone of high-fidelity quantum operations in silicon,” 
Morello said. “The theoretical and computational methods developed at 
Sandia have enabled the rigorous demonstration of quantum computing 
with better than 99% fidelity and have provided precious insights into the 
microscopic causes of the residual errors. We plan to expand this strategic 
collaboration in years to come.” 
 
Sandia National Laboratories is a multimission laboratory operated by 
National Technology and Engineering Solutions of Sandia LLC, a wholly 
owned subsidiary of Honeywell International Inc., for the U.S. Department 
of Energy’s National Nuclear Security Administration.  
 
Sandia Labs has major research and development responsibilities in 
nuclear deterrence, global security, defense, energy technologies and 
economic competitiveness, with main facilities in Albuquerque, New 
Mexico, and Livermore, California. 
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Number 10 
Providing GPS-quality timing accuracy without GPS 
DARPA seeks to transition precision optical atomic clocks from laboratory 
to warfighter 
 

 
 

Synchronizing time in modern warfare – down to billionths and trillionths 
of a second – is critical for mission success. High-tech missiles, sensors, 
aircraft, ships, and artillery all rely on atomic clocks on GPS satellites for 
nanosecond timing accuracy.  
 
A timing error of just a few billionths of a second can translate to 
positioning being off by a meter or more. If GPS were jammed by an 
adversary, time synchronization would rapidly deteriorate and threaten 
military operations. 
 
To address this scenario, DARPA has announced the Robust Optical 
Clock Network (ROCkN) program, which aims to create optical atomic 
clocks with low size, weight, and power (SWaP) that yield timing accuracy 
and holdover better than GPS atomic clocks and can be used outside a 
laboratory.  
 
ROCkN will leverage DARPA-funded research over the past couple decades 
that has led to lab demonstration of the world’s most precise optical atomic 
clocks.1 ROCkN clocks will not be as precise as the best lab optical clocks, 
but they will surpass current state-of-the-art atomic clocks in both 
precision and holdover while maintaining low SWaP in a robust package. 
 
“The goal is to transition optical atomic clocks from elaborate laboratory 
configurations to small and robust versions that can operate outside the 
lab,” said Tatjana Curcic, program manager in DARPA’s Defense Sciences 
Office.  
 
“If we’re successful, these optical clocks would provide a 100x increase in 
precision, or decrease in timing error, over existing microwave atomic 
clocks, and demonstrate improved holdover of nanosecond timing 
precision from a few hours to a month. This program could create many of 
the critical technologies, components, and demonstrations leading to a 
potential future networked clock architecture.” 
 
The program is divided into two technical areas: The first focuses on 
developing a robust, high-precision small portable optical clock. The second 
area focuses on building a larger, but still transportable, optical clock with 
unprecedented holdover performance. 
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In the first area, performers will be tasked to design a portable optical 
atomic clock that could fit on a fighter jet or satellite providing picosecond 
(trillionth of a second) accuracy for 100 seconds. The clock will need to 
withstand temperature, acceleration, and vibrational noise for use on board 
aircraft, vehicles, or satellites. 
 
The second technical area calls for performers to develop an optical atomic 
clock in a transportable package that could fit on a Navy ship or in a field 
tent to provide GPS-equivalent, nanosecond precision for 30 days in the 
absence of GPS. 
 
ROCkN is a four-year program consisting of two, two-year phases.  
 
In Phase 1, performers in both technical areas will develop a physics 
package to demonstrate the technology, and in Phase 2 performers will be 
tasked to develop fully operational clocks. At the end of the program, 
synchronization between stationary, mobile, and airborne clocks will be 
demonstrated with timing precision sufficient for 100 GHz distributed 
coherence. 
 
A Proposers Day for interested proposers is scheduled for Feb. 3, 2022, via 
live webcast. More details and registration information are available here: 
https://go.usa.gov/xtBch 
 
A Broad Agency Announcement solicitation with full program details is 
expected to be published on SAM.gov in the coming weeks. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://go.usa.gov/xtBch
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
Our Reading Room: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 

https://www.risk-compliance-association.com/Reading_Room.htm

