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Dear members and friends, 
 
I have received several similar questions: 
How can the Basel III Framework be applied 
to banks’ exposures to cryptoassets? I did 
not have a clear answer. 
 
Fortunately, today we have a very interesting paper from the Basel 
Committee on Banking Supervision, the Second consultation on the 
prudential treatment of cryptoasset exposures – June 2022, issued for 
comment by 30 September 2022. We read:  
 
60.1 This chapter sets out how the Basel Framework should be applied in 
respect of banks’ exposures to cryptoassets. Cryptoassets are defined as 
private digital assets that depend on cryptography and distributed ledger or 
similar technology. Digital assets are a digital representation of value, 
which can be used for payment or investment purposes or to access a good 
or service. 

http://www.risk-compliance-association.com/
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60.2 Dematerialised securities (securities that have been moved from 
physical certificates to electronic book-keeping) that are issued through 
Distributed Ledger Technologies (DLT) or similar technologies are 
considered to be within the scope of this chapter and are referred to as 
tokenised traditional assets, whereas those dematerialised securities that 
use electronic versions of traditional registers and databases which are 
centrally administered are not within scope. 
 
60.3 The prudential treatment of central bank digital currencies (CBDCs) is 
not described within the Basel Framework. The Committee will give further 
consideration to the treatment of CBDCs as and when they are issued. 
 
60.4 For the purposes of this chapter, the term “exposure” includes on- or 
off-balance sheet amounts that give rise to credit, market, operational and 
liquidity risks. It includes activities, such as nonfiduciary custodial services, 
that may only give rise to operational risk. 
 
We also read:  
 
60.25 Banks, on an ongoing basis, are responsible for:  
 
(i) assessing whether a cryptoasset is compliant with the classification 
conditions; and  
 
(ii) demonstrating to supervisors how a cryptoasset fulfils these conditions.  
 
To this end, banks should have in place the appropriate risk management 
policies, procedures, governance, human and IT capacities to evaluate the 
risks of engaging in cryptoassets and implement these accordingly on an 
ongoing basis and in accordance with internationally accepted standards. 
 
60.26 Supervisors are responsible for:  
 
(i) reviewing and assessing banks’ analysis and risk management and 
measurement approaches; and  
 
(ii) approving banks’ demonstrations of whether and how a cryptoasset 
qualifies as a Group 1 cryptoasset.  
 
A bank’s supervisor may rely on other regulators or supervisors overseeing 
the entities’ management of risks attributable to the functions mentioned 
above; as well as independent third-party assessors determined to have the 
required expertise and skills, to evaluate the specific risk characteristics of 
cryptoasset arrangements.  
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A cryptoasset must be classified as a Group 2 cryptoasset, unless a bank 
demonstrates to the supervisor that the cryptoasset meets all the 
classification conditions.  
 
In cases where the same cryptoasset is being sought for approval across 
banks, supervisors may make a decision whether a cryptoasset would be 
classified as a Group 1 cryptoasset based on their assessments made for 
cases of the same cryptoasset put forth by other banks. 
 
60.27 Requiring supervisory approval is necessary to ensure consistent 
application of classification conditions by banks. To ensure consistent 
application across jurisdictions, there is a need for strong coordination 
among supervisors. To this end, supervisors should routinely compare and 
share their supervisory approval criteria. 
 
Read more at number 1 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Second consultation on the prudential treatment of cryptoasset 
exposures – June 2022 
Issued for comment by 30 September 2022 
 

 
 

This is the Committee’s second consultation on the prudential treatment of 
cryptoasset exposures. The Committee would like to thank all respondents 
for their useful feedback on its first consultation document, which was 
published in June 2021. 
 
The revised proposals in this second consultative document aim to address 
the issues raised by respondents with regards to the initial proposals, and 
seek to achieve the general principles set out in the first consultative 
document of “same risk, same activity, same treatment”, simplicity, and 
minimum standards to which jurisdictions are free to apply additional 
measures if warranted.  
 
Given the rapid evolution and volatile nature of the cryptoasset market, the 
Committee will continue to closely monitor developments during the 
consultation period.  
 
The standards that the Committee aims to finalise around year-end may be 
tightened if shortcomings in the consultation proposals are identified or 
new elements of risks emerge and based on the Committee’s overall 
assessment of the risks.  
 
Over the past few years, the cryptoasset market has rapidly grown. Since 
the publication of the first consultative document the cryptoasset market 
has expanded further, though during the past six months the aggregate 
value of the market has contracted significantly.  
 
While the cryptoasset market remains small relative to the size of the global 
financial system, and banks’ exposures to cryptoassets are currently 
limited, its absolute size is meaningful and there continue to be rapid 
developments.  
 
The Committee believes that the growth of cryptoassets and related services 
has the potential to raise financial stability concerns and increase risks 
faced by banks.  
 
Certain cryptoassets have exhibited a high degree of volatility, and could 
present risks for banks as exposures increase, including liquidity risk; credit 
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risk; market risk; operational risk (including fraud and cyber risks); money 
laundering / terrorist financing risk; and legal and reputation risks.  
 
The basic structure of the proposal in the first consultation was to classify 
cryptoassets on an ongoing basis into two groups: 
 
• Group 1 cryptoassets. Those that meet in full a set of classification 
conditions. Group 1 cryptoassets include tokenised traditional assets 
(Group 1a) and cryptoassets with effective stabilisation mechanisms (Group 
1b), which would be subject to at least equivalent risk-based capital 
requirements based on the risk weights of underlying exposures as set out 
in the existing Basel capital framework. 
 
• Group 2 cryptoassets. Those that fail to meet any of the classification 
conditions. As a result, they pose additional and higher risks compared with 
Group 1 cryptoassets and consequently would be subject to a newly 
prescribed conservative capital treatment. 
 

 
 
The main changes that have been made to the Committee’s proposal 
relative to the first consultation document are: 
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• Standards text: The development of the specific standards text for 
inclusion in the Basel Framework in the form of new chapter (SCO60: 
Cryptoasset Exposures). 
 
• Refinement of the classification conditions: Elaboration and 
refinement of the classification conditions, with a revised stabilisation test 
for Group 1b (stablecoins).  
 

• Infrastructure risk add-on: The introduction of an add-on to 
risk-weighted assets (RWA) to cover infrastructure risk for all Group 1 
cryptoassets. 
 
• Recognition of hedging for certain Group 2 cryptoassets: Group 
2 cryptoassets that meet a set of hedging recognition criteria (ie Group 2a) 
may be subject to modified versions of the market risk requirements, which 
permit a limited degree of hedge recognition in the calculation of a bank’s 
net exposure. 
 
• Removal of accounting classification link: The capital 
requirements that will apply to cryptoassets have been delinked from their 
classification as tangible or intangible assets under the accounting 
standards. 
 
• Operational risk clarifications: The proposal relating to operational 
risk and resilience has been clarified to delineate more clearly between risks 
that would be covered by the operational risk framework, and those that 
should instead be captured in the credit and market risk frameworks. 
 
• Detail on application of liquidity rules: Additional detail added to 
specify the application of the liquidity risk requirements, including the 
treatment of cryptoliabilities (ie bank issued cryptoassets). 
 
• Group 2 exposure limit. Introduction of an exposure limit, which will 
initially limit a bank’s total exposures to Group 2 cryptoassets to 1% of Tier 
1 capital. 
 
Each of the changes above are described in more detail in the remainder of 
this consultation document. The draft standards text (SCO60) covering all 
areas is set out in the annex. 
 
The Committee recognises the climate risks posed by certain highly energy 
intensive cryptoassets.  
 
Climate related financial risks are being addressed in a holistic manner by 
the Committee and are therefore not covered in this consultative document.  
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Consistent with the first consultation, the prudential treatment of central 
bank digital currencies (CBDCs) is not described within the proposals.  
 
The Committee will give further consideration to the treatment of CBDCs if 
and when they are issued. 
 
To read more: https://www.bis.org/bcbs/publ/d533.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.bis.org/bcbs/publ/d533.pdf
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Number 2 

Rowing in unison to enhance cross-border payments 
Victoria Cleland, Executive Director for Payments, Bank of England, at the 
Central Bank Payments Conference 2022 
 

 
 

The importance of cross-border payments  
 
I am delighted to be speaking once again at the Central Bank Payments 
Conference.  
 
I have previously highlighted the establishment of the roadmap and targets 
to enhance cross-border payments.  
 
Today, I want to update you on some of the tangible progress already made 
in this area.  
 
And to stress the important role that you can play in working 
collaboratively across the public and private sectors to deliver real 
improvements to the cost, speed, transparency and accessibility of 
cross-border payments.  
 
Cross-border payments are essential to the global economy. It is estimated 
that this year the global cross-border payment market will settle $156 
trillion. 
 
And it is not just the wholesale markets that are impacted: cross-border 
payments are crucial to businesses, consumers and remittances.  
 
In Greece alone remittances reached an all-time high of 338 EUR million in 
January 2022. 
 
And the importance of cross-border payments is due to grow further.  
 
Business-to-business crossborder payments grew over 25% over the past 
two years and reached $34 trillion in 2021. 
 
A recent study suggested that 87% of global merchant executives see 
cross-border sales as their biggest growth potential. 
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But despite their importance, many cross-border payments are still slow, 
expensive and difficult to track.  
While some wholesale payments are very effective, there are too many 
cases, for remittance payments in particular, where payments can take up 
to 10 days and cost more than 10% of the value of the underlying transfer.  
 
And this has a very real impact on businesses and individuals. This 
underlines why enhancing cross-border payments is so critical and why the 
G20 made it a priority in 2020.  
 
To recap briefly, the first step was a Financial Stability Board (FSB), report 
assessing the frictions and challenges. 
 
The Committee on Payments and Market Infrastructures (CPMI) then set 
out the building blocks that would be instrumental in addressing the 
challenges. 
 
And in October 2020 the FSB coordinating with CPMI and other standard 
setting bodies, published a roadmap - a high-level plan of the timelines, 
actions and actors required to progress each building block. 
 
The roadmap consists of 19 building blocks that were arranged into 5 focus 
areas.  
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The first 4 focus areas seek to enhance the existing payments ecosystem by, 
for example, coordinating regulatory, supervisory and oversight 
frameworks; improving existing payment infrastructures; and increasing 
data quality.  
 
The fifth focus area is more exploratory and covers emerging payment 
infrastructures and arrangements including Central Bank Digital 
Currencies (CBDCs).  
 
In October 2021, following a public consultation, the FSB announced clear 
quantitative global targets to address the 4 challenges of cross-border 
payments - cost, speed, access and transparency across 3 market segments 
– wholesale, retail and remittances – the majority of which will come into 
effect in 2027. 
 
Work is underway to assess how to measure progress against the targets. 
And crucially work is underway to enable the targets to be met. To achieve 
the magnitude of change needed at pace will require collaborative effort. 
Given the conference is in Athens, I wanted to bring collaboration to life 
with an example from Greece – the Trireme.  
 
This famous ship – the fastest in the ancient world - derives its name from 
its three tiers of oars, and its success has been attributed to the 
collaborative efforts of these three tiers working together.  
 
This ship and its ethos of teamwork provide a key metaphor for how we can 
successfully bring about change in how cross-border payments work. In the 
world of cross-border payments the three key groups are: central banks, 
industry and public authorities.  
 
There is a saying “If you want to go fast, go alone. If you want to go far, go 
together.” We need to go far together to reach the FSB targets on cost, 
speed, access and transparency. 
 
To read more: 

https://www.bankofengland.co.uk/speech/2022/june/victoria-cleland-spe
ech-at-the-currency-research-central-bank-payments-conference-2022 
 

 
 
 

https://www.bankofengland.co.uk/speech/2022/june/victoria-cleland-speech-at-the-currency-research-central-bank-payments-conference-2022
https://www.bankofengland.co.uk/speech/2022/june/victoria-cleland-speech-at-the-currency-research-central-bank-payments-conference-2022
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Number 3 

Apple expands industry-leading commitment to protect users 
from highly targeted mercenary spyware 
 

 
 

Apple is previewing a groundbreaking security capability that offers 
specialized additional protection to users who may be at risk of highly 
targeted cyberattacks from private companies developing state-sponsored 
mercenary spyware. Apple is also providing details of its $10 million grant 
to bolster research exposing such threats. 
 

 
 
Apple detailed two initiatives to help protect users who may be personally 
targeted by some of the most sophisticated digital threats, such as those 
from private companies developing state-sponsored mercenary spyware.  
 
Lockdown Mode — the first major capability of its kind, coming this fall 
with iOS 16, iPadOS 16, and macOS Ventura — is an extreme, 
optional protection for the very small number of users who face grave, 
targeted threats to their digital security.  
 
Apple also shared details about the $10 million cybersecurity grant it 
announced last November to support civil society organizations that 
conduct mercenary spyware threat research and advocacy. 
 
“Apple makes the most secure mobile devices on the market. Lockdown 
Mode is a groundbreaking capability that reflects our unwavering 
commitment to protecting users from even the rarest, most sophisticated 
attacks,” said Ivan Krstić, Apple’s head of Security Engineering and 
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Architecture. “While the vast majority of users will never be the victims of 
highly targeted cyberattacks, we will work tirelessly to protect the small 
number of users who are. That includes continuing to design defenses 
specifically for these users, as well as supporting researchers and 
organizations around the world doing critically important work in exposing 
mercenary companies that create these digital attacks.” 
 
Lockdown Mode offers an extreme, optional level of security for the very 
few users who, because of who they are or what they do, may be personally 
targeted by some of the most sophisticated digital threats, such as those 
from NSO Group and other private companies developing state-sponsored 
mercenary spyware.  
 
Turning on Lockdown Mode in iOS 16, iPadOS 16, and macOS Ventura 
further hardens device defenses and strictly limits certain functionalities, 
sharply reducing the attack surface that potentially could be exploited by 
highly targeted mercenary spyware. 
 

 
 
At launch, Lockdown Mode includes the following protections:  
 
- Messages: Most message attachment types other than images are 

blocked. Some features, like link previews, are disabled. 
 
- Web browsing: Certain complex web technologies, like just-in-time 

(JIT) JavaScript compilation, are disabled unless the user excludes a 
trusted site from Lockdown Mode. 

 
- Apple services: Incoming invitations and service requests, including 

FaceTime calls, are blocked if the user has not previously sent the 
initiator a call or request. 
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- Wired connections with a computer or accessory are blocked when 
iPhone is locked. 

 
- Configuration profiles cannot be installed, and the device cannot enroll 

into mobile device management (MDM), while Lockdown Mode is 
turned on. 

 
Apple will continue to strengthen Lockdown Mode and add new protections 
to it over time. To invite feedback and collaboration from the security 
research community, Apple has also established a new category within the 
Apple Security Bounty program to reward researchers who find Lockdown 
Mode bypasses and help improve its protections. Bounties are doubled for 
qualifying findings in Lockdown Mode, up to a maximum of $2,000,000 — 
the highest maximum bounty payout in the industry. 
 
Apple is also making a $10 million grant, in addition to any damages 
awarded from the lawsuit filed against NSO Group, to support 
organizations that investigate, expose, and prevent highly targeted 
cyberattacks, including those created by private companies developing 
state-sponsored mercenary spyware.  
 
The grant will be made to the Dignity and Justice Fund established and 
advised by the Ford Foundation — a private foundation dedicated to 
advancing equity worldwide — and designed to pool philanthropic 
resources to advance social justice globally. The Dignity and Justice Fund is 
a fiscally sponsored project of the New Venture Fund, a 501(c)(3) public 
charity. 
 
“The global spyware trade targets human rights defenders, journalists, and 
dissidents; it facilitates violence, reinforces authoritarianism, and supports 
political repression,” said Lori McGlinchey, the Ford Foundation’s director 
of its Technology and Society program. “The Ford Foundation is proud to 
support this extraordinary initiative to bolster civil society research and 
advocacy to resist mercenary spyware. We must build on Apple’s 
commitment, and we invite companies and donors to join the Dignity and 
Justice Fund and bring additional resources to this collective fight.” 
 
The Dignity and Justice Fund expects to make its first grants in late 2022 or 
early 2023, initially funding approaches to help expose mercenary spyware 
and protect potential targets that include:    
    
- Building organizational capacity and increasing field coordination of 

new and existing civil society cybersecurity research and advocacy 
groups. 
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- Supporting the development of standardized forensic methods to detect 
and confirm spyware infiltration that meet evidentiary standards. 

 
- Enabling civil society to more effectively partner with device 

manufacturers, software developers, commercial security firms, and 
other relevant companies to identify and address vulnerabilities. 

 
- Increasing awareness among investors, journalists, and policymakers 

about the global mercenary spyware industry. 
 
- Building the capacity of human rights defenders to identify and respond 

to spyware attacks, including security audits for organizations that face 
heightened threats to their networks.  

 
To read more: 

https://www.apple.com/newsroom/2022/07/apple-expands-commitment
-to-protect-users-from-mercenary-spyware/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.apple.com/newsroom/2022/07/apple-expands-commitment-to-protect-users-from-mercenary-spyware/
https://www.apple.com/newsroom/2022/07/apple-expands-commitment-to-protect-users-from-mercenary-spyware/
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Number 4 

Europe as a common shield - protecting the euro area economy 
from global shocks 
Fabio Panetta, Member of the Executive Board of the European Central 
Bank, at the European Parliament's Innovation Day "The EU in the world 
created by the Ukraine war", Brussels 
 

 
 

I am very pleased to be taking part in this event, even though I 
unfortunately cannot do so in person. I would like to thank European 
Parliament Secretary-General Klaus Welle for his kind invitation. 
 
As an EU institution, the ECB is accountable to the citizens of Europe via 
the European Parliament. And our two institutions have quickly learnt one 
of the key lessons of the COVID-19 crisis: physical distance need not imply 
intellectual distance. 
 
Thanks to technology, since the outbreak of the pandemic I have 
participated in several virtual hearings of the Committee on Economic and 
Monetary Affairs to discuss the ECB’s work on a digital euro. The digital 
euro is a key innovation for serving the interests of Europeans in a digital 
world. It would provide easy, costless and safe access to central bank money 
for daily digital payments, just as cash does for physical transactions today. 
 
Co-legislators can ensure that the European Union supports modernisation 
and progress in a way that is fully aligned with European values and 
interests. For the digital euro, they will legislate on key aspects such as the 
protection of privacy and legal tender status. 
 
But the digital euro is just one example. Promoting socially desirable 
innovation does not only apply to technology. It also applies to institutions. 
We need to continuously modernise the “technology” that underpins the 
functioning of our Union, from its governance to its economic architecture. 
 
This is crucial if we are to enhance our resilience to global shocks and 
safeguard European sovereignty. Ultimately, this is about protecting our 
society and guaranteeing that it can continue to enjoy peace, freedom and 
prosperity in spite of the geo-economic disruptions that we are facing with 
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Russia’s aggression against Ukraine, the commodity and energy price shock 
and the threats to international cooperation and multilateralism. 
 
If we are to overcome these formidable challenges, we must be united. The 
lesson of history is that when our actions are inspired by selfishness, and we 
waste our human, economic and political capital on fuelling internal 
disputes instead of solving them, we are defeating Europe.  
 
We are dividing it, weakening its ability to face shocks and shape global 
outcomes. Unity, not fragmentation, makes us strong. 
 
Two years ago, at the onset of the pandemic, Jacques Delors warned that 
the “germ” of national divisions was back and that it posed a mortal danger 
to the European Union.  
 
His warning was heeded and our Union emerged from the pandemic 
stronger, with inclusive policies and innovations such as the Next 
Generation EU (NGEU) programme.  
 
Following the Russian invasion of Ukraine, EU leaders took a major step 
towards European integration with the Versailles Declaration of March 
2022. 
 
To deliver on its strategic objectives – reducing energy dependence, 
bolstering defence capabilities and building a more robust economic base – 
we need to continue innovating. 
 
2022 also marks the 30th anniversary of the signing of the Maastricht 
Treaty, which transformed the European Communities into the European 
Union. This Treaty contained two important innovations. 
 
First, it granted the European Parliament extended powers through the 
right of co-decision, thereby strengthening the democratic foundations of 
policymaking in the EU. Since then, the Parliament has consolidated its 
role in shaping the EU. 
 
Second, the Treaty enshrined the decision to form Economic and Monetary 
Union (EMU) in law. The European Parliament is also EMU’s parliament. 
And it has been a key promoter of the modernisation of our economic 
architecture in recent years, alongside the ECB and other EU institutions. 
 
So today I would like to reflect on the evolution of European economic 
governance and then explore the challenges facing the euro area economy 
and monetary policy in the new geopolitical landscape. 
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The pandemic crisis: a paradigm shift 
 
Since the Maastricht Treaty entered into force back in 1993, progress 
towards EMU has been discontinuous, echoing Jean Monnet’s famous 
statement that “Europe will be forged in crises, and will be the sum of the 
solutions adopted for those crises”. 
 
The economic framework introduced by the Treaty had the specific aim of 
preventing economic policies from jeopardising the stability of the 
monetary union as a whole. But this was initially implemented mainly 
through preventive tools that sought to avoid excessive government 
spending at national level. The euro area was not prepared to manage large 
shocks. 
 
This weakness was laid bare by the financial crisis. The euro area adopted a 
flawed policy mix, causing an economic gap to emerge with other major 
economies. 
 
Fiscal policy – after briefly intervening to support the economy – 
procyclically turned towards fiscal consolidation, mainly through 
uncoordinated interventions that were inconsistent with the fiscal stance 
that would have been appropriate at European level. Between 2011 and 
2013 procyclical fiscal consolidation triggered contractionary forces that 
also turned out to be self-defeating in terms of debt sustainability. 
 
The task of stabilising the economy fell on the ECB’s monetary policy alone, 
forcing the euro area to undergo a slow and fragile recovery with members 
of EMU suffering economic losses and social distress. 
 
The procyclical policies of those years generated a political backlash. 
Europe was divided into creditor and debtor countries – a core and a 
periphery – resulting in a deep economic, social and political divide.  
 
A new paradigm 
 
The pandemic crisis represented a watershed in the journey of European 
integration. In spring 2020 European leaders recognised that a strong, 
common fiscal response to offset the economic damage caused by the 
pandemic was in the interests of all euro area countries. 
 
In particular, under the NGEU programme, a decision was taken to set up a 
European fiscal instrument with the necessary resources to support the 
recovery. This created the basis for a European social contract for exiting 
the pandemic: EU Member States committed to making their economies 
more competitive in exchange for European funding. In this way, not only 
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would NGEU enhance medium-term growth prospects, it would also 
contribute to convergence. 
 
The ECB’s monetary policy also responded decisively to the pandemic 
shock. 
 
At the outset, the COVID-19 crisis had a severe impact on the euro area 
economy and capital markets, bringing inflation into negative territory and 
threatening financial stability. 
 
Faced with this situation, the ECB adopted extraordinary measures to 
secure favourable financing conditions in all euro area countries. The most 
significant of these measures was the pandemic emergency purchase 
programme (PEPP), whereby the ECB – over a two-year period – 
purchased private and public sector securities amounting to around €1.7 
trillion. 
  
In contrast to previous ECB asset purchase programmes, the PEPP was 
given the flexibility needed for purchases to be calibrated over time, across 
asset classes and among jurisdictions. This enabled action to be directed 
more effectively to where the risks to monetary policy transmission were 
greater. 
 
Overall, the ECB’s measures supported favourable financing conditions 
across the euro area and fended off risks of financial fragmentation. And 
governments were in a position to step in, offsetting lost private sector 
income. 
 
We have learnt two main lessons from this experience. 
 
First, situations that require a joint monetary and fiscal policy response 
may arise more frequently than previously thought. During the pandemic, 
fiscal policies and our independent monetary policy have reinforced each 
other. 
 
This prevented a repetition of the experience of the global financial crisis, 
when the procyclical amplification of financial stress and inadequate 
support for demand resulted in a persistent output gap, high 
unemployment, financial instability and too-low inflation. 
 
The second lesson is that, for EMU to be viable, European policies must be 
conducted for the benefit of all Member States. The new model embraced 
by European authorities during the pandemic avoided the political 
divisions we saw in the past. 
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This provided evidence of how EMU can create a virtuous circle. When we 
intervene at European level to counteract external shocks, when we 
promote responsible national fiscal and economic policies, and when we 
shore up the financial system against self-fulfilling risks of instability and 
fragmentation, we support the resilience and the progress of the entire euro 
area. 
 
A well-functioning EMU in turn supports the integration of European 
supply chains, boosting autonomy, efficiency and growth. It strengthens the 
international role of the euro and our collective firepower to react to 
external shocks. And in doing so it delivers both economic and geopolitical 
benefits to Europeans, acting as a collective economic defence clause. 
 
The euro area in the new geo-economic context 
 
Our ability and resolve to make EMU work are again being put to the test, 
this time by the war in Ukraine. And macroeconomic policies are facing 
renewed challenges in the current geopolitical landscape. 
 
The Versailles Declaration: implications for Europe’s economic governance 
The Russian invasion of Ukraine marked a turning point for Europe and for 
globalisation. When European leaders met in Paris on 11 March, they 
described the current situation as a “tectonic shift in European history”, 
with far-reaching effects on the structure and governance of the European 
economy. 
 
In the ensuing Versailles Declaration, they recognised Europeans’ collective 
security as a shared public good and identified three conditions for 
achieving it: reducing energy dependence, bolstering defence capabilities 
and building a more robust economic base. 
 
The adjustment to this new state of international political and trade 
relations will be costly and require substantial investment. This investment 
is also necessary to protect our productive capacity in the face of the current 
shocks and to avoid a permanent loss of economic potential that could 
entrench inflationary pressures. 
 
In this context and responding to the mandate from the European leaders, 
on 18 May the European Commission presented REPowerEU, an ambitious 
plan that aims to reduce the EU’s fossil fuel dependence on Russia to zero 
by 2030. Moreover, huge amounts of financing are needed if we are to make 
the green transition a reality. Overall, reducing dependence on Russian 
fossil fuels and achieving the EU’s 2030 climate targets will require 
energy-related investments of €500 billion per year, on average, between 
2021 and 2030. 
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Member States’ defence budgets are also likely to increase significantly. 
And in the coming years, Europe will have to increase its investment to 
speed up the digital transformation and expand research and development 
activities, to name just a few sectors. 
 
If the responsibility for these higher investments and the associated costs 
were to fall exclusively on the shoulders of the individual Member States, 
this could lead to underinvestment, a less coherent and effective response 
to current shocks and a narrowing of fiscal space. Financial fragmentation 
could also increase as the external shocks we are facing, such as the energy 
shock, are impacting European economies to varying degrees. 
 
According to the theory of fiscal federalism, public goods that cannot be 
offered more effectively or efficiently by national governments – and for 
which there is broad support across Europe – should be provided by the 
EU. In my view, the required investment I have just outlined can be 
considered as such a public good. And the action points set out in the 
Versailles Declaration enjoy broad support among Europeans. 
 
So if we think back to those words of Jean Monnet, the current geopolitical 
crisis requires us to make another leap forward in the process of EU fiscal 
integration, recognising that it is an illusion that EMU can function 
smoothly without a fiscal capacity at European level to respond to such 
external shocks. 
 
A larger, permanent and centralised fiscal capacity, if designed 
appropriately, could help to address the imbalances in the institutional 
framework of the monetary union, in which a single monetary policy 
coexists with a fiscal policy that is fragmented along national lines. In the 
current uncertain economic landscape, this would allow us to cushion the 
asymmetric effects that may emerge from the common shock of the war, 
thereby preventing fragmentation risks. 
 
To read more: 
https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220701~25
4252d76e.en.html 
 

 
 
 
 

https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220701~254252d76e.en.html
https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220701~254252d76e.en.html
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Number 5 

Countering hack-for-hire groups 
Shane Huntley, Director, Threat Analysis Group 
 

 
 

As part of TAG's mission to counter serious threats to Google and our users, 
we've published analysis on a range of persistent threats including 
government-backed attackers, commercial surveillance vendors, and 
serious criminal operators.  
 
Today, we're sharing intelligence on a segment of attackers we call 
hack-for-hire, whose niche focuses on compromising accounts and 
exfiltrating data as a service. 
 
In contrast to commercial surveillance vendors, who we generally observe 
selling a capability for the end user to operate, hack-for-hire firms conduct 
attacks themselves.  
 
They target a wide range of users and opportunistically take advantage of 
known security flaws when undertaking their campaigns. Both, however, 
enable attacks by those who would otherwise lack the capabilities to do so. 
 
We have seen hack-for-hire groups target human rights and political 
activists, journalists, and other high-risk users around the world, putting 
their privacy, safety and security at risk. They also conduct corporate 
espionage, handily obscuring their clients’ role. 
 
To help users and defenders, we will provide examples of the hack-for-hire 
ecosystem from India, Russia, and the United Arab Emirates and context 
around their capabilities and persistence mechanisms. 
 
How Hack-For-Hire Operations Work 
 
The hack-for-hire landscape is fluid, both in how the attackers organize 
themselves and in the wide range of targets they pursue in a single 
campaign at the behest of disparate clients.  
 
Some hack-for-hire attackers openly advertise their products and services 
to anyone willing to pay, while others operate more discreetly selling to a 
limited audience. 
 
For example, TAG has observed Indian hack-for-hire firms work with third 
party private investigative services — intermediaries that reach out for 
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services when a client requires them — and provide data exfiltrated from a 
successful operation.  
 
This is detailed in depth in today’s Reuters investigation into the Indian 
hack-for-hire ecosystem. We have also observed Indian hack-for-hire firms 
work with freelance actors not directly employed by the firms themselves. 
 
The breadth of targets in hack-for-hire campaigns stands in contrast to 
many government-backed operations, which often have a clearer 
delineation of mission and targets.  
 
A recent campaign from an Indian hack-for-hire operator was observed 
targeting an IT company in Cyprus, an education institution in Nigeria, a 
fintech company in the Balkans and a shopping company in Israel. 
 
Recent Hack-for-Hire Campaigns 
 
India 
 

 
 
Since 2012, TAG has been tracking an interwoven set of Indian 
hack-for-hire actors, with many having previously worked for Indian 
offensive security providers Appin and Belltrox. 
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One cluster of this activity frequently targets government, healthcare, and 
telecom sectors in Saudi Arabia, the United Arab Emirates, and Bahrain 
with credential phishing campaigns. These credential phishing campaigns 
have ranged from targeting specific government organizations to AWS 
accounts to Gmail accounts. 
 

 
 
TAG has linked former employees of both Appin and Belltrox to Rebsec, a 
new firm that openly advertises corporate espionage as an offering on its 
company website. 
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Russia 
 
While investigating a 2017 credential phishing campaign that targeted a 
prominent Russian anti-corruption journalist, we discovered the Russian 
attacker targeting other journalists, politicians across Europe, and various 
NGOs and non-profit organizations.  
 
But what stuck out during this investigation was the breadth of targeting, 
which also included individuals that had no affiliation with the selected 
organizations, and appeared to be regular, everyday citizens in Russia and 
surrounding countries. This hack-for-hire actor has been publicly referred 
to as 'Void Balaur'. 
 
These campaigns were similar regardless of target, consisting of a 
credential phishing email with a link to an attacker-controlled phishing 
page. The lures ranged from fake Gmail and other webmail provider 
notifications to messages spoofing Russian government organizations.  
 
After the target account was compromised, the attacker generally 
maintained persistence by granting an OAuth token to a legitimate email 
application like Thunderbird or generating an App Password to access the 
account via IMAP. Both OAuth tokens and App Passwords are revoked 
when a user changes their password. 
 
During our early investigation, TAG discovered the attacker’s public 
website (no longer available) advertising account hacking capabilities for 
email and social media services. The site claimed to have received positive 
reviews on Russian underground forums such as Dublikat and Probiv.cc. 
Over the past five years, TAG has observed the group targeting accounts at 
major webmail providers like Gmail, Hotmail, and Yahoo! and regional 
webmail providers like abv.bg, mail.ru, inbox.lv, and UKR.net. 
 
To read more: 

https://blog.google/threat-analysis-group/countering-hack-for-hire-group
s/ 
 

 
 
 
 
 

https://blog.google/threat-analysis-group/countering-hack-for-hire-groups/
https://blog.google/threat-analysis-group/countering-hack-for-hire-groups/
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Number 6 

Annual Report 2021/22 
 

 
 

The Annual Report highlights the steps the BIS has taken to deliver on its 
Innovation BIS 2025 strategy and to respond to the challenges facing 
central banks: the effects of the Covid-19 pandemic, higher than expected 
inflation and the impact of the war in Ukraine. 
 
Promoting global monetary and financial stability 
 
The global financial system is increasingly complex and interdependent, 
which makes the policymaking environment in which central banks operate 
ever more multifaceted.  
 
Against this backdrop, the work of the BIS in supporting central banks and 
promoting global financial stability has never been more relevant.  
 
The Bank achieves this by focusing on developments in financial markets, 
monetary policy and technological innovation. 
 
Promoting international cooperation 
 
The BIS acts as a global forum for dialogue and cooperation among central 
banks and financial supervisory authorities from around the world.  
 
In the aftermath of the Covid-19 pandemic, central banks are assessing how 
robust growth is while addressing inflation which has been unleashed in 
most of the world.  
 
In addition to an exacting macroeconomic environment, digitisation is 
changing the structure of the financial and monetary system globally and 
demanding central banks’ attention. 
 
The BIS is committed to fostering international cooperation among central 
banks and financial supervisory authorities from around the world, with a 
view to supporting their efforts to ensure monetary and financial stability.  
 
Innovation BIS 2025 has allowed us to increase our global outreach by 
further deepening our engagement with central bank committees and 
hosted organisations in the context of the Basel Process. The BIS convenes 
high-level meetings of central bank Governors and financial supervisory 
authorities to enable dialogue and knowledge-sharing.  
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These meetings are coordinated at a global level in Basel and 
complemented by regional discussions through the Bank’s Representative 
Offices for Asia-Pacific and the Americas.  
 
The offices serve as centres for BIS activities in their respective regions and 
are uniquely positioned to understand the needs of the central banks in 
those regions and anticipate the changes affecting them.  
 
The Bank’s Financial Stability Institute assists central banks and financial 
regulatory and supervisory authorities worldwide in strengthening their 
financial systems, by supporting the implementation of global regulatory 
standards and sound supervisory practices. It does so through policy work, 
knowledge-sharing activities and capacity-building. 
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International associations at the BIS  
 
Financial Stability Board  
 

 
 

The Financial Stability Board (FSB) promotes international financial 
stability by coordinating the work of national financial authorities and 
international standardsetting bodies as they develop regulatory, 
supervisory and other policies. It fosters a level playing field by encouraging 
consistent implementation of these policies across sectors and jurisdictions.  
 
The FSB is chaired by Klaas Knot, President of the Netherlands Bank, who 
succeeded Randal K Quarles, Vice Chair of the US Federal Reserve, in 
December 2021.  
 
In 2021/22, the FSB continued its efforts to address the strains to the 
financial system resulting from the Covid-19 pandemic.  
 
The FSB set out key lessons for financial stability made apparent by the 
pandemic, which require further attention from policymakers, including 
work to enhance the resilience of non-bank financial intermediation.  
 
These lessons define a path forward on financial stability policy and lay the 
foundation for a more efficient and resilient financial system in the future.  
 
Looking beyond the pandemic, the FSB also coordinated international work 
on addressing the financial stability implications of key structural changes, 
including climate change and digital innovation.  
 
To this end, the FSB took forward the roadmap to address climate-related 
financial risks and the roadmap to enhance cross-border payments.  
 
In the light of the war in Ukraine, the FSB stepped up its surveillance of 
market developments, with a focus on the resilience of critical nodes in the 
global financial system.  
 
The FSB is also conducting in-depth analysis and assessment of specific 
potential vulnerabilities, with a particular focus on commodity markets, 
margining and leverage.  
 
In addition, ensuring that cryptoasset markets are properly regulated is a 
key priority for the FSB. 
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International Association of Deposit Insurers  
 

 
 

The International Association of Deposit Insurers (IADI) is the global 
standardsetting body for deposit insurance systems.  
 
It contributes to the stability of financial systems by advancing standards 
and guidance for effective deposit insurance systems and promoting 
international cooperation among deposit insurers, bank resolution 
authorities and other safety net organisations.  
 
The Acting President and Chair of IADI’s Executive Council is Alejandro 
López, Chief Executive Officer of Seguro de Depósitos Sociedad Anónima, 
Argentina. 
 
In November 2021, the new IADI Strategic Plan, for 2022–26, was 
approved at the Annual General Meeting, which set the goals to: 
 
- promote the Core Principles for Effective Deposit Insurance Systems 

(Core Principles) and deposit insurance compliance;  
 

- advance deposit insurance research and policy development;  
 

- provide Members with technical support to modernise and upgrade 
their systems; and  

 
- enhance IADI’s governance by improving efficiency and transparency.  
 
In 2021/22, IADI produced research, guidance and briefing papers on 
topics including deposit insurance coverage, the resolution of financial 
cooperatives and emerging issues such as fintech and climate change.  
 
It also initiated a new programme for conducting thematic assessments of 
compliance with the Core Principles and began a process to review and 
update the Core Principles.  
 
On capacity-building efforts, IADI conducted numerous international 
conferences, webinars and training and technical assistance activities 
virtually.  
 
It worked closely with the FSB, the FSI, the IMF, the World Bank and other 
international financial organisations in conducting conferences and 
meetings on deposit insurance and bank resolution issues. 
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International Association of Insurance Supervisors  
 

 
 

The International Association of Insurance Supervisors (IAIS) is the global 
standardsetting body for insurance supervision.  
 
The Association is chaired by Victoria (Vicky) Saporta, Executive Director 
of Prudential Policy Directorate at the Bank of England.  
 
During the past year, the IAIS ‘s key focus areas included:  
 
Risk assessment: 2021 was the first year of full implementation of the 
IAIS’s annual Global Monitoring Exercise, which covers over 90% of the 
worldwide insurance sector and monitors key trends and the possible 
build-up of systemic risk.  
 
Results published in the 2021 Global Insurance Market Report focused on 
the low-yield environment and the related growth in private equity 
ownership of insurers, increased credit risk and heightened cyber risk.  
 
Finalising and implementing key reforms: the IAIS’s global Insurance 
Capital Standard entered the third year of a five-year monitoring period 
ahead of its adoption in 2024, marked by strong participation by volunteer 
insurance groups across all regions.  
 
The IAIS also began in-depth assessment of implementation of supervisory 
measures related to its Holistic Framework for the assessment and 
mitigation of systemic risk in the insurance sector in 10 jurisdictions, 
covering the major global insurance markets.  
 
Promoting peer exchange and guidance on supervisory approaches to key 
accelerating trends and risks, such as climate change, digital 
transformation and cyber risk.  
 
On climate risk, the IAIS undertook a global assessment of the impact of 
climate change on insurers’ investment exposures and published a guide to 
supervisory practices in addressing climate risk in the insurance sector. 
 
Other areas of international cooperation  
 
The BIS participates in international forums such as the G20 and 
collaborates with key international financial institutions. It also contributes 
to the activities of central banks and regional central bank organisations by 
participating in their events as well as hosting joint events.  
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During the past year, the Bank co-organised events or collaborated with the 
following organisations:  
 

• Arab Monetary Fund (AMF) 
• Asian Forum of Insurance Regulators (AFIR) 
• Association of Insurance Supervisors of Latin America (ASSAL) 
• Association of Supervisors of Banks of the Americas (ASBA) 
• Center for Latin American Monetary Studies (CEMLA) 
• European Banking Authority (EBA) 
• European Commission 
• European Money and Finance Forum (SUERF) 
• European Stability Mechanism (ESM) 
• Eurostat 
• Executives’ Meeting of East Asia-Pacific Central Banks (EMEAP) 
• Group of Banking Supervisors from Central and Eastern Europe (BSCEE) 
• Group of International Finance Centre Supervisors (GIFCS) 
• International Journal of Central Banking (IJCB) 
• International Monetary Fund (IMF) 
• International Organization of Securities Commissions (IOSCO) 
• Joint Vienna Institute (JVI) 
• Macroeconomic and Financial Management Institute of Eastern and 
Southern Africa (MEFMI) 
• Network of Central Banks and Supervisors for Greening the 
Financial System (NGFS) 
• Organisation for Economic Co-operation and Development (OECD) 
• South East Asian Central Banks (SEACEN) 
• World Bank Group 
 
Cyber Resilience Coordination Centre  
 
Innovation is a key component of the digital transformation journey that 
enables organisations to modify existing or create new business processes, 
corporate cultures and customer experiences to meet ever changing 
business and market requirements.  
 
However, the rapid adoption of technology used to accelerate this 
transformation introduces complexity and exposes organisations to an 
expanding and increasingly diverse cyber risk landscape.  
 
Accordingly, it is imperative for organisations to manage the related cyber 
resilience risks that are introduced into their environment.  
 
The Cyber Resilience Coordination Centre (CRCC) helps to strengthen the 
collective cyber resilience of central banks by providing a structured 
approach to knowledgesharing, collaboration and operational readiness. 
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The CRCC carries out its mandate as one of the BIS’s key entities to support 
the central bank community by delivering cyber resilience services in three 
main activity areas:  
 
• Knowledge-sharing: The CRCC provides a platform where central 
banks can share knowledge on strategic and tactical cyber resilience issues 
and work together on shared initiatives.  
 
• Collaboration: The CRCC aims to build relationships between central 
banks and within the broader financial sector to ensure coordination and to 
contribute to an accurate and swift response to major cyber threats.  
 
• Operational readiness: Realistic hands-on cyber response training 
exercises and active collaboration by the CRCC with BIS member central 
banks help strengthen operational readiness. 
 

 
 
The report: https://www.bis.org/about/areport/areport2022.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/about/areport/areport2022.pdf
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Number 7 

The landscape in 2030 - Central Bank Digital Currencies (CBDC) 
or private digital payment solutions? 
Burkhard Balz, Member of the Executive Board of the Deutsche 
Bundesbank, at the Central Bank Payments Conference, Athens. 
 

 
 

1. High activity among central banks on CBDC 
 
Ladies and gentlemen, 
 
It is a pleasure for me to be here in Athens and to speak to you about central 
bank digital currency (CBDC) in the vicinity of the ancient Agora where – if 
I am not mistaken – Aristotle discussed questions of ethics, economics and 
politics with his disciples while walking in the shade of the Peripatos.  
 
Now I know full well that philosophers from antiquity cannot provide us 
with any immediate input on CBDC. But take it from me: even in our 
discussions about a digital euro Aristotle does play a role from time to time. 
I will come back to this at the end of my speech. 
 
CBDC is a digital form of money, issued by the Central Bank, and in its 
retail version accessible for the general public. According to the latest BIS 
survey, more than two-thirds of central banks worldwide will possibly issue, 
or are likely to issue, a retail CBDC in either the short or medium term. As a 
result, retail CBDC, as a new means of payment for everyday transactions, 
may exist in at least some countries at the end of the decade, so by 2030. 
 
At the moment, there are only two countries where a retail CBDC has 
actually been launched: the Bahamas launched their digital Sand Dollar in 
October 2020, and Nigeria issued an eNaira in September 2021. 
Meanwhile, the Eastern Caribbean Currency Union is piloting DCash, and 
China is running extensive pilots with its eYuan. 
 
All these countries had very different motivations for these endeavours: 
logistical issues concerning the proper supply of cash across a widely spread 
archipelago in the Bahamas, support for financial inclusion in Nigeria, and 
in China the eYuan ranks as a state-run alternative to the two quite 
dominant private payment solutions. 
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In many other jurisdictions, for example in the United States and the 
United Kingdom, central banks have also initiated public debates on the 
possible launch of a CBDC. I am looking forward to the results and the 
conclusions that will be drawn from them. 
 
In the euro area, we are one step ahead. We published a report on the 
groundwork for a digital euro in October 2020 and launched our 
Eurosystem project eight months ago. The aim is to investigate whether we 
should introduce a digital euro and what it might look like.  
 
As in all the other countries the question arises, why are we doing this? If 
you asked the average consumer on the street, the majority would probably 
not see an immediate need for something called the “digital euro”. But 
would the response have been any different if Steve Jobs had asked whether 
we needed a thing called the “iPhone” at the beginning of this century? 
 
2. Good reasons to come up with CBDC 
 
As I said, central banks have different reasons to consider the introduction 
of CBDC a worthwhile undertaking. In the euro area, we are seeing 
decreasing demand for physical cash which, up to now, is the only form of 
central bank money that is available to the general public. But cash isn’t 
suitable for payments in the digital world, like in e-commerce.  
 
Therefore, it could be beneficial to additionally offer a digital version of 
cash to support digitalisation in the European Union. Let me clarify: the 
digital euro would complement cash, not replace it. We will stick to our 
current practice of market neutrality: consumers should choose their 
means of payment at their own discretion. 
 
Some also take the view that a digital euro is not needed because other 
innovative means of payment like stablecoins, already exist. But the recent 
turmoil has clearly illustrated that not everything that glitters is gold. And 
even if stablecoins were properly regulated, like “e-money” in the European 
Union today, there would still be issues such as the risk of fragmentation 
along which a lack of interoperability and broad acceptance. Issues, ladies 
and gentlemen, that a digital euro would, in any case, remedy from the 
start. 
 
Moreover, there are further reasons that might be unique in Europe 
compared with other jurisdictions. 
 
Since the single market for cashless payment solutions in the euro area 
currently only exists for credit transfers and direct debits, both the 
Eurosystem and the European Commission see the need for a 
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pan-European payment solution, running on European infrastructures. As 
of now, payment cards and online payments, too, are still based on national 
structrures. And the competitors are big and financially potent: 
international card schemes as well as BigTech firms with their global 
offerings. 
 
Against this background, the digital euro goes hand in hand with the 
political idea of supporting pan-European infrastructure and protecting 
European sovereignty. However, we need to stop regarding the digital euro 
and private payment solutions as rivals. Quite the opposite: both could be 
integral and important parts of a sound future ecosystem in payments: 
 
- The digital euro would be offered alongside private payment solutions. 
 
- There needs to be full interoperability between the digital euro and 

private payment solutions. 
 

- Both segments will have to allow for instant payment processing, 24 
hours a day, 365 days a year. 

 
Banks and payment service providers will also have to play an important 
role in the distribution of the digital euro. In that respect, they can build 
add-on services on top of the digital euro. 
 
According to the BIS survey mentioned before, more than 70 per cent of 
central banks – engaged in some form of retail CBDC work – think the 
private sector needs to play a role in the CBDC ecosystem. This includes 
various aspects of the client-facing interface, especially client onboarding 
(including “know your customer procedures”) and the handling of retail 
payments. 
 
To read more: 

https://www.bundesbank.de/en/press/speeches/the-landscape-in-2030-c
bdcs-or-private-digital-payment-solutions--893650 
 

 
 
 
 
 
 

https://www.bundesbank.de/en/press/speeches/the-landscape-in-2030-cbdcs-or-private-digital-payment-solutions--893650
https://www.bundesbank.de/en/press/speeches/the-landscape-in-2030-cbdcs-or-private-digital-payment-solutions--893650
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Number 8 

Keeping PowerShell: Security Measures to Use and Embrace 
 

 
 

Cybersecurity authorities from the United States, New Zealand, and the 
United Kingdom recommend proper configuration and monitoring of 
PowerShell, as opposed to removing or disabling PowerShell entirely.  
 
This will provide benefits from the security capabilities PowerShell can 
enable while reducing the likelihood of malicious actors using it undetected 
after gaining access into victim networks.  
 
The following recommendations will help defenders detect and prevent 
abuse by malicious cyber actors, while enabling legitimate use by 
administrators and defenders. 
 
This Cybersecurity Information Sheet from the National Security Agency 
(NSA), the Cybersecurity and Infrastructure Security Agency (CISA), the 
New Zealand National Cyber Security Centre (NZ NCSC), and the United 
Kingdom National Cyber Security Centre (NCSC-UK) provides details on 
using PowerShell® and its security measures. 
 
PowerShell® is a scripting language and command line tool included with 
Microsoft Windows®. Similar to Bash for open-source operating systems 
(e.g., Linux®), PowerShell extends the user experience as an interface into 
the operating system.  
 
PowerShell was introduced in Windows Vista® and has evolved with each 
Windows version. PowerShell can help defenders manage the Windows 
operating system, by: 
 
- Enabling forensics efforts, 
- Improving incident response, and 
- Allowing automation of common or repetitive tasks. 
 
In Microsoft’s cloud platform Azure®, PowerShell can help to manage 
Azure resources, permitting administrators and defenders to build 
automated tools and security measures.  
 
However, the extensibility, ease of use, and availability of PowerShell also 
presents an opportunity for malicious cyber actors.  
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Many publicly-acknowledged cyber intrusions, including those by 
ransomware actors, have used PowerShell as a postexploitation tool.  
 
This technique is not new, as malicious actors often find ways to target or 
use legitimate system software. 
 
The authors’ recommendations mitigate cyber threats without obstructing 
PowerShell’s functionality, which aligns to Microsoft’s guidance on 
maintaining operational PowerShell use.  
 
Blocking PowerShell hinders defensive capabilities that current versions of 
PowerShell can provide, and prevents components of the Windows 
operating system from running properly.  
 
Recent versions of PowerShell with improved capabilities and options can 
assist defenders in countering abuse of PowerShell. The Australian Cyber 
Security Centre (ACSC) has also offered comprehensive configuration 
guidance on securing PowerShell. 
 
To read more: 

https://media.defense.gov/2022/Jun/22/2003021689/-1/-1/1/CSI_KEEP
ING_POWERSHELL_SECURITY_MEASURES_TO_USE_AND_EMBRA
CE_20220622.PDF 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://media.defense.gov/2022/Jun/22/2003021689/-1/-1/1/CSI_KEEPING_POWERSHELL_SECURITY_MEASURES_TO_USE_AND_EMBRACE_20220622.PDF
https://media.defense.gov/2022/Jun/22/2003021689/-1/-1/1/CSI_KEEPING_POWERSHELL_SECURITY_MEASURES_TO_USE_AND_EMBRACE_20220622.PDF
https://media.defense.gov/2022/Jun/22/2003021689/-1/-1/1/CSI_KEEPING_POWERSHELL_SECURITY_MEASURES_TO_USE_AND_EMBRACE_20220622.PDF
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Number 9 

DC-Area U.S. Government Agencies Announce the Washington 
Metropolitan Quantum Network Research Consortium DC-Qnet 
 

 
 

Quantum networks, an emerging research frontier, will one day offer the 
ability to distribute and share quantum information securely among 
quantum computers, clusters of quantum sensors and related devices at 
regional and national distances.  
 
They can also be used to distribute ultraprecise time signals, as well as 
other applications yet to be invented or fully explored.  
 
Quantum networks will be essential to modern secure communications and 
to computing enhancements in the 21st century.  
 
To advance quantum network capabilities and leadership, six U.S. 
government agencies with world-class research capabilities announce the 
establishment of the Washington Metropolitan Quantum Network 
Research Consortium, or DC-QNet, to create, demonstrate and operate a 
quantum network as a regional test bed.  
 
The six agencies are the U.S. Army Combat Capabilities Development 
Command Army Research Laboratory (DEVCOM ARL), the U.S. Naval 
Research Laboratory (NRL), the U.S. Naval Observatory (USNO), the 
National Institute of Standards and Technology (NIST), the National 
Security Agency/Central Security Service Directorate of Research 
(NSA/CSS-RES), and the National Aeronautics and Space Administration 
(NASA).  
 
There are currently two out-of-region affiliates to this consortium as well: 
the U.S. Naval Information Warfare Center Pacific and the U.S. Air Force 
Research Laboratory. 
 
To read more: 

https://www.nrl.navy.mil/Media/News/Article/3060477/nrl-announces-t
he-washington-metropolitan-quantum-network-research-consortium-d/ 
 

https://www.nist.gov/news-events/news/2022/06/dc-area-us-governmen
t-agencies-announce-washington-metropolitan-quantum 
 
 
 

https://www.nrl.navy.mil/Media/News/Article/3060477/nrl-announces-the-washington-metropolitan-quantum-network-research-consortium-d/
https://www.nrl.navy.mil/Media/News/Article/3060477/nrl-announces-the-washington-metropolitan-quantum-network-research-consortium-d/
https://www.nist.gov/news-events/news/2022/06/dc-area-us-government-agencies-announce-washington-metropolitan-quantum
https://www.nist.gov/news-events/news/2022/06/dc-area-us-government-agencies-announce-washington-metropolitan-quantum
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DARPA-Funded Study Provides Insights into Blockchain 
Vulnerabilities 
New report details how centralization can be introduced, affecting security 
 

 
 

Distributed ledger technology, such as blockchains, has become more 
prevalent across a variety of contexts over the past decade. The premise is 
that blockchains operate securely without any centralized control and that 
they are immutable or unsusceptible to change. 
 
Given its mission to create and prevent technological surprise, DARPA 
endeavored to understand those security assumptions and determine to 
what degree blockchains are actually decentralized. As such, the agency 
engaged cybersecurity research and consulting firm Trail of Bits to examine 
the fundamental properties of blockchains and the cybersecurity risks 
associated with them. 
 

 
 
The study resulted in a report that provides holistic analysis that’s available 
to anyone considering blockchains for important matters so they can better 
understand the potential vulnerabilities within these systems. 
 
“The report demonstrates the continued need for careful review when 
assessing new technologies, such as blockchains, as they proliferate in our 
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society and economy” said Joshua Baron, DARPA program manager 
overseeing the study. “We should not take any promise of security on face 
value and anyone using blockchains for matters of high importance must 
think through the associated vulnerabilities.” 
 
To learn more, access the report here: 
https://www.trailofbits.com/reports/Unintended_Centralities_in_Distrib
uted_Ledgers.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.trailofbits.com/reports/Unintended_Centralities_in_Distributed_Ledgers.pdf
https://www.trailofbits.com/reports/Unintended_Centralities_in_Distributed_Ledgers.pdf
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm


P a g e  | 46 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

