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Monday, July 6, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Marcus Aurelius believed that loss is nothing else but 
change, and change is nature's delight. 
 
In financial stress testing, we are not filled with delight when 
we make assumptions about change. For example, climate change stress 
tests are very challenging, as we need realistic assumptions approved by 
the board and the supervisors. 
 
I have just studied a very interesting paper, the “Second Discussion Paper 
on Methodological principles of insurance stress testing” from the 
European Insurance and Occupational Pensions Authority (EIOPA), the 
European Union’s regulatory institution. In 40 pages, it covers: 
 
 -  Climate Change Stress Tests, 
 -  Climate Change risk and transmission channels, 
 -  Elements of a Climate Change Stress Test exercise, 
 -  Objective of Climate Change stress test,  
 -  Scenario design, scenario narratives, and much more. 
 
A problem is that Climate Change Stress Tests have to deal with the 
uncertainty, nature and time horizon of any climate change scenario, as the 
impact of climate change can be structural, irreversible, and non-linear, but 
the impacts may only manifest themselves beyond the typical short-term 
time horizon of the stress test.  
 
The structural, non-linear and irreversible impact of climate change in the 
long run has also been referred to as the Tragedy of the Horizons (Mark 
Carney, Breaking the Tragedy of the Horizon – Climate Change and 
Financial Stability, 2015). The physical impacts of climate change will be 
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felt over a long-term horizon,  but the time horizon in which financial, 
economic and political players plan and act is much shorter. 
 
These are some key assumptions and uncertainties surrounding climate 
change scenarios: 
 

 

 
 

Read more at Number 5 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

COVID-19, the Financial Stability Board and the G20 Financial 
Reform Agenda 
Dietrich Domanski, Secretary General, Financial Stability Board 
 

 
 

Thank you, Nicolas, for inviting me, and for selecting the Financial Stability 
Board and the G20 reform agenda as a topic for a ‘Financial Statement’. The 
views that I am expressing at today’s session are mine and do not 
necessarily reflect those of the FSB or its members. 
 

 
 

COVID-19 represents the biggest test of the post-crisis financial system to 
date. The pandemic constitutes an unprecedented global macro-economic 
shock, pushing the global economy into a recession of uncertain magnitude 
and duration. 
 
This exogenous shock has placed the financial system under strain, along 
three main dimensions of risk. 
 
• The first is operational risk. Precautionary lock down measures have 
tested contingency plans of financial institutions, and remote working may 
have challenged the execution of complex market operations and 
centralised functions.  
 
• The second is liquidity risk. In March, downward revisions of expected 
economic activity and heightened risk aversion led to a major re-pricing 
and re-positioning in global financial markets, putting pressure on market 
liquidity. The preference for cash and near-cash assets led to a massive 
increase in the demand for funding liquidity. 
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• The third is credit risk. Corporate credit quality is deteriorating on a broad 
basis. Unlike in previous downturns, services and manufacturing sectors 
have been hit simultaneously, and there are pre-existing vulnerabilities in 
the form of high debt. At the same time, the demand for credit is expected 
to rise. 
 
Against this backdrop, the FSB has re-prioritised its work programme, to 
provide effective support to our members (and stakeholders more 
generally) in their response to COVID-19. 
 
The FSB is supporting international cooperation and coordination on the 
COVID-19 response in three ways:  
 
(i) assessments of financial stability risks and vulnerabilities that may lie 
ahead as the impact of COVID-19 on the global economy unfolds;  
 
(ii) work to inform policy discussions; and  
 
(iii) Third, we are working with our membership to coordinate on global 
policy responses.  
 
To read more:  

https://www.fsb.org/wp-content/uploads/S250620.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/S250620.pdf
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Number 2 

Financial Regulators Modify Volcker Rule 
 

 
 

Five federal regulatory agencies have finalized a rule modifying the Volcker 
rule’s prohibition on banking entities investing in or sponsoring hedge 
funds or private equity funds—known as covered funds.   
 
The final rule is broadly similar to the proposed rule from January.  
 
The Volcker rule generally prohibits banking entities from engaging in 
proprietary trading and from acquiring or retaining ownership interests in, 
sponsoring, or having certain relationships with a hedge fund or private 
equity fund. 
 
Like the proposal, the final rule modifies three areas of the rule by: 
 
- Streamlining the covered funds portion of rule; 
 
- Addressing the extraterritorial treatment of certain foreign funds; and 
 
- Permitting banking entities to offer financial services and engage in 

other activities that do not raise concerns that the Volcker rule was 
intended to address. 

 
The rule will be effective on October 1. 
 
To read more:  

https://www.sec.gov/rules/final/2020/bhca-9.pdf 
 

 
 
 
 
 
 
 

https://www.sec.gov/rules/final/2020/bhca-9.pdf
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Number 3 

Modernizing U.S. Equity Market Structure 
U.S. Securities and Exchange Commission - Chairman Jay Clayton, Brett 
Redfearn, Director, Division of Trading and Markets 
 

 
 
 

Chairman Clayton: 
 
Good afternoon and welcome to this SEC-sponsored virtual forum to 
discuss equity market structure. I want to begin by thanking Deborah Lucas 
for her kind introduction and Assistant Attorney General Makan Delrahim 
for giving us his insightful perspective.  Promoting competition is a core 
objective of U.S. antitrust and securities law, and I very much appreciated 
hearing his insights. 
 
Today marks the third consecutive year that Director Redfearn and I have 
addressed equity market structure.  Our remarks have focused on three 
areas needing close attention—improving the market for thinly traded 
securities, combatting retail fraud, and addressing concerns about the 
quality and cost of market data. 
 
Here I am very pleased that we have meaningful progress to report as well 
as some key initiatives we are working to complete.  I would like to take a 
moment to commend the Commission’s dedicated staff for continuing to 
serve the public without missing a beat during these challenging times. 
 
As we did last year, Brett and I will speak in sequence.  I will introduce the 
issues and provide my thoughts, and then Brett, with perhaps an 
interruption from me, will provide further details.   
 
Each of us is speaking for ourselves.  My views are my own, Brett’s views are 
his and, to the extent we discuss potential future action, please know there 
will be significant discussion, analysis and evolution before any action is 
taken. 
 

I. Principles Guiding Our Equity Market Structure Agenda 
 
When discussing equity market structure, I have made it a habit to begin by 
emphasizing the principles that guide our approach.  These principles are 
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clearly articulated in my prior speeches, so I will break that habit and not 
repeat them here, but they are in my posted remarks. 
 
I am pleased to announce that work pursuant to one key 
principle—coordinating and communicating with other regulators—is being 
furthered through a new Memorandum of Understanding signed between 
the SEC and the DOJ Antitrust Division.   
 
Our agencies each have their respective areas of responsibility—the DOJ is 
responsible for antitrust policy and enforcement, and the SEC is 
responsible for securities market function, structure and enforcement—but 
there are significant commonalities of facts and expertise as both agencies 
work to promote competitive market conditions.   
 
I believe that close coordination and communication between us—and the 
experts on our career staff—contribute to a well-functioning regulatory 
environment.  I know the SEC can benefit from the DOJ’s expertise, and the 
insightful remarks that Makan delivered earlier serve as proof of that point. 
 
I would also like to reiterate that the power of choice and competition is 
crucial and formative to our securities markets.  Another of my key 
principles dictates that access to material information can empower 
investors and energize the competitive forces that benefit markets broadly.   
 
It is through this lens that I consider our equity market structure and the 
essential question of whether access to markets and material information 
about those markets is fair and reasonable.  As I have previously noted, it 
has long been recognized that market prices can function as “public goods.” 
 
Efficiently providing this function—through a combination of regulation 
and market forces—can be challenging to achieve in practice, however, 
particularly in a complex, high-speed environment such as trading. 
 
It is only fair to note that this discussion of improving efficiency and 
function should be viewed against the backdrop of substantial progress over 
the past two decades, particularly from the perspective of trading costs.   
 
Today, retail investors pay substantially less for execution than they did ten 
and twenty years ago and, in our largest stocks and related derivatives, 
liquidity is strong.   
 
We also should remember that liquidity is not free—market makers and 
other professional traders participate actively because they expect to turn a 
profit.  Here, I would be remiss if I did not mention the recent court case 
vacating the Commission’s transaction fee pilot.   
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While I think that the Commission should continue to focus on and pursue 
data-driven analysis, rulemaking and policy, I accept the decision of the 
D.C. Circuit and appreciate the guidance it provides.   
 
I expect the Commission will move forward with its efforts to improve and 
modernize our National Market System following that guidance.  To me, the 
decision served to emphasize our need to have real data from exchanges, 
ATSs, and other market participants to facilitate oversight and analysis of 
new and existing rules.   
 
The court has said that the Commission cannot set up this kind of 
controlled environment, and so I expect we will continue to work in the real 
environment to make sure we have the data and other information we need. 
 

II. Modernization of Equity Market Structure 
 
The initiatives we will discuss today are intended generally to improve our 
ever-changing securities markets.  We began this journey in 2018 by 
identifying three market structure areas in need of modernization.   
 
For each of these areas, we have followed the same transparent and 
rigorous path forward:  the staff held roundtables that sought out a wide 
range of viewpoints and then developed specific initiatives to advance for 
public comment.   
 
I am pleased to say that the public comments we have received reflect a 
breadth and depth of expertise and insight on what can be highly complex 
and technical market structure issues.  
 

Improving the Market for Thinly Traded Securities 
 
One area we have targeted for progress is improving the quality of our 
market for thinly traded securities.  Today, Regulation NMS mandates a 
single market structure and regulatory framework for all exchange-listed 
stocks, regardless of their different characteristics.   
 
At the 2018 Roundtable on Market Structure for Thinly-Traded Securities, 
several participants were critical of this one-sized-fits-all approach and 
highlighted the particular challenges facing companies and investors in this 
segment of the market. 
 
Following the Roundtable, in October 2019, the Commission published its 
Statement on Market Structure Innovation for Thinly Traded Securities 
inviting market participants to submit innovative proposals designed to 
improve the secondary market for thinly traded securities, including, in 
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connection with such proposals, requests to suspend or terminate unlisted 
trading privileges, known as UTP. 
 
Before I turn to Brett to discuss some of the details of this initiative, I want 
to make a few points.  First, the SEC’s effort to improve secondary market 
trading for thinly traded securities is but one of several initiatives that the 
SEC has pursued to advance the interests of small and mid-size companies. 
And second, there is no magic solution that will suddenly produce deep 
pools of liquidity for thinly traded securities.   
 
But the fact that the task may be difficult is no reason not to take it head on.  
We must think creatively about how best to proceed and without letting the 
perfect be the enemy of the significantly better. 
 

Director Redfearn: 
 
At the same time that the Commission issued its Statement, the Division of 
Trading and Markets published a Background Paper on the Market 
Structure for Thinly Traded Securities that presents some of the 
characteristics and trading challenges of this segment of the market. 
 
Companies with stocks in this segment of the market face some difficult 
challenges not faced by companies with actively traded stocks.  The Staff 
Background Paper references economic research indicating that improving 
secondary market liquidity can have real benefits for companies.   
 
I believe there are serious questions, however, about whether the current 
market structure that works relatively well for very active stocks is optimal 
for thinly traded securities. 
 
The Commission’s Statement mentions a number of potential innovations 
that may be worth considering.  These include providing incentives to 
market makers to assume heightened obligations with regard to thinly 
traded securities, implementing periodic intraday auctions as a means to 
concentrate liquidity, and introducing non-automated markets to facilitate 
trade negotiation and incentivize market maker participation.  
 
I am pleased that a range of commenters have responded to the Statement 
and submitted views and potential approaches, including an application by 
an exchange for an exemption from UTP, to improve the market structure 
for thinly traded securities that the staff is studying closely. 
 
Going forward, proposals should fully lay out the elements of the proposal 
and the rationale for whatever relief is requested from current rules.  To the 
extent proposals involve proposed rule changes, these would provide an 
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opportunity for the public to comment on the specifics of an exchange’s 
proposed market structure innovations, and would not become effective 
unless the Commission approved the proposed rule change. 
 
To read more: 

https://www.sec.gov/news/speech/clayton-redfearn-modernizing-us-equit
y-market-structure-2020-06-22 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.sec.gov/news/speech/clayton-redfearn-modernizing-us-equity-market-structure-2020-06-22
https://www.sec.gov/news/speech/clayton-redfearn-modernizing-us-equity-market-structure-2020-06-22
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Number 4 

Investors’ risk attitudes in the pandemic and the stock 
market: new evidence based on internet searches 
Marlene Amstad, Giulio Cornelli, Leonardo Gambacorta, Dora Xia 
 

 
 

Key takeaways 
 
• The sharp drop and subsequent rebound in global stock markets in the 
current pandemic focuses attention on changes in investors’ risk attitudes. 
 
• A new Covid-19 risk attitude (CRA) index for 61 markets, based on 
internet searches in Google and Baidu, does a good job at capturing 
investors’ attitudes toward pandemic-related risks. 
 
• Stock markets are more sensitive to changes in the CRA index in more 
financially developed economies. Stock markets are less sensitive in 
jurisdictions that have restricted mobility less and that have enacted other 
containment measures against the pandemic. 
 

1. Introduction 
 
The Covid-19 crisis has left a deep mark on stock markets, with a fall in 
prices similar to those experienced during the Great Depression in 1929, 
and a subsequent rebound.  
 
The observed equity price reaction relates to changes in traditional drivers 
such as relative price shifts and risk aversion measures, but it could also 
reflect changes in investors’ attitude towards risk in the pandemic. 
 
The aim of this Bulletin is to use information on internet searches on 
Google and Baidu to derive a measure of stock market investors’ concerns 
about the pandemic and to assess how such a measure could explain the 
sharp drop and subsequent rebound in stock markets.  
 
We focus on the initial period of the Covid-19 pandemic, covering up to 
end-April 2020. The role of investors’ risk attitude could be particularly 
relevant in a time of sudden large shocks and when fundamental drivers 
suffer from higher uncertainty.  
 
The US Economic Policy Uncertainty index has peaked in April 2020 at 
levels more than twice as high as previous records (Baker et al (2020)).  
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Shiller (2020) even sees Covid-19 as two pandemics – one in the real 
economy, and the other in the perception of the impact the first one might 
have. However, while the impact of fundamental drivers on US stock 
returns during the pandemic has already been studied (Ding et al (2020) 
and Alfaro et al (2020)), the role of investors’ risk attitudes has received 
less attention. 
 
The analysis in this Bulletin focuses on mid-February to end-April 2020, 
including an initial period of severe sell-off in global equity markets (until 
mid-March), as well as a recovery – in some cases by almost half of the 
previous drop – from then to end-April.  
 
We show that traditional drivers of equity markets – such as changes in the 
value of the US dollar, oil prices, measures of risk aversion – and the 
unconventional monetary policy measures adopted are not able to fully 
capture the evolution of stock market prices during this period.  
 
To study the evolution of investors’ risk attitude towards the pandemic, 
we construct for each market a new “Covid-19 risk attitude” (CRA) index, 
based on the number of internet searches in different markets.  
 
The idea is that web searches for terms related to Covid-19 reflect people’s 
concern about the pandemic and its economic consequences.  
 
Interestingly, during the first months of the pandemic the CRA index 
foreshadowed the actual number of recorded infections globally.  
 
This indicates that for investors the economic effects of the pandemic are 
globally linked and are not confined to the areas directly affected by the 
virus.  
 
From the last week of March until the end of April, a fall in the CRA index 
reflects a reduction in investors’ concern and goes hand in hand with the 
recovery in equity prices. 
 
Results indicate that investors’ risk attitude as captured by internet 
searches played a significant role in most stock markets over and above 
what is explained by other more traditional drivers.  
 
On average, the CRA index explains an additional 6% of the observed equity 
price variation in the sample period. 
 
In particular, stock markets are more sensitive to changes in the CRA index 
in more financially developed economies.  
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Markets are less sensitive in those jurisdictions that have restricted 
mobility by less and have enacted other containment measures against the 
pandemic. 
 
To read more:   
https://www.bis.org/publ/bisbull25.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull25.pdf
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Number 5 

EIOPA publishes its second Discussion Paper on Methodological 
Principles of Insurance Stress Testing 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published its second Discussion Paper on Methodological Principles of 
Insurance Stress Testing. You may visit: 
https://www.eiopa.europa.eu/content/second-discussion-paper-methodol
ogical-principles-insurance-stress-testing_en 
 
In 2019 EIOPA initiated a process of enhancing its methodology for 
bottom-up stress testing which resulted in the first Methodological Paper 
setting out the methodological principles of insurance stress testing. You 
may visit: 
https://www.eiopa.europa.eu/content/methodological-principles-insuranc
e-stress-testing_en 
 
Based on a constructive dialogue and feedback received from stakeholders 
in the preparation of the first Methodological Paper, EIOPA follows the 
same approach and is now engaging with stakeholders to further enrich the 
stress test toolbox with additional elements to be potentially applied in 
future exercises.  
 
The second Discussion Paper is structured in three sections addressing the 
following topics: 
 
- Stress test framework on climate change 
 
- Approach to liquidity stress testing 
 
- Multi-period framework for the bottom-up insurance stress testing 
 
EIOPA invites stakeholders to provide feedback to be considered in the 
final Paper. To this aim, it contains a series of questions to collect feedback 
particularly on technical topics linked to key elements of insurance stress 
testing. 
 
The Discussion Paper is part of a broader process to enhance EIOPA’s 
stress testing framework.  
 
In this context, EIOPA will work on specific stress testing related topics 
such as the assessment of liquidity positions under adverse scenarios, 

https://www.eiopa.europa.eu/content/second-discussion-paper-methodological-principles-insurance-stress-testing_en
https://www.eiopa.europa.eu/content/second-discussion-paper-methodological-principles-insurance-stress-testing_en
https://www.eiopa.europa.eu/content/methodological-principles-insurance-stress-testing_en
https://www.eiopa.europa.eu/content/methodological-principles-insurance-stress-testing_en
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assessment of the vulnerabilities towards climate-related risks and 
potential approaches to multi-period stress tests. 
 
The Discussion Paper is open for comments until Friday, 2 October 2020. 
Stakeholders are invited to submit their feedback via email by using the 
provided template. Contributions should be sent to the following email 
address: eiopa.stress.test@eiopa.europa.eu 
 
Contributions either not provided via the template, sent to a different email 
address or sent after the deadline will not be considered. 
 
Unless requested otherwise, all contributions received will be published 
after the deadline for submission. 
 
To read more: 
https://www.eiopa.europa.eu/sites/default/files/publications/consultatio
ns/eiopa-bos-20-341_second-discussion_paper-methodological-principles
-for-stress-testing.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/sites/default/files/publications/consultations/eiopa-bos-20-341_second-discussion_paper-methodological-principles-for-stress-testing.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/consultations/eiopa-bos-20-341_second-discussion_paper-methodological-principles-for-stress-testing.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/consultations/eiopa-bos-20-341_second-discussion_paper-methodological-principles-for-stress-testing.pdf
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Number 6 

Attackers Cryptojacking Docker Images to Mine for Monero 
 

 
 

Docker containers have been gaining popularity over the past few years as 
an effective way of packaging software applications.  
 
Docker Hub provides a strong community-based model for users and 
companies to share their software applications.  
 
This is also attracting the attention of malicious actors intending to make 
money by cryptojacking within Docker containers and using Docker Hub to 
distribute these images. 
 
We identified a malicious Docker Hub account, azurenql, active since 
October 2019 that was hosting six malicious images intended to mine the 
cryptocurrency, Monero.  
 
The coin mining code within the image intends to evade network detection 
by using network anonymizing tools such as ProxyChains and Tor.  
 
The images hosted on this account have been collectively pulled more than 
two million times.  
 
For context, there are legitimate Azure related images under the official 
Microsoft Docker Hub account that have anywhere from a few thousand to 
100 million+ pulls.  
 
One of the wallet IDs identified has been used to earn more than 525.38 
XMR, which roughly translates to $36,000 USD. Additionally, when we last 
checked minexmr.com for this wallet ID, we saw recent activity indicating 
that it’s still being used. 
 
We would like to give a shout out to the awesome security team at Docker 
Hub. They were very responsive and were able to take down this malicious 
Docker Hub account quickly in response to our notification. 
 
Palo Alto Networks customers are protected by this threat through Threat 
Prevention signatures on the Next-Generation Firewall. Prisma Cloud 
customers are protected by this through the Trusted Images feature. 
 
To read more: 
https://unit42.paloaltonetworks.com/cryptojacking-docker-images-for-mi
ning-monero/ 

https://unit42.paloaltonetworks.com/cryptojacking-docker-images-for-mining-monero/
https://unit42.paloaltonetworks.com/cryptojacking-docker-images-for-mining-monero/
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Number 7 

GCHQ to help firms use cutting edge tech to keep citizens safe 
 

 
 

The mentorship scheme – called the GCHQ Innovation Co-Lab - is being 
run from our new Manchester offices, and will see a drive to find innovative 
start-ups and small to medium sized businesses based in the North West. 
 
Companies taking part in the 12-week programme will work with GCHQ 
technologists and industry experts to improve their products using data 
science, artificial intelligence and machine learning. 
 
The aim is to support the development of innovative products in health, 
education and other sectors including those that tackle the long-term 
effects of organized crime. 
 
Gav Smith, GCHQ Director General for Technology, said: 
 
“As we increasingly live more of our lives online there is a greater risk data 
can be manipulated to commit crimes and take advantage of the most 
vulnerable members of our society. 
 
With GCHQ’s mentorship and support these businesses will have the 
potential to use the latest technology to improve people’s safety online.” 
 
GCHQ helps keep the UK safe, using cutting-edge technology, technical 
ingenuity and world leading partnerships to identify, analyse and disrupt 
threats in an increasingly complex world. 
 
Last year we announced the opening of a new Manchester city centre hub in 
Albert Square. The hi-tech premises is now at the heart of the nation’s 
security. 
 
Mr Smith added: “We’re excited to be supporting the thriving technology 
ecosystem in Greater Manchester, connecting ingenious entrepreneurs and 
creative technologists with the mission of GCHQ to help tackle some of our 
hardest challenges.” 
 
A previous mentorship scheme run by our Manchester office supported a 
range of companies to develop innovative products including software to 
identify illegal online pharmacies, smart home monitoring for assisted 
living, and an augmented reality app for suicide prevention. 
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The GCHQ Innovation Co-Lab is a joint venture with The Landing, a tech 
mentorship hub based in MediaCityUK, and global tech accelerator UP 
Ventures. 
 
Emer Coleman, Project Director at Up Accelerator said: 
 
“The GCHQ Innovation Co-Lab will focus on enabling cutting-edge 
technologies based around data science, artificial intelligence and machine 
learning. Critical sectors such as, health, education, emergency services and 
communications rely heavily on data integrity on which increasingly, vital 
machine learning is based. 
 
This will only become more important in the future as citizens and 
businesses across the globe adjust to living with COVID19. Our goal is to 
help emerging businesses make technical and commercial breakthroughs 
with their ingenious products and services by giving them access to 
world-class GCHQ technologists as well as industry experts and dedicated 
coaches.” 
 
Jon Corner, Chief Digital Officer at City of Salford said: 
 
“The GCHQ Innovation Co-Lab at The Landing resonates with our 
ambitions in Salford and Greater Manchester to build products and 
solutions that work for all citizens. 
 
I’m delighted that The Landing MediaCityUK is a key part of an evolving 
and growing partnership with GCHQ, which itself is contributing to the 
strength of the Greater Manchester digital eco-system 
 
To read more:  

https://www.gchq.gov.uk/news/innov-co-lab 
 
https://www.thelanding.org.uk/gchq-innovation-co-lab/ 
 

 
 
 
 
 
 
 

https://www.gchq.gov.uk/news/innov-co-lab
https://www.thelanding.org.uk/gchq-innovation-co-lab/
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Number 8 

Washington Man Sentenced for Role in Developing “Mirai” 
Successor Botnets 
 

 
 

U.S. Attorney Bryan Schroder announced that a Washington man has been 
sentenced to federal prison for his role in a long-running scheme in which 
he and his criminal associates developed distributed denial-of-service 
(DDoS) botnets.   
 
The defendant used the botnets to facilitate DDoS attacks, which occur 
when multiple computers acting in unison flood targeted computers with 
information to prevent them from being able to access the internet.    
 
Kenneth Currin Schuchman, 22, of Vancouver, WA, was sentenced by Chief 
U.S. District Judge Timothy M. Burgess to serve 13 months in prison, after 
previously pleading guilty to one count of fraud and related activity in 
connection with computers, in violation of the Computer Fraud & Abuse 
Act.   
 
As part of his sentence, Schuchman was also ordered to serve a term of 18 
months of community confinement following his release from prison and a 
three year term of supervised release. 
 
According to court documents, the botnets were initially based largely on 
the source code previously developed by other individuals to create the 
Mirai botnet; however, Schuchman and his criminal associates “Vamp” and 
“Drake” added additional features over time, so that the botnets grew more 
complex and effective.   
 
At various times, these successor botnets were known as “Satori,” “Okiru,” 
“Masuta,” and “Tsunami”/”Fbot.” While Schuchman and his criminal 
associates utilized these successor botnets to conduct DDoS attacks 
themselves, their primary focus was selling access to paying customers in 
order to generate illicit proceeds. 
 
The investigation revealed that Schuchman had been engaging in criminal 
botnet activity since at least August 2017, ultimately compromising 
hundreds of thousands of devices worldwide, including devices in the 
District of Alaska.   
 
Schuchman continued to engage in criminal botnet activity, and violated 
several other conditions of his pretrial release, following his arrest in 
August 2018.    
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The three defendants responsible for creating the Mirai botnet, the 
computer attack platform that inspired the successor botnets, were 
previously sentenced in September 2018.  
 
“Cybercriminals depend on anonymity, but remain visible in the eyes of 
justice,” said U.S. Attorney Schroder. “Today’s sentencing should serve as a 
reminder that together with our law enforcement and private sector 
partners, we have the ability and resolve to find and bring to justice those 
that prey on Alaskans and victims across the United States.”  
 
“Cyber-attacks pose serious harm to Alaskans, especially those in our more 
remote communities,” said Special Agent in Charge Robert W. Britt of the 
FBI's Anchorage Field Office. “The increasing number of Internet - 
connected devices presents challenges to our network security and our daily 
lives.   
 
The FBI Anchorage Field Office will continue to work tirelessly alongside 
our partners to combat those criminals who use these devices to cause 
damage globally, as well as right here in our own neighborhoods.” 
 
In a recently unsealed indictment, Schuchman’s criminal associates Aaron 
Sterritt, a/k/a “Vamp,” or “Viktor” a national of the United Kingdom; and 
Logan Shwydiuk, a/k/a “Drake,” a Canadian national, have also been 
charged for their roles in developing and operating these botnets to conduct 
DDoS attacks, following an investigation by the FBI with the assistance of 
other law enforcement partners.  
 
To read more: 
https://www.justice.gov/usao-ak/pr/washington-man-sentenced-role-dev
eloping-mirai-successor-botnets 
 

 
 
 
 
 
 
 
 
 
 

https://www.justice.gov/usao-ak/pr/washington-man-sentenced-role-developing-mirai-successor-botnets
https://www.justice.gov/usao-ak/pr/washington-man-sentenced-role-developing-mirai-successor-botnets
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Number 9 

The South African Reserve Bank, the coronavirus shock, and "the 
age of magic money" 
Lesetja Kganyago, Governor of the South African Reserve Bank, at the Wits 
School of Governance, Johannesburg. 
 

 
 

Good afternoon. 
It is now clear that the COVID-19 outbreak will produce the worst economic 
downturn in a century. We expect that ‘the great lockdown’ will cause 
output to contract by about 7% this year. The last time a figure of that 
magnitude appears in our data is 1931, during the Great Depression, when 
output fell by 6.2%. It had declined by 6.1% in 1930.  
 
The South African Reserve Bank (SARB) has responded flexibly, quickly 
and aggressively to this crisis. So far, these actions have improved market 
functioning, and are supporting economic activity. However, the larger 
economic outlook remains uncertain. We are watching the data closely, and 
we are ready to act as appropriate, in accordance with our mandate.  
 
Fortunately, central bank governors tend to get a lot of advice, and I have 
been particularly well-supplied with suggestions for SARB policy recently. 
Allow me to add to the national public debate today. I will cover four main 
points. 
 
First, the bond-buying programmes fall on a spectrum, running from 
limited to larger interventions. Conducting any of them successfully is 
made possible by our inflationtargeting framework and the flexible 
approach we take to it.  
 
Second, the scale of asset buying we do should follow from a clear sense of 
why markets have been malfunctioning. I’ll distinguish between liquidity 
and sustainability problems. Central banks can provide liquidity, while 
challenges like fiscal sustainability are best dealt with elsewhere.  
 
Third, we need more clarity around the mechanics of central bank asset 
purchases, quantitative easing (QE), and the ‘zero lower-bound’. These 
concepts are pretty hard to understand. It is easy, for example, to take the 
mistaken view that QE is ‘free money’.  
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Finally, I will reflect on the utility of inflation targeting for addressing the 
current economic conditions and potential depression-type conditions. The 
intellectual heritage of inflation targeting traces back to the study of the 
Great Depression, so we can say that depression fighting is ‘in its genes’.  
 
To read more:  

https://www.bis.org/review/r200619b.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/review/r200619b.pdf
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Episode 29: The Light and Matter Maestro 
 

 
 

In this episode of the Voices from DARPA podcast, Dr. Michael Fiddy, a 
program manager since 2016 in the agency’s Defense Sciences Office 
(DSO), takes listeners on a whirlwind tour of his programs.  
 
They all share a common thread, which stems from Fiddy’s lifelong interest 
in how light — electromagnetic (EM) energy, more generally — interacts 
with matter.  
 
At DARPA, he has expressed that interest by challenging researchers to 
investigate whether biological cells interact with one another via EM 
signals; how it might be possible to use low-frequency EM radiation to see 
through just about anything (including metal); and how precisely 
engineered surfaces might tap into quantum mechanical phenomena 
(Casimir forces) in the vacuum of space in a quest for fuel-less propulsion 
technology.  
 
As Fiddy points out in the podcast, “We have been doing science for a few 
hundred years and there still is an awful lot that we don’t know.” 
 
YouTube: https://www.youtube.com/watch?v=_bfb5w5h9xk 
 
iTunes: 
https://itunes.apple.com/us/podcast/voices-from-darpa/id1163190520 
 

 
 

 

https://www.youtube.com/watch?v=_bfb5w5h9xk
https://itunes.apple.com/us/podcast/voices-from-darpa/id1163190520
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm


P a g e  | 29 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

