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Monday, June 20, 2022 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
The Basel Committee will publish over the 
coming month a second consultation paper 
on the prudential treatment of banks' 
cryptoasset exposures, following its initial consultation last year. The 
Committee wants to finalise the prudential treatment around the end of 
this year. 
 
According to the Basel Committee, recent developments have further 
highlighted the importance of having a global minimum prudential 
framework to mitigate risks from cryptoassets.  
 
In my opinion, as the 2008 global financial crisis led to the global 
minimum prudential framework called Basel III, the collapse of stablecoin 
TerraUSD and its sister coin Luna, having been compared to the 2008 
financial crisis within the crypto eco-system, will lead to the new global 
minimum prudential framework for cryptoassets. 

http://www.risk-compliance-association.com/
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TerraUSD was pegged to the dollar since its release, but on May 9 it 
crashed. Luna was worth more than $80 per coin at the start of May, and as 
of 18 May it was worth a fraction of a cent. 
 
TerraUSD (UST) was once the third largest stablecoin by market 
capitalization behind USD Coin (USDC) and Tether (USDT). Fortunately, 
the two largest stablecoins did not collapse when UST collapsed.  
 
Stablecoins claim that their tokens are pegged at one-to-one with a 
matching fiat currency and are backed 100% by cash and “cash 
equivalents”.  
 
Everybody involved in Basel 3 knows that cash equivalents are not cash – 
they are supposed to be low-risk (under normal market conditions, of 
course), highly liquid, readily convertible into known amounts of cash at 
the date of acquisition and throughout the period of holding, of a short 
maturity at the date of acquisition. Cash equivalents include corporate 
commercial paper, marketable securities and other money market 
instruments. Marketable securities are traded on public exchanges. 
 
There is a weak point: The interpretation of the terms of cash equivalents 
requires professional judgment and expert opinions. Do regulators have 
access to these terms of the cash equivalents? Is a full audit possible? 
 
TerraUSD (UST) was an “algorithmic stablecoin”. Instead of collateral 
backing, algorithmic stablecoins use complex algorithms to maintain their 
peg with the fiat currency they track.  
 
TerraUSD should maintain its 1:1 parity with the U.S. dollar via an 
algorithmic relationship with Terra’s cryptocurrency, LUNA. 
Cryptocurrencies move up and down in price, depending on the market 
demand and the supply, but an arbitrage opportunity should fix the 
problem every time UST lost its peg in either direction. 
 
According to Dr. Ryan Clements, Chair in Business Law and Regulation at 
the University of Calgary Faculty of Law:  
 
“Algorithmic stablecoins are inherently fragile.  These uncollateralized 
digital assets, which attempt to peg the price of a reference asset using 
financial engineering, algorithms, and market incentives, are not stable at 
all but exist in a state of perpetual vulnerability.”  
 
He continues:  
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“In 2008, the entire financial system nearly collapsed due to a dizzying 
array of complex securitization-driven, derivatives- enhanced financial 
product innovations, which emanated from home loans. Now, a new, 
increasingly popular, poorly-designed and inherently fragile financial 
product has recently emerged, that needs to be appropriately 
regulated—the algorithmic stablecoin.”  
 
You can read the presentation of Dr. Ryan Clements at: 
http://www.wakeforestlawreview.com/2021/10/built-to-fail-the-inherent-
fragility-of-algorithmic-stablecoins/ 
 
Read more at number 6 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 
 

 

 

 

 

 

 

 

 

 

 

http://www.wakeforestlawreview.com/2021/10/built-to-fail-the-inherent-fragility-of-algorithmic-stablecoins/
http://www.wakeforestlawreview.com/2021/10/built-to-fail-the-inherent-fragility-of-algorithmic-stablecoins/
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Green Swan 2022, watch the videos! 
A virtual conference co-organised by the Bank for International 
Settlements, the European Central Bank, the Network for Greening the 
Financial System and the People's Bank of China 
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ESAs publish the joint Report on the withdrawal of authorisation 
for serious breaches of AML/CFT rules 
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Staff Working Paper No. 984 

An interpretable machine learning workflow with an application 
to economic forecasting 
Marcus Buckmann and Andreas Joseph 
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Old dogs, new tricks: adapting central bank balance sheets to a 
world of digital currencies − remarks 
Andrew Hauser, at Federal Reserve Bank of New York and Columbia SIPA 
Workshop on ‘Monetary Policy Implementation and Digital Innovation’, 
New York 
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Basel Committee finalises principles on climate-related financial 
risks, progresses work on specifying cryptoassets' prudential 
treatment and agrees on way forward for the G-SIB assessment 
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DARPA selects teams for COmpact Front-end Filters at the ElEment-level 
to sharpen focus on mitigating complex electromagnetic environment 
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Number 1 

Green Swan 2022, watch the videos! 
A virtual conference co-organised by the Bank for International 
Settlements, the European Central Bank, the Network for Greening the 
Financial System and the People's Bank of China 
 

 
 

Building on the foundation of the inaugural Green Swan Conference in 
2021, which brought together a wide range of high-calibre policymakers, 
experts and practitioners from different sectors, Green Swan 2022 offers a 
deeper dive into the topics of: 
 
- (i) monetary policy setting and operations in the context of climate 

change, and  
- (ii) the role of finance in the climate transition, including transparency 

and disclosures, transition plans and financing green innovation. 
 
After an introduction to the Green Swan Conference by Luiz Pereira, Ravi 
Menon explains why it is imperative for central banks and supervisors to 
consider climate-related risks in fulfilling their mandates. In his capacity as 
Chair of the Network for Greening the Financial System, he also highlights 
the 2022-24 work programme for the NGFS. 
 
You may visit: https://www.youtube.com/watch?v=fHmcp-cx-9M&t=3s 
 
Session 1: The role of finance in climate transition 
 
The role and potential of the financial sector in climate change and the 
carbon market.  
 
In his keynote speech, Zhou Xiaochuan highlights how a massive 
mobilisation of financial resources, as well as the appropriate incentives, 
are needed for the transition. Carbon pricing and trading have an important 
role to play on a global scale. 
 
You may visit: https://www.youtube.com/watch?v=CeY9EpAU5q8&t=7s 
 
What can the public and private sectors do to turn transition finance 
frameworks to actions? 
 
In this roundtable discussion, experts from different fields analyse issues 
relating to financing the green transition, spanning from market failures to 

https://www.youtube.com/watch?v=fHmcp-cx-9M&t=3s
https://www.youtube.com/watch?v=CeY9EpAU5q8&t=7s
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the need for climate justice, from regional considerations to the need for 
international cooperation. 
 
You may visit: https://www.youtube.com/watch?v=U3u3ItARu2w 
 
To find all the presentations you may visit: 
https://www.bis.org/events/green_swan_2022/overview.htm 
 

 

 
 

 
 

https://www.youtube.com/watch?v=U3u3ItARu2w
https://www.bis.org/events/green_swan_2022/overview.htm
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Number 2 

ESAs publish the joint Report on the withdrawal of authorisation 
for serious breaches of AML/CFT rules 
 

 
 

The European Supervisory Authorities (EBA, EIOPA and ESMA – ESAs) 
published a joint Report, which provides a comprehensive analysis on the 
completeness, adequacy and uniformity of the applicable laws and practices 
on the withdrawal of license for serious breaches of the rules on anti-money 
laundering and countering the financing of terrorism (AML/CFT).   
 
The joint Report advocates for the introduction in all relevant EU sectoral 
laws of a specific legal ground to revoke licences for serious breaches of 
AML/CFT rules.  
 
The joint Report also calls for the inclusion of assessments by competent 
authorities of the adequacy of the arrangements and processes to ensure 
AML/CFT compliance as one condition for granting authorisation or 
registration.  
 
For this purpose, cooperation and information exchange between 
prudential supervisors and AML/CFT supervisors should be ensured. 
 
The joint Report highlights the importance of the appropriate integration of 
AML/CFT issues into prudential regulation and supervision, including in 
the proposal for the Markets in Crypto-Assets Regulation (MiCA), currently 
under negotiation.  
 
Furthermore, the joint Report clarifies the nature of the decision to revoke 
licenses as a last resort measure, subject to a discretionary and 
proportionality assessment.  
 
It also lays down uniform criteria for the notion of serious breach of 
AML/CFT rules, highlighting that the identification of a serious breach is 
subject to a case-by-case assessment by the AML/CFT supervisor.  
 
Finally, the joint Report provides a preliminary analysis of the interaction 
between serious breaches of AML/CFT rules and the crisis management 
and resolution frameworks as well as a first mapping of operational and 
legislative criticalities. 
 
Executive Summary 



P a g e  | 10 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Recent cases have drawn attention to the significant impact that serious 
breaches of AML/CFT rules may have on the sound and prudent 
management of supervised financial entities and their ability to continue 
meeting the conditions for authorisation (or registration).  
 
Based on findings collected for the purposes of this Report, in the past 10 
years competent authorities have withdrawn the authorisation (or 
registration) from financial entities for serious breaches of AML/CFT rules 
in 26 cases, alone or in combination with other grounds.  
 
In the wake of such events the EU Council Action Plan on AML of 2018 
(“AML Council Action Plan”) has requested the ESAs to clarify some 
aspects of the interaction between serious breaches of AML/CFT rules.  
 
This Report examines the four action points articulated in Objective 5 of the 
AML Council Action Plan and illustrates the findings supervisory practices 
and national legislation.  
 
Depending on the specific action point, it identifies areas where the 
framework could be improved in relation to some sectoral acts or areas 
where additional analysis is needed (eg. interaction between resolution and 
AML/CFT regime).  
 
In respect of the notion of serious breach of AML/CFT the elements for a 
uniform interpretation are put forward.  
 
There is consensus among competent authorities that the withdrawal of 
authorisation (or registration as the case may be) for serious breach of 
AML/CFT rules is a last resort measure and that has to respect 
proportionality requirements.  
 
The degree of discretion supporting the decision to withdraw the 
authorisation (or registration) is thoroughly articulated in respect of the 
criteria of legitimacy, necessity, reasonableness and proportionality of the 
measure adopted and having regard that it is a last resort measure.  
 
Only the CRD sets out an express ground to withdraw the authorisation for 
serious breaches of AML/CFT rules.  
 
Based on the findings of the survey, the competent authorities across the 
financial sector may rely on non-specific grounds based on EU or national 
law.  
 
However, for sake of legal certainty, this Report supports the introduction 
in the sectoral acts which are not yet covered, of a specific ground 
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empowering competent authorities to withdraw the authorisation (or 
registration) solely on the ground of serious breaches of AML/CFT rules.  
 
The interaction between prudential and AML/CFT regulation should be 
improved as at the moment of granting authorisation (or registration).  
 
It is therefore opportune that all sectoral acts be amended to provide that - 
as one of the conditions for granting authorisation - competent authorities 
expressly consider the applicant’s exposure to ML/TF risk, and be satisfied 
that the envisaged arrangements, processes and mechanisms enable sound 
and effective ML/TF risk management and compliance with AML/CFT 
requirements. 
 
With regard to the notion of serious breaches of AML/CFT rules, the Report 
clarifies the criteria of a serious breach of AML/CFT rules that shall be 
considered and assessed by the AML/CFT supervisor, pointing out that the 
AML/CFT supervisor needs to take into consideration the context of the 
breach and therefore that it remains a case-by-case assessment.  
 
It is underscored that there is no systematic correlation between a serious 
breach of AML/CFT rules and withdrawal of authorisation (or registration) 
which is a last resort measure.  
 
Rather, the assessment of the serious breach made by the AML/CFT 
supervisor will be used by the prudential supervisor for the adoption of the 
appropriate measures within the supervisory toolkit, in accordance with its 
discretionary assessment.  
 
In respect of the interaction between serious breach of AML/CFT rules, the 
preservation of critical functions and the involvement of the resolution 
authorities, attention is firstly directed at the interaction between 
withdrawal of authorisation and FOLTF assessment.  
 
The importance of cooperation and exchange of information between the 
competent prudential supervisor and the RA is underscored, as well as the 
need for the RA to be consulted and to object to the withdrawal of the 
authorisation to the extent that it affects its prerogatives.  
 
As to the interaction between the resolution regime and the AML/CFT 
framework, the focus has been placed on aspects that may give rise to 
operational and legal issues and that need further considerations, such as 
the identification of the competent authority, the timing and methodology 
to separate the legitimate from the illicit business, the coordination with the 
competent prudential supervisor when the bridge bank tool is used having 
regard to authorisation requirements; the supervisory and resolution 
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remedies that may be used in the case of conversion of liabilities held by 
persons involved in ML/TF activities etc.  
 
It is acknowledged that the discussion undertaken in this context has been 
of the essence to bringing such issues to the RAs’ attention and to running a 
preliminary mapping of operational and legislative criticalities.  
 
Such analysis will be useful also for other cases of crisis which are not 
triggered by solvency or liquidity issues but rather by breaches of 
qualitative rules, or that depend on exogenous rather than on idiosyncratic 
factors, like for instance sanction-related adverse effects.  
 
However, at this stage, it is premature to draw conclusions, or to lay down 
specific criteria or guidance, prior to an overall examination from an 
operational and legal perspective.  
 
The EBA stands ready to provide additional specific advice to the EU 
institutions as appropriate.  
 
In respect of the interaction with the DGS framework, the Report supports 
and reiterates the recommendations laid down in the EBA Opinion on 
Deposit guarantee scheme payouts.  
 
Lastly, concerning the measures available to prudential authorities to 
address prudential concerns stemming from money laundering / terrorist 
financing risks and breaches of AML/CFT rules, an overview of how the 
assessment of ML/TF risks is embedded in prudential regulation and 
supervision within the CRD/CRR framework, which has been recently 
updated and revised to embed AML/CFT requirements is carried out.  
 
Such an overview may be a useful blueprint for other sectoral acts, in whole 
or in part considering the specificities of each framework. In particular, the 
EBA Guidelines on the cooperation between competent authorities, 
AML/CFT supervisors provide a useful example of how cooperation should 
be improved also in the context of the withdrawal of authorisation.  
 
Considering the ongoing work in each relevant sector, it is concluded to 
defer to such reviews to better envisage which, if any, aspects may be 
appropriate to embed in each framework. 
 
The paper:  

https://www.eba.europa.eu/sites/default/documents/files/document_libr
ary/Publications/Reports/2022/1033744/Joint%20ESAs%20Report%20o
n%20withdrawal%20of%20authorisation%20AML%20breaches.pdf 
  

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2022/1033744/Joint%20ESAs%20Report%20on%20withdrawal%20of%20authorisation%20AML%20breaches.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2022/1033744/Joint%20ESAs%20Report%20on%20withdrawal%20of%20authorisation%20AML%20breaches.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2022/1033744/Joint%20ESAs%20Report%20on%20withdrawal%20of%20authorisation%20AML%20breaches.pdf
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Number 3 
Staff Working Paper No. 984 

An interpretable machine learning workflow with an application 
to economic forecasting 
Marcus Buckmann and Andreas Joseph 
 

 
 

Predictive machine learning models are increasingly being used at 
decision-making institutions, such as central banks, governments and 
international institutions (Doerr et al., 2021).  
 
Major appeals of these models are that they often give more accurate 
predictions than conventional approaches and can handle 
high-dimensional data (Haldane, 2018).  
 
On the downside, many machine learning methods suffer from the black 
box critique. It is not straightforward to assess the factors driving 
predictions and therefore to understand the relations between the inputs 
and output of the model. However, this understanding of a model is crucial, 
especially for decision making processes, for several reasons.  
 
First, both decision makers and their audiences naturally have a desire to 
understand the inputs leading to decisions and legitimise them.  
 
Second, decision making processes often involve multiple models. The 
information derived from different models should be compatible leading to 
a coherent picture. The understanding of all models involved is needed for 
this.  
 
Third, models can ‘misfire’ for several reasons, for example by picking up 
spurious relations in the data.  
 
This often can only be detected and prevented if one has a good 
understanding of a model.  
 
Prediction models whose accuracy is a key motivation behind their 
deployment— which often holds for machine learning methods—should 
also help to inform the narrative approach behind any economic policy 
decision rather than providing mere black box predictions (George, 1999; 
Burgess et al., 2013; Independent Evaluation Office, 2015).  
 
Machine learning models also can provide a richer set of information 
compared to more conventional statistical models, like linear regression 
models.  
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In particular, they can implicitly learn nonlinear functional forms and 
interaction from the data without the need to specify them a priori.  
 
In this paper, we lay out a multi-step workflow for the use of machine 
learning models, which we deem suitable to inform decision making 
processes. It consists of three steps which can be directly applied to other 
contexts as well than those presented in the accompanying case study.  
 
First, a model comparison is conducted between conventional statistical 
methods and machine learning models to provide prima facie evidence of 
whether a machine learning approach is likely to deliver benefits. If the 
primary objective is model accuracy, e.g. for forecasting, this would be a 
model horse race to minimise the forecasting error.  
 
Second, the machine learning predictions are decomposed into the 
contributions of the individual model variables. This allows us to uncover 
the relative importance of variables and understand the functional forms 
learned by the different machine learning models. By a comparison across 
models, one can gauge how robust feature decompositions are to the choice 
of the algorithm.  
 
Third, statistical inference is conducted to understand which variables 
make a statistically significant contribution to the accuracy of a model, 
providing a level of confidence for our interpretations and any narrative 
attached to them. This inference uses a parametric regression analysis, 
allowing for a standardised communication of statistical model results. 
 
The paper: 

https://www.bankofengland.co.uk/-/media/boe/files/working-paper/202
2/an-interpretable-machine-learning-workflow-with-an-application-to-eco
nomic-forecasting.pdf?la=en&hash=829CF4A26BD34A1176432F0738589
0EB02A5EEB8 
 

 
 
 
 
 
 
 
 

https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2022/an-interpretable-machine-learning-workflow-with-an-application-to-economic-forecasting.pdf?la=en&hash=829CF4A26BD34A1176432F07385890EB02A5EEB8
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2022/an-interpretable-machine-learning-workflow-with-an-application-to-economic-forecasting.pdf?la=en&hash=829CF4A26BD34A1176432F07385890EB02A5EEB8
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2022/an-interpretable-machine-learning-workflow-with-an-application-to-economic-forecasting.pdf?la=en&hash=829CF4A26BD34A1176432F07385890EB02A5EEB8
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2022/an-interpretable-machine-learning-workflow-with-an-application-to-economic-forecasting.pdf?la=en&hash=829CF4A26BD34A1176432F07385890EB02A5EEB8
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Number 4 

Old dogs, new tricks: adapting central bank balance sheets to a 
world of digital currencies − remarks 
Andrew Hauser, at Federal Reserve Bank of New York and Columbia SIPA 
Workshop on ‘Monetary Policy Implementation and Digital Innovation’, 
New York 
 

 
 

Introduction 
 

The explosion of interest in digital currencies poses deep and challenging 
policy questions on everything from monetary and financial stability, to 
privacy, competition, money laundering and social inclusion.  
 
Public authorities are evaluating the arguments for and against introducing 
their own Central Bank Digital Currencies (CBDCs). 
 
And in the private sector there’s a lively debate about what it might take to 
make so-called ‘stablecoins’ genuinely stable. 
 
Up to now, though, there’s been less discussion about how central bank 
balance sheets might need to adjust to support the safe and effective 
provision of fiat-based digital currencies. This workshop is therefore well 
timed. 
 
I will focus my remarks today around five main messages. 
 
1. Retail CBDCs could be a big deal for central bank balance sheets 
Let’s start with retail CBDC – a central bank liability, in digital form, held 
directly by individuals, and used to make day to day payments.  
 
Many of the raw ingredients of a CBDC are already familiar to central 
banks: individuals can already hold our liabilities, in the form of physical 
banknotes; and we already provide digital liabilities, albeit to only a few 
depositors (predominantly banks). 
 
The new thing would be to combine those ingredients together, at scale. 
The question of whether to do so is complex, and beyond the scope of my 
remarks today. 
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The UK will publish a consultation on this issue later this year. But the 
implications for central bank balance sheets will also depend heavily on 
how any CBDC is designed: on who can hold it, where it can be used, how 
much can be held, and whether it is interest-bearing. 
 
To read more: 
https://www.bankofengland.co.uk/-/media/boe/files/speech/2022/june/
old-dogs-new-tricks-adapting-central-bank-balance-sheets-digital-currenc
ies-remarks-by-andrew-hauser.pdf?la=en&hash=D4A4EF45267990AF596
B1D416138FF42D48A6D03 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://www.bankofengland.co.uk/-/media/boe/files/speech/2022/june/old-dogs-new-tricks-adapting-central-bank-balance-sheets-digital-currencies-remarks-by-andrew-hauser.pdf?la=en&hash=D4A4EF45267990AF596B1D416138FF42D48A6D03
https://www.bankofengland.co.uk/-/media/boe/files/speech/2022/june/old-dogs-new-tricks-adapting-central-bank-balance-sheets-digital-currencies-remarks-by-andrew-hauser.pdf?la=en&hash=D4A4EF45267990AF596B1D416138FF42D48A6D03
https://www.bankofengland.co.uk/-/media/boe/files/speech/2022/june/old-dogs-new-tricks-adapting-central-bank-balance-sheets-digital-currencies-remarks-by-andrew-hauser.pdf?la=en&hash=D4A4EF45267990AF596B1D416138FF42D48A6D03
https://www.bankofengland.co.uk/-/media/boe/files/speech/2022/june/old-dogs-new-tricks-adapting-central-bank-balance-sheets-digital-currencies-remarks-by-andrew-hauser.pdf?la=en&hash=D4A4EF45267990AF596B1D416138FF42D48A6D03
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Number 5 

Risk in the Crypto Markets 
Governor Christopher J. Waller, at the SNB-CIF Conference on 
Cryptoassets and Financial Innovation, Zürich, Switzerland 
 

 
 

Thank you for the chance to be part of this interesting discussion. It's a 
pleasure to speak with such a good mix of academic, industry, and 
official-sector experts about a topic with real importance to the future of the 
financial system. I know my remarks are coming after a long day, and I plan 
to keep them short.  
 
My goal tonight is not to weigh in on whether and how crypto-asset markets 
should be regulated. Instead, I want to make some observations that I hope 
will help focus discussion of that question in the right place.  
 
The main issue in crypto-asset regulation isn't how to protect sophisticated 
crypto-investors; it's how to protect the rest of us. 
 
By any measure, the last five years have been a stretch of incredible growth 
in crypto-asset markets. Every aspect of them has expanded, from protocols 
and platforms, to instruments and intermediaries. Public awareness and 
government attention have increased.  
 
Above all, crypto itself has evolved from a limited set of coins meant to 
provide an alternative means of payment to decentralized finance, or 
"DeFi," arrangements, meant to provide alternatives to a range of financial 
products and services. 
 
Innovation is happening fast, and many of the people and groups 
represented in this room have found new uses in finance for this 
technology. 
 
By law or by practice, many crypto-related products and activities fall 
between the cracks of traditional legal and regulatory structures, outside 
the so-called "regulatory perimeter." In that environment, the normal 
backstops and safety nets of traditional finance do not necessarily or 
reliably apply.  
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High volatility is the rule, not the exception; fraud and theft occur regularly, 
often at large scale. Your whole pot is always on the table; you take part at 
your own risk. 
 
Some DeFi traders understand these dynamics well. If they don't embrace 
them, they still accept them as the natural state for a new, exciting, and still 
relatively unregulated marketplace. And they have a point: Crypto and DeFi 
may be new, but these kinds of freewheeling markets aren't. They often 
emerge—to quote Professor Debora Spar—after: 
 
"a sharp movement along the technological frontier—a moment in time 
when innovation leap[s] suddenly outward, creating new opportunities for 
commerce and tremendous enthusiasm among aspiring entrepreneurs. In 
each case…the technological leap also create[s] a political gap. Innovation, 
in other words, enable[s] firms to play in some new sphere of activity, free 
from the rules or regulations that might bind them in another, more 
established realm." 
 
To read more: 

https://www.federalreserve.gov/newsevents/speech/waller20220603a.ht
m 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.federalreserve.gov/newsevents/speech/waller20220603a.htm
https://www.federalreserve.gov/newsevents/speech/waller20220603a.htm
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Number 6 

Basel Committee finalises principles on climate-related financial 
risks, progresses work on specifying cryptoassets' prudential 
treatment and agrees on way forward for the G-SIB assessment 
methodology review 
 

 
 

- Basel Committee finalises principles for effective management and 
supervision of climate-related financial risks. 

 
- Progresses work on specifying cryptoasset prudential treatment and 

issuing a second consultation paper. 
 
- Finalises review of the treatment of cross-border exposures within the 

European Banking Union on the G-SIB methodology. 
 
The Basel Committee met on 27 May and approved a finalised set of 
principles for the effective management and supervision of climate-related 
financial risks.  
 
It also progressed its work on specifying a prudential treatment of 
cryptoassets and issuing a second consultation paper, and agreed on a way 
forward to reflect developments in the European banking union (EBU) on 
the assessment methodology for global systemically important banks 
(G-SIBs).  
 
In addition, the Committee is continuing to assess risks to and 
vulnerabilities of the global banking system, including those ensuing from 
the conflict in Ukraine. 
 
Climate-related financial risks 
 
The Committee agreed to a finalised set of principles for the effective 
management and supervision of climate-related financial risks. This follows 
the consultation by the Committee on these principles last year.  
 
The principles, which will be published in the coming weeks, seek to 
promote a principles-based approach to improving risk management and 
supervisory practices to mitigate climate-related financial risks.  
 
They are designed such that they can be adapted to a diverse range of 
banking systems in a proportional manner. 
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The publication of these principles forms part of the Committee's broader 
assessment of potential measures – spanning disclosure, supervisory and 
regulatory measures – to address climate-related financial risks to the 
global banking system.  
 
The Committee will provide an update on its work across these dimensions 
in due course. It will continue to collaborate with other global forums on 
climate-related financial risk initiatives. 
 
Cryptoassets 
 
The Committee progressed its work towards issuing a second consultation 
paper on the prudential treatment of banks' cryptoasset exposures, 
following its initial consultation last year.  
 
Recent developments have further highlighted the importance of having a 
global minimum prudential framework to mitigate risks from cryptoassets.  
 
Building on the feedback received by external stakeholders, the Committee 
plans to publish another consultation paper over the coming month, with a 
view to finalising the prudential treatment around the end of this year. 
 
G-SIB assessment methodology 
 
The Committee has completed its targeted review of the treatment of 
cross-border exposures within the EBU on the methodology for G-SIBs.  
 
The Committee recognises the progress that has been made in the 
development of the EBU.  
 
It agreed to give recognition in the G-SIB framework to this progress 
through the existing methodology, which allows for adjustments to be made 
according to supervisory judgment. 
 
Under the agreement, a parallel set of G-SIB scores will be calculated for 
EBU-headquartered G-SIBs and used to adjust their bucket allocations.  
 
The parallel scores recognise 66% of the score reduction that would result 
from treating intra-EBU exposures as domestic exposures under the G-SIB 
scoring methodology.  
 
The Committee's agreement will not affect the classification of any banks as 
G-SIBs or the scores or bucket allocations of banks outside of the EBU. 
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In due course, the EU authorities will publish a more detailed description of 
the methodology and requirements for relevant EBU-headquartered banks 
to publish the cross-jurisdictional indicators needed to calculate the 
parallel set of scores. 
 
Risks and vulnerabilities to the global banking system 
 
Following the outbreak of the Ukraine conflict, the Committee held a series 
of meetings to discuss risks and vulnerabilities to the global banking 
system. Banks' direct financial exposures to Russia, Ukraine and Belarus 
are relatively limited and manageable.  
 
In addition, banks are focusing on their operational resilience while 
processing sanctions and dealing with an increase in cyber threats. 
However, there are in principle several potential channels by which the 
banking system could be affected by the ongoing conflict.  
 
These include indirect, second- and third-round, effects stemming from the 
conflict, such as developments in commodity markets and exposures to 
financial and non-financial institutions that are affected by the conflict.  
 
The risks stemming from a worsening macroeconomic outlook, rising 
inflation and interest rates in a number of markets, and broad-based asset 
repricing also warrant close monitoring.  
 
Against this backdrop, the Committee noted the importance for banks and 
supervisors to continue to closely monitor, assess and mitigate these risks 
and vulnerabilities. 
 
You may visit: https://www.bis.org/press/p220531.htm 
 

 
 
 
 
 
 
 
 
 
 

https://www.bis.org/press/p220531.htm
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Number 7 
Revisiting an important paper from March 2022 

IOSCO DECENTRALIZED FINANCE REPORT  
 

 
 

“Decentralized Finance” (“DeFi”) is an important, evolving and expanding 
technological innovation. 
 
DeFi commonly refers to the provision of financial products, services, 
arrangements and activities that use distributed ledger technology (“DLT”) 
in an effort to disintermediate and decentralize legacy ecosystems by 
eliminating the need for some traditional financial intermediaries and 
centralized institutions.  
 
Currently, there is no generally accepted definition of “DeFi,” or what 
makes a product, service, arrangement or activity “decentralized.”  
 
Regardless of any characterization or assertion of “decentralization,” 
applicable regulatory frameworks still apply to participants and activities. 
IOSCO and its Fintech Network established the DeFi Working Group to 
focus on understanding the current state of the DeFi market, its typologies, 
and policy implications. 
 
DeFi products, services, arrangements and activities rely upon systems 
built on top of public permissionless smart contract platforms, such as the 
Ethereum blockchain.  
 
DeFi involves a multi-layered technology “stack.” In summary, at the base, 
or settlement layer, is the underlying blockchain.  
 
On top of the settlement layer, multiple systems of smart contracts (and 
auxiliary software) create financial products and services (protocols).  
  
As described in more detail in this report, these smart contract and 
software applications may include, among others, activities that are or are 
akin to offering, trading, lending, borrowing, and asset management 
activities.  
 
End-user applications, such as web interfaces, are built on top 
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of the smart contract layer. Often, end-user applications may aggregate 
multiple protocols to provide access and interoperability. 
 
Financial innovation may lead to benefits for investors and others, but it 
may also present risks. DeFi appears to present many similar risks to 
investors, market integrity and financial stability as do other financial 
products and services, and it also poses specific and unique risks and 
challenges for regulators to consider.  
 
Understanding the regulatory implications arising from DeFi requires 
analyzing the totality of a DeFi ecosystem as it exists currently, its 
interrelationship with centralized crypto-asset trading platforms and 
service providers and traditional markets and activities, and how it may 
continue to develop in the future.  
 
Developing a comprehensive understanding includes identifying and 
analyzing, among other things, the structural components of each type of 
DeFi financial product, service, arrangement and activity; what aspects of 
these may be “decentralized” and why; what are the roles of each of the 
components and participants involved at each of the different layers or 
levels, including their incentives and motivations; how participants engage 
with the various components and each other; and the roles that centralized 
cryptoasset trading platforms and service providers play.  
 
Many of the financial products, services, arrangements, and activities in 
DeFi mirror, and in some cases overlap with, more traditional securities 
and derivatives products, services, arrangements and activities. In some 
cases, these may be novel to DeFi.  
 
One primary characteristic of DeFi is its peer-to-peer nature and resulting 
ability to create alternatives to traditional and centralized financial market 
infrastructures, products or services, and potentially to complicate the 
application of existing regulatory frameworks to DeFi market participants 
and activities, including those that govern issuers, offerings, products, 
intermediaries, and trading markets.  
 
As DeFi continues to expand, both a granular and holistic understanding of 
the DeFi market will improve authorities’ ability to understand the 
regulatory implications of this emergent market with respect to their own 
jurisdictions.  
 
This report is based on currently available information as of the date of 
publication. The purpose of this report is to provide a general 
understanding of DeFi, including some areas of potential regulatory 
concern.  
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The descriptions contained in this report are meant to describe typical 
features of DeFi protocols currently available. Actual features of any 
particular DeFi protocol in existence may vary. 
 
You may visit: 

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD699.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD699.pdf
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Number 8 

Remarks to the Boston Conference on Cyber Security 2022 
Christopher Wray, Director, Federal Bureau of Investigation 
 

 
 

Introduction 
 

It’s good to be back here at BC, particularly since I couldn’t participate in 
the virtual conference last year. In fact, the last time I was able to 
participate was in March 2020, right before everything went into lockdown. 
It’s pretty incredible how quickly our lives—work, school, social events 
—shifted to being online. 
 
I can’t say I was a fan of shifting from interacting with my staff around a 
conference table to seeing a fair number of folks show up only on screen, 
usually from elsewhere in the building. 
 
It worked, sort of. But I’m glad we’ve been able to go back to meeting in 
person. For the FBI, a lot of our work is hard to accomplish online. We work 
with a lot of classified information that can’t go home, and we certainly 
can’t conduct crime scene investigations remotely. 
 
But I recognize that we’re fairly unique, and a lot of businesses have been 
able to cut costs by keeping employees at home instead of leasing office 
spaces. 
 
So, it’s clear that our world and our society are not just going back to where 
we were two-and-a-half years ago. And people are going to continue to take 
advantage of the connectivity that cyberspace provides. 
 
But, at the same time, the shift of our personal and professional lives even 
more online has created new vulnerabilities. And malicious cyber actors are 
going to continue to take advantage of people and networks. 
 
That includes cybercriminals holding data for ransom and nation states like 
China stealing defense and industrial secrets. 
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And lately, that’s included Russia trying to influence what happens in the 
ground war they started—by threatening attacks against the West in 
cyberspace. 
 
I think, if we’re going to address cyber security properly, we’ve got to talk 
about how we’re responding to each of those threats. 
 
We’ve got to hold the line on multiple fronts—all at once—to help people 
and businesses protect themselves, to support victims, and to inflict costs 
on criminals. 
 
And we can’t let up on China or Iran or criminal syndicates while we’re 
focused on Russia. So that’s what we’re doing, taking on all these threats 
and shifting resources quickly to respond. 
 
And I think it’s worth covering some of those threats with you today. 
 
Russia 
 
I do want to start with Russia because we’re laser focused on them right 
now. 
 
I’m not breaking any new ground or compromising any intelligence sources 
by saying they’ve been absolutely reckless on the battlefield. They really 
don’t care who they hurt—civilians, noncombatants, women, children. And 
their recklessness with human lives carries over into how they act in 
cyberspace. 
 
Of course, that’s not new. In 2017, the Russian military used the NotPetya 
malware to hit Ukrainian critical infrastructure. The attack was supposed to 
look like a criminal heist but was actually designed to destroy any systems it 
infected. 
 
They targeted Ukraine but ended up also hitting systems throughout 
Europe, plus the U.S. and Australia, and even some systems within their 
own borders. They shut down a big chunk of global logistics. 
 
That reckless attack ended up causing more than 10 billion dollars in 
damages—one of the most damaging cyberattacks in the history of 
cyberattacks—and spread world-wide before anyone knew to do anything. 
 
Now, in Ukraine, we see them again launching destructive attacks, using 
tools like wiper malware. And we’re watching for their cyber activities to 
become more destructive as the war keeps going poorly for them. 
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At the FBI, we’re on what I’d call combat tempo. 
 
We’ve got a 24/7 cyber command post running, and we've been pushing out 
intelligence products and technical indicators—not just to government 
partners, but also to private companies and others. 
 
We’ve seen the Russian government taking specific preparatory steps 
towards potential destructive attacks, here and abroad. We’re racing out to 
potential targets to warn them about the looming threat, giving them 
technical indicators they can use to protect themselves. And we’re moving 
rapidly to disrupt Russian activity. 
 
Russia/WatchGuard 
 
Just this April, the FBI disrupted a botnet that the Russian GRU 
intelligence service had created and could have used to obfuscate malicious 
and damaging cyber activity. 
 
This is the same Russian agency behind NotPetya and that attacked the 
Ukrainian electric grid in 2015, attacked the Winter Olympics and 
Paralympics in 2018, and conducted attacks against Georgia in 2019. 
 
The GRU’s Sandworm team had implanted Cyclops Blink malware on ASUS 
home routers and Firebox devices, which are firewall devices produced by 
WatchGuard Technologies and largely used by small to medium businesses. 
 
By infecting and controlling thousands of these devices worldwide, the GRU 
could string them together to use their computing power in a way that 
would hide who was really running the network. 
 
This past November, we alerted WatchGuard about the malware targeting 
their devices, and we collaborated with CISA and WatchGuard on 
mitigation. 
 
We collected additional malware samples from U.S. victims, while 
WatchGuard developed mitigation tools. 
 
We reverse-engineered the malware samples and developed a sophisticated 
technical operation to sever the GRU’s ability to communicate with the 
botnet’s command-and-control layer. 
 
And in March, we executed the operation and successfully cut their ability 
to control the botnet. 
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We removed malware from the “Firebox” devices—used by small businesses 
for network security all over the world—and then shut the door the 
Russians had used to access them. 
 
Clearly, that’s not the only threat coming out of Russia, and we’re certainly 
not resting on our laurels. But that was a pretty solid hit against Russian 
intelligence. And it shows that we can do quite a bit to counter threats and 
help companies hit by threats like that posed by the Russian government. 
 
Reminders and Lessons 
 
As I mentioned earlier, even while we’re at full tilt against Russian cyber 
threats, we’re also countering other nation-state and criminal cyber actors. 
So we’re particularly attuned to lessons from the Ukraine conflict that apply 
more broadly. 
 
We’re not the only ones. We know that China is studying the Ukraine 
conflict intently. They’re trying to figure out how to improve their own 
capabilities to deter or hurt us in connection with an assault on Taiwan. 
 
So, take for example the blended threat where we see Russia—like China, 
Iran, and sometimes other nation states—essentially hiring cyber criminals, 
in effect cyber mercenaries. 
 
We see Russian cyber criminals explicitly supporting, and taking actions to 
assist, the Russian government, as well as some just taking advantage of the 
very permissive operating environment that exists in Russia. 
 
In some instances, we also see Russian intelligence officers, moonlighting, 
making money on the side, through cybercrime or using cybercriminal tools 
to conduct state-sponsored attacks because they think it gives them some 
plausible deniability or will hide who's behind it. 
 
So one key question for us today is, when do criminal actors become agents 
of their host nation? 
 
Does money have to change hands, or is publicly pledging support to a 
foreign government enough? 
 
We are realizing the value of our accumulated investigative work, with our 
partners, against all manner of Russian cyber threats. That work has 
established connections, motives, and tactics among Russian hackers 
before the current crisis. 
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It gives us a basis for potentially holding the Russian government 
accountable for the actions of a Russian ransomware gang. Because we’ve 
been able to show that their government sometimes supports, uses, and 
protects, cybercriminals. 
 
A second thing we’re thinking about is the speed and scope of attribution. 
How do we balance the need for speed, to get to an operational level of 
attribution, supporting actions we or our partners need to take next, against 
specificity?  
 
It won’t surprise you to learn that we can figure out which country is 
responsible for something, or even which specific intel service, faster than 
we can identify which individual was sitting at the keyboard. 
 
For victims, we’re helping as we respond to malicious cyber activity in this 
kinetic, destructive context, we’ve found that speed trumps pretty much 
everything else. It’s more important for us to get to their doorstep in an 
hour than it is to tell them whether we’re looking at nation-state cyber 
activity or cyber criminals. 
 
But it’s also important to keep marching toward more-specific attribution 
even while we hand off defensive information before we build the full 
picture of who’s responsible. Because for the broader government’s 
response calculations—for us to meaningfully degrade, disrupt, and deter a 
cyber adversary—we often need to be a lot more specific about who’s 
responsible. 
 
A third lesson, or really a reminder, from this conflict with broad 
application: When it comes to the threat of destructive attack, the 
adversary’s access is the problem. 
 
This is something we’ve talked about a lot, but that has acquired heightened 
resonance lately. Russia has, for years and years, been trying to infiltrate 
companies to steal information. 
 
In the course of doing so, they’ve gained illicit access to probably thousands 
of U.S. companies, including critical infrastructure. Just look at the scope of 
their Solar Winds campaign. 
 
They can use the same accesses they gained for collection and intelligence 
purposes to do something intentionally destructive. It’s often not much 
more than a question of desire. 
 
That’s why, when it comes to Russia today, we’re focused on acting as early, 
as far “left of boom,” as we can against the threat. 
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That is, launching our operations when we see the Russians researching 
targets, scanning, trying to gain an initial foothold on the network, not 
when we see them later exhibit behavior that looks potentially destructive. 
 
As broad as Russia’s potential cyber accesses across the country may be, 
they pale in comparison to China’s. 
 
So the same reminder that this conflict has given the community about the 
urgency of battling adversaries at the point of access, or earlier, applies in 
spades when we think about how to defend against the Chinese Communist 
Party’s potential aggression toward Taiwan. 
 
We need to study what’s going on with Russia and learn from it because 
we’re clearly not the only ones paying attention. 
 
China 
 
Now, China is clearly a very different threat than Russia. The Chinese 
government is methodical, hacking in support of long-term economic goals. 
 
And China operates on a scale Russia doesn’t come close to. They’ve got a 
bigger hacking program than all other major nations combined. They’ve 
stolen more American personal and corporate data than all nations 
combined. And they’re showing no sign of tempering their ambition and 
aggression. 
 
Even their hacks that may seem noisy and reckless actually fit into a 
long-term, strategic plan to undermine U.S. national and economic 
security. 
 
China’s economy also gives it leverage and tools, sway over companies, that 
Russia lacks. For many U.S. and foreign companies doing business in 
China, or looking to, the cost effectively amounts to a blanket consent to 
state surveillance in the name of security—at best. 
 
At worst, they’ve got to accept the risk that their sensitive information may 
be co-opted to serve Beijing’s geopolitical goals. 
 
In 2020, we became aware that some U.S. companies operating in China 
were being targeted through Chinese government-mandated tax software. 
The businesses were required to use certain government-sanctioned 
software to comply with the value-added tax system and other Chinese 
laws. 
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A number of U.S. companies then discovered that malware was delivered 
into their networks through this software. So, by complying with Chinese 
laws for conducting lawful business in China, they ended up with backdoors 
into their systems that enabled access into what should be private 
networks. 
 
That’s just one example of how the Chinese government is pursuing their 
goal to lie, cheat, and steal their way into global domination of technology 
sectors. It’s really a whole-of-government operation to steal research and 
proprietary secrets from U.S. companies and then undercut prices on the 
global market. So that companies that play by the rules can’t compete. 
 
That effort is not limited to cyber. Heck, we’ve caught Chinese agents out in 
the heartland of the U.S. targeting our agricultural innovation, sneaking 
into fields to dig up proprietary, experimental, genetically modified seeds. 
 
But China’s other means of stealing technology—things like human spies, 
corporate transactions—often run in concert with, and even in service of, its 
cyber program. Like when the MSS recently used a human agent on the 
inside to enable hackers in mainland China to penetrate GE Aviation’s joint 
venture partner and steal proprietary engine technology. 
 
The Chinese government sees cyber as the pathway to cheat and steal on a 
massive scale. In March 2021, Microsoft and other U.S. tech and 
cybersecurity companies disclosed some previously unknown 
vulnerabilities targeting Microsoft Exchange Server software. 
 
The hackers, operating out of China, had compromised more than 10,000 
U.S. networks, moving quickly and irresponsibly to do so prior to the public 
disclosure of the vulnerabilities. Through our private sector partnerships, 
we identified the vulnerable machines. 
 
And learned the hackers had implanted webshells—malicious code that 
created a backdoor and gave them continued remote access to the victims’ 
networks. So, we pushed out a joint advisory with CISA to give network 
defenders the technical information they needed to disrupt the threat and 
eliminate those backdoors. 
 
But some system owners weren’t able to remove the webshells themselves, 
which meant their networks remained vulnerable. So, we executed a 
surgical, court-authorized operation, copying and removing the harmful 
code from hundreds of vulnerable computers. 
 
Those backdoors the Chinese government hackers had propped open?  
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We slammed them shut, so the cyber actors could no longer use them to 
access victim networks. So, while that’s another win we can celebrate, it is 
also a stark reminder that the Chinese government remains a prolific and 
effective cyber espionage threat. 
 
Iran and Boston Children’s Hospital 
 
And China and Russia aren’t the only nation states exhibiting malicious 
behavior on the international stage. Iran and North Korea also continue to 
carry out sophisticated intrusions targeting U.S. victims. 
 
In fact, in the summer of 2021, hackers sponsored by the Iranian 
government tried to conduct one of the most despicable cyberattacks I’ve 
seen—right here in Boston—when they decided to go after Boston 
Children’s Hospital. 
 
Let me repeat that, Boston Children’s Hospital. 
 
We got a report from one of our intelligence partners indicating Boston 
Children’s was about to be targeted. And, understanding the urgency of the 
situation, the cyber squad in our Boston Field Office raced to notify the 
hospital. 
 
Our folks got the hospital’s team the information they needed to stop the 
danger right away. We were able to help them ID and then mitigate the 
threat. 
 
And quick actions by everyone involved, especially at the hospital, 
protected both the network and the sick kids who depend on it. 
 
It’s a great example of why we deploy in the field the way we do, enabling 
that kind of immediate, before-catastrophe-strikes response. 
 
Ransomware 
 
Unfortunately, hospitals these days—and many other providers of critical 
infrastructure—have even more to worry about than Iranian government 
hackers. 
 
If malicious cyber actors are going to purposefully cause destruction or are 
going to hold data and systems for ransom, they tend to hit us somewhere 
that’s going to hurt. That’s why we’ve increasingly seen cybercriminals 
using ransomware against U.S. critical infrastructure sectors. 
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In 2021, we saw ransomware incidents against 14 of the 16 U.S. critical 
infrastructure sectors, including healthcare, but also many of the other 
things we depend on. 
 
Ransomware gangs love to go after things we can’t do without. 
 
We’ve seen them compromise networks for oil and gas pipelines, grade 
schools, 9-1-1 call centers. They also go after local governments. 
 
The FBI cyber team here in Boston, for example, last May uncovered 
important indicators of compromise for the Avaddon ransomware strain. 
 
Avaddon was one of the most prolific ransomware variants in the world at 
the time. Our folks quickly published what they found to warn the public. 
 
And just two days after that, a local police department in the Southwest told 
FBI Boston that they’d seen some of those indicators of compromise we 
published—newly identified malicious IP addresses—connecting to the 
department’s network. 
 
The police department was able to use our Boston Division’s information to 
stop Avaddon from infecting their network. 
 
So, that’s our folks here helping out a city on the other side of the country 
and a lot of other potential victims nationwide, but also a reminder of the 
kind of damage ransomware groups are able and willing to inflict. 
 
Lessons Learned from Disrupting Hackers 
 
Hopefully, as you listen, you’ve been gleaning a bit about our focus. We aim 
to stop attacks, and degrade actors, as early as we can. 
 
It’s worth taking a few minutes to think about what we’ve learned from the 
operations of the past couple of years, as more and more of society has 
moved online, and as cyberattacks and intrusions have accelerated. 
 
For one, we’ve learned that in cyber, as with other parts of our work 
countering criminal organizations, we can impose costs on cybercriminals 
by focusing on three things: the people, their infrastructure, and their 
money. We make the most durable impact when we disrupt all three 
together and when we set aside who gets credit and just equip the best 
athlete with the information they need to take action. 
 
First: To go after the people, we work with like-minded countries to identify 
who’s responsible for the most damaging ransomware schemes and take 
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them out of the game. That may mean arresting and extraditing them to the 
U.S. to face justice. Or it may mean prosecution by a foreign partner. 
 
Crucially, we cast a broad net, going after everyone from the ransomware 
administrators building the malware, to affiliates deploying it, to the 
hosting providers and money launderers making the criminal enterprise 
possible. 
 
Second: Simultaneously, taking down cybercriminals’ technical 
infrastructure disrupts their operations. 
 
For instance, last year, the FBI led an international operation that seized 
control of a botnet called Emotet, consisting of tens of thousands of infected 
computers, which had been used in a range of cybercrime schemes 
including ransomware. 
 
And that Russian botnet we just disrupted in March is another great 
example of how we can take infrastructure offline before it causes damage. 
 
Third: By going after their money, when we seize virtual wallets and return 
stolen funds, we hit them where it hurts, taking resources away from the 
bad guys, helping to prevent future criminal operations. 
 
And we’ve had even bigger successes in disrupting operations by shutting 
down illicit currency exchanges. 
 
Bottom line: We believe in using every tool we’ve got to impose risk and 
consequences and to remove bad guys from cyberspace.That includes 
leveraging every partnership we have. 
 
FBI’s Role and the Virtuous Cycle 
 
So how do we make all that happen. How do we make sure the best athlete 
has the proverbial ball at the right time and that we’re all making each other 
stronger? 
 
There's a symmetry to the way we identify threats and the way we deal with 
them. 
 
At the FBI, as both a law enforcement and intelligence service, we're pulling 
in information about hostile cyber activity from a wide range of sources, 
from on one end of the spectrum, providers, incident response firms, 
victims, and others in the private sector, and from our partnerships with 
CISA, Treasury, and other SRMAs. 
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From our FISA collection, human sources, our fellow USIC agencies' signals 
and human collection, and from intelligence and law enforcement partners 
around the world, many of whom have overseas FBI cyber agents working 
alongside them daily. 
 
Then, we analyze what the adversaries are trying to do, and how. We take, 
for example, information shared by one victim we know they hit and work 
back to find others either already being hit or about to be. 
 
We dissect their malware to see what it's capable of and compare what we 
see in the field to what we know about their strategic intent. 
 
Then—the other side of that symmetry I mentioned—we quickly push the 
information we've developed to wherever it can do the most good, whether 
that means employing our tools or arming partners to use theirs, or both. 
Often that means racing information to victims or potential victims. 
 
We've developed the ability to get a technically trained agent out to just 
about any company in America in an hour, and we use it a lot. 
 
Almost every week, we’re rushing cyber agents out to help companies figure 
out what they’ve got on their systems, how to disrupt it, how to interrupt it, 
how to mitigate, and how to prevent this from becoming something much 
worse. 
 
Other times, we work jointly with CISA, and often NSA, to disseminate the 
information even more broadly, if more companies and public entities can 
make use of it. 
 
For example, in the last couple of months you've seen us publish indicators 
of compromise for Russian cyber operations targeting U.S. critical 
infrastructure, helping companies prepare defenses and enabling threat 
hunting. 
 
And not long ago, you saw us and NSA push out details on malware the 
GRU was using to help companies defend against it. 
 
But we're also pushing what we learn to government partners in order to 
enable joint, sequenced operations that disrupt the harm at its source, at 
the same time we’re helping companies mitigate on their own networks. 
 
We push targeting information about hostile infrastructure abroad either to 
foreign law enforcement, to seize or shut down; or to government partners 
here with a mandate to conduct offensive operations overseas; or to 
Treasury or Commerce, for sanctions. 
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And so on. 
 
But it’s important to keep in mind that we aren’t playing a one-move game. 
What we need to do is kick off a virtuous cycle that feeds on itself. 
 
We use the information one company might give us to develop information 
about who the adversary is, what they're doing, where, why, and how, 
taking pains to protect that company’s identity just as we do our other 
sources. 
 
Then, when we pass what we develop to partners here and abroad—our 
fellow U.S. and foreign intel services, foreign law enforcement, CISA and 
sector risk management agencies, providers like Microsoft. 
 
Crucially, those partners can then in turn leverage what we've given to 
provide us with more information. 
 
Enhancing our Global Investigations 
 
Helping us discover more malicious infrastructure we can target ourselves, 
or alert private sector partners to more opportunities to arrest or otherwise 
disrupt the adversaries, which leads us to more useful information to pass 
back to that first company, to better remediate and protect itself, maybe 
find more technical info it can share back to us and to our partners, to take 
further steps. And so on. 
 
It's why we're deployed all over this country and in nearly 80 countries 
around the world. 
 
What these partnerships let us do is hit our adversaries at every 
point—from the victims' networks, back all the way to the hackers' own 
computers. 
 
Of course, for this virtuous cycle of information to work, we rely on 
companies to work with us the way WatchGuard and Boston Children’s 
Hospital did. 
 
So, for companies that conduct any work on the internet, I would encourage 
you to have an incident response plan and to include contacting your local 
FBI field office as part of that plan. It’s immensely helpful for any business 
to have an existing relationship with their local office before an attack 
occurs. 
 
In fact, that’s one of the reasons we were able to help Boston Children’s 
Hospital so quickly. 
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The FBI Boston Field Office had worked with Children’s on a series of 
attacks in 2014—those stemming from a misguided online protest. We 
worked closely with Children’s all the way through our investigation, which 
led to a conviction and sentencing of the hacker in 2019. 
 
So, Children’s and our Boston office already knew each other well before the 
attack from Iran, and that made a difference. 
 
So, I’d encourage everyone to give us a call and talk with your local FBI 
cyber team. 
 
But whether you take that proactive step or not, if you suspect a cyber 
intrusion, please report the compromise by contacting your local field office 
immediately—the more quickly we get involved, the more we can do to help. 
 
Conclusion 
 
Thank you all for being here and for inviting me to speak. 
 
Our goal at the FBI is to make sure Americans and our partners and 
families overseas can use cyberspace safely and securely. To do that, we rely 
on help from everyone in this room—whether you’re a government partner, 
a service provider, or an online content writer. And I want you to know you 
can rely on us to help you. 
 
Thank you for your trust and for your ideas on how to do this better. 
 
I’m looking forward to helping the Bureau work with each of you. 
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Number 9 

WeLeakInfo.to and Related Domain Names Seized 
Sites Had Sold Access to Hacked Personal Information And Supported 
Distributed Denial of Service Attacks 
 

 
 

The FBI and the U.S. Department of Justice announced that they have 
seized the internet domain name weleakinfo.to and two related domain 
names, ipstress.in and ovh-booter.com, following an international 
investigation into websites allowing users to buy access to stolen personal 
information or to perform attacks on victim networks. 
 
The announcement was made by U.S. Attorney Matthew M. Graves of the 
District of Columbia and Special Agent in Charge Wayne A. Jacobs of the 
FBI Washington Field Office’s Criminal and Cyber Division. 
 
“Today, the FBI and the Department stopped two distressingly common 
threats: websites trafficking in stolen personal information and sites which 
attack and disrupt legitimate internet businesses,” said U.S. Attorney 
Graves. “Cyber crime often crosses national borders. Using strong working 
relationships with our international law enforcement partners, we will 
address crimes like these that threaten privacy, security, and commerce 
around the globe.” 
 
“These seizures are prime examples of the ongoing actions the FBI and our 
international partners are undertaking to disrupt malicious cyber activity,” 
said Special Agent in Charge Jacobs. “Disrupting malicious DDoS 
operations and dismantling websites that facilitate the theft and sale of 
stolen personal information is a priority for the FBI.” 
 
The WeLeakInfo.to website had claimed to provide its users a search engine 
to review and obtain the personal information illegally obtained in over 
10,000 data breaches containing seven billion indexed records – including, 
for example, names, email addresses, usernames, phone numbers, and 
passwords for online accounts.   
 
The website sold subscriptions so that any user could access the results of 
these data breaches, with subscriptions providing unlimited searches and 
access during the subscription period (one day, one week, one month, three 
months, or lifetime).   
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In January 2020, the FBI and the U.S. Department of Justice also 
announced that they had seized the internet domain name weleakinfo.com, 
shutting down a similar service then provided at that site. 
 
The ipstress.in and ovh-booter.com domains were also seized.  Those sites 
publicly offered to conduct “Distributed Denial of Service” attacks, or 
“DDoS” attacks for clients – specifically, a format called booter or stressor 
attacks.   
 
DDoS attacks are a type of network attack in which multiple 
internet-enabled devices are used to attack computers hosting a website – 
usually by flooding the site with internet traffic – for the purpose of 
rendering it inaccessible to legitimate users or unable to communicate with 
the internet. 
 
With execution of the warrant, the seized domain names – weleakinfo.to 
and the related domains – are now in the custody of the federal 
government, effectively suspending the website’s operation.   
 
Visitors to the site will now find a seizure banner that notifies them that the 
domain name has been seized by federal authorities.  The U.S. District 
Court for the District of Columbia issued the seizure warrant. 
 
The seizures of these domains were part of a coordinated law enforcement 
action with the National Police Corps of the Netherlands and the Federal 
Police of Belgium.  The actions executed by our international partners 
included the arrest of a main subject, searches of several locations, and 
seizures of the webserver’s infrastructure. 
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Any persons having information concerning weleakinfo.to or its owners and 
operators are encouraged to provide that information by filing a complaint 
(referencing #weleakinfo in the “Description of Incident” field) with the 
FBI’s Internet Crime Complaint Center (IC3) at 
https://www.ic3.gov/complaint/default.aspx 
 
These seizures are a part of a comprehensive law enforcement action taken 
by the FBI, the U.S. Attorney’s Office for the District of Columbia, and the 
Department of Justice’s Computer Crime and Intellectual Property Section, 
along with international law enforcement, including the Netherlands 
National Police Corps and the Belgium Federal Police. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

https://www.ic3.gov/complaint/default.aspx
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Number 10 

COFFEE Program Jump-Starts Integrable Filtering for Wideband 
Superiority 
DARPA selects teams for COmpact Front-end Filters at the ElEment-level 
to sharpen focus on mitigating complex electromagnetic environment 
 

 
 

The radio frequency (RF) spectrum environment is rapidly evolving. To 
achieve superiority in electromagnetic spectrum (EMS) operations in the 
modern era – including over adversaries gaining ground in the domain – 
requires higher-level performance and flexibility in critical elements.  
 
One area of priority: heightened multifunctionality and granular 
optimization in Active Electronically Scanned Arrays (AESAs). 
 
DARPA’s work has long targeted foundational technological challenges and 
advances that provide U.S. forces a decisive edge. Acutely attuned EMS 
capabilities are crucial enablers for mission-critical situational awareness 
and tactical communications.  
 
Unlike limited, narrowband phased array systems, wideband AESAs 
employ hundreds or thousands of tiny antenna elements that can all 
transmit and receive signals. 
 
To help solve multifaceted and mounting challenges, DARPA has selected 
the research teams for the COmpact Front-end Filters at the ElEment-level 
(COFFEE) program, which seeks to create a new class of integrable, 
high-frequency filters with low loss, high-power handling, and seamless 
uniformity.  
 
The selected teams will be led by Northrop Grumman, Raytheon, Akoustis, 
BAE Systems, Metamagnetics, Georgia Institute of Technology, Columbia 
University, Carnegie Mellon University, University of Michigan, University 
of Texas at Austin and University of California at Los Angeles. 
 
An AESA’s ability to dynamically reconfigure radar beams and 
communicate across a range of frequencies is especially important in 
congested environments.  
 
This versatility remains key in military operations: resistance to signal 
jamming and interception while capable of mapping, navigating, sensing, 
tracking, visualizing, and creating high-bandwidth data links for 
cross-domain operations.  
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However, AESAs and broader EMS advances must evolve proactively and 
progressively to maintain and accelerate the U.S. technological advantage. 
 
The COFFEE program will focus on creating an integrable filter technology 
to mitigate interference and maximize performance across a challenging 
S-band through Ku-band (i.e., 2 GHz to 18 GHz) frequency range.  
 
These filters must not only distill signals across the expansive frequency 
range, but do so while physically bound within an 18 GHz half-wavelength 
array pitch (i.e., 69 mm2, a space smaller than a dime).  
 
This new filter technology will account for digital-at-every-element 
advances – impacting each of an AESA’s hundreds or thousands of tiny 
antenna elements – for high-frequency systems facing increasingly 
unacceptable tradeoffs in size, weight, performance, and interoperability. 
 
“With the Defense Department-wide emphasis on electromagnetic 
spectrum superiority, our AESAs are tasked with a heightened demand for 
greater range, volume, and function. These demands are magnified by 
trends toward wider bandwidths and digitization at the level of the 
individual element,” said Dr. Benjamin Griffin, the program manager 
leading the COFFEE program. “There is very little room to integrate 
conventional filter technologies, exposing each element to the full 
bandwidth of potential threats. Today, there is no integrable filtering 
technology to meet these compounding requirements.” 
 
The primary focus area of the program will leverage emerging 
microelectronics materials, integration, and design to build integrable 
filters, advancing new classes of miniaturized resonators as the building 
blocks.  
 
An additional, forward-looking focus area is oriented around 
millimeter-wave frequencies (demonstrating performance at 50 GHz), 
targeting fundamental limits of compact resonators beyond 18 GHz. 
 
“DARPA has been at the forefront of creating opportunities for 
multifunctional AESAs, with programs such as Arrays at Commercial 
Timescales (ACT),” Griffin said. “COFFEE is expected to establish an 
integrable filter technology for Defense Department AESAs, but this work 
will also have implications in commercial mobile sector advances expected 
in the near future.” 
 
The COFFEE program, which is expected to run for 50 months across three 
phases – an 18-month base Phase I and two 15-month option phases – is a 
part of DARPA’s Electronics Resurgence Initiative (ERI) focused on 
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advancing the U.S. semiconductor industry. The program addresses part of 
ERI’s focus on revolutionizing communications for the 5G era and beyond. 
Research will kick off in the spring of 2022. 
 
To read more: https://www.darpa.mil/news-events/2022-06-01 
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

