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Dear members and friends,  
 
It was September 15, 2021, when the 
European Commission’s President Ursula 
von der Leyen said: “It should be here in 
Europe where cyber defence tools are developed. This is why we need  
a European Cyber Defence Policy, including legislation on common 
standards under a new European Cyber Resilience Act.” 
 
 This is a major development. Today we will see how IBM and Microsoft 
responded to the European Commission’s public consultation to gather the 
views of a variety of stakeholders about the new cybersecurity rules.  
 
According to IBM, the Cyber Resilience Act (CRA) should be ‘lex generalis’. 
This is an interesting approach, because when two laws apply to the same 
factual situation, a law governing a specific subject matter (lex specialis) 
overrides a law governing only general matters (lex generalis). 

http://www.risk-compliance-association.com/
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The widely accepted general principle of law “lex specialis derogat legi 
generali” (special law repeals general laws) is also accepted from the 
European Commission: “Special provisions prevail over general rules”. 
 
This is what IBM wrote: “Overall, the CRA should be ‘lex generalis’, 
outlining baseline cybersecurity requirements for connected products, 
while avoiding the introduction of mandatory cybersecurity certification 
schemes replacing existing harmonised standards, as these can overlap or 
conflict with other EU cyber legislation.  
 
Self-assessment against these well-known European standards should 
always be the default option to show evidence of compliance in the area of 
cybersecurity and lead to the ‘presumption of conformity’ as defined by the 
NLF and its open and inclusive processes.” 
 
This is interesting. The “NLF” refers to the New Legislative Framework, a 
package of measures from the European Commission to improve market 
surveillance and boost the quality of conformity assessments. 
 
The “presumption of conformity” refers to European Commission’s 
principle that if you follow harmonised standards in the design and 
manufacture of products, this will ensure that your products are in line with 
corresponding EU rules. Dear IBM, with all due respect, I am not sure this 
principle is great for cybersecurity. Also, please do not make it so difficult 
for cybersecurity experts to understand your approach. 
 
Microsoft’s response includes the following:  
 
“Given the potential for overlap and complexity in future enforcement of 
the provisions set out by the Cyber Resilience Act, Microsoft recommends 
that the European Commission consider how to further foster 
inter-institutional cooperation among the Directorate Generals responsible 
for developing and implementing related cybersecurity policies.  
 
Inter-institutional cooperation could be facilitated by a structural 
mechanism that is transparent and inclusive in its management and 
activities. Such a mechanism would help avoid the development of policy in 
silos, encouraging coordination and infusing cybersecurity expertise into 
other policy domains (e.g., sustainability) and vice versa. 
 
Moreover, as highlighted above, technical cybersecurity requirements 
should be defined through transparent and iterative processes that are open 
to and inclusive of all stakeholders. Building on the approach to public 
consultation leveraged in this Call for Evidence and previous legislative 
efforts, such as the Cybersecurity Act and the Revised Directive on Security 
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of Network and Information Systems (NIS2) we encourage the European 
Commission to establish specific public-private cooperation mechanisms 
for the development of such technical requirements.” 
 
I liked this recommendation from Microsoft:  
 
“Take a holistic, phased approach. A holistic approach addresses 
cybersecurity risks associated with ICT products and services as well as the 
operational behavior of users. It also considers scope (i.e., products, 
services, or organizations targeted by measures), security practices (i.e., 
guidance or requirements to be implemented for products or services or by 
organizations), and verification of conformance (i.e., methods of assessing 
whether practices have been implemented) in concert. 
 
Taking a holistic approach is complex but necessary to achieve positive 
security outcomes. When paired with a phased approach, which allows for 
iterative learning and improving, complexity is more manageable, 
implementation is more rigorous, and outcomes are more measurable.” 
 
Read more at Numbers 5 and 6 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Blockchain scalability and the fragmentation of crypto 
Frederic Boissay, Giulio Cornelli, Sebastian Doerr and Jon Frost 
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The Critical Importance of the General Standard of Auditor 
Independence and an Ethical Culture for the Accounting 
Profession 
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Mainz 
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Microsoft Policy Position Paper, Improving the security and  
resilience of digital products and services 

Public Consultation - EU Cyber Resilience Act 
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EU CYBER RESILIENCE ACT: New Cybersecurity Rules  
for Digital Products and Ancillary Services  
SIDE PAPER TO IBM’S RESPONSE TO THE EUROPEAN COMMISSION’S  
PUBLIC CONSULTATION 
 

 
 

Number 7 (Page 27)  

Indian business - past, present and future 
Shaktikanta Das, Governor of the Reserve Bank of India, at the Iconic Week 
of Azadi ka Amrit Mahotsav Celebrations organised by the Central Board of 
Indirect Taxes and Customs, Mumbai 
 

 
 

Number 8 (Page 31) 

Build-a-satellite program could fast track national security space 
missions 
High-performance computing enables custom satellite design and analysis 
in weeks 
 

 
 

Number 9 (Page 33) 

BLUETOOTH SIGNALS CAN BE USED TO IDENTIFY AND 
TRACK SMARTPHONES 
It's the first time researchers have demonstrated it's feasible to track 
individuals using Bluetooth 
 

 
 

Number 10 (Page 35) 

Seeking COVID’s Kryptonite 
NIST and DHS collaboration reveals which wavelengths of UV light work 
best for COVID-19 virus disinfection. 
 

 



P a g e  | 6 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 1 
BIS Bulletin No 56 

Blockchain scalability and the fragmentation of crypto 
Frederic Boissay, Giulio Cornelli, Sebastian Doerr and Jon Frost 
 

 
 

Key takeaways 
 

• Permissionless blockchains work by providing monetary incentives to 
decentralised validators. Yet the mechanism for maintaining these 
incentives necessarily entails congestion effects and high fees. These  
high fees encourage the use of alternative chains, leading to a 
fragmentation of the crypto landscape. 
 
• Newer blockchains have higher capacity, even if these come at the cost of 
greater centralisation and weaker security. Differences in the design also 
preclude blockchain interoperability. 
 
• Limited scalability and a lack of interoperability not only prevent network 
effects from taking root, but a system of parallel blockchains also adds to 
governance and safety risks.  
 
• Despite fragmentation, cryptocurrencies on different blockchains exhibit 
strong price co-movements, as they often share the same investor base, and 
growth is sustained by speculative buying of coins. 
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The crypto universe saw explosive growth in the last two years. From 
January 2020 to November 2021, the value of cryptocurrencies rose more 
than tenfold, peaking at $2.8 trn, before crashing to $1.2 trn in June 
2022. Assets locked in the decentralised finance (DeFi) space rose 180 
times, to $109 bn. 
 
As the system grew, it started to fragment. Initially, most DeFi protocols 
ran on the Ethereum blockchain, which has relatively high fees. Yet since 
early 2021 newer rival networks, touted as “Ethereum killers”, have gained 
market share (Graph 1, left-hand panel).  
 
In particular, Binance, Avalanche and – until recently – Terra rapidly 
increased their footprints. In early May 2022, the total value of 
cryptocurrencies associated with protocols on Ethereum made up just half 
of the overall assets locked into DeFi. 
 
The fragmentation of the crypto landscape stands in stark contrast to 
traditional (payment) networks, which benefit from strong network effects. 
In the traditional system, the more users flock to a particular platform, the 
more attractive it becomes for new users to join that platform, creating a 
virtuous circle. This drives costs down, improves service quality and 
promotes financial inclusion (BIS (2021)).  
 
The recent launch and rapid adoption of Brazil’s Pix instant payment 
system illustrates these dynamics. In just over a year since its launch, Pix 
has seen 114 million users sign up, or 67% of the adult population (Duarte 
et al (2022)). 
 
This bulletin argues that fragmentation arises from inherent limitations of 
blockchains. To maintain a system of decentralised consensus on a 
blockchain, self-interested validators need to be rewarded for recording 
transactions. Achieving sufficiently high rewards requires the maximum 
number of transactions per block to be limited.  
 
As transactions near this limit, congestion increases the cost of transactions  
exponentially. While congestion and the associated high fees are needed to 
incentivise validators, users are induced to seek out alternative chains. This 
leads to a system of parallel blockchains that cannot harness network 
effects, raising concerns about the governance and safety of the entire 
system. 
 
Blockchains, crypto and DeFi 
 
Crypto is built on permissionless distributed ledger technology (DLT), ie 
blockchains.  
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Crucially, rather than putting trust in centralised intermediaries, eg banks 
and the central bank, the blockchain is sustained by a multitude of 
pseudo-anonymous, self-interested validators incentivised via rewards and 
fees. 
 
The use of blockchains and cryptocurrencies is essential in the move 
towards a decentralised system. With a blockchain, any participant can 
transact on a public ledger – whether in the form of fund transfers, locking 
of assets as collateral or other functions – without the need for a centralised 
intermediary that keeps track of transactions.  
 
Since all transactions are public, blockchains must feature pseudo - 
anonymity. As the history of transactions is publicly observable and tied to 
a specific wallet with a corresponding address, the true identity of the party 
behind transactions (ie the owner of the address) remains hidden. 
 
Cryptocurrencies are the means of exchange among users and are also 
essential to reward validators for running and maintaining the 
decentralised system.  
 
Suppose Juanita wants to sell cryptocurrencies to Hiro. The buyer, Hiro 
(whose identity is hidden behind his cryptographic digital signature), would 
first broadcast the transaction details (addresses, amount, fees).  
 
Validators will then compete to verify the transaction, and whoever finishes 
first (ie emerges with a valid proof-of-work (PoW)) adds the transaction to 
the blockchain. The updated blockchain is then shared among all miners 
and users, who verify that the transaction does not violate the past history.  
 
However, this process is costly, as it requires computing power or, in the 
case of proof-of-stake (PoS), significant amounts of staked cryptocurrency 
(ie “skin in the game”). 
 
Validators need to be compensated through monetary incentives, ie block 
rewards and fees. Fees are denominated in the cryptocurrency 
underpinning the specific blockchain network and are usually paid by the 
parties involved in a transaction. In Ethereum these are called “gas fees”.  
 
The level of gas fees, which is determined primarily by the demand for 
transactions, fluctuates widely. DeFi is a range of financial applications that 
aim to provide services and products similar to those of traditional finance, 
but in a decentralised manner built on blockchains (Aramonte et al (2021)).  
 
Transactions are executed in cryptocurrencies, often through self-executing 
code that triggers transactions if specific events occur (“smart contracts”), 
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and they are recorded on the blockchain. Smart contracts were made 
possible by the development of Ethereum, the first major blockchain that 
allowed for programmability.  
 
This means that transactions or transfers can be made contingent on 
meeting certain pre-specified conditions. Blockchains with 
programmability thus underpin decentralised applications (dApps) that 
offer services such as lending or trading in cryptocurrencies. 
 
To read more: https://www.bis.org/publ/bisbull56.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull56.pdf
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Number 2 

The Critical Importance of the General Standard of Auditor 
Independence and an Ethical Culture for the Accounting 
Profession 
Paul Munter, SEC Acting Chief Accountant 
 

 
 

Introduction 
 

High-quality audits are critical to the process of providing decision-useful 
financial information for the benefit of investors, and auditors serve an 
important gatekeeping and investor protection function by helping to 
ensure that issues are promptly identified and addressed. 
 
The Commission has long-recognized that audits by professional, objective, 
and skilled accountants that are independent of their audit clients 
contribute to both investor protection and investor confidence in the 
financial statements. 
 
As such, the Commission’s auditor independence rule is integral to its 
mandate to protect investors and is fundamental for promoting investor 
confidence in the quality of financial disclosures.  
 
Rule 2-01 of Regulation S-X sets forth the Commission’s auditor 
independence requirements and emphasizes the importance of an 
accountant’s independence from its audit client in both fact and 
appearance. 
 
We believe that auditor independence is grounded in an understanding of 
accounting as a profession rather than an industry, which is critical to 
serving the public interest. As a profession, accountants have a 
responsibility to the public interest and to act ethically and with integrity in 
every professional activity. 
 
Such responsibility includes observance of both the form and spirit of the 
Commission’s auditor independence rule, and consideration of the 
foundational objective to provide investors with financial statements that 
contain reliable and decision-useful financial information. 
 
In this Statement, we discuss:  
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(1) the critical importance of the auditor independence framework under 
Rule 2-01(b) of Regulation S-X (“Rule 2-01(b)” or the “general standard”);  
 
(2) OCA’s approach to auditor independence consultations; 
 
(3) certain recurring issues in recent auditor independence consultations; 
and  
 
(4) the paramount importance that accounting firms foster an ethical 
culture with respect to auditor independence and fulfil their professional 
responsibilities. 
 
The Auditor Independence Framework of Rule 2-01(b) of Regulation S-X 
 
The general standard of Rule 2-01(b) is the heart of the Commission’s 
auditor independence rule. This general standard is grounded in the 
auditor’s objectivity and impartiality, and is measured by reference to the 
reasonable investor standard: “[t]he Commission will not recognize an 
accountant as independent, with respect to an audit client, if the accountant 
is not, or a reasonable investor with knowledge of all relevant facts and 
circumstances would conclude that the accountant is not, capable of 
exercising objective and impartial judgment of all issues encompassed 
within the accountant’s engagement.” 
 
The general standard of auditor independence does not end there, however, 
but states that when determining whether an accountant is independent the 
Commission takes into consideration “all relevant circumstances, including 
all relationships between the accountant and the audit client, and not just 
those relating to reports filed with the Commission.” 
 
As described in more detail in our recent statement, the text of Rule 2-01(b) 
of Regulation S-X, together with the four guiding principles that the 
Commission specified in the introductory text to Rule 2-01, provides a 
framework for considering whether an accountant is independent with 
respect to an audit client. Those four principles include a consideration as 
to whether all the relevant circumstances: 
 
- Create a mutual or conflicting interest between the accountant and the 

audit client; 
 
- Place the accountant in the position of auditing their own work; 
 
- Result in the accountant acting as management or an employee of the 

audit client; or 
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- Place the accountant in a position of being an advocate for the audit 
client. 

 
The introductory text of Rule 2-01 goes on to specify that the application of 
these four guiding principles may depend on particular facts and 
circumstances. 
 
The remainder of the Commission’s auditor independence rule, beginning 
in paragraph (c), consists of a non-exclusive list of circumstances that are 
plainly inconsistent with the general standard.  
 
However, we caution that accountants, audit firms, registrants, and their 
audit committees should never make the mistake of assuming that just 
because a particular circumstance is not expressly prohibited in, or 
captured by, Rule 2-01(c), their independence analysis is over.  
 
Instead, accountants, audit firms, registrants, and their audit committees 
must always assess and approach auditor independence for purposes of 
considering, beginning, or continuing an audit engagement under Rule 
2‑01(b). 
 
Stated differently, compliance with the prohibitions enumerated in Rule 
2-01(c) is necessary but not sufficient. The general standard requires an 
evaluation of auditor independence, including an assessment of 
independence both in fact and appearance from the perspective of a 
reasonable investor.  
 
Such a determination cannot be limited to a checklist compliance exercise 
under Rule 2-01(c). To reiterate: the general standard of Rule 2-01(b) is the 
heart of the Commission’s auditor independence rule, it always applies, and 
the Commission investigates and enforces against violations of the general 
standard. 
 
We remind audit committees, registrants, and audit firms of the 
importance of understanding the applicability of the general standard to all 
relevant reporting periods. The Commission’s 2020 amendments to the 
independence rule clearly emphasize that compliance with Rule 2-01(b) is 
required for all years included in a filing. 
 
OCA’s Approach to Auditor Independence Consultations 
 
Through its long-standing consultation process, OCA staff assist 
accountants, registrants, and audit committees with interpretation of, and 
compliance with, the Commission’s auditor independence rule. 
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We believe that this consultation process promotes greater consistency in 
the application and interpretation of the Commission’s auditor 
independence rule for the benefit of investors.  
 
OCA’s auditor independence consultations provide a mechanism for 
accountants, registrants, and audit committees to consult with experienced 
and knowledgeable OCA staff for assistance in assessing whether the 
auditor is and reasonable investors would believe they are able to act with 
objectivity and impartiality for either an existing set of facts or a specific 
contemplated circumstance such as a future merger or acquisition involving 
known parties.  
 
OCA staff do not, we should clarify, engage in a consultative process on 
issues of auditor independence premised on inchoate or unknown facts that 
are not describable, or hypothetical circumstances. OCA staff are available 
to discuss, on an informal basis, potential circumstances that may result 
from a contemplated arrangement or transaction. 
 
To read more: https://www.sec.gov/news/statement/munter-20220608 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/statement/munter-20220608
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Number 3 

Fostering resilience: a supervisor’s perspective 
Fausto Parente, EIOPA's Executive Director, at the AMICE Congress in 
Mainz 
 

 
 

A very good morning to you all. 
 
I am very pleased to be joining you at this year’s congress. 
 
I would like to thank AMICE for the invitation to address you and also to 
congratulate R+V – the hosts of this year’s congress – on their 100 year 
anniversary. 
 
The theme that you have chosen for this year’s conference ‘The art of 
resilience’ is particularly appropriate. 
 
More and more resilience is becoming a highly valued quality – be it in 
organisations or individuals – to demonstrate our capacity to deal with 
shocks or change. 
 
This is much the same for insurance – a sector that needs to be ready to 
respond and recover. 
 
And I think for all of us, the term resilience took on a new importance 
during the pandemic. 
 
We saw first-hand the importance of resilience. 
 
For all of us, we put our agility and adaptability to the test. And we did this 
on many levels – societal, organisational and individual. 
 
Indeed, we learnt many lessons from the pandemic about what it means to 
be resilient. 
 
And as we are emerging from the pandemic to face new challenges, we are 
also seeing that resilience takes many forms. 
 
And so in my remarks today, I will touch upon some of the broad issues that 
are on our radar and how we can be resilient in the face of those challenges. 
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Let me start with a few words about Russia’s invasion of Ukraine. This is, of 
course, first and foremost a humanitarian crisis. 
 
But we must also be aware of the potential impact of the aggression on the 
stability of the sectors that we supervise. 
 
From our analysis, we see that there is a very limited direct impact on the 
insurance and pension sectors. Direct exposure from both the insurance 
and occupational pension sectors to Russia is low – around 0.1% for 
insurance and 0.2% for pensions. 
 
But need to be mindful of the indirect impact of the war – rising oil and gas 
prices, along with higher commodity and food prices. 
 
And so while Ukraine remains at the very top of our agenda, we also have a 
number of other issues on our radar. 
 
A glance at the agenda of this year’s Congress shows well enough the topics 
that are high on both our and your agenda. 
 
I am talking about digitalisation, cyber, sustainability for example. 
 
These are all areas that are resulting in profound changes to our insurance 
habits: the way we do business, the way we choose products. 
 
Let me start with digitalisation. 
 
I think that one of the biggest revelations of the pandemic was how easily 
we incorporated technology into all aspects of our life. 
 
When we consider the rapid pace of technological development, we can 
expect digitalisation to further impact on our life. 
 
One of the sub-themes of this conference is ‘innovate’ and herein lies one of 
the challenges that we as supervisors must face when it comes to digital 
technology: how do we enable innovation while ensuring consumer 
protection. 
 
As insurance is a highly regulated activity, our regulatory frameworks 
already encompass some aspects of digitalisation. 
 
Take artificial intelligence – or AI – for example. 
 
Solvency II and the IDD already cover the use of AI. Then we have 
cross-sectoral frameworks, such as the General Data Protection Regulation 
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(GDPR) that provide a sound basis for the use of AI in the insurance sector 
as well. 
 
In addition, the European Commission’s legislative proposal for an 
Artificial Intelligence Act will provide a legal framework for the use of AI in 
the European Union. 
 
Here EIOPA supports the Commission’s risk-based approach reflected in 
the AI Act. Not all AI systems pose the same opportunities and risks, so 
there is definitely a need for proportionality. We also believe that any 
further regulation should specifically take into account AI use cases in 
insurance. 
 
The use of AI is fairly well established in the insurance sector, however 
there are new trends that we are seeing that will require our attention. 
 
First, let me mention platformisation. 
 
We’re seeing new actors including InsurTech start-ups and BigTech 
companies are entering the insurance market, both as competitors as well 
as cooperation partners of incumbent insurance undertakings. 
 
In the case of the latter, insurers are increasingly turning to third-party 
service providers to gain quick and efficient access to new technologies and 
business models. In our thematic review on big data analytics – which is 
already four years old – some two-thirds of insurers reverted to outsourcing 
arrangements to implement AI-powered chatbots. 
 
We’re also seeing the emergence of Peer-to-Peer insurance business models 
using digital platforms and different levels of decentralisation to interact 
with members with similar risks profiles.   
 
And of course the topic of open finance – or in our case – open insurance. 
 
At EIOPA, we believe that open insurance may present a wide range of 
opportunities for both consumers and the sector, if handled appropriately 
and we will shortly be publishing the feedback to the consultation that we 
closed earlier this year on this topic. 
 
We will also be providing input to the Commission’s consultation on its 
open finance framework, as well as monitoring legislative initiatives related 
to the European Single Access Point proposal and the Data Act proposal. 
 
We want to make sure that the voices and the view of both the sectors and 
supervisors are heard. 
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All these areas – AI, P2P, open insurance – they all depend on data and the 
sharing of data. 
 
And this brings me to another aspect of resilience – that of financial 
inclusion. 
 
Financial inclusion fosters a more resilient society because it means that 
vulnerable groups are better protected from shocks. 
 
But when I talk about inclusion, I don’t want to limit myself to just one 
demographic. 
 
In insurance, for many consumers, the best offer is determined by the 
amount of data that the consumer provides. 
 
This works in your favour if you are comfortable navigating financial 
services online. 
 
Or if you are happy to share lots of data about yourself with insurance 
companies or with third party providers. 
 
But what if you are not? And what if you find yourself excluded from 
products because of bias in algorithms. 
 
We need to think about all of these things. 
 
We need to make sure that people’s data is used fairly. That those AI 
algorithms are free from bias so that people are not excluded from policies 
or products. 
 
Transparency and explainability are two important concepts here. 
 
Insurers must be able to explain how their algorithms work and be 
accountable for their systems, enabling consumers to have access to 
adequate redress mechanisms. 
 
And consumers need to be aware of what is being done with their data and 
if they agree to share data, it must be a conscious decision to do so – so they 
need to really be clear on that they are sharing, what they are sharing and 
how it will be used. 
 
Our consultative expert group on digital ethics has been looking at issues 
like these and last year published principles setting out key governance 
pillars for the ethical and trustworthy use of AI in insurance. A very helpful 
step. 
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And, when it comes to financial – or rather digital – inclusion, EIOPA, will 
assess the topic from a broad perspective, and regularly assess our own 
supervisory and policy work to make sure that we are looking at 
accessibility and inclusion. 
 
Our increasing use of data and digital technology leads me to another 
aspect of resilience. 
 
We need to make sure that all that data we share is kept securely. And that 
there are sufficient measures in place to protect against cyber attacks. 
 
Indeed, digital operational resilience is essential for a well-functioning 
financial services sector. 
 
The European Commission’s proposal for a Digital Operational Resilience 
Act – or DORA, as part of the European Commission’s digital finance 
strategy, sets out a comprehensive framework enabling a stronger 
supervision of the digital dimension of the sector. 
 
The proposal builds on our work as well as that of our sister agencies – the 
European Banking Authority and the European Securities and Markets 
Authority. 
 
The proliferation of digital technology across the entire insurance value 
chain has increased the exposure of insurers to the risk of a major 
disruption if technology fails whether through deliberate attack or system 
flaw. 
 
Similar risks can be identified for insurance intermediaries and in the 
occupational pensions sector. 
 
This is why we need to have good regulatory frameworks in place to that 
there is a proper management risk and that market participants have 
sufficient safeguards in place to protect against cyber attacks and other 
risks. 
 
We have long highlighted cyber security and ICT resilience as critical 
factors and will focus our immediate work on the implementation of our 
recently adopted cloud computing and ICT guidelines, as well as furthering 
our work on cyber insurance. 
 
For retail and corporate clients, the insurance sector can play a key role in 
mitigating the impact of these cyber risks and facilitate the transformation 
of the digital economy and reduce protection gaps. 
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Furthermore, cyber insurance is expected to bring additional benefits, by 
promoting good risk management practices of policyholders and increasing 
their cyber awareness. 
 
But we know that cyber risk exposures are under more scrutiny because 
there can be ambiguity in the terms and conditions regarding cyber 
coverage of some policies. 
 
And when there is uncertainty around coverage, we risk losing trust of 
policyholders. 
 
To read more: 

https://www.eiopa.europa.eu/media/speeches-presentations/speech/foste
ring-resilience-supervisors-perspective 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/media/speeches-presentations/speech/fostering-resilience-supervisors-perspective
https://www.eiopa.europa.eu/media/speeches-presentations/speech/fostering-resilience-supervisors-perspective
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Number 4 

Cyber Europe 2022: Testing the Resilience of the European 
Healthcare Sector 
 

 
 

The European Union Agency for Cybersecurity (ENISA) organised a 
cybersecurity exercise to test the response to attacks on EU healthcare 
infrastructures and services. 
 
To ensure citizens’ trust in the medical services and infrastructure available 
to them, health services should function at all times. If health services and 
infrastructures in Europe were the object of a major cyber attack, how 
would we respond and coordinate at both national and EU level to mitigate 
the incidents and prevent an escalation? 
 
This is the question Cyber Europe 2022 sought to answer using a fictitious 
scenario. Day one featured a disinformation campaign of manipulated 
laboratory results and a cyber attack targeting European hospital networks.  
 
On day two, the scenario escalated into an EU-wide cyber crisis with the 
imminent threat of personal medical data being released and another 
campaign designed to discredit a medical implantable device with a claim 
on vulnerability. 
 
The Executive Director of the EU Agency for Cybersecurity, Juhan 
Lepassaar, said: “The complexity of our challenges is now proportionate to 
the complexity of our connected world. This is why I strongly believe we 
need to gather all the intelligence we have in the EU to share our expertise 
and knowledge. Strengthening our cybersecurity resilience is the only way 
forward if we want to protect our health services and infrastructures and 
ultimately the health of all EU citizens.” 
 
The pan-European exercise organised by ENISA rallied a total of 29 
countries from both the European Union and the European Free Trade 
Association (EFTA), as well as the EU agencies and institutions, including 
ENISA, the European Commission, the CERT of EU Institutions, bodies 
and agencies (CERT-EU), Europol and the European Medicine Agency 
(EMA). More than 800 cybersecurity experts were in action to monitor the 
availability and integrity of the systems over the two days of this latest 
edition of Cyber Europe. 
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Can we strengthen the cyber resilience of the EU healthcare? 
 
The participants who engaged in the complex exercise were satisfied with 
the way the incidents were dealt with and the response to fictitious attacks.  
Now, the analysis of the process and of the outcomes of the different 
aspects of the exercises need to be performed in order to get a realistic 
understanding of potential gaps or weaknesses which may require 
mitigation measures.  
 
Dealing with such attacks requires different levels of competences and 
processes which include efficient and coordinated information exchange, 
the sharing of knowledge around specific incidents and how to monitor a 
situation which is about to escalate in case of a generalised attack. The role 
of the EU level CSIRTs network and the draft standard operation processes 
(SOPs) of the CyCLONe group also need to be looked into. 
 
The deeper analysis will be published in the after-action report. The 
findings will serve as a basis for future guidance and further enhancements 
to reinforce the resilience of the healthcare sector against cyber attacks in 
the EU. 
 
About Cyber Europe exercises 
 
‘Cyber Europe’ exercises are simulations of large-scale cybersecurity 
incidents that escalate to EU-wide cyber crises. The exercises offer 
opportunities to analyse advanced cybersecurity incidents, and to deal with 
complex business continuity and crisis management situations. 
 
ENISA already organised five pan-European cyber exercises in 2010, 2012, 
2014, 2016 and 2018. The event usually takes place every two years. 
However, the 2020 edition was cancelled due to the COVID-19 pandemic. 
 
International cooperation between all participating organisations is 
inherent to the gameplay, with most European countries participating. It is 
a flexible learning experience: from a single analyst to an entire 
organisation, with opt-in and opt-out scenarios and where the participants 
can customise the exercise to their needs. 
 
To read more: 

https://www.enisa.europa.eu/news/enisa-news/cyber-europe-2022-testin
g-the-resilience-of-the-european-healthcare-sector 

 

 

https://www.enisa.europa.eu/news/enisa-news/cyber-europe-2022-testing-the-resilience-of-the-european-healthcare-sector
https://www.enisa.europa.eu/news/enisa-news/cyber-europe-2022-testing-the-resilience-of-the-european-healthcare-sector
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Number 5 
Microsoft Policy Position Paper, Improving the security and  
resilience of digital products and services 

Public Consultation - EU Cyber Resilience Act 
 

 
 

Executive Summary  
 

Software, connected hardware, and network-connected services are integral 
to society, creating a wide spectrum of benefits and risks.  
 
Increasing connectivity, more critical use scenarios, and escalating cyber  
threats underline a significant and growing need to develop multi-faceted 
and coordinated strategies to address substantial risks.  
 
Along with initiatives to uphold norms of responsible state behavior, 
strengthen technology users’ operational cybersecurity risk management, 
and invest in skills and infrastructure, efforts to enhance the cybersecurity 
of information and communications technology (ICT) products and  
services are essential to an overall strategy to improve the security and 
resilience of our ecosystem. 
 
Microsoft is keen to partner with the European Commission and other 
governments pursuing these important efforts, and we are grateful for the 
opportunity to share our views in response to the European Commission’s 
Call for Evidence on the EU Cyber Resilience Act (CRA).  
 
We support effective horizontal approaches to enhancing the cybersecurity 
of ICT products and services, promoting greater cross-ecosystem 
consistency and coherence in the EU’s single market. But we also recognize 
the complexity of  such horizontal, holistic efforts and the importance of a 
phased approach to implementation. 
 
This paper provides foundational context on the ICT environment. It also 
describes interconnected challenges and opportunities related to 
determining which digital products and services should be in scope for 
regulatory measures, defining effective security practices, and verifying use 
of those practices. 
 
Given anticipated complexity and the value of an iterative approach to 
ensuring meaningful enhancement of cybersecurity, this paper supports a 
model that moves from the Commission’s suggested policy option  
two to policy options four or five, implementing more stringent rule making 
based on evidence and experience gained over time.  
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It also offers the following recommendations for effective, scalable  
approaches to driving horizontal cybersecurity improvements: 
 
• Take a holistic, phased approach. A holistic approach addresses 
cybersecurity risks associated with ICT products and services as well as the 
operational behavior of users.  
 
It also considers scope (i.e., products, services, or organizations targeted by 
measures), security practices (i.e., guidance or requirements to be 
implemented for products or services or by organizations), and verification 
of conformance (i.e., methods of assessing whether practices have been 
implemented) in concert.  
 
Taking a holistic approach is complex but necessary to achieve positive 
security outcomes. When paired with a phased approach, which allows for 
iterative learning and improving, complexity is more manageable, 
implementation is more rigorous, and outcomes are more measurable. 
 
• Develop ecosystem-wide and targeted measures. A phased approach that 
starts with basic, broadly relevant practices can improve ecosystem-wide 
cybersecurity, build context and processes for follow-on, elevated 
requirements for higher risk scenarios, and drive consistency across all 
levels of requirements.  
 
Such context can also help ensure elevated requirements address any 
persistent gaps beyond what baseline practices achieve. Beyond product or 
service requirements, effective deployment of ICT security will require risk 
management practices by users. 
 
• Enable agility and interoperability. Requirements that focus on desired 
processes or outcomes — rather than prescribing specific implementations 
— are resilient to emerging technologies, dynamic threats, and architecture 
variations.  
 
Leveraging existing best practices and standards to align requirements and 
conformance verification methods to the greatest extent practicable  
globally and across sectors allows for efficient reuse of certifications and 
related artifacts or evidence.  
 
Engaging with industry and other stakeholders in a transparent, inclusive, 
and iterative process of developing requirements and conformance 
verification methods will strengthen understanding of potential 
implementation challenges and promote interoperability and clear  
expectations from the outset, helping to enable sufficient ICT provider and 
operator agility. 
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• Calibrate and adapt verification methods. Today, costs and 
infrastructure challenges impact readiness for and effectiveness of certain 
methods of conformity assessment, including third-party certifications.  
 
Risk management goals and costs must be balanced to apply appropriate 
methods in different circumstances. Going forward, investments in both 
workforce initiatives and innovative technology solutions, such as Supply 
Chain Integrity, Transparency and Trust (SCITT), which enables the 
trusted exchange of verifiable supply chain artifacts, could enhance 
conformance verification options and cybersecurity transparency. 
 
To read more: 
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives
/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-
and-ancillary-services/F3263605_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/F3263605_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/F3263605_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/F3263605_en
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Number 6 

EU CYBER RESILIENCE ACT: New Cybersecurity Rules  
for Digital Products and Ancillary Services  
SIDE PAPER TO IBM’S RESPONSE TO THE EUROPEAN COMMISSION’S  
PUBLIC CONSULTATION 
 

 
 

IBM welcomes the opportunity to contribute to the European 
Commission’s consultation on the Cyber Resilience Act (CRA) and to offer 
our views on how we believe the EU can build a strong cybersecurity 
environment and increase its resilience against a continuously evolving and 
more complex cyberthreat landscape.  
 
IBM is a business-to-business (B2B) technology company with a large and 
diverse portfolio of products and services. Those offerings include 
mainframe hardware, storage, quantum computing, cloud computing, AI, 
data analytics, Internet of Things (IoT), blockchain, security solutions, etc.  
 
For more than a century, IBM has earned the trust of our clients by 
responsibly managing their most valuable data, and we have worked to earn 
the trust of society by ushering powerful new technologies into the world 
responsibly and with clear purpose.  
 
IBM has for decades followed core principles – grounded in commitments 
to Trust and Transparency – that guide its handling of client data and 
insights, and also its responsible development and deployment of new 
technologies. 
 
Security and trust have always been part of the foundation of IBM. As a 
leading provider of hardware, software, and services that are of high 
quality, reliability, function, and integrity, IBM strives to provide products 
and services that match our customers’ demand for high performance, high 
stress tolerance, high availability, and high security.  
 
For example, we make Security and Privacy by Design a mandatory practice 
within all our business units, ensuring a high level of focused security and 
privacy practices, including threat models, privacy assessments, security 
testing, and vulnerability management. 
 
IBM welcomes the Commission’s plans to consider horizontal rules 
introducing cybersecurity requirements for connected products and 
ancillary associated services.  
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We believe that improving products and software development practices 
and transparency will allow businesses and consumers to benefit from more 
secure and trusted systems. In this regard, we respectfully submit the 
following views on how we believe the CRA could best achieve these 
objectives. 
 
To read more: 
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives
/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-
and-ancillary-services/F3263887_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/F3263887_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/F3263887_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/F3263887_en
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Number 7 

Indian business - past, present and future 
Shaktikanta Das, Governor of the Reserve Bank of India, at the Iconic Week 
of Azadi ka Amrit Mahotsav Celebrations organised by the Central Board of 
Indirect Taxes and Customs, Mumbai 
 

 
 

Introduction  
 

It is a great pleasure to address such an august gathering in this event 
organised by the Central Board of Indirect Taxes and Customs (CBIC), 
Department of Revenue, Government of India as part of the Iconic week of 
Azadi ka Amrit Mahotsav celebrations.  
 
The topic I have chosen for my address today, namely, "Indian Businesses: 
Past, Present and Future" will resonate with the audience here. Businesses 
form the bedrock of an economy and on an occasion like this, it would be 
worthwhile to look at how Indian businesses have evolved over the years.  
 
The current context of transformative changes that are altering the business 
landscape in India and across the world is yet another reason for choosing 
this theme. 
 
2. I have structured my talk in the following order. I shall start by 
recounting the historical evolution of Indian businesses to draw lessons for 
the future. I will then turn to the current scenario where I propose to 
highlight the tremendous opportunities that are available today for Indian 
businesses and the challenges that they would have to contend with.  
 
I also propose to highlight aspects of corporate governance and related 
issues that are indispensable for a sustained performance by any entity or 
business. 
 
3. Historically, businesses have been the creators of wealth by bringing 
innovation in production and trading activities which facilitated higher 
productivity and better standard of living of the people. Apart from creating 
growth and employment opportunities, thriving businesses generate vital 
resources through tax payments for the government to undertake welfare 
measures.  
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Thus, both from growth and welfare standpoints, businesses play a crucial 
role in overall economic development. In the words of Nobel Laureate in 
literature T. S. Eliot, "Only those who will risk going too far can possibly 
find out how far one can go." The underlying theme of business is to explore 
opportunities and capitalise on them. 
 
4. In India, business and entrepreneurship have always had a special place 
in our society. The history of Indian business is a fascinating story and one 
that is closely intertwined with the political and economic history of our 
country. Traditionally, Indian businesses were rooted in local knowledge 
and resources that were greatly admired all over the world.  
 
During the colonial period, however, many of our businesses were faced 
with existential challenges. Showing resilience and capacity to innovate and 
improvise, Indian business has over the years not only survived but is now 
well-positioned to take India's growth story forward. Indeed, this could just 
be the moment of India's arrival as a global growth driver. 
 
A Peep into History 
 
5. The history of Indian business is fairly long. India was a key hub of 
scientific innovation from its very early history which lent India a pole 
position in several areas like medicines, mathematics, astronomy and 
metallurgy.  
 
During the medieval period, India was a prominent economy having trade 
relations with the rest of the world. India was central to the Silk Route and 
the Cotton Road. India's indigenous craftmanship was world renowned. 
 
6. In 1700 AD, India's share in world GDP was 24.4 per cent, ahead of 
China's share at 22.3 per cent (Maddison, 2001). Even so, large scale 
domestic business was restricted by the fragmented nature of political 
landscape coupled with infrastructural bottlenecks.  
 
While trading and money lending were the hallmark of business, 
manufacturing, which was primarily small scale was largely left to artisans. 
In short, trade was the face of Indian business alongside a flourishing 
banking and exchange business offered by merchants. 
 
Colonial Period 
 
7. The advent of imperial powers and the discovery of new trading routes 
completely changed the face of Indian business during the colonial period. 
The onset of the industrial revolution in the late 18th century had 
catapulted England into a position of leading industrial power. British tariff 
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policy encouraged exports of raw materials to the detriment of India's 
domestic industrial development and local enterprise.  
 
A Reserve Bank of India Survey in 1948 estimated that of all foreign capital 
invested in India, only 28 per cent was in the manufacturing industry, 
whereas 37 per cent was invested in merchandising and transport, and 20 
per cent in tea, coffee, and rubber plantation. Clearly , the thrust was to 
promote British interests. 
 
8. Despite adverse circumstances, Indian business managed to hold its own 
amidst the nationalistic fervour of the times. With British industrial power 
on a decline due to war preoccupations, several Indian industries such as 
textiles, jute, iron and steel, paper and cement consolidated their position.  
 
Considering the stagnation in the previous decades, the post-World War I 
spurt in industrial activity was significant. Notably, Indian businessmen 
also remained alive to the socio-political atmosphere of the time by 
pursuing and propagating the nationalistic agenda. 
 
Aftermath of Independence 
 
9. The initial decades after independence brought in changes to the Indian 
business environment with economic policy focussed towards 
capital-intensive production structure. Indian businesses were unshackled 
from the confines and constraints that reduced them to be just raw material 
producers. 
 
10. In the subsequent period, shocks such as wars (1962, 1965 and 1971), 
droughts (1965-66) and the OPEC oil crisis (1973) revealed the underlying 
vulnerabilities of the Indian economy.  
 
In hindsight, excessive regulations stifled entrepreneurial growth and led to 
inefficiencies that reflected in macroeconomic imbalances of the period. As 
a result, a new vision of political economy driven by markets and private 
enterprise started to evolve steadily. 
 
Reforms and After 
 
11. In the 1980s, the Open General License (OGL) list for imports was 
expanded, industrial controls were somewhat eased, limited external 
borrowings were allowed, and an early version of indirect tax reforms 
began. The external payments crisis, as we entered the 1990s, culminated in 
the path-breaking economic reforms of 1991. 
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12. The economic reforms of 1990s were wide-ranging and were essentially 
based on the trinity of liberalisation, privatisation and globalisation. They 
entailed deregulation; the end of the licence-permit raj; increased outward 
orientation; and willingness to let market forces play their role.  
 
The financial system and the external sector also underwent fundamental 
reforms relating to strengthening of prudential norms and the supervisory 
system; operational flexibility of the banking sector; taxes and tariffs; 
exchange rate; and capital flows. The reforms aimed to bring competition to 
promote efficient markets that deliver growth, create wealth and reduce 
poverty. 
 
13. In the years since the initiation of economic reforms, Indian business 
has witnessed various transformational changes. In several sectors 
spanning information technology, telecom, pharmaceuticals, automobiles, 
hotels, textiles, engineering goods and entertainment, our businesses have 
created global reputation. Indian business entities have shown a great deal 
of flexibility in an environment of rapid technological changes.  
 
This has led to a shortening of product lifecycles and innovation and 
technology have become key sources of competitive strength. The country 
now commands a diversified industrial base that has shown resilience in 
the face of multiple challenges posed by shocks such as the Global Financial 
Crisis, the recent COVID-19 pandemic and now the war in Europe. 
 
To read more: https://www.bis.org/review/r220610c.htm 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/review/r220610c.htm
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Number 8 

Build-a-satellite program could fast track national security space 
missions 
High-performance computing enables custom satellite design and analysis 
in weeks 
 

 
 

Satellites equipped with remote sensing technology execute many critical 
national security missions, from detecting explosions to tracking sea ice, 
but until now it could take a team years to move from a concept to a 
deployable space system. 
 
Valhalla, a Python-based performance modeling framework developed at 
Sandia National Laboratories, uses high-performance computing to build 
preliminary satellite designs based on mission requirements and then runs 
those designs through thousands of simulations.  
 
The results of the simulations feed into an interactive multidimensional 
video-like view of satellites executing their mission and hundreds of plots 
that show the user the relationship between each of the outputs and inputs 
at a glance. This data enables the user to quickly find the solution that best 
executes the mission. 
 
Valhalla has already been used to explore space systems for enhanced 
Arctic security, study the effects of neuromorphic computing on space 
system design, simulate tracking and monitoring a hypothetical refugee 
rescue mission in the Mediterranean Sea and other satellite missions. 
 
James Meub, Valhalla project lead and aerospace engineer, said a 
multidisciplinary team typically takes months, or even years, to produce a 
preliminary design for a remote sensing satellite or to determine how 
existing satellites would perform during a new mission.  
 
The team writes mission requirements based on what the satellites will 
need to detect and observe, then optical engineers design the payload and 
aerospace engineers design a host vehicle. 
 
“The ability to understand how design decisions and requirements affect 
these simultaneous activities is iterative, time-consuming and essential to 
producing a reliable solution,” Meub said. “Valhalla short-circuits this 
process by using high-performance computing to help the user produce a 
preliminary design for a satellite or space system in weeks, and it can also 
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show how groups of nonidentical satellites with different features will 
perform in new combinations and scenarios.” 
 
Increasingly, a group of small satellites working as a system instead of one 
large satellite is being considered for remote sensing missions, Meub said. 
 
Customizing a satellite system to mission requirements 
 
Designing a space system with Valhalla is similar to customizing a new car 
online. A project team member visits Sandia’s internal Valhalla website and 
selects the features and parts needed to execute the mission. The first step 
is to provide Valhalla with mission requirements that can be parsed into 
quantitative goals, including: 
 
- Determining the level of fidelity and detail needed by specifying if the 

satellite system will need to detect, identify, categorize or associate 
objects or events. 

 
- Selecting the class of object or event to search for, including vehicles, 

explosions, aircraft, boats, space debris or other satellites. 
 
- Selecting the frequency of data collection, or how often the system 

should revisit the target objects or events. 
 
- Selecting the target’s motion model. Will the system need to observe the 

trajectory of trucks traveling from one location to another, or will it 
need to observe a city, region or neighborhood of interest, or monitor 
objects or events across the globe? 

 
- Specifying any constraints. For example, the system may need to be 

compatible with a specific external network. 
 
- Selecting a mission operation center to feed the images and data 

captured by the satellite. 
 
To read more: https://newsreleases.sandia.gov/satellite_design/ 
 

 
 
 
 

https://newsreleases.sandia.gov/satellite_design/
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Number 9 

BLUETOOTH SIGNALS CAN BE USED TO IDENTIFY AND 
TRACK SMARTPHONES 
It's the first time researchers have demonstrated it's feasible to track 
individuals using Bluetooth 
 

 
 

A team of engineers at the University of California San Diego has 
demonstrated for the first time that the Bluetooth signals emitted 
constantly by our mobile phones have a unique fingerprint that can be used 
to track individuals’ movements. 
 
Mobile devices, including phones, smartwatches and fitness trackers, 
constantly transmit signals, known as Bluetooth beacons, at the rate of 
roughly 500 beacons per minute.These beacons enable features like Apple’s 
“Find My” lost device tracking service; COVID-19 tracing apps; and connect 
smartphones to other devices such as wireless earphones. 
 
Prior research has shown that wireless fingerprinting exists in WiFi and 
other wireless technologies. The critical insight of the UC San Diego team 
was that this form of tracking can also be done with Bluetooth, in a highly 
accurate way.  
 
“This is important because in today’s world Bluetooth poses a more 
significant threat as it is a frequent and constant wireless signal emitted 
from all our personal mobile devices,” said Nishant Bhaskar, a Ph.D. 
student in the UC San Diego Department of Computer Science and 
Engineering and one of the paper’s lead authors.  
 
The team, which includes researchers from the Departments of Computer 
Science and Engineering and Electrical and Computer Engineering, 
presented its findings at the IEEE Security & Privacy conference in 
Oakland, Calif., on May 24, 2022. 
 
All wireless devices have small manufacturing imperfections in the 
hardware that are unique to each device. These fingerprints are an 
accidental byproduct of the manufacturing process.  
 
These imperfections in Bluetooth hardware result in unique distortions, 
which can be used as a fingerprint to track a specific device. For Bluetooth, 
this would allow an attacker to circumvent anti-tracking techniques such as 
constantly changing the address a mobile device uses to connect to Internet 
networks.  
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Tracking individual devices via Bluetooth is not straightforward. Prior 
fingerprinting techniques built for WiFi rely on the fact that WiFi signals 
include a long known sequence, called the preamble. But preambles for 
Bluetooth beacon signals are extremely short.   
 
To read more: https://jacobsschool.ucsd.edu/news/release/3461 
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Number 10 

Seeking COVID’s Kryptonite 
NIST and DHS collaboration reveals which wavelengths of UV light work 
best for COVID-19 virus disinfection. 
 

 
 

To disinfect a surface, you can illuminate it with a blast of ultraviolet (UV) 
light, which is bluer than the human eye can see. But to specifically 
inactivate SARS-CoV-2, the virus that causes COVID-19, which wavelengths 
are best? And how much radiation is enough? 
 
Answering those questions requires scientists to overcome two main 
obstacles. First, they need to separate the virus completely from extraneous 
substances in the environment. Second, they need to illuminate the virus 
with a single wavelength of UV light at a time, with minimal changes to the 
experimental setup between tests. 
 
A recent collaboration between the National Institute of Standards and 
Technology (NIST) and the National Biodefense Analysis and 
Countermeasures Center (NBACC), a U.S. Department of Homeland 
Security Science and Technology Directorate laboratory, overcame both 
these obstacles and completed what may be the most thorough test ever 
conducted of how several different UV and visible wavelengths affect 
SARS-CoV-2. 
 
In a new paper published this week in Applied Optics, the collaborators 
describe their novel system for projecting a single wavelength of light at a 
time onto a sample of COVID-19 virus in a secure laboratory.  
 
Classified as Biosafety Level 3 (BSL-3), the lab is designed for studying 
microbes that are potentially lethal when inhaled. Their experiment tested 
more wavelengths of UV and visible light than any other study with the 
virus that causes COVID-19 to date. 
 
So, what is SARS-CoV-2’s kryptonite? As it turns out, nothing special: The 
virus is susceptible to the same wavelengths of UV light as other viruses 
such as those that cause the flu.  
 
The most effective wavelengths were ones in the “UVC” range between 222 
and 280 nanometers (nm). UVC light (full range from 200 to 280 nm) is 
shorter than the UVB wavelengths (280 to 315 nm) that cause sunburn. 
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Researchers also showed that the virus’s surroundings can have a protective 
effect on the virus. In the study, it took a smaller UV dose to inactivate 
viruses when they were placed in pure water than when they were placed in 
simulated saliva, which contains salts, proteins and other substances found 
in actual human saliva.  
 
Suspending the virus in simulated saliva creates a situation similar to 
real-world scenarios involving sneezes and coughs. This may make the 
findings more directly informative than those of previous studies. 
 
“I think one of the big contributions of this study is that we were able to 
show that the kind of idealized results we see in most studies don’t always 
predict what happens when there’s a more realistic scenario at play,” said 
Michael Schuit of NBACC. “When you have material like the simulated 
saliva around the virus, that can reduce the efficacy of UV decontamination 
approaches.” 
 
Manufacturers of UV disinfection devices and regulators can use these 
results to help inform how long surfaces in medical settings, airplanes, or 
even liquids should be irradiated to achieve inactivation of the SARS-CoV-2 
virus. 
 
“Right now, there’s a big push to get UVC disinfection into the commercial 
atmosphere,” said NIST researcher Cameron Miller. “Long-term, hopefully 
this study will lead to standards and other methodologies for measuring UV 
dose required to inactivate SARS-CoV-2 and other harmful viruses.” 
 
This project built upon earlier work the NIST team did with another 
collaborator on inactivating microorganisms in water. 
 
Shed a Little Light 
 
Depending on the wavelength, UV light damages pathogens in different 
ways. Some wavelengths can damage microbes’ RNA or DNA, causing them 
to lose the ability to replicate. Other wavelengths can break down proteins, 
destroying the virus itself. 
 
Even though people have known about UV light’s disinfection abilities for 
more than a hundred years, there’s been an explosion in UV disinfection 
research in the past decade.  
 
One reason is that traditional sources of UV light sometimes contain toxic 
materials such as mercury. Recently, use of nontoxic LED lamps as a UV 
light source has mitigated some of these concerns. 
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For this study, the NIST collaborators worked with biologists at NBACC, 
whose research informs biodefense planning on biological threats such as 
anthrax and Ebola virus. 
 
“What NBACC was able to do was grow the virus, concentrate it, and 
remove everything else,” Miller said. “We were trying to get a clear message 
of how much light we need to inactivate just the SARS-CoV-2 virus.” 
 
In the study, the team tested the virus in different suspensions. In addition 
to using the saliva mimic, scientists also put the virus in water to see what 
happened in a “pure” environment, without components that could shield 
it. They tested their virus suspensions both as liquids and as dried droplets 
on steel surfaces, which represented something that an infected person 
might sneeze or cough out. 
 
NIST’s job was to direct the UV light from a laser onto the samples. They 
were looking for the dose required to kill 90% of the virus. 
 
With this setup, the collaboration was able to measure how the virus 
responded to 16 different wavelengths spanning from the very low end of 
the UVC, 222 nm, all the way up into the middle part of the visible 
wavelength range, at 488 nm. Researchers included the longer wavelengths 
because some blue light has been shown to have disinfecting properties. 
 
No Piece of Cake 
 
Getting the laser light onto the samples in a secure lab was not trivial. 
Researchers in a BSL-3 lab wear scrubs and hoods with respirators. Leaving 
the lab requires a long shower before changing back into civilian clothes. 
 
Equipment such as the team’s expensive laser would have had to undergo a 
considerably more severe sterilization procedure. 
 
“It’s sort of a one-way door,” Miller said. “Anything coming out of that lab 
has to be either incinerated, autoclaved [heat-sterilized], or chemically 
disinfected with hydrogen peroxide vapor. So, taking our $120,000 laser in 
was not the option we wanted to use.” 
 
Instead, the NIST researchers designed a system where the laser and some 
of the optics stood in a hallway outside the lab. They piped the light through 
a 4-meter-long fiber optic cable that passed through a seal under a lab door. 
Negative pressure kept air flowing from the hallway into the lab and 
prevented anything from leaking back out. 
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The laser produced a single wavelength at a time and was fully tunable so 
that researchers could produce any wavelength they liked. But because light 
bends at different angles depending on its wavelength, they had to create a 
prism system that changed the angle at which the light entered the fiber so 
that it lined up properly.  
 
Changing the exit angle involved manually turning a knob they created to 
adjust the position of a prism. They tried to make it all as simple as possible, 
with a minimal number of moving parts. 
 
“The device that the NIST team came up with allowed us to rapidly test a 
very wide range of different wavelengths, all at very controlled and precise 
wavebands,” Schuit said. “If we were trying to do the same number of 
wavelengths without that system, we would have had to juggle a bunch of 
different types of devices, each of which would have produced wavebands of 
different widths. They would have required different configurations, and 
there would have been a lot of additional variables in the mix.” 
 
Manipulating the light required mirrors and lenses, but the researchers 
designed it to use as few as possible, because each one leads to a loss in 
intensity for UV light. 
 
For the materials that had to enter the lab to project the light from the fiber 
onto the samples of COVID virus, the team tried to use inexpensive parts. 
“We 3D-printed a lot of things,” said NIST physicist Steve Grantham, a key 
member of the team along with NIST’s Thomas Larason. “So, nothing was 
really expensive and if we don’t ever use it again, it’s not a big deal.” 
 
Even communicating between the laser area and the inside of the lab was 
difficult because people could not go in and out as they pleased, so they 
employed a wired intercom system. 
 
Despite the challenges, the system worked surprisingly well, Miller said, 
especially given that they only had months to put it together. “There’s a 
couple areas we probably could improve on, but I think our gains would be 
minimal,” Miller said. 
 
The NIST team plans to use this system for future studies of other viruses 
and microorganisms that biologists at high-security labs might want to 
conduct. 
 
“When the next virus comes along, or whatever pathogen they’re interested 
in, all we have to do is roll the laser system up there, push a fiber under 
there, and they’ll connect it to their projector system,” Miller said. “So now 
we’re ready for the next time.” 
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This work was funded in part by the Department of Homeland Security 
Science and Technology Directorate. 
 
-- Reported and written by Jennifer Lauren Lee 
 
To read more: 
https://www.nist.gov/news-events/news/2022/06/seeking-covids-krypto
nite 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/news-events/news/2022/06/seeking-covids-kryptonite
https://www.nist.gov/news-events/news/2022/06/seeking-covids-kryptonite
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

