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Monday, June 28, 2021 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Horace believed that the pen is the tongue of the mind. 
Of course, he had never seen a keyboard. 
 
Selecting the suitable paper for a fountain pen is like 
pairing a fine wine with a great cheese. Matching flavour 
intensity and character is an art and a science.  
 
Unfortunately for many of us the keyboard has replaced the fountain pen 
for ever. There are young persons that never write anything, if you can 
believe it. 
 
This is a major challenge for the forensic handwriting examiners that 
authenticate handwritten notes and signatures (or reveal them to be fakes), 
by analyzing distinctive features in our writing. As people write less by 
hand, will handwriting examination become irrelevant? 
 
A recently updated report from the National Institute of Standards and 
Technology (NIST) suggests that the answer is no — if the field changes to 
keep up with the times. But the times are changing in more ways than one, 
and the decline in handwriting is only one of the challenges that the field 
will have to reckon with. 
 
We also have another interesting problem: The field of forensic handwriting 
examination may have trouble attracting new blood. A report from NIST 
earlier this year found that the median age for handwriting examiners is 60, 
compared with 42 to 44 for people in similar scientific and technical 
occupations. 
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To increase recruitment, the report recommends replacing the unpaid 
apprenticeships that have been the traditional route of entry into the field 
with grants and fellowships. The report also recommends cross-training 
with other forensic disciplines that involve pattern matching, such as 
fingerprint examination. 
 
A forensic handwriting examination involves a series of decisions that 
depend on careful observation and interpretation of the handwriting 
evidence. Given the human element of this interpretation process, it also 
requires awareness and mitigation of the potential for contextual bias.  
 
According to Voltaire, to hold a pen is to be at war. I have just realized that 
I have never read a good quote about keyboards. 
 
Read more at number 2 below. Welcome to our Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Jet flight, mail bags, and banking regulation 
Randal K Quarles, Vice Chairman for Supervision of the Board of 
Governors of the Federal Reserve System, at the Prudential Regulation 
Conference. 
 

 
 

As many of you know, I am speaking to you from Salt Lake City, which, 
among its myriad other virtues, was the home of one of the earliest 
passenger airlines-Western Air Express, which ran its first passenger flight 
in the spring of 1926: Eight hours in a Douglas M2 between Salt Lake City 
and Los Angeles, with one stop in Las Vegas for fuel.  
 
Two of the first passengers sat on the mail sacks in the back, and those early 
plane travelers were adventurers in other ways as well. That year there were 
12 fatal commercial airplane crashes and that number rose to 59 a year by 
1930. That's not total deaths-that's fatal crashes, with many people on each 
plane.  
 
Comparing hours flown and number of flights, that would be as if we had 
7,000 fatal airplane crashes in a typical year today, with hundreds of 
thousands dead. 
 
But we did not have 7,000 fatal crashes last year. We had five in the entire 
world. The year before we had eight. Air travel is famously the safest way to 
get from point A to point B, as a result of decades of innovation in 
technology and operating processes.  
 
Importantly, however, even as the airline industry was improving safety, it 
was equally focused on improving efficiency-especially as we moved into 
the era of jet travel in the 1960s.  
 
The eight-hour trip between Salt Lake and Los Angeles now takes an hour 
and a half even counting all the nosing around on the ground (although an 
argument can be made that a typical coach seat may not be that much more 
comfortable than sitting on the mail bags).  
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Yet average fuel burn has been falling every year since 1960 and continues 
at a strong pace-in the first decade of the 21st century, fuel efficiency on 
domestic flights increased by another 40 percent. The airlines recognized 
that the public has a strong interest in safety, but that it also has a strong 
interest in other values as well.  
 
A more efficient airline is easier on the environment, cheaper for the 
consumer, and a stronger contributor to the overall economy. And, 
obviously, these continuing improvements in operation have been 
achievable without any compromise in safety. 
 
I think you can see where I am going with this. In the aftermath of the Great 
Financial Crisis, the Federal Reserve, the international regulatory 
community, and the banking industry took action to radically improve the 
safety of the banking system: new capital and liquidity rules, new stress 
testing requirements, a new resolution framework.  
 
Together, these have greatly strengthened the safety of the financial system. 
Actual common equity capital ratios for large banks have roughly doubled 
since the crisis (and are at least six times as great as the pre-crisis 
requirements). 
 
But in implementing these safety requirements, we did not pay as close 
attention to efficiency. Yet the public interest in efficiency is also strong, so 
over the last four years we have comprehensively sought ways to improve 
the efficiency of the system while maintaining its safety-which is every bit 
as possible in the financial system as it has been for the airlines.  
 
While this has been a broad project, today I want to focus on four examples 
of measures that illustrate this phenomenon. These measures have enjoyed 
support across the political spectrum because they have brought 
measurable benefits to the American people. 
 
Tailoring Regulation 
 
The first that I would cite is our broad work since 2018 on tailoring our 
bank regulatory framework.  
 
That year, a bipartisan majority in Congress passed the Economic Growth, 
Regulatory Relief, and Consumer Protection Act (EGRRCPA), which made 
modifications to the Dodd-Frank Act and called on the banking agencies to 
further tailor regulation to better reflect the business models and activities 
of the different banking firms that we supervise.  
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The legislation recognized that it is possible to keep the system just as safe 
while allowing the financial system more capacity to support the real 
economy and more flexibility in doing so. 
 
As I have said before, one of my goals as Vice Chair for Supervision has 
been to make our regulatory framework as simple, transparent, and 
efficient as possible.  
 
In particular, we must always ask whether the cost of regulation-whether in 
reduced economic growth or in increased frictions in the financial system-is 
outweighed by the benefits of the regulation. If we have a choice between 
two methods of equal effectiveness in achieving a goal, we should choose 
the one that is less burdensome for the system. 
 
This principle guided our activity in differentiating among firms based on 
their risk profile and applying tailored standards accordingly. In keeping 
with the intent of EGRRCPA, the Fed adopted a revised tailoring framework 
for the application of our enhanced standards to large firms. That 
framework rightly differentiates standards, including capital and liquidity 
requirements, based on the risk profile of an individual firm.  
 
Our previous framework relied heavily on a firm's total assets to determine 
the stringency of our regulatory requirements. However, the tailoring 
framework relies on a broader array of indicators-size, as well as measures 
of short-term wholesale funding, non-bank assets, off-balance sheet 
exposures, cross-jurisdictional activity-to better align our prudential 
standards with the risk of a firm.  
 
Under the tailoring framework, the most complex, systemically important 
firms are subject to the most stringent requirements, while less complex 
firms are subject to commensurately reduced requirements. This allows 
firms to focus resources more on their core lending function to support the 
real economy, which was certainly in evidence during the booming 
economy in the run-up to COVID. 
 
Our tailoring of regulation was not limited to just large banks. The banking 
agencies worked on a range of measures to better reflect the risk profile of 
smaller banking organizations.  
 
These include expanded eligibility for our small bank holding company 
policy statement, and an increased scope of banks eligible for longer 
examination cycles.  
 
Most prominently, we also adopted a simple measure of capital adequacy 
for qualifying community banks-the community bank leverage ratio.  



P a g e  | 8 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

These measures also made our regulatory framework more efficient, 
tailoring the regulation of community banks to their risks. 
 
Another key change to improve the efficiency of our framework was the 
introduction of the stress capital buffer requirement, which integrated our 
stress testing and regulatory capital frameworks.  
 
The stress capital buffer requirement is a firm-specific capital requirement 
that is calibrated based on the results of the stress test and was designed to 
provide a through-the-cycle, unified approach to capital distribution 
restrictions. This change enhanced our framework by better differentiating 
between firms that posed the most systemic risk and other large banks.  
 
Additionally, this change contributed to simplifying our capital framework 
by reducing the number of capital requirements to which large banks are 
subject from 18 to 8 without reducing its resiliency-a material improvement 
in efficiency, and thus in the ability of banks to focus on service to 
customers rather than duplicative compliance 
 
Foreign Banks 
 
In addition to tailoring regulation, we have tailored supervision. As an 
example, the Large Institution Supervision Coordinating Committee 
(LISCC) portfolio was adjusted in scope so that it now encompasses all 
Category I firms, or U.S. GSIBs, and only those foreign banks with U.S. 
operations that would be identified for Category I standards if they were 
housed within a bank holding company.  
 
The adjustment resulted in certain foreign banks being moved out of the 
LISCC portfolio and into a separate supervisory portfolio with all other 
foreign banks along with domestic banks of similar sizes and risk profiles.  
 
The removal of these foreign banks from the LISCC portfolio reflects their 
significantly reduced risk profile and size in the United States-since 2008, 
the size of their combined U.S. assets has shrunk by about 50 percent and 
they have reduced the assets at their broker-dealers from a peak of $1.9 
trillion in 2008 to $360 billion, a reduction of more than 80 percent.  
 
As a result of these substantial changes, it has clearly become appropriate to 
supervise the present-day U.S. operations of these foreign banks alongside 
domestic and foreign banks with a similar risk profile in our Large and 
Foreign Banking Organization (LFBO) portfolio. 
 
This means that these organizations will be horizontally assessed against 
other foreign banks. By grouping foreign banks together, this portfolio 
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reassignment enhances the ability of supervisors to take into account, in a 
comprehensive fashion, of the structural features and specific risks 
associated with the cross-border character of foreign banking operations in 
the United States.  
 
It is obviously incorrect to say that this is “weaker” supervision: these banks 
are subject to the same capital and liquidity requirements that they were 
before and the supervisors in our LFBO portfolio are expert public servants.  
 
Indeed, this approach may be more effective in identifying risks unique to 
foreign banks. For example, the Archegos exposures in foreign banks 
outside the United States that resulted in recent losses outside the United 
States-losses that could not have been picked up by LISCC 
supervision-might have benefited from a supervisory structure that was 
more focused on foreign-bank-specific risks. 
 
The Countercyclical Capital Buffer 
 
The third example of a decision we have made to improve the ability of the 
banking system to provide support to a strong economy has been our 
treatment of the countercyclical capital buffer, or CCyB.  
 
Large banks are subject to a potential CCyB, which is a macroprudential 
tool that allows the Board to dynamically adjust capital levels of large 
banking firms when the risks to financial stability have meaningfully 
changed.  
 
There were many calls from outside the Fed for us to activate the CCyB in 
the years before the COVID event. It is clear now that those calls were 
mistaken. 
 
The Board's CCyB policy statement details the range of financial system 
vulnerabilities and other factors the Board may take into account as it 
evaluates settings for the buffer, including but not limited to, leverage in the 
financial sector, leverage in the nonfinancial sector, maturity and liquidity 
transformation in the financial sector, and asset valuation pressures.  
 
Our policy has been to maintain a 0 percent CcyB when vulnerabilities are 
within the normal range and, when they rise to a level meaningfully above 
normal, to increase the CcyB to a level that compensates for the rising 
vulnerabilities. 
 
As you no doubt have noticed, we did not increase the CcyB in the strong 
economy before the COVID event. That is because we have a consistent, 
disciplined, and comprehensive framework that lays out the proper factors 
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to evaluate when deciding to turn the CcyB on or off, and the framework did 
not suggest vulnerabilities were particularly high. That framework has 
guided our decisions over the past few years and provided clear and 
transparent guidance to the public. 
 
The Federal Reserve should only turn on the CcyB in times of significant 
irrational exuberance; for example, in the face of a self-reinforcing cycle of 
borrowing and asset prices of the kind we saw in 2004–06.  
 
Yet, in my view, our through-the-cycle capital levels-that is, our fixed 
capital requirements-in the United States have been set so high, that our 
CcyB is effectively already “on.” As a result, existing capital requirements 
for banks in the United States were already at a high enough level to 
maintain financial stability.  
 
When capital levels are sufficiently high, it would needlessly reduce the 
ability of firms to provide credit to their customers to turn on an additional 
capital requirement like the CcyB. Indeed, as I said at the time, the problem 
under our framework would instead be finding ways to turn down the CcyB 
thus embedded in our through-the-cycle capital requirements when the 
system was hit by a shock.  
 
Although the Fed had no formal CcyB to release when the COVID event 
struck, the U.S. banking system played a major role in taking deposits from, 
and extending credit to, households and businesses in 2020, and we did 
indeed have to take temporary measures to “turn down” our implied CCYB 
through limited exemptions to some of our capital requirements. The U.S. 
banking system performed very well in the COVID event compared to other 
jurisdictions that did have a CcyB that they released. 
 
The Volcker Rule 
 
Finally, a fourth example: changes to the implementation of the Volcker 
rule that have had the effect of providing greater ability for banks to support 
dynamism and innovation through venture capital funds, including 
incentives for banks to make investments in low-income areas, benefitting 
different groups, including minority entrepreneurs. 
 
Over the past four years, the agencies responsible for implementing the 
Volcker rule have broadly simplified the rule's compliance requirements.  
 
We have adhered to the intent of the rule while providing greater clarity and 
certainty for permissible activities. In particular, the most recent revisions 
opened up opportunities for banks to invest in the communities they serve 
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through a variety of fund structures without running afoul of the Volcker 
rule restrictions. 
 
Our clarification of the definition of "covered funds" in the Volcker rule has 
allowed banks to make a broader range of fund investments that support 
communities, with the confidence that they are permissible.  
 
In passing the Community Reinvestment Act, Congress found that 
regulated financial institutions have a continuing obligation to help meet 
the credit needs of their local communities, so it is eminently sensible that 
the Volcker rule regulations allow banks to meet these important 
obligations. 
 
Other changes finalized last year allow banks to make investments in rural 
business investment companies and qualified opportunity funds. Rural 
business investment companies promote economic development and job 
creation in rural areas, while qualified opportunity funds support long-term 
investments in economically distressed communities. 
 
Together, these changes have given greater certainty to banks about what is 
permissible and what is not under the Volcker rule-a clear efficiency 
gain-while also allowing them to make a broader range of investments that 
support innovative growth and benefit local communities. 
 
The COVID Event 
 
These are just a few examples of changes we have made over the last four 
years that have bettered the ability of the system to perform its function of 
providing credit to households and businesses. But have we been as 
successful as the airlines in making efficiency improvements while 
continuing to make the system safer?  
 
That proposition faced a significant test in the spring of 2020, with the 
arrival of COVID-19 and the severe effects that measures to contain it had 
on the economy and financial system.  
 
It allowed us to gauge not only the resilience of our regulatory framework 
but the effectiveness of our efforts over the last four years to ensure that our 
framework did not hamper banks' ability to perform their critical function 
to lend to households and businesses and serve as financial intermediaries. 
 
When the COVID event began last year, the magnitude of the economic and 
financial disruptions was staggering. Voluntary and mandated quarantines, 
lockdowns, and social distancing efforts hammered aggregate demand, 
caused unfathomably large job losses clustered in certain service sectors, 
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and sharply increased uncertainty. Workplaces closed, travel was curtailed, 
and global supply chains were disrupted. Large sectors of the global 
economy, such as tourism and transportation, came to an abrupt stop. As 
concerns about the virus and measures to contain it spread, these effects 
grew. 
 
At the same time, certain critical financial markets seized up or ceased to 
function effectively. Short-term liquidity markets were strained as investors 
"dashed for cash," focusing on their own liquidity.  
 
The commercial paper market, where companies raise cash by issuing 
short-term debt, seized up to an extent similar to the fall of 2008. And as in 
the financial crisis, investors in certain prime and tax-exempt money 
market funds with immediate cash needs submitted redemption requests 
that resulted in significant outflows from these funds.  
 
Equity prices plunged and yields on corporate bonds widened significantly. 
Perhaps I can simply underscore the peril of the time by noting that the 
Treasury market-the lifeblood of the financial system-became highly 
dysfunctional, something that didn't even happen in 2008 or 2009. This 
was truly a massive global shock. 
 
As businesses closed and consumers stayed home, 22 million jobs were lost 
in scarcely two months. The unemployment rate soared from 3.5 percent in 
February 2020 to 14.8 percent in April 2020, well above the highest rates 
experienced in the United States since the Great Depression. 
 
In addition to the immediate and apparent impact of the COVID event, 
there was also tremendous uncertainty regarding the path of future 
government responses.  
 
Macroeconomic experts, both at the Federal Reserve, and elsewhere, 
constructed many different plausible scenarios for how the economy would 
fare, and this was reflected in scenario-writing related to stress tests.  
 
Our June 2020 stress tests included a sensitivity analysis, designed in April 
2020, that used three alternative downside scenarios that spanned the wide 
range of projections made at that time by professional forecasters. Those 
scenarios included peak unemployment rates ranging from 16 percent to 
19.5 percent and assumed no additional fiscal measures to support the 
economy. 
 
So how did the bank regulatory system do? By any measure, quite well. 
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Entering the COVID event, the banking system was fortified by over 10 
years of work to improve safety and soundness, both by regulators and by 
banks themselves.  
 
Higher levels of capital and liquidity, better risk management, and more 
robust systems enabled the banking system to absorb an unprecedented 
shock-while providing refuge from market instability, delivering essential 
public aid, and working constructively to support borrowers and 
communities.  
 
In short, the full set of post-2008 reforms-as refined and recalibrated by 
the work of the last four years-ensured that this time would truly be 
different than the last. With respect to capital, banks actually built capital 
during the COVID event, thanks to actions from regulators and their own 
voluntary actions, even despite setting aside close to $100 billion in loan 
loss reserves.  
 
The aggregate common equity tier 1 capital ratio for the banking system in 
the second half of 2020 materially exceeded its pre-COVID-event level. 
Capital ratios remain well above regulatory minimums for all firms. Banks 
also strengthened their liquidity positions during the COVID event, 
primarily due to an influx of deposits and their reinvestment in reserves. 
The share of bank liquid assets as a share of total assets far exceeds the 
pre-COVID-event metric. 
 
Banks also served as a source of strength to the economy. With respect to 
lending, businesses were able to draw on pre-existing credit lines to meet 
the massive demands for cash. Banks of all sizes also funded the bulk of the 
more than $795 billion in Paycheck Protection Program loans.  
 
According to our weekly data, commercial and industrial loans increased 
$715 billion between the week of February 26th and their peak on May 13th. 
For millions of struggling households, interest and principal payments on 
loans were delayed. In addition, through May 2021, more than $2.2 trillion 
of central bank reserves and roughly $3.7 trillion of deposits had been 
absorbed by banks. 
 
Overall, the regulatory framework for banks constructed after the financial 
crisis, with the refinements and recalibrations we have made over the last 
few years, has held up well.  
 
The banking system remained strong and resilient, and banks served as a 
source of strength to the economy, and our stress tests indicated this would 
have been the case even without the substantial fiscal assistance provided to 
the rest of the economy.  
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We have already learned many new lessons regarding our financial system 
during this experience. One lesson in particular I wanted to highlight is that 
our rigorous, forward-looking capital framework, which includes the stress 
capital buffer, works very effectively.  
 
Beginning in the third quarter of 2020, we required large banks to resubmit 
their capital plans and restricted their capital distributions. Those 
restrictions are slated to end following this quarter if large banks perform 
well on the upcoming stress test.  
 
While it was sensible at the time, given that this was the first real world test 
of our system, for us to use the belt and suspenders approach of additional, 
temporary capital distribution restrictions, we now know that we can have 
particular confidence in the stress capital buffer framework, as it is 
informed by a real-time stress testing regime.  
 
In the future, having learned the lessons of this test, we will be able to rely 
on the automatic restrictions of our carefully developed framework when 
the stress test tells us the system will be resilient, rather than using ad hoc 
and roughly improvised limitations. 
 
We cannot say, however, that the entirety of the financial system performed 
well, even parts that were subject to reforms following the financial crisis.  
 
As I have mentioned previously, the run on prime money funds and  
commercial paper were particularly concerning, as they resembled the runs 
faced during the financial crisis, despite subsequent reforms to those 
markets.  
 
The government had to step in yet again to stem the outflows from the 
prime money funds to stabilize financial markets.  
 
Addressing the shortcomings we saw among non-banks continues to be a 
focus of both domestic policymakers and the international community, 
particularly under my chairmanship of the Financial Stability Board. We 
cannot afford to allow the same things to happen again. 
 
In the end, our banking system performed well over the challenges of the 
last year. U.S. banks remain in good condition.  
 
First-quarter data showed that aggregate capital ratios increased, and 
banks continued to maintain ample levels of liquidity.  
 
We must, of course, remain vigilant in safeguarding our banking system.  
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New threats can, and will, emerge. In a few weeks, we will learn the results 
of our annual stress test and will publicly release an update on the health of 
large banks, evaluating their balance sheets against a quite severe 
hypothetical recession.  
 
The COVID event did, however, serve to reinforce that the safeguards we 
have built and maintained since the financial crisis have passed the strictest 
stress test of all.  
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Number 2 

Handwriting Examiners in the Digital Age 
As the use of handwriting declines, a forensic discipline finds itself at a 
crossroads. 
 

 
 

People are writing more than ever with their keyboards and phones, but 
handwritten notes have become rare. Even signatures are going out of style. 
Most credit card purchases no longer require them, and if they do, you can 
usually just scratch one out with your fingernail. The age-old art of 
handwriting is in decline. 
 
This marks a profound shift in how we communicate, but for one group of 
experts it also raises an existential question. Forensic handwriting 
examiners authenticate handwritten notes and signatures — or reveal them 
to be fakes — by analyzing distinctive features in our writing. As people 
write less by hand, will handwriting examination become irrelevant? 
 
A recently updated report from the National Institute of Standards and 
Technology (NIST) suggests that the answer is no — if the field changes to 
keep up with the times. But the times are changing in more ways than one, 
and the decline in handwriting is only one of the challenges that the field 
will have to reckon with. You may visit: 

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8282r1.pdf 
 

 

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8282r1.pdf
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How the Experts Do It  
 
Emily Will is a board-certified handwriting examiner in private practice in 
North Carolina. She has examined signatures on countless checks, wills, 
deeds and trusts.  
 
She has inspected medical records to assess whether a doctor’s signature 
may have been added at a later date than indicated, perhaps after a lawsuit 
was filed.  
 
She has also examined longer forms of writing, such as threatening or 
harassing letters and suicide notes. If the apparent suicide victim didn’t 
write the note, the police might have a homicide on their hands. 
 
To assess whether a piece of handwriting was written by a particular 
person, examiners need something to compare it against, so they collect 
writing samples that are known to be from that person. The type of writing 
has to be the same, whether a signature, cursive writing, or hand printing.  
 
The known samples should be from roughly the same time period as the 
handwriting in question, because our handwriting evolves over time. And 
having multiple known samples to compare against is key, as that will allow 
the examiner to consider the variability in a person’s writing style. 
 
“You’re not a robot, so every time you sign your name, it’ll look different,” 
Will said. “That’s what makes handwriting examination so interesting.” 
 

 
 
Nonprofessionals might think that since most people know how to produce 
handwriting, pretty much anyone can examine it. They might assume that 
the expert compares such things as the size, slant and spacing of the letters 
and the connections between them. Indeed, examiners do that. But they 
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also look beyond those features of writing for subtler signs of how the 
writing was made.  
 
“Say you want to forge a signature,” Will said. “You may be able to execute a 
good facsimile. But is the ‘O’ clockwise when it should be counterclockwise? 
Are there pen lifts where there shouldn’t be? When you sign your name it’s 
all muscle memory. But forging a signature requires deliberation. The pen 
slows down. It stops and starts.” Those hesitations show up under a 
microscope as tiny puddles of ink. 
 
“It’s not so much how the signature looks, but how it was executed that’s 
important,” Will said. 
 
Here’s what Will carries in her go bag: a jeweler’s loupe, a small optical 
microscope and a hand-held digital microscope. A flashlight. A paper 
micrometer, to measure the thickness of paper. A laptop and portable 
scanner. A camera that hooks up to her microscopes. “And frankly,” she 
says, “I use my iPhone a lot these days.” 
 
Will’s practice extends to the broader field of “questioned document 
examination,” which involves scrutinizing an entire document for signs of 
fraud. At her lab, she has equipment for analyzing papers and inks and 
viewing them under different types of light.  
 
Some inks that look identical in daylight appear starkly different under 
infrared. She identifies erasures, alterations and obliterations and reveals 
indented writing — the impressions left on sheets of paper beneath the 
written note. 
 
But most of Will’s work involves handwriting and signatures, and there are 
a lot fewer of them these days. Check-cashing fraud is way down now that 
paychecks and Social Security checks are direct deposited.  
 
Medical malpractice lawsuits involve fewer signatures since electronic 
health records have become the norm. Even celebrities have noticed the 
change. In a 2014 opinion article in The Wall Street Journal, Taylor Swift 
wrote, “I haven’t been asked for an autograph since the invention of the 
iPhone with a front-facing camera.” 
 
Enough handwriting still passes under Will’s microscope to keep her in 
business. But, she says, “If I were a young person starting out today, I might 
consider cybersecurity.” 
 
According to the NIST, as the use of handwriting declines, a forensic 
discipline finds itself at a crossroads. 
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To read more: 

https://www.nist.gov/news-events/news/2021/06/handwriting-examiner
s-digital-age 
 
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8282r1.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

https://www.nist.gov/news-events/news/2021/06/handwriting-examiners-digital-age
https://www.nist.gov/news-events/news/2021/06/handwriting-examiners-digital-age
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8282r1.pdf
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Number 3 

Prudential treatment of cryptoasset exposures 
 

 
 

The Basel Committee on Banking Supervision has published a public 
consultation on preliminary proposals for the prudential treatment of 
banks' cryptoasset exposures.  
 
This document builds on the contents of the Committee's 2019 discussion 
paper and responses received from a broad range of stakeholders, as well as 
ongoing initiatives undertaken by the international community. 
 
The Committee welcomes comments on all aspects of the preliminary 
proposals, including the questions in the consultative document. 
Comments on the proposals should be uploaded here by Friday 10 
September 2021.  
 
All comments will be published on the website of the Bank for International 
Settlements unless a respondent specifically requests confidential 
treatment. 
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Introduction  
 
The past few years have seen rapid growth in cryptoassets and the 
estimated market capitalisation of some of these assets have recently 
reached new all-time highs.  
 
While the cryptoasset market remains small relative to the size of the global 
financial system, and banks’ exposures to cryptoassets are currently 
limited, its absolute size is meaningful and there continues to be rapid 
developments, with increased attention from a broad range of stakeholders.  
 
Cryptoassets have given rise to a range of concerns including consumer 
protection, money laundering and terrorist financing, and their carbon 
footprint.  
 
The Committee is of the view that the growth of cryptoassets and related 
services has the potential to raise financial stability concerns and increase 
risks faced by banks.  
 
Certain cryptoassets have exhibited a high degree of volatility, and could 
present risks for banks as exposures increase, including liquidity risk; credit 
risk; market risk; operational risk (including fraud and cyber risks); money 
laundering / terrorist financing risk; and legal and reputation risks. To that 
end, the Committee has taken steps to address these risks. 
 
In March 2019, the Committee published a newsletter on the risks 
associated with cryptoassets, outlining a set of minimum supervisory 
expectations for banks that are authorised, and decide, to acquire 
cryptoassets and/or provide related services.  
 
In December 2019, the Committee published a discussion paper seeking 
views of stakeholders on a range of issues related to the prudential 
treatment of cryptoassets.  
 
Building on the discussion paper and responses received from a broad 
range of stakeholders, as well as ongoing initiatives undertaken by the 
international community, the Committee is publishing this consultation 
paper to seek the views of stakeholders on a preliminary proposal of the 
prudential treatment for cryptoassets.  
 
Given the rapidly evolving nature of this asset class, the Committee is of the 
view that policy development for cryptoasset exposures is likely to be an 
iterative process, involving more than one consultation.  
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The Committee has decided to proceed with the public consultation to 
enable further work to continue with the additional benefit of incorporating 
feedback from external stakeholders.  
 
The Committee will also continue to coordinate with other international 
organisations that are developing their approaches to cryptoassets. 
 
To read more: https://www.bis.org/bcbs/publ/d519.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.bis.org/bcbs/publ/d519.pdf
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Number 4 
BIS Papers, No 116 

CBDCs beyond borders: results from a survey of central banks 
by Raphael Auer, Codruta Boar, Giulio Cornelli, Jon Frost, Henry Holden 
and Andreas Wehrli 
 

 
 

Abstract 
 
Central bank digital currencies (CBDCs) could ease current frictions in 
cross-border payments – and particularly so if central banks factor an 
international dimension into CBDC design from the outset.  
 
Based on a survey of 50 central banks in the first quarter of 2021, this paper 
explores initial thinking on the cross-border use of CBDCs.  
 
While most central banks have yet to take a firm decision on issuing a 
CBDC, the survey responses show a tentative inclination towards allowing 
use of a future CBDC by tourists and other non-residents domestically.  
 
They have a cautious approach to allowing use of a CBDC beyond their own 
jurisdiction.  
 
Concerns about the economic and monetary implications of cross-border 
CBDC use and about private sector global stablecoins are taken seriously.  
 
At the wholesale level, 28% of surveyed central banks are considering 
options to make CBDCs interoperable by forming multi-CBDC 
arrangements.  
 
This involves arrangements that enhance compatibility, interlink or even 
integrate multiple CBDCs into a single payments system.  
 
Finally, almost 14% of respondents are considering an active role for the 
central bank in FX conversion.  
 
Introduction  
 
Central banks around the world are exploring the design and implications 
of central bank digital currencies (CBDCs).  
 
Research on CBDCs is addressing a wide range of economic and policy 
issues – including their potential to enhance cross-border payments (Boar 
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and Wehrli (2021); Carstens (2021a,b)).  
 
While the focus of most CBDC research and development projects has been 
domestic to date (Auer and Boehme (2020); Auer, Cornelli and Frost 
(2020)), attention to cross-border aspects has increased.  
 
Cross-border use is explicitly considered or targeted by several projects, 
such as the mCBDC Bridge (BIS (2021a)), Project Dunbar (BIS (2021b)), 
Project Jura (BIS, Banque de France and SNB (2021)), Project Stella (ECB 
and Bank of Japan (2019)), Project Aber (SAMA and UAECB (2020)) and 
others (eg Bank of Canada, Bank of England and MAS (2018); Bank of 
Canada and MAS (2019)).  
 
In October 2020, the G20 endorsed a roadmap to address current frictions 
affecting cross-border payments (CPMI (2020); FSB (2020)).  
 
While many of the efforts aim at enhancing the current payment ecosystem, 
the roadmap also features initiatives to harness the potential of emerging 
payment infrastructures and arrangements.  
 
CBDCs could incorporate improvements to international payment 
arrangements from the outset, by factoring an international dimension into 
CBDC design.  
 
As part of the actions envisaged by the roadmap, an initial stocktake of 
provisional CBDC designs and experimentation was requested.  
 
This aims to inform further work by the Committee for Payments and 
Markets Infrastructure (CPMI) and the BIS Innovation Hub, in 
consultation with the IMF and World Bank.  
 
The stocktake should consider the extent to which CBDCs could be used for 
cross-border payments, followed by an analysis of the macro-financial 
implications of cross-border CBDC use.  
 
Further actions will focus on the practical and technological aspects of 
implementing cross-border CBDCs.  
 
This paper contributes to this work with a survey of central banks’ initial 
thinking on cross-border use of CBDCs.  
 
The survey includes responses by 50 central banks to questions on the 
potential role of a CBDC in cross-border payments, the use of retail CBDC 
payments within other currency areas, interoperability features and 
crossborder risks.  
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This data set allows us to identify common trends and differences among 
central banks from around the world, with their wide range of policy 
approaches towards CBDCs.  
 
We present several key findings.  
 
First, we show that a number of central banks are open to allowing tourists 
and other non-residents to use CBDCs within their own jurisdiction (in 
addition to residents).  
 
Fewer central banks are open to allowing usage of their CBDC by 
non-residents abroad, given the risks this may entail for the issuing and 
recipient economies.  
 
Second, we show that central banks take concerns about currency 
substitution by a foreign CBDC very seriously; they consider risks from 
facilitation of tax avoidance and loss of oversight by domestic authorities 
due to the use of foreign CBDCs to be especially relevant.  
 
They are actively considering the tools that are available to limit the risks 
that the domestic currency might be displaced by a global stablecoin or 
foreign CBDC.  
 
Some central banks may reconsider their approach to exchange restrictions 
if use of a foreign CBDC, stablecoin orcryptocurrency were to become 
widespread. 
 
Third, we show that central banks are considering a variety of multi-CBDC 
(“mCBDC”) arrangements, with some even contemplating multiple CBDCs 
run on a single system.  
 
Some central banks are exploring novel operational roles in foreign 
exchange (FX) conversion. Overall, the responses show an active 
consideration of cross-border issues and a strong interest in international 
peer learning.  
 
To read more: https://www.bis.org/publ/bppdf/bispap116.pdf 
 

 
 
 

https://www.bis.org/publ/bppdf/bispap116.pdf
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Number 5 

Slilpp Marketplace Disrupted in International Cyber Operation 
Slilpp was a Marketplace for Allegedly Stolen Online Account Login 
Credentials, Offering Over 80 Million Stolen Credentials for Over 1,400 
Victim Providers Worldwide 
 

 
 

The Justice Department announced its participation in a multinational 
operation involving actions in the United States, Germany, the 
Netherlands, and Romania to disrupt and take down the infrastructure of 
the online marketplace known as Slilpp. 
 
According to a seizure warrant affidavit that was unsealed today, since 
2012, the Slilpp marketplace has been selling stolen login credentials, 
including usernames and passwords for bank accounts, online payment 
accounts, mobile phone accounts, retailer accounts, and other online 
accounts.  
 
According to the affidavit, the Slilpp marketplace allowed vendors to sell, 
and customers to buy, stolen login credentials by providing the forum and 
payment mechanism for such transactions; Slilpp buyers subsequently used 
those login credentials to conduct unauthorized transactions (such as wire 
transfers) from the related accounts.  
 
To date, over a dozen individuals have been charged or arrested by U.S. law 
enforcement in connection with the Slilpp marketplace. 
 
According to the affidavit, the FBI, working in coordination with foreign 
law enforcement partners, identified a series of servers that hosted the 
Slilpp marketplace infrastructure and its various domain names.  
 
Those servers and domain names were seized pursuant to domestic and 
international legal process. 
 
“The Slilpp marketplace allegedly caused hundreds of millions of dollars in 
losses to victims worldwide, including by enabling buyers to steal the 
identities of American victims,” said Acting Assistant Attorney General 
Nicholas L. McQuaid of the Justice Department’s Criminal Division.  
 
“The department will not tolerate an underground economy for stolen 
identities, and we will continue to collaborate with our law enforcement 
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partners worldwide to disrupt criminal marketplaces wherever they are 
located.” 
 
“With today’s coordinated disruption of the Slilpp marketplace, the FBI and 
our international partners sent a clear message to those who, as alleged, 
would steal and traffic in stolen identities: we will not allow cyber threats to 
go unchecked,” said Acting U.S. Attorney Channing D. Phillips of the 
District of Columbia.  
 
“We applaud the efforts of the FBI and our international partners who 
contributed to the effort to mitigate this global threat.”  
 
“American identities are not for sale,” said Assistant Director in Charge 
Steven M. D’Antuono of the FBI Washington Field Office. “The FBI remains 
committed to working with our international partners to dismantle global 
cyber threats.” 
 
At the time of the disruption, the affidavit alleges that stolen account login 
credentials for over 1,400 account providers were available for sale on the 
Slilpp marketplace.  
 
According to the affidavit, a fraction of the victimized account providers 
have calculated losses so far; based on limited existing victim reports, the 
stolen login credentials sold over Slilpp have been used to cause over $200 
million in losses in the United States. The full impact of Slilpp is not yet 
known.  
 
The U.S. Attorney’s Office for the District of Columbia, the FBI Washington 
Field Office, and the Criminal Division’s Computer Crime and Intellectual 
Property Section (CCIPS) conducted the operation in close cooperation 
with investigators and prosecutors from several jurisdictions, including 
Germany’s Bundeskriminalamt, the Netherlands’ National High Tech 
Crime Unit, and Romania’s Directorate for the Investigation of Organized 
Crime and Terrorism. The Justice Department’s Office of International 
Affairs also provided significant assistance. 
 
CCIPS Senior Counsel Laura-Kate Bernstein and Assistant U.S. Attorney 
Demian Ahn of the District of Columbia led the U.S. efforts. 
 
In September 2020, FBI Director Christopher Wray announced the FBI’s 
new strategy for countering cyber threats.  
 
The strategy focuses on imposing risk and consequences on cyber 
adversaries through the FBI’s unique authorities, world-class capabilities, 
and enduring partnerships.  
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Victims are encouraged to report the incident online with the Internet 
Crime Complaint Center (IC3) at https://www.ic3.gov 
 
For more information on ransomware prevention, visit: 
https://www.ic3.gov/media/2016/160915.aspx 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

https://www.ic3.gov/
https://www.ic3.gov/media/2016/160915.aspx
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Number 6 

EIOPA issues Guidelines on the supervisory reporting for the 
Pan-European Personal Pension Product 
 

 
 

The European Insurance and Occupational Pensions Authority published 
today the Guidelines on the supervisory reporting regarding the 
Pan-European Personal Pension Product (PEPP) to ensure the common, 
uniform and consistent application of the PEPP Regulation’s reporting 
requirements. 
 
The Guidelines complement the Delegated Regulation (EU) 2021/895 and 
the Delegated Regulation (EU) 2021/896 and regulate the applicable 
reporting deadlines for the PEPP providers to the competent authorities in 
line with the relevant sectoral rules in place. Furthermore, the Guidelines 
define the requirements of a ‘PEPP supervisory report’, including the 
content of the narrative reporting on the PEPP business. 
 
They are addressed to all PEPP competent authorities and are applicable 
from 22 March 2022. 
 
To read more: 

https://www.eiopa.europa.eu/content/guidelines-pepp-supervisory-report
ing_en 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/content/guidelines-pepp-supervisory-reporting_en
https://www.eiopa.europa.eu/content/guidelines-pepp-supervisory-reporting_en
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Number 7 

Using a mineral ‘sponge’ to catch uranium 
Remediation technology reduces uranium levels ten-thousandfold at legacy 
site in Colorado 
 

 
 

A team of researchers from Sandia, Lawrence Berkeley and Pacific 
Northwest national laboratories tested a “sponge-like” mineral that can 
“soak up” uranium at a former uranium mill near Rifle, Colorado. The 
researchers found that the mineral, calcium apatite, soaks up and binds 
uranium from the groundwater, reducing it by more than ten-thousandfold. 
 
“The apatite technology has successfully reduced the concentration of 
uranium, vanadium and molybdenum in the groundwater at the Rifle site,” 
said Mark Rigali, the Sandia geochemist leading the project. “Moreover, the 
levels of uranium have remained below the Department of Energy’s target 
concentration for more than three years.” 
 
The contaminated mill site near Rifle is about 180 miles west of Denver. 
Since 2002, the DOE’s Office of Legacy Management has used the site to 
test a variety of different uranium-remediation technologies. 
 
All forms of uranium are radioactive, and it is toxic when ingested. 
Molybdenum and vanadium, on the other hand, are beneficial at very, very 
low levels, but are toxic at high concentrations.  
 
While the Rifle test site is remote, there are thousands of sites around the 
world that are similarly contaminated with radioactive elements and heavy 
metals that threaten groundwater, surface water and food supplies. 
 
Calcium apatite is a mineral commonly used in fertilizer and is also a major 
component of bones and teeth. The researchers formed a “sponge” in the 
ground by injecting two inexpensive and nontoxic chemicals, calcium 
citrate and sodium phosphate, into a well especially designed for injecting 
solutions underground at the former uranium mill. 
 
Once in the ground, helpful soil bacteria ate the calcium citrate and 
excreted calcium in a form that allows it to rapidly react with the sodium 
phosphate to form calcium apatite, which coated sand and soil particles 
underground, forming the sponge. The apatite sponge captures 
contaminants, such as uranium, as it forms on the soil particles around the 
injection well, and afterward as the groundwater flows through the rough 
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sponge. Once formed, the apatite is incredibly stable, and can hold onto 
captured contaminants for millennia. 
 
Soaking up half of the periodic table 
 
“The apatite-based approach for uranium remediation has been by far the 
most effective and long-lasting without any significant negative side 
effects,” said Ken Williams, the environmental remediation and water 
resources program lead at Lawrence Berkeley.  
 
“It’s basically been a win-win-win situation. The first win is the ease of 
operation with only one injection needed. The next win is uranium being 
removed to incredibly low levels. The third win is the lack of significant 
deleterious consequences.” 
 
Williams has been testing different uranium remediation techniques at the 
Rifle site for more than a decade, since he was a graduate student. As a 
student, he was involved in a project at the site where they fed soil bacteria 
vinegar to remediate uranium that had some unfortunate side effects. 
 
The apatite remediation technology was invented by former Sandia 
chemical engineer Robert Moore. It has been used at the DOE’s Hanford 
Site in southeastern Washington state to protect the Columbia River from 
strontium-90, another radioactive isotope. 
 
Geologists know that apatite can capture elements from more than half of 
the periodic table of elements, Rigali said, but the team conducted initial 
laboratory-based tests to confirm apatite would bind dissolved uranium. 
These tests were conducted by Jim Szecsody, a geochemist at the Pacific 
Northwest National Laboratory. 
 
In addition to reducing the amount of uranium in groundwater more than 
ten-thousandfold, Williams and Rigali found that the apatite reduced the 
amount of vanadium by more than a hundredfold.  
 
Vanadium is another contaminant left over from uranium milling, along 
with molybdenum, selenium and arsenic. Auspiciously, the apatite-based 
remediation technology captures these other toxic chemicals too, they said. 
 
The future of apatite remediation 
 
Computer modeling by Sandia geoscientist Pat Brady suggests that the 
uranium will remain contained within the apatite mineral for tens of 
thousands of years — possibly longer than the mill site flood plain will 
remain in its current location adjacent to the Colorado River, Rigali said. 
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Williams will continue measuring the amount of contaminants in the 
groundwater downstream of the apatite sponge every month until the 
sponge is “full.” This will allow the research team to learn how much 
uranium and other contaminants the apatite can hold, and when the sponge 
would need to be “refreshed” with more apatite, he said. 
 
The apatite technology is being considered for use at several other 
contaminated locations, both federally managed and privately owned, said 
Rigali. Also increasing the potential applicability of apatite remediation is 
the fact that it can be “tuned” to capture different contaminants of concern 
including lead and arsenic. 
 
“The apatite family of minerals is very large,” he added. “And they all have 
varying abilities to capture and store contaminants. You can literally tune 
the structure of apatite to go after specific contaminants of concern.” 
 
Copper apatite, for example, is a great sponge for arsenic. 
 
“This has been one of the most rewarding projects that I’ve gotten to work 
on at Sandia,” Rigali said. “It’s great to have these types of opportunities 
because you feel like you’re doing something that is solving a problem and 
making a difference. I know this technology could be used at dozens of sites 
for uranium remediation.” 
 
The test in Rifle was funded by DOE’s Office of Legacy Management, while 
the development of original apatite remediation technology was supported 
by Sandia’s Laboratory Directed Research and Development program. 
 
To read more: 
https://share-ng.sandia.gov/news/resources/news_releases/uranium_re
mediation/ 
 

 
 
 
 
 
 
 
 
 

https://share-ng.sandia.gov/news/resources/news_releases/uranium_remediation/
https://share-ng.sandia.gov/news/resources/news_releases/uranium_remediation/
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Number 8 

FBI Targets Encrypted Platforms Used by Criminal Groups 
Global Partners Announce Results of Innovative Operation Trojan Shield 
 

 
 

Criminal organizations that rely on hardened, stripped-down devices to 
send encrypted messages may learn this week they have been using a 
platform operated by the very investigators they are trying to thwart. 
 
In an innovative effort, the FBI, with the help of the Australian Federal 
Police, launched their own encrypted communications platform and 
supplied more than 12,000 devices to hundreds of criminal organizations 
that operate around the globe. 
 
The FBI, along with the Drug Enforcement Administration, Australian 
Federal Police, Europol, and law enforcement partners in more than a 
dozen countries, are announcing the results of that covert effort, known as 
Operation Trojan Shield.  
 

 
 
In recent days and weeks, authorities have carried out hundreds of arrests 
in Australia and across Europe as a result of intelligence gathered during 
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the operation. Law enforcement has also been able to mitigate direct 
threat-to-life situations. 
 
The FBI’s San Diego Field Office was the hub for the more than 100 agents 
and analysts and 80 linguists who were pooled together for the operation 
that began with the takedown of the encrypted phone provider Phantom 
Secure.  
 

 
 
In 2018, the FBI and the U.S. Attorney’s Office for the Southern District of 
California pursued charges against the company’s executives for facilitating 
the transnational importation and distribution of narcotics by providing 
encrypted devices to criminals. 
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Number 9 

Undated Privacy Policy for users having their usual residence in 
the US 
 

 
 

Last updated: June 2, 2021. We have updated our Privacy Policy. Among 
other clarifying changes, we have added more details about the information 
we collect and how it's used, including clarifications related to, for example, 
collection of user content information, use of data for verification, ad 
related choices, data sharing with third party services, and data 
storage/processing practices. 
 
Welcome to TikTok (the “Platform”). The Platform is provided and 
controlled by TikTok Inc. (“TikTok”, “we” or “us”). We are committed to 
protecting and respecting your privacy.  
 
This Privacy Policy covers the experience we provide for users age 13 and 
over on our Platform. For information about our under-13 experience 
(“Children’s Platform”) and our practices in the United States regarding 
children’s privacy, please refer to our Privacy Policy for Younger Users. 
 
Capitalized terms that are not defined in this policy have the meaning given 
to them in the Terms of Service at: 

https://www.tiktok.com/legal/terms-of-service?lang=en#terms-us 
 

What information do we collect? 
 
We collect information when you create an account or use the Platform. We 
also collect information you share with us from third-party social network 
providers, and technical and behavioral information about your use of the 
Platform.  
 
We also collect information contained in the messages you send through 
our Platform and, if you grant us access, information from your phone book 
on your mobile device. More information about the categories and sources 
of information is provided below. 
 

Information you choose to provide 
 
For certain activities, such as when you register, upload content to the 
Platform, or contact us directly, you may provide some or all of the 
following information: 
 

https://www.tiktok.com/legal/terms-of-service?lang=en#terms-us
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- Registration information, such as age, username and password, 
language, and email or phone number 
 

- Profile information, such as name, social media account information, 
and profile image 

 
- User-generated content, including comments, photographs, 

livestreams, audio recordings, videos, and virtual item videos that you 
choose to create with or upload to the Platform (“User Content”).  

 
We collect User Content through pre-loading at the time of creation, 
import, or upload, regardless of whether you choose to save or upload 
that User Content, in order to recommend audio options and provide 
other personalized recommendations. If you apply an effect to your 
User Content, we may collect a version of your User Content that does 
not include the effect. 

 
- Content, including text, images, and video, found in your device’s 

clipboard, with your permission. For example, if you choose to initiate 
content sharing with a third-party platform, or choose to paste content 
from the clipboard into the TikTok App, we access this information 
stored in your clipboard in order to fulfill your request. 

 
- Payment information, including payment card numbers or other 

third-party payment information (such as PayPal) where required for 
the purpose of payment 

 
- Your phone and social network contacts, with your permission. If you 

choose to find other users through your phone contacts, we will access 
and collect the names and phone numbers and match that information 
against existing users of the Platform. If you choose to find other users 
through your social network contacts, we will collect your public profile 
information as well as names and profiles of your social network 
contacts 

 
- Your opt-in choices and communication preferences 
 
- Information to verify an account such as proof of identity or age  
 
- Information in correspondence you send to us 
 
- Information you share through surveys or your participation in 

challenges, sweepstakes, or contests such as your gender, age, likeness, 
and preferences. 
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Information we obtain from other sources 
 
We may receive the information described in this Privacy Policy from other 
sources, such as: 
 
Social Media and Login Services. If you choose to link or sign up using  a 
third-party social network or login service (such as Facebook, Twitter, 
Instagram, or Google), we may collect information from these services, 
including your contact lists for these services and information relating to 
your use of the Platform in relation to these services. If you link your 
TikTok account to another service, we may receive information about your 
use of that service. 
 
Third-Party Services. We may collect information about you from 
third-party services, such as advertising partners, data providers, and 
analytics providers. 
 
Other Users of the Platform. Sometimes other users of the Platform may 
provide us information about you, including through customer service 
inquiries. 
 
Other Sources. We may collect information about you from other publicly 
available sources. 
 

Information we collect automatically 
 
We automatically collect certain information from you when you use the 
Platform, including internet or other network activity information such as 
your IP address, geolocation-related data (as described below), unique 
device identifiers, browsing and search history (including content you have 
viewed in the Platform), and Cookies (as defined below). 
 
Usage Information 
 
We collect information regarding your use of the Platform and any other 
User Content that you generate through or upload to our Platform.  
 
Device Information 
 
We collect certain information about the device you use to access the 
Platform, such as your IP address, user agent, mobile carrier, time zone 
settings, identifiers for advertising purposes, model of your device, the 
device system, network type, device IDs, your screen resolution and 
operating system, app and file names and types, keystroke patterns or 
rhythms,  battery state, audio settings and connected audio devices. Where 
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you log-in from multiple devices, we will be able to use your profile 
information to identify your activity across devices. We may also associate 
you with information collected from devices other than those you use to 
log-in to the Platform.  
 
Location data 
 
We collect information about your approximate location, including location 
information based on your SIM card and/or IP address. With your 
permission, we may also collect precise location data (such as GPS). 
 
Image and Audio Information 
 
We may collect information about the images and audio that are a part of 
your User Content, such as identifying the objects and scenery that appear, 
the existence and location within an image of face and body features and 
attributes, the nature of the audio, and the text of the words spoken in your 
User Content.  
 
We may collect this information to enable special video effects, for content 
moderation, for demographic classification, for content and ad 
recommendations, and for other non-personally-identifying operations.  
 
We may collect biometric identifiers and biometric information as defined 
under US laws, such as faceprints and voiceprints, from your User Content. 
Where required by law, we will seek any required permissions from you 
prior to any such collection. 
 
Messages 
 
We collect and process, which includes scanning and analyzing, 
information you provide when you compose, send, or receive  messages 
through the Platform’s messaging functionality.  
 
That information includes the content of the message and information 
about when the message has been sent, received and/or read, as well as the 
participants of the communication.  
 
Please be aware that messages sent to other users of the Platform will be 
accessible by those users and that we are not responsible for the manner in 
which those users use or disclose messages. 
 
Metadata 
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When you upload or create User Content, you automatically upload certain 
metadata that is connected to the User Content. Metadata describes other 
data and provides information about your User Content that will not always 
be evident to the viewer.  
 
In connection with your User Content the metadata can describe how, 
when, where, and by whom the piece of User Content was created, 
collected, or modified and how that content is formatted.  
 
It also includes information, such as your account name, that enables other 
users to trace back the User Content to your user account. Additionally, 
metadata includes data that you choose to provide with your User Content, 
e.g. any hashtags used to mark keywords to the video and captions. 
 
Cookies 
 
We and our service providers and business partners use cookies and other 
similar technologies (e.g. web beacons, flash cookies, etc.) (“Cookies”) to 
automatically collect information, measure and analyze which web pages 
and advertisements you click on and how you use the Platform, enhance 
your experience using the Platform, improve the Platform, provide you with 
advertising on the Platform and elsewhere across your devices, and 
measure the effectiveness of advertisements.  
 
Cookies enable the Platform to provide certain features and functionality. 
Web beacons are very small images or small pieces of data embedded in 
images, also known as “pixel tags” or “clear GIFs,” that can recognize 
Cookies, the time and date a page is viewed, a description of the page where 
the pixel tag is placed, and similar information from your computer or 
device. To learn how to disable Cookies, see the “Your choices” section 
below. 
 
We and our service providers and business partners may link your contact 
or account information with your activity on and off our Platform across all 
your devices, using your email or other log-in or device information.  
 
Our service providers and business partners may use this information to 
display advertisements on our Platform and elsewhere online and across 
your devices tailored to your interests, preferences, and characteristics.  
 
We are not responsible for the privacy practices of these service providers 
and business partners, and the information practices of these service 
providers and business partners are not covered by this Privacy Policy. 
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We may aggregate or de-identify the information described above. 
Aggregated or de-identified data is not subject to this Privacy Policy. 
 
To read more: 

https://www.tiktok.com/legal/privacy-policy?lang=en#privacy-eea 
 
If you are a user having your usual residence in the EEA, United Kingdom 
or Switzerland, this Privacy Policy shall apply: 

https://www.tiktok.com/legal/privacy-policy?lang=en#privacy-eea 
 
If you are not in the US, EEA, United Kingdom or Switzerland,this Privacy 
Policy shall apply: 

https://www.tiktok.com/legal/privacy-policy?lang=en#privacy-row 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

https://www.tiktok.com/legal/privacy-policy?lang=en#privacy-eea
https://www.tiktok.com/legal/privacy-policy?lang=en#privacy-eea
https://www.tiktok.com/legal/privacy-policy?lang=en#privacy-row
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Number 10 

Filtering Out Interference for Next-Generation Wideband Arrays 
DARPA aims to develop integrable filtering technology for wideband AESAs 
operating in congested RF environments 
 

 
 

DARPA has spent decades advancing technologies that provide enhanced 
situational awareness, perhaps most notably phased arrays.  
 
Having the ability to detect and monitor adversarial movement or 
communications provides significant advantage to U.S. military operations.  
 
For pilots in air-to-air combat, for example, advanced radar capabilities 
arguably give a more decisive edge than a higher maximum speed. 
 
The current leading edge of phased arrays is the Active Electronically 
Scanned Array (AESA).  
 
Unlike their passive counterparts, where all the antenna elements are 
connected to a single transmitter and/or receiver, AESAs employ a matrix 
of hundreds or thousands of tiny antenna elements, each with their own 
transmitter and receiver.  
 
This allows you to electronically steer a beam of radio waves in different 
directions, instead of physically moving the antenna to point at a target. 
 
Over the past decade, there has been increased interest in wideband AESAs 
with digital-at-every-element architectures.  
 
Wideband AESAs are more versatile and robust because they allow for 
operation at different frequencies, as opposed to narrowband arrays that 
are tuned for a specific use and frequency.  
 
Digital-at-every-element architectures allow AESAs to perform 
beamforming in the digital domain, enabling the collection of many beams 
simultaneously.  
 
However, the implementation of wideband, digital-at-every-element 
receivers in AESAs currently comes with significant trade-offs. 
 
“Wideband, digital-at-every-element AESAs are particularly compelling for 
applications like advanced radar, electronic warfare (EW), and 
communications,” said Dr. Benjamin Griffin, a program manager in the 
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Microsystems Technology Office (MTO). “However, high bandwidth 
receivers often have a limited dynamic range, leaving them vulnerable to 
electronic jamming.  
 
Further, digital-at-every-element exposes each element to interferers and 
requires filtering at the element level, leaving very little room to integrate 
conventional filter technologies.” 
 
To address the challenges hampering the use of wideband AESAs in 
congested RF environments, DARPA developed the COmpact Front-end 
Filters at the ElEment-level (COFFEE) program.  
 
COFFEE aims to develop a new class of integrable, high-frequency RF 
filters for next-generation wideband arrays.  
 
The COFFEE filter technology will address the combination of size, 
performance, and reproducibility to enable protection at every element of a 
wideband AESA. 
 
“Essentially, we want to build integrable filters that operate over a wide 
range of frequencies that are also small enough to fit behind each element 
of the phased array,” said Griffin. “COFFEE aims to develop filters that are 
on the analog front-end, making the array more robust and resistant to 
interference before digital processing on the back-end.” 
 
Key to this research will be the development of filter technology that can 
address all microwave frequencies of a wideband AESA’s bandwidth 
without sacrificing performance.  
 
Further, the target filters must be physically small compared to the element 
area as the available space for element-level integration decreases 
significantly as AESA bandwidth increases.  
 
Finally, to ensure uniformity the COFFEE filters should be manufacturable 
with reproducible performance at each of the array elements. 
 
A main focus of the research will be on developing a new class of resonators 
and integrable microwave filters that address COFFEE’s technical 
objectives.  
 
In addition, research studies into compact mm-wave resonators will be 
conducted to inform new technical approaches for potential future efforts 
for integrable mm-wave filters. 
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COFFEE is a part of DARPA’s Electronics Resurgence Initiative (ERI) – a 
five-year, upwards of $1.5 billion investment in the advancement of the U.S. 
semiconductor industry. The program addresses part of ERI’s focus on 
revolutionizing communications for the 5G era and beyond. 
 
Interested proposers will have an opportunity to learn more about the 
COmpact Front-end Filters at the ElEment-level (COFFEE) program 
during a Proposers Day, which will be held on June 17, 2021, from 1:00 
p.m. to 5:00 p.m. (EDT) via Zoom.  
 
Advanced registration is required to attend. To learn more, please visit: 
https://sam.gov/opp/a6ba69997467468d949ed0ac27359352/view 
 
The COFFEE Broad Agency Announcement is forthcoming and will be 
published on the System for Award Management (SAM) website at 
https://beta.sam.gov 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://sam.gov/opp/a6ba69997467468d949ed0ac27359352/view
https://beta.sam.gov/
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  


