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better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends, 
 
There are so many risks that must be 
understood and quantified. One of the most 
difficult is pricing risk. 
 
Pricing allows insurers to set a premium that reflects the likelihood that the 
insured will make a claim, and the probable size of that claim. The less 
likely a customer is to make a claim, and the lower the value of that claim, 
the lower their premium will be. The risk is, insurers may get it wrong, 
especially in difficult areas like climate change risk. Climate change impacts 
the correlation of events. According to the BIS, “green swan” risks could be 
behind the next systemic financial crisis. 
 
Non-life undertakings often do not include climate change-related risks in 
their pricing methodology. On the positive side, many non-life insurance 
business have short term duration of contracts (typically 12-month 
contracts) which allow them to re-price annually, which also means that 
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they may be able to adjust the price if the risk changes. 
 
On the negative side, there are commercial and societal limits to non-life 
insurance repricing. In the context of climate change, the climate-related 
losses are expected to grow. To reflect increasing climate-related risk, the 
premium would therefore – leaving everything else stable – also have to 
increase. Over the medium-to-long term, this might lead to the risk of 
insurance coverage becoming unaffordable for the policyholder, as well as 
the industry crowding itself out of certain risks. 
 
In pricing risk for climate risk and cyber security risk we have the same 
problems: The scarcity of quantitative information on incidents limits the 
power of quantitative models in making a more proper pricing of risks and 
estimation of liability exposures, and hampers risk measurement and 
management for insurers.  
 
What is new? We have an excellent paper with title “EIOPA assesses 
European insurers’ exposure to physical climate change risks”, from the 
European Insurance and Occupational Pensions Authority (EIOPA). 
 
The report’s findings show that there is still work to do for the insurance 
industry to prepare for climate-related changes.  
 

Climate change poses a number of challenges to the insurability of climate 
related risks. If the intensity of events increases significantly, it could 
challenge the solvency requirements for insurance and reinsurance.  
 
Climate change also means that the assumption that past losses are a 
reliable way to estimate future losses may no longer hold true. It will be 
more difficult to quantify potential losses.  
 
The complex chain reactions and cascade effects associated with both 
physical and transition risks could generate fundamentally unpredictable 
environmental, geopolitical, social and economic dynamics. 
 
In light of climate change, the premiums might also increase to 
reflect the increasing risks. The willingness of consumers to pay for an 
insurance might be lower than the premium for which insurers are willing 
to accept the risk transfer anymore, which can make the insurance market 
for climate-related events non-viable. 
 
Based on the main underwriting and pricing developments, EIOPA tried to 
identify the different ways climate change would materialise in the 
underwriting and pricing elements of non-life insurers. 
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In 2017, the California Department of Insurance (CDI) has seen cases 
where homeowners were paying an annual premium of $800-$1,000 but, 
upon renewal, saw increases to as high as $2,500-$5,000 and this was 
before the dramatic 2018 and 2020 wildfire events (CDI, 2017).  
 
In 2018, insurance companies decided to drop fire coverage for over 
88,000 residents in California after a disastrous wildfire season, a 6 percent 
increase in non-renewals compared to 2017.  
 
According to the CDI, between 2015 and 2018, nearly 350,000 rural 
homeowners lost wildfire insurance, being forced to find replacement 
coverage, which ended up at much higher premiums.  
 
These are very difficult problems, we must understand the parameters, and 
we must find solutions. Otherwise, supervisors may remind us persons 
described by the Latin proverb damnant quod non intelligunt (they 
condemn what they do not understand).  
 
Read more at number 3 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Testimony at Hearing before the Subcommittee on Financial 
Services and General Government U.S. House Appropriations 
Committee 
SEC Chair Gary Gensler 
 

 
 

Good morning, Chairman Quigley, Ranking Member Womack, and 
members of the Subcommittee. I’m honored to appear before you for the 
second time as Chair of the Securities and Exchange Commission. It is good 
to be here alongside Federal Trade Commission Chair Khan. As is 
customary, I’d like to note that my views are my own, and I am not speaking 
on behalf of my fellow Commissioners or the SEC staff. 
 
The Gold Standard of Capital Markets 
 
I’d like to open by discussing two key years in economic policymaking: 1933 
and 1934. 
 
We were in the midst of the Great Depression. President Franklin Delano 
Roosevelt and Congress addressed this crisis through a number of 
landmark policies. 
 
Amongst them, in 1933 and 1934, Congress and FDR came together to craft 
the first two federal securities laws. These statutes created requirements 
and regulations around disclosure, registration, exchanges, and 
broker-dealers, and established the SEC to oversee the markets. 
 
Additionally, in 1933, President Roosevelt formally suspended the use of 
the gold standard. Then, in 1934, the Gold Reserve Act was enacted, 
prohibiting government and financial institutions from redeeming dollars 
for gold. 
 
Though it takes constant vigilance to protect investors, maintain fair, 
orderly and efficient markets, and facilitate capital formation, the U.S. laws 
became the gold standard for capital markets around the world. 
 
In other words, in those two key years, one could say we replaced one gold 
standard with another gold standard: the securities laws. 
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The core principles of the securities markets laid out in these statutes were 
important for issuers and investors in our domestic markets. I believe they 
also contributed to America’s geopolitical standing around the globe. 
 
We are blessed with the largest and most innovative capital markets in the 
world. The U.S. capital markets represent 38 percent of the globe’s capital 
markets. This exceeds even our impact on the world’s gross domestic 
product, where we hold a 24 percent share. 
 
What’s more, U.S. market participants rely on capital markets more than 
market participants in any other country. For example, debt capital markets 
account for 80 percent of financing for non-financial corporations in the 
U.S. In the rest of the world, by contrast, nearly 80 percent of lending to 
such firms comes from banks. 
 
We are the destination of choice for companies seeking to raise money in 
both public and private markets. Private capital markets, such as venture 
capital, have brought new ideas to market quickly and flexibly. 
 
We can’t take our leadership in capital markets for granted, though. 
 
New financial technologies and business models continue to change the 
face of finance for investors and issuers. More retail investors than ever are 
accessing our markets. Other countries are developing deep, competitive 
capital markets as well, seeking to surpass ours. 
 
Further, market participant incentives, economic cycles, and the nature of 
finance itself will constantly challenge even a gold standard. In recent years, 
we’ve seen as much — whether the market events of March 2020, the meme 
stock-related volatility in early 2021, the speculative crypto markets, the 
boom of special purpose acquisition companies (SPACs), or the collapse of 
Archegos Capital Management, which we recently charged with fraud and 
market manipulation. 
 
What’s more, we are in the midst of uncertain geopolitical events. On top of 
that, around the globe, central banks have started to transition from an 
accommodating to a tightening policy stance. 
 
Given these trends, I think we should do everything we can to maintain and 
enhance that gold standard of the markets. 
 
Maintaining the Gold Standard 
 
There are two broad ways to do that, in my view. 
 



P a g e  | 8 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

One is to work with the Commission and staff to update our rules for 
modern markets and technologies as we execute our mission: to protect 
investors, maintain fair, orderly, and efficient markets, and facilitate capital 
formation. We must remain vigilant to opportunities to enhance 
competition, transparency, fairness, and resiliency. 
 
The other way — and the main focus of today’s testimony — is to ensure that 
the SEC is adequately resourced so we can remain the cop on the beat. The 
SEC is deficit-neutral, fully funding ourselves with fees on securities 
transactions. 
 
Having worked in finance for decades, I’d long respected the SEC and its 
tremendous staff. What I couldn’t fully appreciate is the sheer magnitude of 
this agency’s work on a daily basis. 
 
We oversee 24 national securities exchanges, 99 alternative trading 
systems, nine credit rating agencies, seven active registered clearing 
agencies, five self-regulatory organizations and other external entities.  
 
We look after the accounting and auditing functions of the public markets, 
process thousands of periodic filings and registration statements, and work 
through thousands of examinations and enforcement actions each year. We 
review the disclosures and financial statements of more than 8,200 
reporting companies. 
 
Markets don’t stand still. The world isn’t standing still. Our resources can’t 
stand still, either. 
 
And yet, as I will detail, our agency has shrunk. When I testified you last 
year, the agency had 4 percent fewer staff than it did in 2016; it remains 
modestly below where it was in 2016. We can’t shrink when we’re trying to 
maintain a gold standard. The best athletes in the world still practice — 
generally, even more than their competitors. 
 
Our capital markets are a national treasure. We, at the SEC, must work to 
maintain them as the envy of the world. But we can’t do it alone. We need 
the help of Congress. 
 
Growth in the Markets 
 
The last five years have been a remarkable time in our $100-trillion capital 
markets. Thus, while there are many measures of market activity, by most 
objective measures, we should have grown during the past five years. 
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Instead, the opposite has happened. As our capital markets have grown, 
this agency has shrunk. 
 
As just a few examples: 
 
In the past five years, the number of registered entities we oversee has 
grown by 12 percent (from 26,000 to 29,000), even though the SEC has 
shrunk in that time. 
 
Since 2016, the number of private funds managed by registered investment 
advisers has increased 40 percent, to 50,000. 
 
The amount of data that the SEC processes has swelled by 20 percent 
annually for each of the last two years. 
 
Moreover, the highly volatile and speculative crypto marketplace has 
mushroomed, attracting tens of millions of American investors and traders. 
 
In 2016, there were an estimated 644 crypto tokens on the worldwide 
market. Five years later, that number had gone up more than tenfold. 
 
The volatility in the crypto markets in recent weeks highlights the risks to 
the investing public. 
 
Technology is rapidly changing as well. Predictive data analytics, including 
machine learning, are increasingly being adopted in finance — from 
trading, to asset management, to risk management. 
 
Growing cybersecurity risks have implications for the financial sector, 
investors, issuers, and the economy at large. 
 
Beyond that, our responsibilities have grown. Important legislation, such as 
the Holding Foreign Companies Accountable Act of 2020 (HFCAA), has 
placed additional demands on our resources. Rules implementing certain 
mandates of the Dodd-Frank Act of 2010 recently went into effect. Such 
mandates, designed to protect investors, often have been unfunded. 
 
Thus, I am pleased to support the President’s Fiscal Year 2023 (FY23) 
budget request for SEC operations, totaling $2.149 billion, an 8 percent 
increase over FY22. This request would allow us to maintain current 
services, add full-time equivalents in critical growth areas, and devote more 
resources to technology. This number would support a modest growth of 
(about 6 percent) in full-time equivalents (FTEs) above our previous peak 
in FY16, assuming consistent vacancy rates.  
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This increase would be modest, given the major trends affecting our 
markets since 2016. Moreover, to fund our operations, the agency collects 
fees on securities transactions at a rate intended to fully offset our 
appropriation. 
 
Thanks to the work of the remarkable staff, the SEC has faced the 
challenges of limited resources well. 
 
For the SEC to continue to succeed in carrying out our mission, our 
personnel level must continue to grow commensurate with the expansion 
and complexity in the capital markets around the globe. 
 
To read more: 
https://www.sec.gov/news/testimony/gensler-testimony-fsgg-subcommitt
ee 
 

 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/testimony/gensler-testimony-fsgg-subcommittee
https://www.sec.gov/news/testimony/gensler-testimony-fsgg-subcommittee
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Number 2 

Weak Security Controls and Practices Routinely Exploited for 
Initial Access 
 

 
 

Cyber actors routinely exploit poor security configurations (either 
misconfigured or left unsecured), weak controls, and other poor 
cyber hygiene practices to gain initial access or as part of other 
tactics to compromise a victim’s system.  
 
This joint Cybersecurity Advisory identifies commonly exploited controls 
and practices and includes best practices to mitigate the issues. This 
advisory was coauthored by the cybersecurity authorities of the United 
States, Canada, New Zealand, the Netherlands, and the United Kingdom. 
 
Malicious cyber actors often exploit the following common weak security 
controls, poor configurations, and poor security practices to employ the 
initial access techniques. 
 
• Multifactor authentication (MFA) is not enforced. MFA, particularly for 
remote desktop access, can help prevent account takeovers. With Remote 
Desktop Protocol (RDP) as one of the most common infection vector for 
ransomware, MFA is a critical tool in mitigating malicious cyber activity. 
Do not exclude any user, particularly adminstrators, from an MFA 
requirement. 
 
• Incorrectly applied privileges or permissions and errors within access 
control lists. These mistakes can prevent the enforcement of access control 
rules and could allow unauthorized users or system processes to be granted 
access to objects. 
 
• Software is not up to date. Unpatched software may allow an attacker to 
exploit publicly known vulnerabilities to gain access to sensitive 
information, launch a denial-of-service attack, or take control of a system. 
This is one of the most commonly found poor security practices. 
 
• Use of vendor-supplied default configurations or default login usernames 
and passwords. Many software and hardware products come “out of the 
box” with overly permissive factory default configurations intended to make 
the products user-friendly and reduce the troubleshooting time for 
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customer service. However, leaving these factory default configurations 
enabled after installation may provide avenues for an attacker to exploit.  
 
Network devices are also often preconfigured with default administrator 
usernames and passwords to simplify setup. These default credentials are 
not secure—they may be physically labeled on the device or even readily 
available on the internet.  
 
Leaving these credentials unchanged creates opportunities for malicious 
activity, including gaining unauthorized access to information and 
installing malicious software.  
 
Network defenders should also be aware that the same considerations apply 
for extra software options, which may come with preconfigured default 
settings. 
 
• Remote services, such as a virtual private network (VPN), lack sufficient 
controls to prevent unauthorized access. During recent years, malicious 
threat actors have been observed targeting remote services.  
 
Network defenders can reduce the risk of remote service compromise 
by adding access control mechanisms, such as enforcing MFA, 
implementing a boundary firewall in front of a VPN, and leveraging 
intrusion detection system/intrusion prevention system sensors 
to detect anomalous network activity. 
 
• Strong password policies are not implemented. Malicious cyber actors can 
use a myriad of methods to exploit weak, leaked, or compromised 
passwords and gain unauthorized access to a victim system. Malicious 
cyber actors have used this technique in various nefarious acts and 
prominently in attacks targeting RDP. 
 
• Cloud services are unprotected. Misconfigured cloud services are common 
targets for cyber actors. Poor configurations can allow for sensitive data 
theft and even crypto jacking. 
 
• Open ports and misconfigured services are exposed to the internet. This is 
one of the most common vulnerability findings. Cyber actors use scanning 
tools to detect open ports and often use them as an initial attack vector. 
Successful compromise of a service on a host could enable malicious cyber 
actors to gain initial access and use other tactics and procedures to 
compromise exposed and vulnerable entities. RDP, Server Message Block 
(SMB), Telnet, and NetBIOS are high-risk services. 
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• Failure to detect or block phishing attempts. Cyber actors send emails 
with malicious macros—primarily in Microsoft Word documents or Excel 
files—to infect computer systems. Initial infection can occur in a variety of 
ways, such as when a user opens or clicks a malicious download link, PDF, 
or macro-enabled Microsoft Word document included in phishing emails. 
 
• Poor endpoint detection and response. Cyber actors use obfuscated 
malicious scripts and PowerShell attacks to bypass endpoint security 
controls and launch attacks on target devices. These techniques can be 
difficult to detect and protect against.  
 
MITIGATIONS 
 
Applying the following practices can help organizations strengthen their 
network defenses against common exploited weak security controls and 
practices. 
 
Control Access 
 
• Adopt a zero-trust security model that eliminates implicit trust in any one 
element, node, or service, and instead requires continuous verification of 
the operational picture via real-time information from multiple sources to 
determine access and other system responses. Zerotrust architecture 
enables granular privilege access management and can allow users to be 
assigned only the rights required to perform their assigned tasks. 
 
• Limit the ability of a local administrator account to log in from a remote 
session (e.g., deny access to this computer from the network) and prevent 
access via an RDP session. Additionally, use dedicated administrative 
workstations for privileged user sessions to help limit exposure to all 
the threats associated with device or user compromise. 
 
• Control who has access to your data and services. Give personnel access 
only to the data, rights, and systems they need to perform their job. This 
role-based access control, also known as the principle of least priviledge, 
should apply to both accounts and physical access.  
 
If a malicious cyber actor gains access, access control can limit the actions 
malicious actors can take and can reduce the impact of misconfigurations 
and user errors.  
 
Network defenders should also use this role-based access control to limit 
the access of service, machine, and functional accounts, as well as the use of 
management privileges, to what is necessary. Consider the following when 
implementing access control models: 
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o Ensure that access to data and services is specifically tailored to each user, 
with each employee having their own user account. 
 
o Give employees access only to the resources needed to perform their 
tasks. 
 
o Change default passwords of equipment and systems upon installation or 
commissioning. 
 
o Ensure there are processes in place for the entry, exit, and internal 
movement of employees. Delete unused accounts, and immediately remove 
access to data and systems from accounts of exiting employees who no 
longer require access. Deactivate service accounts, and activate them only 
when maintenance is performed. 
 
• Harden conditional access policies. Review and optimize VPN and access 
control rules to manage how users connect to the network and cloud 
services. 
 
• Verify that all machines, including cloud-based virtual machine instances 
do not have open RDP ports. Place any system with an open RDP port 
behind a firewall and require users to use a VPN to access it through the 
firewall. 
 
To read more: 
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-137A-
Weak_Security_Controls_and_Practices_Routinely_Exploited_for_Initial
_Access.pdf 
 

 
 
 
 
 
 
 
 
 
 
 

https://www.cisa.gov/uscert/sites/default/files/publications/AA22-137A-Weak_Security_Controls_and_Practices_Routinely_Exploited_for_Initial_Access.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-137A-Weak_Security_Controls_and_Practices_Routinely_Exploited_for_Initial_Access.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-137A-Weak_Security_Controls_and_Practices_Routinely_Exploited_for_Initial_Access.pdf
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Number 3 

EIOPA assesses European insurers’ exposure to physical climate 
change risks 
 

 
 

The report presents the first results based on a large data collection exercise 
from the industry. It focuses on property, content and business interruption 
insurance against windstorm, wildfire, river flood and coastal flood risks.  
 
These risks have been identified as the most relevant and potentially most 
disruptive for the European property insurance business under a current 
and forward-looking perspective. 
 
The report aims to provide an initial assessment of the European insurance 
sector’s exposure to climate-related hazards and inform future work in this 
relatively new field.  
 

 
 

The results indicate that European groups and solo undertakings included 
in the sample have been historically well placed to handle claims stemming 
from three major European natural catastrophes analysed in the report.  
 
However, it is important to note that the insurance sector’s ability to 
continue to offer financial protection against the consequences of such 
events relies on their ability to measure the likely impact of climate change 
and adapt their business strategies. 
 
Participants surveyed for the paper said they expect all property-related 
lines of business to be impacted by physical climate change risks. There is 
an emerging consensus among them that premiums are likely to increase 
and that adaptation and mitigation measures will play a crucial role in 
reducing risk levels in the future. 
 
Finally, the report’s findings show that there is still work to do for the 
insurance industry to prepare for climate-related changes. EIOPA will 
continue its work with national competent authorities and the industry to 



P a g e  | 16 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

raise awareness and contribute to the sector’s preparation for the effects of 
climate change. 
 
CLIMATE CHANGE AND PHYSICAL RISKS: THE “NEW NORMAL” IN 
THE INSURANCE SECTOR 
 

 
 
The impacts of global warming on natural and human systems are already 
visible today. Warming from anthropogenic emissions are likely to cause 
further long-term changes such as rising temperatures, sea levels, and 
increase in frequency, severity and correlation of natural catastrophes 
and climate-related extremes (e.g. heat waves, heavy precipitation, 
droughts and storm surges) in many European regions, and worldwide.  
 
The effects of these climate-related changes on the pricing and 
underwriting of risks are likely to be substantial for a sector whose business 
model involves offering financial protection against the consequences of 
such events. 
 
Physical climate change risks are the risks that arise from the physical 
effects of climate change. 
 
These can affect both the asset and the liability side of insurers’ balance 
sheet. On the asset side, the increase in frequency and severity of extreme 
weather events across different perils may impact insurers for instance 
through direct property investments.  
 
On the liability side, physical risk is likely to have pricing, revenue and 
claim implications. Higher than foreseen claims would also increase 
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the insurers’ underwriting and liquidity risks and put pressure on capital 
levels. 
 
The impacts of climate change on physical risk could arise from both an 
increase of extreme weather events (acute impacts), as well as from gradual 
global warming (chronic impacts).  
 
Table 1 summarises the key impacts. Acute impacts can lead to damage to 
property, business disruption or reduced productivity. Chronic impacts, 
particularly from increased temperatures, sea levels rise and precipitation, 
may affect labor, capital and agriculture productivity. 
 
While progress is being made in terms of understanding the potential 
consequences of both acute and chronic impacts on the insurance sector, 
many challenges remain.  
 
First, the expected increase in global temperature needs to be translated 
into changes in frequency and severity of weather-related catastrophes as 
well as in chronic effects such as sea-level rises.  
 
Second, these estimations need to be converted into economic impacts on 
the undertaking’s underwriting portfolio in relevant geographical areas.  
 
Third, a view and understanding on the relevant time horizons over which 
climate-related risk are most likely to materialise are essential.  
 
Finally, the insurance business is also likely to evolve in the long-term to 
better adapt to climate change risks and opportunities.  
 
For these reasons, an accurate assessment of physical climate-change 
related risks requires access to a unique set of granular data, scientific and 
actuarial expertise, new modelling methods as well as a deep understanding 
of the various business models employed in the insurance sector.  
 
While an overall assessment is outside the scope of this discussion paper, 
the next section explains three key components required for an initial 
assessment of physical risks in general terms. 
 
Physical risk analysis in light of climate change 
 
When modelling physical climate-change risks, three key factors need to be 
considered: the level of exposure estimating the potential share and 
composition of the population or the value and properties of assets at risk, 
the hazard describing the physical characteristics, such as frequency and 
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intensity, of weather-related events and the vulnerability of the exposures 
to weather-related damages.  
 
To estimate the level of risk, information on the changes in hazard are 
combined with the level of exposure and its corresponding vulnerability. 
Further, an increase in frequency and intensity of weather-related 
catastrophes alone do not necessary imply an increase in physical risk.  
 
If, for example, there is no property or people living in the affected areas or 
if there are sufficient preventive measures installed, the damages caused by 
the event may be limited or negligible. 
 
To read more: 

https://www.eiopa.europa.eu/media/news/eiopa-assesses-european-insur
ers%E2%80%99-exposure-physical-climate-change-risks 
 
https://www.eiopa.europa.eu/document-library/discussion-paper/discuss
ion-paper-physical-climate-change-risks_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/media/news/eiopa-assesses-european-insurers%E2%80%99-exposure-physical-climate-change-risks
https://www.eiopa.europa.eu/media/news/eiopa-assesses-european-insurers%E2%80%99-exposure-physical-climate-change-risks
https://www.eiopa.europa.eu/document-library/discussion-paper/discussion-paper-physical-climate-change-risks_en
https://www.eiopa.europa.eu/document-library/discussion-paper/discussion-paper-physical-climate-change-risks_en
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Number 4 

Monetary policy and inflation in times of war 
Henry Ohlsson, Deputy Governor of Sveriges Riksbank, at the Uppsala 
University 
 

 
 

The 2020s could certainly have begun better. Following a pandemic, which 
we still haven’t quite seen the end of, another war has broken out in Europe.  
 
As information now spreads faster than ever before, via news channels and 
social media, and as it is a country quite close to us that has been affected, 
the war in Ukraine has shaken us more than usual in our safe Swedish 
everyday lives. That, at least, is how I feel.  
 
However horrific the war in Ukraine may be, it is not the war as such that I 
intended to talk about today, but its economic consequences – and those of 
war in general.  
 
After all, it is in the field of economics that I have my comparative 
advantages, and as policy-maker at a central bank, monitoring the 
economic consequences is, of course, something that is part of my job. I will 
focus on the effects on inflation, as they are particularly important for a 
central bank.  
 
When major and unusual events such as a war occur, there is no ‘manual’ 
for how to act as an economic policy decision-maker.  
 
All wars are different – in terms of their scale and duration, their location 
and their impact on the world around them. Instead, we must brush up on 
our possible knowledge of history and try to see if there are past historical 
episodes from which we can learn something for the current situation.  
 
It is of course also important to study the available literature on the 
economic consequences of war to see whether it is possible to find common 
denominators that can give clues regarding the situation that has arisen.  
 
What I intend to do today is to first briefly review what research literature 
has to say about the connection between war and inflation. Then I will look 
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back at previous episodes when war was associated with rising inflation in 
Sweden and draw some conclusions from this.  
 
Finally, I intend to say something about how I view the current situation 
from a monetary policy perspective. As usual, it is my personal views that I 
am expressing.  
 
War often leads to inflation  
 
The fact that war and inflation often go hand in hand has been known for a 
very long time. Back in 500 BC Sun Tzu, Chinese general and author of a 
book on the art of war, observed: “Where the army is, prices are high; when 
prices rise the wealth of the people is exhausted.” 
 
What this refers to is, of course, that an army of perhaps tens of thousands 
of soldiers requires a lot of resources just to stay alive and these can be 
difficult to raise in a geographically restricted area.  
 
Demand simply rises in relation to the available supply of food and other 
necessities, and this causes inflation to rise. If, as has often been the case 
throughout history, the army supports itself by looting, it may be able to 
survive for a while, but for the civilian population, prices will rise because 
supply decreases.  
 
Of course, an army could not survive indefinitely in one place, because 
resources sooner or later run out. In his book “Ofredsår” (“Years of 
Trouble”), Peter Englund has likened the Swedish army during the Thirty 
Years’ War to a shark that must be constantly on the move to avoid 
succumbing. 
 
Once a war had started, the armies of the time lived partly their own lives, 
separated from the state, and largely organised their own supplies, 
especially of course during campaigns abroad. Inflation therefore increased 
more locally depending on where the armies happened to be, as a result of 
the demand for food and other necessities exceeding supply.  
 
Rising demand and printing money  
 
When a country rearms and fights a war, inflation can also rise in the whole 
economy for the same reason, that is, demand rises in relation to supply.  
 
A sharp increase in public expenditure as a result of rearmament or war 
effort increases capacity utilisation in the economy and can therefore lead 
to higher inflation.  
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In connection with the Second World War, the US economy approached full 
capacity utilisation, which contributed to a rise in inflation. Some 
economists argue that it was the US rearmament in connection with the war 
that finally put an end to the 1930s depression. 
 
The way in which a rearmament or war is financed is also of great 
importance to the way in which inflation develops. The financing can entail 
increasing taxes or decreasing expenditures other than military, by raising 
loans or by making the central bank print more money. If a war is financed 
by increasing taxes or decreasing other expenditure, public purchasing 
power will be reduced.  
 
This counteracts the inflationary effect of increased public expenditure. At 
the same time, tax financing may be politically difficult to implement. In the 
short term, the politically easiest way of financing war, but in the longer 
term perhaps the most harmful, is through the printing of money, as this 
almost inevitably results in higher inflation.  
 
A fairly large share of the literature on the effects of war on inflation is 
about the financing of war. A review of the effects on inflation of the United 
States’ wars from the American Revolution to the First Gulf War shows that 
when the US has been involved in more limited wars, they have usually 
been financed through higher taxes or increased borrowing or a 
combination of these.  
 
However, in the case of major wars, the point where these two methods of 
financing have been considered exhausted has often been reached, and the 
government therefore turned to the printing press. The result has often 
been a considerably higher inflation rate. 
 
The two world wars are examples of this. After a war, sovereign debt has 
often increased considerably. At the same time, it may be difficult to raise 
tax revenue in the same way as before the war.  
 
This may be because the political situation has become more unstable or 
the economy's production capacity has declined. In such a situation, there 
may be a great temptation for a government to try to alleviate the situation 
by using the printing press to finance current expenditure and pay off the 
loans.  
 
Difficulties in generating sufficient tax revenues are considered to be an 
important explanation for the high inflation in countries such as Germany, 
Austria, Hungary, Poland and Russia after the First World War and also for 
the highest rate of hyperinflation in the modern age, that in Hungary in 
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1945- 1946. According to some estimates, prices at their fastest then 
doubled in fifteen hours. 
 
To read more: 
https://www.riksbank.se/globalassets/media/tal/engelska/ohlsson/2022/
ohlsson---monetary-policy-and-inflation-in-times-of-war.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.riksbank.se/globalassets/media/tal/engelska/ohlsson/2022/ohlsson---monetary-policy-and-inflation-in-times-of-war.pdf
https://www.riksbank.se/globalassets/media/tal/engelska/ohlsson/2022/ohlsson---monetary-policy-and-inflation-in-times-of-war.pdf
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Number 5 

Bank of England publishes results of the 2021 Biennial 
Exploratory Scenario: Financial risks from climate change 
 

 
 

The Bank of England (the Bank) has run its first exploratory scenario 
exercise on climate risk, involving the largest UK banks and insurers. 
 
This exercise supports the Financial Policy Committee (FPC) and 
Prudential Regulation Committee (PRC) in the pursuit of their statutory 
objectives. The financial risks from the physical effects of climate change 
and the transition to a net-zero economy have the potential to affect the 
vulnerability of banks and insurers to shocks, and the stability of the wider 
financial system. 
 
The Prudential Regulation Authority’s (PRA’s) primary objectives are to 
promote the safety and soundness of firms that it regulates, and to 
contribute to the protection of insurance policyholders.  
 
The FPC’s primary objective is to protect and enhance the stability of the 
financial system of the United Kingdom. The FPC also has a secondary 
objective to support the economic policy of Her Majesty’s Government, 
which includes ensuring the financial system can support the transition to a 
net-zero economy. 
 
The Climate Biennial Exploratory Scenario (CBES) includes three scenarios 
exploring both transition and physical risks, to different degrees.  
 
The exercise considered two possible routes to net-zero UK greenhouse gas 
emissions by 2050: an ‘Early Action’ (EA) scenario and a ‘Late Action’ (LA) 
scenario. A third ‘No Additional Action’ (NAA) scenario explores the 
physical risks that would begin to materialise if governments around the 
world fail to enact policy responses to global warming. 
 
The CBES scenarios are not forecasts of the most likely future outcomes. 
Instead, they are plausible representations of what might happen based on 
different future paths of climate policies, technological developments and 
consumer behaviour, aimed at limiting the rise in global temperatures. 
Each scenario is assumed to take place over a period of 30 years. 
 
In line with the stated aims of the exercise, the CBES has: 
 
1. Assisted participants in enhancing their management of climate-related 
financial risks (hereafter ‘climate risks’), including by fostering engagement 
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with their large corporate customers to understand their vulnerability to 
climate risks. 
 
The CBES has shown that UK banks and insurers are making good progress 
in some aspects of their climate risk management, and this exercise has 
spurred on their efforts further. But the Bank’s assessment is that UK banks 
and insurers still need to do much more to understand and manage their 
exposure to climate risks.  
 
The lack of available data on corporates’ current emissions and future 
transition plans is a collective issue affecting all participating firms. The 
Bank will give firm-specific feedback to participants, and will use findings 
from the CBES to help target their efforts. 
 
2. Sized the financial exposures of participants to climate risks. 
Climate risks captured in the CBES are likely to create a drag on the 
profitability of banks and insurers, particularly if they are unable to manage 
these risks effectively.  
 
But there is substantial uncertainty around the true magnitude of these 
risks. And climate risks outside the scope of the CBES (such as trading 
losses for banks and mortality risk for life insurers) could be material. 
 
3. Allowed policy makers to gauge challenges to banks’ and insurers’ 
business models from climate risk, to understand their likely responses, 
and to analyse the implications of those responses for the system as a 
whole. 
 
All participating banks and insurers have published climate strategies or 
net-zero transition plans, which they broadly followed in their responses to 
all three of the CBES scenarios. Individual plans involve reducing finance, 
and in some cases insurance, to the most carbon-intensive industries, as 
well as engaging with corporate clients and counterparties to help facilitate 
their transition to net zero.  
 
There is a risk, however, that the collective impact of such plans could have 
negative consequences for the wider economy. For example, there could be 
economic consequences if limits on lending and insurance to corporates 
involved in the supply of more carbon-intensive energy run ahead of the 
expansion of renewable energy supply and other measures to improve 
energy efficiency. 
 
A transition to net zero would materially impact a number of sectors that 
banks and insurers are exposed to, forcing those in such sectors to adapt 
their business models or potentially risk becoming unviable over time.  
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It will be in banks’ and insurers’ collective interests both to support the 
adaptation of those counterparties across the economy that have credible 
transition plans, and to gradually reduce their exposures to sectors of the 
economy that become less economically viable as a result of the transition 
to net zero. Banks and insurers noted that they will be better able to prepare 
and plan for the transition if the evolution of climate policy is clear and well 
communicated. 
 
Some responses – to the NAA scenario in particular – implied a material 
reduction in access to lending and insurance for sectors and households 
which were most exposed to physical risks.  
 
In the NAA scenario, banks would reduce lending to properties facing 
greater physical risks, and insurers would substantially increase the 
premiums they charge to insure against such risks, making insurance 
coverage unaffordable for many of these households. 
 
Key lessons and next steps 
 
One recurrent theme across participants’ submissions was a lack of data on 
many key factors that participants need to understand to manage climate 
risks.  Another was the range in the quality of different approaches taken 
across organisations to the assessment and modelling of these risks.   
 
All participating firms have more work to do to improve their climate risk 
management capabilities. The Bank will engage with firms individually and 
collectively to help them target their efforts, and share good practices 
identified in this exercise.  
 
Inside the Bank, the findings from this exercise will inform the FPC’s 
thinking around system-wide policy issues related to climate risk and the 
Committee’s work in supporting the financial system’s role in the 
economy’s transition to net zero. The findings will also inform the PRA’s 
supervisory policy and approach.  
 
Outside the Bank, key lessons and themes emerging from the exercise will 
be shared with the UK Government and the Bank’s international peers, 
helping to advance global thinking on how to manage climate-related 
financial risks, including around the appropriate role of bank and insurer 
capital requirements. 
 
Scope 
 
Given the focus of the exercise on driving improvements in risk 
management and understanding how firms may respond to the risks they 
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could face, the CBES incorporated some key differences in design relative to 
climate stress tests run elsewhere. The exercise required participants to 
make granular assessments of their largest counterparties; particular 
emphasis was placed on banks’ and insurers’ ability to evaluate the net-zero 
transition plans of their corporate counterparties; and the exercise focussed 
on participants’ responses to climate risks to a greater extent. 
 
For banks, loss projections were focussed was on the credit risk associated 
with their lending activities, with an emphasis on detailed analysis of risks 
to large corporate counterparties. For insurers, the focus was on changes in 
the value of invested assets and the impact on insurance claims.  
 
Given the difficulties inherent in accurately assessing climate risk, and the 
fact that this was the first detailed climate exercise involving both banks 
and insurers that the Bank has run, the CBES did not aim to evaluate the 
full impact on participants’ income and capital positions.  
 
Some factors were not included in the CBES. Examples of omissions 
include potential trading losses, and detailed projections of the impact of 
climate risks on banks’ risk-weighted assets. 
 
Loss projections for the CBES scenarios are based on the balance sheets of 
participants as they stood at the end of 2020. So they represent an 
expectation of losses that might materialise if banks and insurers do not act 
to reduce the climate risks they face.  
 
This design feature makes interpretation of the results more 
straightforward and allows a clear, separate focus on specific actions that 
participants might take in response to the scenarios. But it is also likely to 
push projected losses upwards, as over the thirty year horizon of the CBES 
participants would likely be able to adjust their business models, and may 
reduce or mitigate some of the risks they face. 
 
Scenarios 
 
There are two key types of risk associated with climate change: the risks 
that arise as the economy moves from a carbon-intensive one to net-zero 
emissions, known as transition risks; and risks associated with the higher 
global temperatures likely to result from taking no further policy action, 
known as physical risks.  
 
The CBES includes three scenarios exploring both transition and physical 
risks, to different degrees. These scenarios build on the climate scenarios 
developed by the Network for Greening the Financial System (NGFS).  
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The CBES also includes an exercise to explore climate litigation risk facing 
general insurers, separate from these three scenarios. 
 
The exercise considered two possible routes to net-zero carbon dioxide 
emissions globally by 2050: an Early Action scenario and a Late Action 
scenario. These scenarios primarily explore transition risks from climate 
change: 
 
Early Action (EA): Under this scenario, climate policy is ambitious from 
the beginning, with a gradual intensification of carbon taxes and other 
policies over time.  
 
Global carbon dioxide emissions are reduced to net-zero by around 2050 
and global warming (relative to pre-industrial levels) is successfully limited 
to 1.8°C by the end of the scenario, falling to around 1.5°C by the end of 
century.  
 
The required adjustment in the economy creates a temporary headwind to 
growth but this dissipates in the latter half of the scenario once a significant 
portion of the required transition has occurred, and the productivity 
benefits of green technology investments begin to be realised. 
 
Late Action (LA): The implementation of policy to drive the transition to 
a net-zero economy is assumed to be delayed by a decade under this 
scenario.  
 
Policy measures are then more sudden and disorderly as a result of the 
delay. Global warming is limited to 1.8°C by the end of the scenario (2050) 
relative to pre-industrial levels, but then remains around this level at the 
end of the century.  
 
The more compressed nature of the reduction in emissions also results in 
material short-term macroeconomic and financial markets disruption. UK 
unemployment rises to 8.5% and the economy goes into recession for a 
short period. Falls in output are particularly concentrated in 
emissions-intensive sectors. 
 
In both these scenarios, climate risks have been managed by 2050. In 
reality, however, the effectiveness of climate policy is not certain.  
 
Based on climate simulations and modelling of the impact of policy, the 
early action policy path has the highest probability of success in terms of 
limiting climate change. 
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From a practical perspective, acting late would leave less time to fine-tune 
policy as its effectiveness was revealed, and leave governments more 
exposed to the risk of policy co-ordination failure. 
 
A third scenario explores the physical risks that would begin to materialise 
if governments around the world fail to enact policy responses to global 
warming and no additional action is taken to address climate change.  
 
In contrast to the two transition scenarios, risks in the NAA scenario 
continue to build beyond the end of the scenario, making it more difficult to 
compare the effects of such a scenario.  
 
Furthermore the scenario does not factor in other potential geopolitical 
impacts of severe climate change such as increases in migration and 
conflict, which alongside their enormous human costs, are likely also to 
result in further financial losses. 
 
No Additional Action (NAA): This scenario primarily explores physical 
risks from climate change. It is a deliberately severe scenario, being based 
on climate outcomes that would only occur later this century under the 
assumption that no additional action is taken to address climate change, 
and represents a worse than expected outcome even under such conditions.  
 
The absence of transition policies in this scenario leads to a growing 
concentration of greenhouse gas emissions in the atmosphere and, as a 
result, global temperature levels continue to increase, reaching 3.3°C higher 
relative to pre-industrial levels by the end of the scenario.  
 
This leads to chronic changes in precipitation, ecosystems and sea-levels, 
which are unevenly distributed globally, and in some cases irreversible. 
There is also a rise in the frequency and severity of extreme weather events. 
There are permanent impacts on living and working conditions, buildings 
and infrastructure. As a result, UK and global GDP growth is permanently 
lower and macroeconomic uncertainty increases.  
 
Reflecting the fact that the future looks materially worse at the end of the 
scenario, with the adverse effects of climate change set to worsen further, 
UK and US equity prices are respectively just under 20 and 25% lower than 
they might otherwise be. 
 
Climate Risk Management 
 
UK banks’ and insurers’ approaches to projecting losses in the CBES, taken 
together with other qualitative information provided, suggest that 
participants are making good progress in some aspects of climate risk 
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management. And there is evidence that this exercise has spurred on 
participating firms to develop their risk management capabilities further. 
But the Bank’s assessment is that UK banks and insurers still need to do 
much more fully to understand and manage their exposure to climate risks, 
including through getting data on and understanding their counterparties’ 
and customers’ transition plans.  
 
The findings are consistent with the PRA’s assessments in relation to firms’ 
progress against a Supervisory Statement the PRA issued in 2019 (SS3/19), 
which sets expectations for how banks and insurers should incorporate 
climate risks into their risk management practices and governance 
arrangements, which were set out in the PRA’s Climate Change Adaptation 
Report 2021. 
 
In order to produce better estimates of climate risks in their portfolios, 
banks and insurers will need to prioritise investment in their climate risk 
assessment capabilities, both by focusing on their internal modelling and 
data capabilities and doing more to scrutinise data and projections supplied 
by third-party providers (upon which participants have relied heavily to 
compile CBES submissions).  
 
The inability to capture appropriate and robust data in certain areas is a 
common limitation, which means many climate risks are only being 
partially measured.  
 
Examples of gaps include information about the location of corporate assets 
to permit physical risk assessment, and a lack of standardised information 
about value chain emissions relating to corporate counterparties. 
 
Banks and insurers will need to prioritise progress on data and will need to 
put in place interim measures to inform risk management until these data 
challenges are resolved. The Bank will continue to be supportive of 
co-ordinated initiatives to fill such data gaps. 
 
A more developed and nuanced approach to risk management would allow 
banks and insurers to reflect climate risks more accurately in their business 
decisions (for example by explicitly incorporating possible future carbon 
prices and their impact on counterparties in pricing, lending and 
investment decisions).  
 
This is important for their own long-term profitability and hence financial 
resilience. And it is also important to ensure that banks and insurers can 
support the economy in the transition to net zero. Absent these 
improvements, there is a risk that banks and insurers may resort to actions 
that do not appropriately reflect climate risks, such as withdrawing finance 
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to those carbon-intensive businesses in need of external finance to support 
their transition to less carbon-intensive production. This could give rise to 
wider macroeconomic risks. 
 
The Bank will help the banks and insurers it regulates to use the results of 
the CBES to improve their climate risk management capabilities, both 
through individual firm supervisory dialogue and by sharing and discussing 
key thematic findings with the banking and insurance industry more 
broadly (including through the Climate Financial Risk Forum (CFRF)). 
 
Exposures to climate risks 
 
The loss estimates presented here are based on the simplifying assumption 
that banks’ and insurers’ balance sheets stay fixed over the scenario 
horizon, remaining as they stood at end-2020. In reality, banks and 
insurers business models are likely to respond to climate risks over time. 
These responses may act to mitigate some of the losses projected. 
 
Across scenarios, participants’ projections show that if banks and insurers 
do not respond effectively, climate risks could cause a persistent and 
material drag on their profitability.  
 
Loss projections vary across participants and scenarios, but are equivalent 
to an annual drag on profits of around 10-15% on average. Losses of this 
magnitude could make individual firms, and the financial system overall, 
more vulnerable to other future shocks. 
 
Due to the relative immaturity of firms’ approaches and the complexity of 
modelling the impact of these risks, the uncertainty bands around projected 
losses are very large.  
 
For example, participating firms’ estimated loss rates on the same 
corporate customers can differ substantially, with the most conservative 
estimates for losses around ten times higher on average than the least 
conservative.  
 
The impact of climate-related losses will depend on the time horizon over 
which they occur, which is also uncertain in reality. More clustered losses 
would have a bigger impact on banks and insurers. 
 
Based on banks’ and insurers’ projections in this exercise, the overall costs 
to these firms from the transition to net zero should be bearable without 
substantial impacts on firms’ capital positions – for example through a 
combination of lower retained earnings and increases in lending rates to 
sectors where risks increase, and also because not all of the losses on 
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insurers’ investments would ultimately fall on shareholders (Section 4). 
Firms’ projections suggest that these costs will be lower if early, well 
ordered action is taken. 
 
In the case of banks, for which projections were focused on realised credit 
losses only, as opposed to forward-looking asset prices, loss rates were 
projected to rise appreciably in all three scenarios. 
 
Banks’ projected climate-related credit losses were 30% higher in the Late 
Action (LA) scenario than the Early Action (EA) scenario. Loss rates in the 
LA scenario were projected to more than double as a result of climate risks 
– equivalent to an extra c.£110 billion of losses for participating banks over 
the period. Around 40% of these losses were realised during the first five 
years of transition.  
 
Key drivers were the large increase in carbon prices contained in this 
scenario, which leads to large corporate loan losses across energy users and 
energy producers, and the economy-wide recession, including a rise in 
unemployment and fall in house prices caused by the sharp adjustment 
process, leading to significant mortgage impairments. These household 
losses were particularly heavily concentrated in the first five years after the 
delayed start of the transition. 
 
At a corporate sectoral level, the industries in which banks projected the 
highest loss rates in the two transition scenarios were mining (including 
extraction of petroleum and natural gas), manufacturing, transport and 
wholesale & retail trade.  
 
On average these sectors were projected by banks to have cumulative 
impairment rates of 35%, more than twice the aggregate projected 
impairment rate on corporate portfolios.  
 
Insurers projected heavy corporate bond and equity losses in similar 
sectors, with assets in the mining of gas and oil sector suffering by far the 
largest losses. These sectoral results were in line with expectations given the 
carbon intensity of these industries’ supply chains. 
 
The NAA scenario also results in significant costs for banks and insurers 
during the scenario horizon, as the intensification of physical risks leads to 
higher losses on lending and insurance activities, and lowers the return on 
financial assets. 
 
In contrast to the two transition scenarios, the NAA scenario only captures 
a subset of the costs of climate change, which would build far into the future 
beyond the 30-year horizon of the exercise and persist indefinitely.  
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And the scenario does not factor in other potential geopolitical impacts of 
severe climate change such as increases in migration and conflict, which 
alongside the enormous human cost, are likely also to result in further 
financial losses. 
 
Under the NAA scenario, impairments rates projected by banks were just 
over 50% higher than normal levels. But these estimates are particularly 
uncertain. In part that is because banks appeared less well equipped to 
assess thoroughly the impact of physical risks prominent in the NAA 
scenario, particularly those arising from corporate vulnerabilities. 
 
The aggregate results show that, for life and general insurers, the NAA 
scenario would be likely to have a more significant impact than either of the 
transition scenarios, even within the 30-year window of the exercise. For 
life insurers, this was because forward-looking asset price impacts are 
greatest at the end of that scenario with an overall impact worth just over 
15% of total market value.  
 
Such falls in asset prices would of course affect all holders of assets and 
participants in these markets. For general insurers, the key way that losses 
materialised was via a build-up in physical risks, which resulted in higher 
claims for perils such as flood and wind-related damage.  
 
UK and international general insurers, respectively, projected a rise in 
average annualised losses of around 50% and 70% by the end of the NAA 
scenario. Staff analysis on UK insurance losses suggests increases could be 
as much four times higher than firms submitted.  
 
Insurers reported that the impact of these increased domestic and 
international insurance claims would fall, ultimately, on households and 
businesses through higher insurance premiums or through lower 
availability of insurance cover. 
 
Projected loss rates from individual banks and insurers spanned a wide 
range. This suggests significant uncertainty around the true magnitude of 
these risks, reflecting the fact that participants’ climate risk assessment 
techniques are still developing, as well as the wide range of approaches 
taken by participants. The significant degree of uncertainty is corroborated 
by sensitivity analysis conducted by the Bank. 
 
This exercise also highlighted data gaps and potential risks to international 
general insurers from climate-related litigation, which could impact the 
cost and availability of Directors’ & Officers’ liability insurance cover.  
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An increase in climate litigation risk would clearly also affect those 
businesses being litigated against beyond the insurance sector. 
 
Challenges to business models and participants’ responses to scenarios 
By examining jointly the potential responses of banks and insurers to 
climate risk, the results of the CBES shed light on the possible collective 
impact of participants’ behaviours, including whether they may give rise to 
unintended or undesirable system-wide consequences. 
 
UK banks and insurers typically expected to respond to the scenarios in this 
exercise by following their existing plans around the transition to net-zero 
emissions, including in this instance by increasing counterparty 
engagement to support the transition.  
 
In this exercise, banks and insurers planned to reduce their exposure to 
carbon-intensive sectors, with banks projecting the largest reductions in the 
petroleum and gas extraction, petroleum manufacturing, and mining and 
quarrying sectors. The sectors that banks and insurers planned to reduce 
their exposure to were broadly similar across all three scenarios.  
 
These strategies raise the possibility that some corporate sectors 
(particularly some carbon-intensive ones) may struggle to access finance as 
the transition progresses, especially from banks. Unless the transition is 
carefully managed, this could have significant impacts on businesses and 
consumers, and through them the financial sector.  
 
For example there could be potential macroeconomic consequences if limits 
in the supply of finance and insurance to fossil fuel producers could outpace 
the new investment in sustainable energy alternatives and improvements in 
energy efficiency. 
 
Participating firms identified more business opportunities in the transition 
scenarios than in the NAA scenario. And banks were able to quantify more 
new opportunities than life insurers in this exercise.  
 
Life insurers noted that their ability to seize some investment opportunities 
would be dependent upon improvements in disclosures. Some insurers 
expressed a concern that a surge in ‘green’ investment could unduly raise 
asset prices. 
 
In the two transition scenarios, banks planned to increase lending 
substantially to some components of the gas and electricity supply sector, 
specifically to renewable energy firms and those developing technology for 
electric vehicle batteries.  
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At the same time, banks planned to reduce lending to firms within this 
sector that were particularly reliant on revenues from fossil fuels. They also 
envisaged increasing lending to the construction sector, reflecting greater 
investment in retrofitting and flood defence improvements. 
 
Banks also planned to expand into retail lending opportunities created by 
the transition, including offering green mortgages, and providing financing 
products for home energy efficiency improvements.  
 
General insurers also planned to expand further into opportunities that 
would be created by a net-zero transition, for example by providing 
insurance to renewable energy projects, and to companies developing 
battery and fuel cell technology. 
 
In the NAA scenario, banks and insurers generally sought to reduce their 
exposures to similar sectors as in the transition scenarios. General insurers 
planned to increase the price of insurance to reflect the increases in 
physical risk in the scenario.  
 
These firms’ insurance contracts are typically written to cover one year, 
allowing them to alter pricing relatively quickly as risks change. And 
insurers noted that UK household flood insurance coverage could fall 
sharply in such a scenario, particularly as insurance on some properties 
would become unaffordable once the Flood Re scheme ended as per current 
legislation in 2039, though the vast majority of households would still be 
able to afford insurance. 
 
In the NAA scenario participants’ responses indicated that around 7% of 
UK households that they currently cover could be forced to go without 
insurance – because their properties become uninsurable, or because they 
cannot afford insurance at the prices offered. The share of households 
affected could be greater than this, to the extent that general insurers have 
underestimated the physical risk impact of the NAA scenario. 
 
Households and corporates that insurers become unwilling to insure, or 
where insurance premiums become unaffordable, may face difficulty in 
accessing finance from banks. UK households in regions most exposed to 
physical risk would face challenges re-mortgaging their properties in the 
NAA scenario because they would fall in value due to severe flooding 
and/or become uninsurable.  
 
45% of the mortgage impairments in the scenario are accounted for by just 
10% of the 4-digit postcode areas analysed. Affected households may find 
themselves stranded on the more expensive Standard Variable Rate 
mortgages. 
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Both banks and insurers noted that these risks could be in part mitigated by 
investment in flood defences, increasing flood resilience measures for 
properties, and encouraging flood-resilient repairs. They also noted their 
support for a continuation of a publicly supported UK flood reinsurance 
pool in such a scenario, and an extension to include properties built after 
2009. 
 
The Bank will work with the Government and the FCA to support greater 
understanding of risks to the provision of financial services highlighted by 
the CBES exercise. 
 
To read more: 

https://www.bankofengland.co.uk/stress-testing/2022/results-of-the-202
1-climate-biennial-exploratory-scenario 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bankofengland.co.uk/stress-testing/2022/results-of-the-2021-climate-biennial-exploratory-scenario
https://www.bankofengland.co.uk/stress-testing/2022/results-of-the-2021-climate-biennial-exploratory-scenario
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Number 6 

'Sharing my screen cost me £48,000' – half of investors would 
miss signs of screen sharing scam as FCA warns of 86% increase 
 

 
 

With over £25 million lost so far, the FCA launches its latest ScamSmart 
campaign aimed at raising awareness of increasingly sophisticated 
investment scam tactics: 
 
- A 59-year-old woman lost £48,000 as scammers used screen sharing 

software to take over her computer and access her banking history. 
 
- Her case is one of 2,142 the FCA has seen since July 2020, with over 

£25 million lost between 1 January 2021 and 31 March 2022 and 
victims ranging from 18 to over 70. 

 
- The FCA’s latest ScamSmart campaign aims to raise awareness of these 

tactics and help investors spot the warning signs by checking its 
Warning List. 

 
- Its research shows 51% of investors would check the FCA’s Warning List 

before making an investment – but 47% would not see a request to use 
software or an app to access their device as a red flag. 

 

 
 
New research from the FCA has found that nearly half (47%) of investors 
would fail to identify a screen sharing scam, as it reveals an increase of 86% 
in cases in one year, with 2,014 cases and over £25 million in loses.  
 
In one case, a 59-year-old who was persuaded to download remote desktop 
software to secure an investment, lost over £48,000 while scammers 
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accessed her banking details, her pension, and applied for loans on her 
behalf. 
 
Angela Underhill clicked on an advertisement for bitcoin and received a call 
from individuals claiming to be financial advisers. Offering to complete the 
first investment for her, they asked her to download the ‘AnyDesk’ 
platform, which then gave the scammers open access to all the financial 
details on her computer. 
 
Her case is just one of thousands the FCA has seen reported to its 
Consumer Helpline. Using platforms including Teams, TeamViewer and 
Zoom, screen sharing scams not only involve consumers sharing their 
financial data – but scammers have also been able to embed themselves in 
victims’ digital devices to access online banking and investment details. 
 
To understand what might be influencing potential victims, the FCA 
surveyed 2,000 investors from the ages of 18 to 55+.  
 
The results showed that 51% of would-be investors would check if a 
company appears on the FCA’s Warning List when deciding if an 
investment opportunity is legitimate.  
 
The FCA’s Warning List is a list of firms that are not authorised or 
registered by the FCA, and are known to be running scams.  
 
However, of the 91% who said they would never share their PIN with a 
stranger, 85% would not think a request by a website to use or download 
software as a warning sign that someone was seeking to gain illegal access 
to personal information on your device. 
 
Likewise, while 88% said they would check if their investments were offered 
or sold by FCA firms , 10% of these people would still trust their gut instinct 
with an investment opportunity from someone they didn’t know without 
making proper checks, like ensuring the firm or the financial promotion is 
properly authorised. 
 
With the pandemic increasing use of video conferencing and remote 
platforms to both work and socialise, scammers are taking advantage of a 
growing familiarity with requests for screen sharing.  
 
Although older respondents admitted needing more help with technology, 
younger investors are not immune: a quarter (26%) of those aged 18-34 
would agree to screensharing their online banking or investment portal 
with someone they had not met. 
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Mark Steward, Executive Director of Enforcement and Market Oversight, 
FCA, said: 'Investment scams can happen over many months, but sharing 
your screen without making the proper checks can change everything in an 
instant. Once scammers gain to your screen, they have complete control.  
 
That means access to your sensitive banking and investment information, 
the freedom to browse at their leisure, and the ability to take whatever 
details they want.  
 
It can affect any investor, no matter how experienced. It’s incredibly 
difficult to get money back once lost in this way, but there are ways to 
protect yourself: don’t share your screen with anyone, as legitimate firms 
will not ask you to do this and check out our Scamsmart website for advice 
on how to avoid being scammed.' 
 
The research also revealed other factors which might tempt investors to 
make a snap decision: 23% said they would be encouraged if the person 
they were speaking to appeared knowledgeable about investing; 17% said 
the possibility of securing better returns than elsewhere, and 14% would be 
encouraged if that person appeared to be successful – with displays of 
wealth. 
 
The FCA is calling on all investors to be ScamSmart and check the advice on 
our Scamsmart website, including our Warning List before making any 
investment decisions.  
 
This will help identify any firms that are actively running scams, or flag to 
investors where additional research is needed.  
 
If you deal with an unauthorised firm, you  will not be covered by the 
Financial Ombudsman Service or Financial Services Compensation Scheme 
(FSCS) if things go wrong. 
 
There are three important questions to ask to protect yourself from these 
scams: 
 
1. Have you checked the FCA’s Scamsmart wesbite and Warning List? This 
will help you to avoid being scammed and show you whether or not the firm 
you are dealing with is registered, or known to be suspicious. 
 
2. Are you being asked to download anything new? Your bank will never 
need to access your screen to view your information, so someone asking you 
to do this is a clear warning sign. 
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3. Have you navigated away from your banking, or investment platform? 
Anything that takes you away from your banking or investment app, and 
through a search engine, increases the risk of coming across a fraudulent 
number or link. 
 
To read more: 

https://www.fca.org.uk/news/press-releases/investors-miss-screen-sharin
g-scam-signs 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fca.org.uk/news/press-releases/investors-miss-screen-sharing-scam-signs
https://www.fca.org.uk/news/press-releases/investors-miss-screen-sharing-scam-signs
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Number 7 

FSB Europe Group discusses regional vulnerabilities, 
crypto-assets and climate change 
 

 
 

The Financial Stability Board (FSB) Regional Consultative Group for 
Europe held their first in-person gathering since the onset of the COVID-19 
pandemic. 
 
Members discussed the outlook for global and regional financial stability 
considering recent developments, including rising and volatile commodity 
prices triggered by Russia’s invasion of Ukraine, higher inflation, 
vulnerabilities in the non-bank financial sector and other areas that 
warrant particular attention over the coming months.  
 
Members received an update on the FSB’s 2022 work programme, and 
discussed items of particular relevance to the European region. 
 
The group discussed regulatory and supervisory issues related to 
crypto-assets, and the associated challenges for policymakers.  
 
Members were briefed on the FSB’s recently established workstream to 
examine supervisory and regulatory issues raised by “unbacked” 
crypto-assets which complements continuing FSB work on issues raised by 
stablecoins.  
 
The group provided feedback on the areas that could benefit most from 
international cooperation. 
 
Finally, the group discussed work on a number of fronts to address financial 
risks related to climate change, which the FSB is coordinating through its 
Roadmap published in July 2021.  
 
This included an overview of the International Sustainability Standard 
Board’s (ISSB) work on developing global baseline sustainability disclosure 
standards, beginning with climate.  
 
Members considered ways they could further support the ISSB in finalising 
its exposure draft.  
 
Members also provided feedback on the recommendations set out in the 
FSB’s consultative report on regulatory and supervisory approaches to 
climate-related financial risks that was published last month.  



P a g e  | 41 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

They also exchanged views on the financial stability implications of wider 
sustainability issues, including nature and biodiversity.   
 
The meeting was preceded by an Informal Seminar on Climate Change and 
Energy Market Dynamics to discuss the implications for financial stability 
of climate transition risks and recent energy market challenges and the role 
the financial sector can play in supporting the climate transition. 
 
Notes 
 
The FSB Regional Consultative Group for Europe is co-chaired by Henry 
Ohlsson, Deputy Governor, Sveriges Riksbank, and Lowri Khan, Director, 
Financial Stability at the UK Treasury.  
 
Membership includes financial authorities from Austria, Belgium, Czech 
Republic, Denmark, Finland, France, Germany, Greece, Hungary, Iceland, 
Ireland, Israel, Italy, Luxembourg, Netherlands, Norway, Poland, Portugal, 
Romania, Spain, Sweden, Switzerland, Ukraine, United Kingdom and the 
Group of International Finance Centre Supervisors.  
 
The European Commission, the European Central Bank (ECB) and the ECB 
Banking Supervision also attended the meeting. 
 
The FSB has six Regional Consultative Groups, established under the FSB 
Charter, to bring together financial authorities from FSB member and 
non-member countries to exchange views on vulnerabilities affecting 
financial systems and on initiatives to promote financial stability.  
 
Typically, each Regional Consultative Group meets twice each year. 
 
The FSB coordinates at the international level the work of national financial 
authorities and international standard-setting bodies and develops and 
promotes the implementation of effective regulatory, supervisory, and 
other financial sector policies in the interest of financial stability.  
 
It brings together national authorities responsible for financial stability in 
24 countries and jurisdictions, international financial institutions, 
sector-specific international groupings of regulators and supervisors, and 
committees of central bank experts.  
 
The FSB also conducts outreach with approximately 70 other jurisdictions 
through its six Regional Consultative Groups. 
 
The FSB is chaired by Klaas Knot, President of De Nederlandsche Bank.  
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The FSB Secretariat is located in Basel, Switzerland, and hosted by the Bank 
for International Settlements. 
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Number 8 

Inequality hysteresis and the effectiveness of macroeconomic 
stabilisation policies 
Luiz Awazu Pereira da Silva, Enisse Kharroubi, Emanuel Kohlscheen, 
Marco Lombardi and Benoît Mojon  
 

 
 

Chapter I  
 
In the first chapter, we set the book’s aims in context and summarise its 
findings.  
 
Income inequality within countries has risen steadily in recent decades.  
 
It has risen so inexorably that it is worth revisiting the question why 
inequality tends to increase through the business cycle.  
 
We discover a two-way interaction between inequality and recessions. 
Higher levels of income inequality imply deeper recessions. And recessions 
tend to have a very persistent effect on income inequality.  
 
The income share of the wealthiest 10% of the population generally 
increases after recessions, usually remaining higher for years afterwards.  
 
In addition, we show that greater inequality makes monetary policy less 
effective when used either to stimulate or slacken aggregate demand.  
 
Finally, fiscal policy has tended to become less redistributive and less 
countercyclical, putting more onus on monetary policy as a tool for 
macroeconomic stabilisation.  
 
Taken together, these results suggest the importance of taking income 
inequality into account when designing and implementing both fiscal and 
monetary policy.  
 
First, both types of policy should seek to reduce the frequency and depth of 
recessions.  
 
Second, fiscal policy should seek to further limit the effects of recessions on 
the rise and persistence of income inequality.  
 
Third, policymakers should keep in mind how income inequality can erode 
the effectiveness of monetary policy.  
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Chapter II  
 
Chapter II presents income inequality trends in more detail, presenting 
some new stylised facts about their business cycle properties.  
 
Inequality trends have been rising in the advanced economies since the 
1980s. Income has also become increasingly concentrated within several 
large emerging market economies.  
 
Much of this greater within-country income concentration relates to 
structural factors such as technological progress and globalisation, which 
greatly boost the returns to skills.  
 
Inequality metrics then received a further boost from the Covid-19 
recession. In many advanced economies, workers in the low-income 
bracket were more than three times more likely to lose their jobs than 
high-income workers.  
 
We document that this pattern is far from atypical, as inequality metrics 
generally deteriorate persistently after recessions. This is due in large part 
to the associated rise in unemployment, which tends to hit poorer workers 
harder, besides depressing the bargaining power of those who have kept 
their jobs. We explore several channels for this “inequality hysteresis” after 
recessions, including changes in labour relations.  
 
The chapter concludes by showing that high inequality has material 
macroeconomic implications, which manifest themselves during times of 
economic stress. In fact, countries and regions with higher levels of 
inequality typically experience deeper recessions. In other words, excessive 
inequality serves to erode macroeconomic stability. 
 
Chapter III  
 
Chapter III focuses on fiscal policy. Such policies have become less 
redistributive and less countercyclical.  
 
Governments have cut back tax progressivity and unemployment insurance 
while running lower surpluses in expansions.  
 
This chapter links these developments. It argues that reduced fiscal 
redistribution, through weaker tax progressivity and flatter tax systems, or 
the cutbacks in unemployment insurance benefits, have served not only to 
increase inequality but also to make fiscal policy less countercyclical, hence 
eroding its stabilising effect.  
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Lower tax progressivity means that, in expansions, rising incomes 
contribute less to government revenues.  
 
Similarly, lower unemployment benefits imply less government 
expenditure in recessions but smaller government revenues in expansions 
– as reduced benefits usually go hand in hand with lower contribution rates 
for unemployment insurance.  
 
The chapter provides empirical support for these intuitions. In addition, the 
evidence from advanced economies over the last two decades also shows 
that weaker redistribution affects fiscal policy differently in different phases 
of the business cycle. 
 
 Governments are now less able to run surpluses in expansions, while fiscal 
policy in recessions has been barely affected.  
 
This suggests that governments must now rely more on discretionary fiscal 
measures to deal with downturns. The chapter then draws the implications 
of these changes for fiscal sustainability and the public debt burden. 
 
Chapter IV  
 
Chapter IV explores the interactions between inequality and monetary 
policy. It first explains how the main objectives of monetary policy – price 
stability and output stabilisation – are themselves related to inequality: 
inflation tends to hurt the poor disproportionately, because they are often 
the first to lose their jobs during a recession.  
 
A key conclusion is that income inequality depends significantly on 
movements in and out of unemployment over the business cycle. Hence, by 
providing the necessary monetary stimulus, central banks can play an 
equalising role. Second, the chapter explores the hypothesis that inequality 
might obstruct the transmission of monetary policy.  
 
The intuition is that, in an unequal society, income is concentrated in the 
hands of a few, whose consumption is high and largely insensitive to 
interest rates. By contrast, those with a much higher propensity to consume 
– the poorest – may find themselves credit-constrained if their income is 
too low or too uncertain due to unemployment risk.  
 
We report empirical evidence for this intuition, relying on both a 
cross-country and a US cross-state analysis.  
 
By showing how a monetary policy stimulus can lose traction, these results 
suggest that rising inequality can make it increasingly difficult and costly 
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for central banks to stimulate the whole economy. In turn, an inadequate 
stimulus is likely to prolong a recession and aggravate its impact on 
inequality.  
 
The weakening of monetary policy as inequality worsens is likely to amplify 
the hysteresis mechanism. 
 
To read more (122 pages): https://www.bis.org/publ/othp50.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/othp50.pdf
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Number 9 

In hot pursuit of ‘cryware’: Defending hot wallets from attacks 
Microsoft 365 Defender Research Team 
 

 
 

The steep rise in cryptocurrency market capitalization, not surprisingly, 
mirrors a marked increase in threats and attacks that target or leverage 
cryptocurrencies. But Microsoft researchers are observing an even more 
interesting trend: the evolution of related malware and their techniques, 
and the emergence of a threat type we’re referring to as cryware. 
 
Cryware are information stealers that collect and exfiltrate data directly 
from non-custodial cryptocurrency wallets, also known as hot wallets. 
Because hot wallets, unlike custodial wallets, are stored locally on a device 
and provide easier access to cryptographic keys needed to perform 
transactions, more and more threats are targeting them. 
 
Cryware signifies a shift in the use of cryptocurrencies in attacks: no longer 
as a means to an end but the end itself. Before cryware, the role of 
cryptocurrencies in an attack or the attack stage where they figured varied 
depending on the attacker’s overall intent.  
 
For example, some ransomware campaigns prefer cryptocurrency as a 
ransom payment. However, that requires the target user to manually do the 
transfer.  
 
Meanwhile, cryptojackers—one of the prevalent cryptocurrency-related 
malware—do try to mine cryptocurrencies on their own, but such a 
technique is heavily dependent on the target device’s resources and 
capabilities. 
 
With cryware, attackers who gain access to hot wallet data can use it to 
quickly transfer the target’s cryptocurrencies to their own wallets.  
 
Unfortunately for the users, such theft is irreversible: blockchain 
transactions are final even if they were made without a user’s consent or 
knowledge. In addition, unlike credit cards and other financial transactions, 
there are currently no available mechanisms that could help reverse 
fraudulent cryptocurrency transactions or protect users from such. 
 
To find hot wallet data such as private keys, seed phrases, and wallet 
addresses, attackers could use regular expressions (regexes), given how 
these typically follow a pattern of words or characters. These patterns are 
then implemented in cryware, thus automating the process.  
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The attack types and techniques that attempt to steal these wallet data 
include clipping and switching, memory dumping, phishing, and scams. 
 
As cryptocurrency investing continues to trickle to wider audiences, users 
should be aware of the different ways attackers attempt to compromise hot 
wallets.  
 
They also need to protect these wallets and their devices using security 
solutions like Microsoft Defender Antivirus, which detects and blocks 
cryware and other malicious files, and Microsoft Defender SmartScreen, 
which blocks access to cryware-related websites.  
 
For organizations, data and signals from these solutions also feed into 
Microsoft 365 Defender, which provides comprehensive and coordinated 
defense against threats—including those that could be introduced into their 
networks through user-owned devices or non-work-related applications. 
 
In this blog, we provide details of the different attack surfaces targeting hot 
wallets. We also offer best practice recommendations that help secure 
cryptocurrency transactions. 
 
The emergence and boom of cryptocurrency allowed existing threats to 
evolve their techniques to target or abuse cryptocurrency tokens. The 
threats that currently leverage cryptocurrency include: 
 
- Cryptojackers. One of the threat types that surfaced and thrived since 

the introduction of cryptocurrency, cryptojackers are mining malware 
that hijacks and consumes a target’s device resources for the former’s 
gain and without the latter’s knowledge or consent. Based on our threat 
data, we saw millions of cryptojacker encounters in the last year. 

 
- Ransomware. Some threat actors prefer cryptocurrency for ransom 

payments because it provides transaction anonymity, thus reducing the 
chances of being discovered. 

 
- Password and info stealers. Apart from sign-in credentials, system 

information, and keystrokes, many info stealers are now adding hot 
wallet data to the list of information they search for and exfiltrate. 

 
- ClipBanker trojans. Another type of info stealer, this malware checks 

the user’s clipboard and steals banking information or other sensitive 
data a user copies. ClipBanker trojans are also now expanding their 
monitoring to include cryptocurrency addresses. 
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The increasing popularity of cryptocurrency has also led to the emergence 
of cryware like Mars Stealer and RedLine Stealer. These threats aim to steal 
cryptocurrencies through wallet data theft, clipboard manipulation, 
phishing and scams, or even misleading smart contracts.  
 
For example, RedLine has even been used as a component in larger threat 
campaigns. The graph below illustrates the increasing trend in unique 
cryware file encounters Microsoft Defender for Endpoint has detected in 
the last year alone. 
 
Cryware could cause severe financial impact because transactions can’t be 
changed once they’re added to the blockchain. As mentioned earlier, there 
also are currently no support systems that could help recover stolen 
cryptocurrency funds. 
 
For example, in 2021, a user posted about how they lost USD78,000 worth 
of Ethereum because they stored their wallet seed phrase in an insecure 
location. An attacker likely gained access to the target’s device and installed 
cryware that discovered the sensitive data. Once this data was 
compromised, the attacker would’ve been able to empty the targeted wallet. 
 
With the growing popularity of cryptocurrency, the impact of cryware 
threats have become more significant. We’ve already observed campaigns 
that previously deployed ransomware now using cryware to steal 
cryptocurrency funds directly from a targeted device.  
 
While not all devices have hot wallets installed on them—especially in 
enterprise networks—we expect this to change as more companies 
transition or move part of their assets to the cryptocurrency space.  
 
Users and organizations must therefore learn how to protect their hot 
wallets to ensure their cryptocurrencies don’t end up in someone else’s 
pockets. 
 
Hot wallet attack surfaces 
 
To better protect their hot wallets, users must first understand the different 
attack surfaces that cryware and related threats commonly take advantage 
of. 
 
Hot wallet data 
 
During the creation of a new hot wallet, the user is given the following 
wallet data: 
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- Private key. The key that’s required to access the hot wallet, sign or 
authorize transactions, and send cryptocurrencies to other wallet 
addresses. 

 
- Seed phrase. A mnemonic phrase is a human-readable representation of 

the private key. It’s another form of a private key that’s easier to 
remember. Bitcoin Improvement Proposal: 39 (BIP39) is currently the 
most common standard used to generate seed phrases consisting of 
12-14 words (from a predefined list of 2,048). 

 
- Public key. The public address of the wallet that users must enter as the 

destination address when sending funds to other wallets. 
 
- Wallet password (optional). A standard user account password that 

some wallet applications offer as an additional protection layer. 
 

Attackers try to identify and exfiltrate sensitive wallet data from a target 
device because once they have located the private key or seed phrase, they 
could create a new transaction and send the funds from inside the target’s 
wallet to an address they own.  
 
This transaction is then published to the blockchain of the cryptocurrency 
of the funds contained in the wallet. Once this action is completed, the 
target won’t be able to retrieve their funds as blockchains are immutable 
(unchangeable) by definition. 
 
To locate and identify sensitive wallet data, attackers could use regexes, 
which are strings of characters and symbols that can be written to match 
certain text patterns. 
 
Cryware attack scenarios and examples 
 
Once sensitive wallet data has been identified, attackers could use various 
techniques to obtain them or use them to their advantage. Below are some 
examples of the different cryware attack scenarios we’ve observed. 
 
Clipping and switching 
 
In clipping and switching, a cryware monitors the contents of a user’s 
clipboard and uses string search patterns to look for and identify a string 
resembling a hot wallet address.  
 
If the target user pastes or uses CTRL + V into an application window, the 
cryware replaces the object in the clipboard with the attacker’s address. 
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To read more: 

https://www.microsoft.com/security/blog/2022/05/17/in-hot-pursuit-of-
cryware-defending-hot-wallets-from-attacks/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

https://www.microsoft.com/security/blog/2022/05/17/in-hot-pursuit-of-cryware-defending-hot-wallets-from-attacks/
https://www.microsoft.com/security/blog/2022/05/17/in-hot-pursuit-of-cryware-defending-hot-wallets-from-attacks/
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Number 10 

Computer code may help speed up airport security 
 

 
 

Imagine moving through airport security without having to take off your 
shoes or belt or getting pulled aside while your flight boards — while 
keeping all the precautions that ensure the safety of passengers and flight 
crews. 
 
This is the challenge tackled by a team including researchers from Sandia 
National Laboratories — a challenge that led to development of the Open 
Threat Assessment Platform, which allows the Transportation Security 
Administration to respond more quickly and easily to threats to air travel 
safety. 
 
“When we wanted to change how we screen in response to new threats,” 
said Andrew Cox, a Sandia R&D systems analyst who leads the OTAP 
project, “the technology was too rigid. TSA compensated by adding 
procedures. There’s a shoe bomber and you have to take your shoes off; 
liquid explosives arrived, and TSA had to limit liquids and gels.” 
 
The platform designed for TSA and Department of Homeland Security’s 
Science and Technology Directorate will work similarly to Apple’s iPhone, 
providing a common set of interfaces and data standards, which allow a 
variety of vendors to provide security upgrades and programs that will 
integrate seamlessly into the OTAP — like building blocks that can be 
changed out when needed for a specific threat.   
 
The intent is to promote innovation, evolve towards a non-proprietary 
approach to technology, and expand the number of vendors participating in 
the aviation security market. 
 
Sandia optical engineer Ed Jimenez said that TSA will be able to work 
through OTAP to collect data continuously and improve algorithms every 
few months. The standardization and modularized design with an open 
architecture should not only benefit the travel industry but make a better 
experience for air travelers. 
 
“When you put an object in your bag that’s mistakenly flagged as a threat, 
the enhanced algorithm has the potential to not ring as a false positive 
alarm,” Jimenez said. “You won’t have to open the bag and slow down the 
line.” 
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The OTAP project, led by Sandia, gathered together a dozen aviation 
security industry partners including algorithm developers, X-ray vendors 
and software specialists to create Open Platform Software Library (OPSL). 
In parallel, Pacific Northwest National Laboratory created a 
High-Definition Passenger Imaging System, which scans a body.  
 
In 2017, Sandia joined forces with PNNL, as well as several algorithm 
programmers, to combine the scanner with OPSL, creating a new full body 
machine that will more effectively detect threats. Additionally, OPSL could 
be combined with PNNL’s shoe scanner and other algorithms to allow 
travelers to keep their shoes on. 
 
That work earned Sandia an Interagency Partnership Award, Mid-Atlantic 
Region in October, from the Federal Laboratory Consortium for  
collaboration with PNNL, NASA, TSA and DHS’s Science & Technology 
Directorate (Screening at Speed Program and Transportation Security 
Laboratory).  
 
The OTAP project was sponsored by the TSA, which was looking for a 
system that could be used throughout the airline industry, and by DHS’s 
Science and Technology Directorate, through the Screening at Speed 
Program. 
 
The team is using automated threat recognition software to look at proving 
sensors – CT and AIT systems – by testing with real bags, toiletries and 
laptops, and simulated explosives, to demonstrate system accuracy. They 
hope to be in select airports conducting tests and evaluations later this year. 
 
Note: Sandia National Laboratories is a multimission laboratory operated 
by National Technology and Engineering Solutions of Sandia LLC, a wholly 
owned subsidiary of Honeywell International Inc., for the U.S. Department 
of Energy’s National Nuclear Security Administration. Sandia Labs has 
major research and development responsibilities in nuclear deterrence, 
global security, defense, energy technologies and economic 
competitiveness, with main facilities in Albuquerque, New Mexico, and 
Livermore, California. 
 
To read more: https://newsreleases.sandia.gov/airport_security/ 
 

 
 

https://newsreleases.sandia.gov/airport_security/
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm


P a g e  | 57 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

