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Monday, June 8, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Confucius believed that real knowledge is to know the extent 
of one's ignorance. The Public Company Accounting 
Oversight Board (PCAOB) knows that boards and auditors 
have no real knowledge about cryptoassets, and therefore 
they have no way to make wise decisions. 
 
The staff of the PCAOB has observed situations where transactions 
involving cryptoassets were material to the financial statements. The 
nightmare is obvious in many areas, from the planning and performing of 
an appropriate audit response, to the discussions with the audit committee 
of the board.  
 
The term cryptoassets refers to digital assets that use cryptography to 
secure transactions digitally recorded on a distributed ledger, such as a 
blockchain.  
 
The auditor should identify and assess the risk of material misstatement to 
the financial statements, which includes evaluating the types of potential 
misstatements, assessing the likelihood and magnitude of misstatements, 
and determining the likely sources of potential misstatements. 
 
The auditor should then design and perform audit procedures in a manner 
that addresses the assessed risks of material misstatement for each relevant 
assertion of each significant account and disclosure as applicable (i.e., 
performing audit procedures that address risks of material misstatement 
relating to existence or occurrence, completeness, valuation or allocation, 
rights and obligations, and presentation and disclosure). 
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The auditor should determine whether specialized skill or knowledge is 
needed. For example: 
 
- The engagement team may need specialized skill or knowledge in the 

areas of cryptography, distributed ledger technology, valuation, and 
laws and regulations (including with respect to know-your-customer 
(KYC) and anti-money laundering (AML) provisions). 
 

- Differing business models and technologies underlying transactions in 
cryptoassets (e.g., generating new coins vs. trading existing ones) may 
require different skills, knowledge, and resources (including specialized 
audit software) to identify, assess, and respond to risks of material 
misstatement. 

 
- The engagement team may need specialized skill or knowledge in 

applying existing legal and regulatory frameworks to cryptoassets. The 
U.S. Securities and Exchange Commission (SEC) staff provides 
information and guidance about digital assets on its website. 

 
Read more at number 3 below. Welcome to the Top 10 list.  
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

BIS Working Papers, No 865 - The drivers of cyber risk 
Iñaki Aldasoro, Leonardo Gambacorta, Paolo Giudici, Thomas Leach 
Monetary and Economic Department 
 

 
 

Information technology (IT) has become a critical component of 
well-functioning economies, underpinning economic growth over the past 
decades.  
 
Organisations of all sizes in both the public and private sector are becoming 
ever more interconnected and reliant on IT products and services, such as 
cloud-based systems and artificial intelligence.  
 
Accordingly, there is a growing exposure to cyber risks.  
 
Cyber risk commonly refers to the risk of financial loss, disruption or 
reputational damage to an organisation resulting from the failure of its IT 
systems.  
 
These episodes include malicious cyber incidents (cyber attacks) where the 
threat actor intends to do harm (e.g. ransomware attacks, hacking incidents 
or data theft by employees).  
 
In the wake of recent high-profile cyber attacks such as the WannaCry 
incident in May 2017, public awareness of these threats is on the rise (see 
Figure 1). 
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Firms actively manage cyber risk and invest in cyber security. However, 
cyber costs are difficult to quantify. In the financial sector, cyber risks are a 
key “known unknown” tail risk to the system and a potential major threat to 
financial stability. 
 
More broadly, cyber risk in sectors that play a critical role in the economic 
infrastructure could have systemic implications and should be viewed as a 
matter of national security (Brenner, 2017).  
 
Despite the acknowledgement of such consequences, information 
concerning the costs, drivers and potential mitigating factors of cyber 
incidents is relatively scarce.  
 
This paper seeks to help fill this gap.  
 
The analysis uses a detailed dataset of over 100,000 cyber events across all 
sectors of economic activity.  
 
We first document some stylised facts.  
 
The frequency of cyber incidents rose strongly in the decade to 2016, but 
has since receded somewhat.  
 
This reduction could reflect increased investment in cyber security, but also 
delays in discovery or reporting.  
 
The average cost of cyber events has been increasing constantly over the 
last decade.  
 
We find that certain economic sectors display a greater resilience to cyber 
incidents: for example, the financial sector has experienced a higher 
frequency of cyber incidents but these have been on average relatively less 
costly.  
 
Regarding the type of incident, privacy violations and phishing/skimming 
scams fraud in short are the most frequent but least costly.  
 
Data breaches, in turn, are both relatively frequent and costly, while 
business disruptions are quite infrequent but can have high costs.  
 
The richness of the database also allows us to examine the relationship 
between firm, sector and eventspecific characteristics and the relative cost 
of cyber events.  
 
The main empirical results can be summarised as follows.  



P a g e  | 7 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

First, we identify the key drivers contributing to the costs of cyber-related 
events.  
 
Firm size measured in terms of total revenues is positively correlated with 
the average cost of an event, implying that larger firms tend to incur larger 
costs.  
 
However, the elasticity is quite low: a 1% increase in total revenues is 
associated with a 0.2% increase in cyber costs.  
 
We also find that that cyber events which impact multiple firms at the same 
time (i.e. “connected” events) are also associated with higher costs.  
 
Cyber-related incidents can occur unintentionally by human error, e.g. a 
bug in some internally developed software; or can also be caused by an 
actor with malicious intent. 
 
Malicious cyber attacks have, on average, lower costs, because most 
incidents simply reflect general discontent.  
 
However, some actors seek a profit or to inflict the largest possible losses 
and damage.  
 
Indeed, a quantile analysis reveals that at the tail of the sample distribution 
this relationship is reversed and in fact malicious incidents are associated 
with higher costs.  
 
This finding indicates that, while most attackers are stopped before they 
can do considerable harm, a successful attacker can go on to cause 
extensive damage.  
 
Incidents related to crypto exchanges, which are largely unregulated, 
produce higher losses. We then look at the role of developing technological 
capabilities to reduce cyber costs.  
 
Many firms, especially if they are smaller, could lack the specific knowledge 
needed to make rational decisions about which software or cyber security 
provider to choose.  
 
Information asymmetries between firms can further exacerbate problems 
when investments in new technologies do not pan out as expected (Zhu and 
Weyant, 2003).  
 
How can firms mitigate these risks? We find that investment in 
technological skills pays off in terms of reducing the cost of cyber events.  
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In particular, firms in sectors that employ more IT specialists, use more 
computers and provide more IT training to staff, are better equipped to 
mitigate the costs stemming from a cyber event.  
 
From a policy perspective, these findings can inform governments and 
cross-sector regulators regarding the mitigating steps that can be taken to 
reduce the cost of cyber incidents and which sectors are lacking in such 
areas.  
 
Cybersecurity activities provided by third-party service providers are an 
alternative to risk transfer mechanisms.  
 
Rowe (2007) argues that, if multiple organisations share the same service 
provider, economies of scale and information-sharing can create positive 
externalities.  
 
Cloud technology can reduce IT costs, improve resilience and enable firms 
to scale better (Financial Stability Board, 2019).  
 
However, the technology strengthens interdependence across firms that 
have shared exposures to similar (or even the same) cloud service 
providers.  
 
For example, several cloud suppliers may use a common operating system 
so that, if the operating system has a vulnerability, it could create a 
correlated risk across all cloud suppliers.  
 
By analysing the cost-benefit trade-off, we find that the use of cloud 
services is associated with lower costs of cyber events.  
 
While this speaks to the resilience of cloud technology, it should be 
interpreted with caution.  
 
As firms’ exposure to cloud services increases and cloud providers become 
systemically important, cloud dependence is likely to increase tail risks 
(Danielsson and Macrae, 2019).  
 
Of particular concern is the exposure to cyber risk of financial institutions 
and infrastructures, given the critical services they provide (Kopp et al., 
2017; Committee on Payments and Market Infrastructures, 2014).  
 
Following the financial crisis, banks in particular became a target for 
activists. We interact a finance sector dummy variable with our baseline 
regressors to assess average costs of losses relative to other sectors.  
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While the frequency of attacks in the financial sector is high relative to 
others, the sector is better at mitigating the cost of attacks.  
 
This could be the outcome of more proactive policy, regulation and 
investment in risk management and governance practices with respect to 
information technology.  
 
Cryptocurrencies have emerged as a challenge to established financial 
institutions and currencies.  
 
Despite initial claims of superior security, the cryptocurrency space has 
suffered numerous cyber attacks.  
 
This notoriety stems both from attacks on crypto-exchanges due to poor 
security standards and due diligence on internal controls, as well as from 
the use of cryptocurrencies as ransomware that is difficult to trace, e.g. 
WannaCry (Kshetri and Voas, 2017).  
 
We find that the average cost of crypto-related events is significantly 
higher.  
 
These costs are not independent of the soaring price of cryptocurrencies in 
recent years.  
 
We document the existence of a strong positive correlation between the 
price of bitcoin and the intensity of attacks on crypto-exchanges.  
 
To quantify this relationship, we use a Probit model to show that an 
increase in the price of bitcoin increases the likelihood of future attacks on 
crypto-exchanges.  
 
However, the inverse relationship is not found to be significant, i.e. there is 
no price decrease following cyber incidents related to cryptocurrencies. 
 
To read more:   
https://www.bis.org/publ/work865.pdf 
 

 
 
 
 

https://www.bis.org/publ/work865.pdf
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Number 2 

Green Swan 2 - Climate change and Covid-19: reflections on 
efficiency versus resilience 
Luiz A Pereira da Silva, based on remarks at the OECD Chief Economist 
Talk Series, and a Research Webinar at the BIS. 
 

 
 

Policymakers are increasingly concerned about climate-related risks as 
manifested in more frequent and more destructive weather catastrophes, 
causing significant losses to people, firms, banks and insurance companies, 
and hence posing a growing threat to financial stability.  
 
This is one reason why central banks and supervisors have put climate 
change on their agenda.  
 
In the last two years, 65 central banks and financial supervisors have joined 
the Network for Greening the Financial System (NGFS) (as of 16 April 
2020).  
 
But climate risks have also caught the attention of society as a whole, as well 
as that of large investment firms and asset managers.  
 
Our book The Green Swan develops this concept, as inspired by the famous 
Black Swan of Nassim Nicholas Taleb.  
 
Then, from the end of last year, we have had to deal with another negative 
global externality in the form of the Covid-19 pandemic.  
 
This is another global risk, in addition to climate change, that was neither 
fully considered nor priced.  
 
For both, there is a discrepancy between how scientists worry about these 
global risks and how most risk managers and economists currently 
integrate them into costs and prices.  
 
Therefore, both pose the question of how to reconcile these different 
approaches to dealing with them. In what follows, we:  
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(1) explain the common intuitive thread between a Black Swan and what we 
call a Green Swan: their common mispricing of global risks but also their 
differences.  
 
(2) Due to the global nature of Green Swans, we advocate more cooperation 
to prevent them, which will require changes in models and mindsets in 
many directions and by many agents (central banks, governments, civil 
society, the private sector etc).  
 
Since these global risks threaten financial stability, the current mandate of 
central banks plays an important role but no single actor has a silver bullet 
to solve this crisis.  
 
Thus, global risks call for a new landscape of cooperation among players, 
including central banks.  
 
(3) Finally, I provide some personal additional thoughts on global negative 
externalities (global risks) and suggest that Covid-19 could be classified as a 
Green Swan.  
 
I discuss below in more detail that both climate-related risks and more 
frequent pandemics are related to changes in our natural environment and 
our ecosystems, directly affecting human lives.  
 
The important point is perhaps less the taxonomy but the need for 
coordinated collective action to address these global risks.  
 
In our current frameworks, most of these global risks end up being mostly 
considered ex post, after some irreversible tipping-point. However, 
financial markets are become increasingly aware of these global risks. 
 
So, using Covid-19 as another example of a global risk, what lessons should 
we draw from the current crisis to better prepare our socio-economic 
organisation?  
 
The major issue is the cost of prevention to reduce these risks, and looking 
at the current loss of global welfare, it now seems that is worth considering 
some form of insurance.  
 
More generally, the effects of global risks such as pandemics illustrate the 
trade-off between efficiency and resilience.  
 
Finally, the lessons should help us to engineer a recovery that mitigates, or 
at least will not aggravate, the risks of new climate-related Green Swans. 
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To read more:  

https://www.bis.org/speeches/sp200514.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

https://www.bis.org/speeches/sp200514.pdf
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Number 3 

Audits Involving Cryptoassets 
Information for Auditors and Audit Committees 
 

 
 

One of the PCAOB’s strategic objectives is to monitor the development and 
implementation of emerging technologies to analyze their implications for 
the quality of audit services. 
 
PCAOB staff has observed that cryptoassets have recently begun to be 
recorded and disclosed in issuers’ financial statements.  
 
In addition, when performing inspections of auditors of some smaller 
issuers, PCAOB staff has observed situations where transactions involving 
cryptoassets were material to the financial statements. 
 
Observations from these inspections indicate the need for a greater focus by 
some auditors on the identification and assessment of the risks of material 
misstatement to the financial statements related to cryptoassets, as well as 
the planning and performing of an appropriate audit response. 
 
This document highlights considerations for addressing certain 
responsibilities under PCAOB standards for auditors of issuers transacting 
in or holding cryptoassets. 
 
 We also suggest questions that audit committees may consider asking their 
auditors when transactions involving cryptoassets or holdings of 
cryptoassets are material to the issuer’s financial statements. 
 
The information in this Spotlight may be of particular interest to the 
auditors and audit committee members of issuers that are beginning to 
transact in, or hold cryptoassets. 
 
This Spotlight does not specifically address any other applications of 
blockchain, distributed ledger, or other technology.  
 

As of the date of this publication, many types of cryptoassets (including 
Bitcoin, the largest by market value) have been created and are being 
traded.  
 
An issuer’s involvement with cryptoassets can be multifaceted. 
Transactions involving cryptoassets may include, for example, earning a 
fee, or “reward,” for validating new blocks on a blockchain (which for some 
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cryptoassets, such as Bitcoin, is commonly known as “mining”), purchasing 
goods or services in exchange for cryptoassets, exchanging one cryptoasset 
for another, or selling cryptoassets for a fiat currency, such as the US dollar.  
 
Transactions involving cryptoassets may also include, for 
example, providing trading services to third parties or acting as an 
intermediary, such as between a customer and a trading platform or mining 
operation. 
 

 
To read more: 

https://pcaobus.org/Documents/Audits-Involving-Cryptoassets-Spotlight.
pdf 
 

 

https://pcaobus.org/Documents/Audits-Involving-Cryptoassets-Spotlight.pdf
https://pcaobus.org/Documents/Audits-Involving-Cryptoassets-Spotlight.pdf
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Number 4 

Financial policymakers discuss responses to COVID-19 with the 
private sector 
 

 
 

Financial policymakers and international standard setters today met 
virtually with private sector executives to discuss international policy 
responses to COVID-19.  
 
Organised by the FSB’s Standing Committee on Supervisory and Regulatory 
Cooperation (SRC), in cooperation with Basel Committee on Banking 
Supervision (BCBS), the Committee on Payments and Market 
Infrastructures (CPMI), the International Association of Insurance 
Supervisors (IAIS) and the International Organization of Securities 
Commissions (IOSCO), the meeting brought together senior 
representatives from central banks, regulatory authorities and finance 
ministries as well as about 30 international banks, insurance firms, asset 
managers, market infrastructures and credit rating agencies.  
 
The meeting was chaired by Himino Ryozo, Chair of the SRC and Vice 
Minister for International Affairs, Japan Financial Services Agency. 
 
The meeting explored the effectiveness of prudential and other financial 
policy measures taken to date, including experiences with their 
implementation.  
 
Participants also discussed policy issues going forward, notably how 
financial institutions can better cope with the challenges resulting from 
rising solvency risks, and exchanged views on potential areas that may 
warrant further policy coordination. 
 
After the call, Himino Ryozo said: “The global financial system entered the 
crisis with much enhanced resilience and, with central bank intervention, 
the liquidity stress in March was largely contained. But the world still faces 
an unprecedented level of uncertainties.  
 
Participants discussed issues which may arise in different phases of the 
crisis under a range of scenarios. Insights gained today will help the private 
and official sectors act to ensure financing to the economy, financial 
stability, and eventually, a strong recovery.” 
 
The discussion at the meeting will help inform ongoing work in the FSB, 
BCBS, CPMI, IAIS, and IOSCO, and serve as input into the FSB’s report on 
COVID-19 policy responses to the July G20 meeting.  
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Introductory remarks by the Himino Ryozo, Chair, FSB Standing 
Committee on Supervisory and Regulatory Cooperation 
 
Thank you everyone for joining this conversation. 
 
Facing the COVID-19 pandemic, the financial sector needs to meet three 
challenges: supporting the economy, sustaining itself, and preparing for the 
recovery.  
 
The official sector has strived to assist the private sector’s efforts to meet 
these challenges. 
 
National authorities have taken agile actions: there are already 1,600 policy 
actions registered in the FSB database.  
 
Standard-setting bodies issued a series of guidance to extend the 
implementation timelines and to encourage the use of flexibility. 
 
Individual jurisdictions tailored their responses to their own conditions but 
have coordinated with each other with the following five principles in mind: 
 
• First, we monitor and share information to address risks; 
 
• Second, we use the flexibility built into existing financial standards; 
 
• Third, we seek opportunities to temporarily reduce operational burdens 
on firms and authorities; 
 
• Fourth, we act consistently with international standards, and will not roll 
back reforms; and 
 
• Fifth, we will coordinate on the future timely unwinding of the temporary 
measures taken. 
 
And these principles were endorsed by the G20 Finance Ministers and 
Central Bank Governors in April. 
 
The global financial system has entered the crisis with much enhanced 
resilience, as a result of your efforts and the G20 regulatory reforms.  
 
We have to admit that the shock in March was beyond the self-healing 
ability of the market: massive central bank actions were required to end 
the heightened volatility.  
 
But the banking sector has continued to finance the real economy and, 
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in late March, capital markets started to resume their normal functions.  
 
Financial market infrastructures, including CCPs, have functioned well, 
despite the challenging external conditions, both financial and operational.  
 

But we cannot be complacent. The world still faces an unprecedented level 
of uncertainty. We need to be prepared for a wide range of scenarios.  
 
What I would like to discuss today is how we should act at different phases 
of the crisis under a range of scenarios. 
 
Looking back, what lessons can we draw from the policy measures already 
taken?  
 
What measures seem to be working well and what are not?  
 
Have we observed operational frictions or obstacles, trade-offs and 
potential unintended effects?  
 
How can we enhance the effectiveness of the measures taken?  
 
And looking forward, what kind of possible developments should we be 
attentive to?  
 
Which risks are you particularly worried about?  
 
Liquidity, solvency or operational risks?  
 
Under a range of scenarios, how can the official sector ensure financing to 
the economy, financial stability, and eventually, a strong recovery?  
 
How should we take into account intertemporal trade-offs and 
macroprudential effects arising from the feedback loop between the various 
segments of the financial system and the real economy?  
 
What roles should stress tests play? 
 
The official sector side is represented today by central banks, regulatory 
authorities, finance ministries, the Basel Committee on Banking 
Supervision, the Committee on Payments and Market Infrastructures, the 
International Association of Insurance Supervisors and the International 
Organization of Securities Commissions.  
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We are keen to hear your inputs to better discharge our policy work so that 
the efforts by the private and official sectors will work together well to help 
overcome the pandemic and ensure strong recovery. 
 
I look forward to a rich discussion today.   
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Number 5 

Robotrolling 
 

 
 

Bot activity this quarter fixated on the global COVID-19 pandemic, with 
conversations about the virus captured by our dataset peaking in March.  
 
Pro-Kremlin social media accounts amplified a false story, originally shared 
by a Russian politician, that Poland closed its airspace to Russian planes 
delivering humanitarian aid to Italy.  
 
Though we found that bots commanded the Russian-language 
conversations about COVID-19, their content was no more viral than 
examples from recent Robotrolling reports. 
 
Throughout this quarter, we observed a considerable reduction in both the 
number of unique users and volume of messages. 
 
Inauthentic English- and Russian-language activity experienced a similar 
decline. Since late March, Russian-language activity on Twitter and on VK 
has been abnormally low.  
 

On VK, the conversation about NATO in the Baltics and Poland is currently 
being conducted in groups with regional or nationalist profiles.  
 
Notably, the large Russian state-run media outlets we frequently observe on 
the platform have engaged far less with the subject in recent months.  
 
Additionally, we observed a halving of posts from bot accounts this quarter. 
 
Finally, in this edition of Robotrolling, we delve into the role of pro-Kremlin 
bots in spreading disinformation about COVID-19 throughout March.  
 
In our analysis, we identify striking differences between how bots engaged 
with COVID-19 in the Russian- and English-language information spaces. 
  
To read more:  
https://www.stratcomcoe.org/robotrolling-20202 
 

https://www.stratcomcoe.org/robotrolling-20202
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Number 6 

Life beyond Solvency II - a view from the top of the regulator 
Charlotte Gerken, Executive Director of Insurance Supervision of the Bank 
of England, at the Association of British Insurers (ABI) Prudential 
Regulation. 
 

 
 

Good afternoon. Many thanks to the ABI for inviting me to speak at this 
prudential regulation webinar. 
 
When I was asked to give a view from the top of the regulator, I can’t say I’d 
been expecting to give that view from south west London. 
 
Thinking about the theme of today’s webinar, ‘Life beyond Solvency II’, the 
scope of my talk is two-fold: 
 
Firstly to reflect on what we have learned about Solvency II during a first 
test of the regime, to inform how our regulatory framework may develop 
following the end of the EU withdrawal implementation period. 
 
And secondly beyond the Solvency II regulatory regime, what some of our 
key supervisory priorities are. 
 
As a result of the challenges presented by Covid-19, we – like you – had to 
shift resource from our longer term business priorities – including 
supervision and policy reform – to short-term crisis management.  
 
It’s therefore worth taking some time to think about what we as the 
prudential regulator and the insurance industry have already learnt from 
the current crisis –including how the Solvency II regime has responded. 
 
None of us knows how the full effects of the coronavirus pandemic will 
unfold.  
 
Our aim at the Bank, alongside colleagues at the FCA and within 
government, is to build a bridge across the economic disruption 
created by the pandemic and help UK businesses, consumers and the 
financial sector to the other side. 
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Insurers will need to be on the front foot in identifying the potential 
impacts on their longer-term business models in order to meet changing 
customer expectations. 
 

Covid-19: what role has Solvency II played in the industry’s 
response? 
 
I have talked previously about the principles of Solvency II that the PRA 
supports - a whole balance sheet, market consistent approach to regulatory 
solvency, and focus on good governance and risk management. 
 
The adequacy of firms’ capital and risk management during this global, 
systemic event is certainly being tested. 
 
The information we have from the largest UK insurers shows the industry 
was well-capitalised going into this crisis and has so far remained so, with 
aggregate solvency ratios around 150%.  
 
But given the exceptional uncertainty generated by the current crisis, we 
expect insurers to increase their monitoring of the additional risks 

presented by Covid‐19, and where necessary to update their risk and 
capital assessments accordingly. 
 
A key challenge of the Covid-19 crisis for us has been isolating the signal – 
the increased risk to insurers and their policyholders – from the noise 
caused by markets finding their way with very sharp but temporary 
overreactions.  
 

Solvency II contains several measures that were intended to or have 
otherwise leant against the pitching and rolling of financial markets.  
 
These include the Matching Adjustment (MA) and the transitional measure 
on technical provisions (TMTP); also the Standard Formula Symmetric 
Adjustment of the Equity Capital Charge (the symmetric adjustment), the 
Volatility Adjustment (VA), and the Ladder of Intervention.  
 
In addition to benefiting financial stability, these measures have helped to 
filter out the noise in financial markets, supporting the PRA in assessing 
that insurers are adequately capitalised for fundamental risks in their 
business and protecting policyholders. 
 
The MA is, for UK life insurers, the most material Solvency II long-term 
guarantees measure, and has been the most significant in the current crisis.  
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The MA is intended to enable insurers to hold assets to maturity and avoid 
changes in spread from impacting their solvency.  
 
When appropriately cash-flow matched, their locked-in funding means that 
annuity writers are unlikely to have to sell assets prior to maturity, even in a 
severe stress.  
 
In the current crisis, the MA has worked as expected and has shielded 
insurers from the market dislocations that occurred in March of this year.  
 
As spreads have increased, annuity writers have not had to recognize the 
full impact on their capital requirements and have been able to discount 
their liabilities at a higher rate.  
 
To read more: 
https://www.bis.org/review/r200528a.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/review/r200528a.pdf
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Number 7 

The Holistic Framework – Executive Summary 
 

 
 

The Holistic Framework (HF) was adopted by the International Association 
of Insurance Supervisors (IAIS) in November 2019 with immediate 
implementation in 2020.  
 
The objective is to provide an international framework for insurance 
supervisors to support global financial stability through the assessment and 
mitigation of systemic risk in the global insurance sector. 
 
The three components of the HF are the supervisory material (SM), a global 
monitoring exercise (GME) and implementation assessment (IA) activities 
to address potential build-up of systemic risk.  
 
The HF is part of a package of reforms completed by the IAIS that will 
enable effective cross-border supervision of insurance groups and 
contribute to global financial stability. 
 

Suspension of G-SII identification 
 

The implementation of the HF builds on the previous IAIS approach to 
assess systemic risk in the insurance sector, where a set of predetermined 
policy measures was applied only to a small group of identified global 
systemically important insurers (G-SIIs).  
 
The HF provides an improved systemic risk assessment and mitigation 
resulting in suspension of the identification of G-SIIs, which will be 
revisited by the Financial Stability Board (FSB) in November 2022. 
 

Systemic risk in insurance 
 

Financial stability in the insurance sector may be compromised by the 
distress or disorderly failure of an individual insurer and the common 
activities or exposures of a group of insurers.  
 
According to the IAIS, the key exposures in the insurance sector that may 
lead to a systemic impact are: 
 
• liquidity risk, 
 
• interconnectedness between insurers and with other participants in the 
financial system through both macroeconomic and counterparty exposure, 
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• limited substitutability of insurance activities after the distress or failure 
of an insurer. 
 
These exposures may negatively impact other market participants or the 
real economy via asset liquidation, indirect or direct interlinkages with 
other institutions or the interruption of critical functions.  
 
The HF takes into account both systemic risk stemming from individual 
insurers and from collective exposures or insurer activities while 
considering cross-sectoral aspects. 
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Number 8 

Google’s “Scam Spotter” program 
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You may visit:  

https://scamspotter.org/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://scamspotter.org/
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Number 9 

NIST Study Measures Performance Accuracy of Contactless 
Fingerprinting Tech 
Evaluation of six commercial devices lays out current state of the art in 
touchless print scanning. 
 

 
 

The National Institute of Standards and Technology (NIST) has evaluated 
several commercially available contactless fingerprint scanning 
technologies, allowing users to compare their performance to conventional 
devices that require physical contact between a person’s fingers and the 
scanner. 
 
The results of the study, published today as NIST Interagency Report 
(NISTIR) 8307: Interoperability Assessment 2019: Contactless-to-Contact 
Fingerprint Capture, show that devices requiring physical contact remain 
superior to contactless technology at matching scanned prints to images in 
a database.  
 
However, when contactless devices scan multiple fingers on a hand, it 
improves their performance. Contactless devices that scanned multiple 
fingers also seldom made “false positive” errors that incorrectly matched 
one person’s print with another’s record. 
 
You may visit: 

https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8307.pdf 
 
The publication updates NIST’s July 2018 study on contactless capture and 
is intended to assist organizations that use fingerprint-scanning 
technology.  
 
“The report summarizes the state of the art of contactless fingerprint 
scanning,” said John Libert, one of the report’s authors. “It can help anyone 
interested in adopting contactless technology to evaluate the cost in 
performance they might pay by switching to contactless fingerprint 
capture.” 
 
Fingerprint identification devices, which capture scans of prints intended to 
be matched against those stored in a database, can find use in buildings and 
at borders. Conventional devices typically require physical contact with an 
individual’s fingertips, but there is growing interest in technology that does 
not, in part because it might work faster and with less need for trained 

https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8307.pdf
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operators. It also might be more hygienic, an advantage the COVID-19 
pandemic highlights, though the NIST study — which does not examine 
hygiene — predates the appearance of the virus. 
 
Contactless acquisition of fingerprints happens in a fundamentally different 
way from contact capture. Though the conventional method has its 
limitations, pressing the finger onto a flat surface turns its print into a 2D 
object, representing its unique features as dark and light lines in essentially 
their correct position and shape.  
 
With contactless capture, lights and darks are the result of the 3D surface 
being modeled by illumination as reflection and shadow, hence the image 
lacks the tight coupling with the print’s features that occurs with contact 
capture.  
 
Currently, there are no accepted industry standards for 3D representations 
of fingerprints that demonstrate compatibility with older fingerprint 
databases, which contain 2D records.  
 
One objective of the NIST study was to evaluate the interoperability of these 
contactless representations with older print impressions. In short, how well 
do the new contactless devices match their scans with existing database 
entries? 
 
The NIST study explored the performance of six commercially available 
technologies: four mobile (smartphone-based) apps and two stand-alone 
contactless devices.  
 
While the publication does not identify the contactless devices by name, all 
of them were current models as of May 2019, thus providing good 
indication of the state of the art for contactless capture at the time of the 
collection. Participating companies provided their devices through a 
Cooperative Research and Development Agreement (CRADA) with NIST.  
 
Fingerprints were gathered from 200 volunteers in a laboratory setting 
using all six of the devices, as well as two additional state-of-the-art contact 
devices for comparison.  
 
Some of the main results include:  
 
- Scanning any single finger results in contactless devices performing 

comparatively poorly, demonstrating 60% to 70% accuracy.  
 
- With various multiple finger combinations, devices performed with 

higher accuracy. Contact device match accuracy is generally better than 
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99.5%, and one stationary contactless device performed to within a 
fraction of a percent of this match rate. One mobile app reached 95% 
accuracy, and other devices reached close to 90% accuracy. 

 
- All contactless devices produced low false positive rates, seldom 

indicating a match between one person’s scan and another person’s 
print record.  

 
NIST is preparing a more detailed follow-up analysis of the data as well as a 
detailed procedure for device testing. The research team expects both of 
these documents to be published later this year. For the moment, one broad 
message is that scanning multiple fingers helps contactless performance. 
 
“One purpose of the research was to further test the hypothesis that 
multiple finger matching can substantially improve the accuracy of 
contactless fingerprint matching,” Libert said. “Our data suggest that it 
can.” 
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Number 10 

Episode 27: Detecting Threats with Time to Act 
 

 
 

In this episode of the Voices from DARPA podcast, Mark Wrobel, a 
program manager since 2019 in the agency’s Defense Sciences Office 
(DSO), chronicles progress in the SIGMA+ program and its potential 
near-term relevance to monitoring the environment for SARS-CoV-2, the 
virus that causes COVID-19.  
 
The now-completed predecessor program, SIGMA, delivered a sensor and 
analysis system for detecting imminent nuclear and radiological threats in 
complex settings like cities, stadiums, and travel hubs.  
 
That system has been transitioning into deployments.  
 
The charge of the SIGMA+ program is to expand the threat-detection 
system’s abilities to include an extensive range of chemical, explosive, and 
biological agents.  
 
To avoid costly false alarms and potentially lethal false negatives (missed 
detections), the technology must be able to reliably discern actual threats 
from the myriad benign nuclear, radiological, chemical and biological 
signals that typically are present in any given location.  
 
As Wrobel puts it, “We are trying to move detection to the left of boom.” 
 
YouTube: https://www.youtube.com/watch?v=Q24_InS2v1c 
 
iTunes: 
https://itunes.apple.com/us/podcast/voices-from-darpa/id1163190520 
 

 

https://www.youtube.com/watch?v=Q24_InS2v1c
https://itunes.apple.com/us/podcast/voices-from-darpa/id1163190520
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

