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Monday, March 1, 2021 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
I remain unconvinced that we understand the challenges and 
the claims made concerning connected and autonomous 
vehicles that incorporate technologies to enable self-driving 
cars. 
 
I will start with some questions: 
 
- Can adversaries exploit GPS technology to affect a vehicle’s autonomous 

navigation? 
 
- Can adversaries compromise a primitive sensor, like an accelerometer 

or a gyroscope, and as a result compromise a vehicle’s security?  
 

- Can adversaries and state-sponsored groups gain access to the personal 
data generated and stored within a vehicle’s software systems?  

http://www.risk-compliance-association.com/
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The development of increasingly autonomous and connected vehicles 
inevitably requires a higher level of computational functionality and 
connectivity, which, in turn, widen the attack surface and the likelihood of 
physical and cyber-attacks.  
 
I have just read (for the second time) a great paper from ENISA, with the 
title Cybersecurity Challenges in the Uptake of Artificial Intelligence in 
Autonomous Driving. We read: 
 
Cybersecurity risks in autonomous driving vehicles can have a direct impact 
for the safety of passengers, pedestrians, other vehicles, and related 
infrastructures. It is therefore essential to investigate potential 
vulnerabilities introduced by the usage of AI.  
 
Threats related to AI can be divided into two groups: intentional and 
unintentional.  
 
Intentional threats include those coming from a malevolent exploitation of 
the limitations and vulnerabilities present in AI and ML methods to cause 
intended offence and harm.  
 
Intentional misuse of AI leads to change of the current cybersecurity 
landscape by introducing a new class of vulnerabilities and raising the 
ceiling of potential impacts.  
 
The growing use of AI to automate decision-making in a diversity of sectors 
exposes digital systems to cyberattacks that can take advantage of the flaws 
and vulnerabilities of AI and ML methods.  
 
Since AI systems tend to be involved in high-stake decisions, successful 
cyberattacks against them can have serious impacts.  
 
AI can also act as an enabler for cybercriminals: Cybercriminals can use AI 
to automate aspects of their attacks, enabling them to launch attacks more 
quickly, at a greater scale and a lower cost and with higher precision.  
 
Unintentional threats come as side effects of benevolent usages, due to 
open issues inherent in the trustworthiness, robustness, limitations and 
safety of current AI and ML methods.  
 
Unintentional threats comprise unpredictable malfunctioning, failures or 
negative aftermaths caused by shortcomings, poor design and/or inner 
peculiarities of AI and ML.  
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Experimental research and real-settings operations have demonstrated that 
these methods may suffer from several issues.  
 
This includes: 
 
- unfairness of the decision made due to the propagation of biases from 

data to models and outcomes,  
 

- opacity of the decision process due to complex model structures and 
mathematical operations that escape from an ease straightforward 
interpretation,  

 
- unsafety due to critical scenarios badly represented or outside the 

training data fed to the model during the development phases, or  
 

- challenging reproducibility and verification that can convey a mismatch 
among real and expected results of ML methods and cause issues when 
reproducing and investigating the decisional process.  

 
Prince (the singer) has said: If you lend your consciousness to someone 
else, you are a robot. On the positive side, Prince is not an artificial 
intelligence expert.  
 
You can read more at number 7 below. Welcome to the top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 
 

 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

Financial stability implications of support measures to protect 
the real economy from the COVID-19 pandemic, February 2021 
 

 
 

The ESRB Working Group on monitoring financial stability implications of 
fiscal measures to protect the real economy in the context of the 
coronavirus (COVID-19) pandemic (henceforth, the WG) was established in 
June 2020 under the auspices of the General Board.  
 
It builds on the work of a related ad hoc ESRB Steering Committee 
Workstream. It was mandated to develop a regular EU-wide monitoring of 
the financial stability implications arising from the temporary measures 
that governments have put into place in response to the COVID-19 
pandemic, with a focus on cross-border and cross-sectoral implications.  
 
This report summarises the work conducted and was approved by the ESRB 
General Board on 15 December 2020.  
 
The pandemic has intensified risks and vulnerabilities in the real economy, 
but prompt action by governments has provided crucial relief to households 
and non- financial corporations (NFCs).  
 
Fiscal measures such as loans with public guarantees and direct grants have 
helped to prevent the loss of viable businesses and contain the impact of the 
pandemic. Moratoria schemes have also been providing liquidity support 
during the health emergency.  
 
So far, backed by government support, monetary policy and regulatory 
easing, the financial system has continued to provide funding to the real 
economy and losses in banking books have been contained. However, the 
financial stability implications still need to be monitored.  
 
This Report provides a framework for monitoring financial stability 
implications of the measures and illustrates some initial results and policy 
findings.  
 
The Working Group proceeded in four stages.  
 
First, it developed a conceptual monitoring framework to analyse the 
financial stability implications of fiscal measures. Core to this framework 
are the transmission channels of the fiscal measures in terms of solvency 
and liquidity issues in the real economy and therefore the ability of these 
measures to shield the financial sector from the effects of the pandemic. 
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Because these fiscal measures were mostly transmitted through the banking 
system, this channel was the focus of the report. Section 2 describes this 
framework.  
 
Second, based on these transmission channels the Working Group derived 
a set of key indicators to monitor the financial stability implications of the 
fiscal measures put in place during the pandemic.  
 
These will serve as a basis for the ESRB’s quarterly monitoring. A longer list 
of supplementary indicators may complement this at national level.  
 
The Working Group explored information collected directly by the ESRB, as 
well as from the EBA and the ECB. A description of these indicators is 
provided in Section 2 and Annex A. Section 3 describes the data sources 
used.  
 
Third, the Working Group identified and started analysing key issues 
relevant to monitoring financial stability implications in more depth. It 
started to describe how the drivers of fiscal programmes are related to the 
structure and to the vulnerability of the real economy and the financial 
system to the COVID-19 pandemic.  
 
Then it focused on the solvency and liquidity of borrowers and the 
implications for credit markets and the solvency of the financial sector. It 
also elaborated on the quality of balance sheet information, as there is a 
time lag before borrowers’ vulnerabilities have an impact on banks’ balance 
sheets.  
 
The report further considered the potential cliff effects related to the expiry 
of fiscal measures that warrant attention from the authorities. Section 4 
details these issues.  
 
Fourth, key findings and policy priorities are summarised at the end of this 
report.  
 
Based on this initial monitoring work, the WG has now completed its 
mandate. Going forward, the ESRB will continue with regular monitoring, 
based on the indicators and transmission channels identified.  
 
Relevant analytical topics will be addressed in future work including, in 
particular, the analysis of cross-sectoral and cross-country spillovers.  
 
So far these have been contained by the fact that the COVID-19 shock has 
not been transmitted in full to the financial sector. However, such spillovers 
may become more important in future adverse scenarios. 
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To read more: 
https://www.esrb.europa.eu/pub/pdf/reports/esrb.reports210216_FSI_co
vid19~cf3d32ae66.en.pdf 
 

 
 

 
 
 

 

 

 

 

 

 

 

 

https://www.esrb.europa.eu/pub/pdf/reports/esrb.reports210216_FSI_covid19~cf3d32ae66.en.pdf
https://www.esrb.europa.eu/pub/pdf/reports/esrb.reports210216_FSI_covid19~cf3d32ae66.en.pdf
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Number 2 

A Method for Ethical AI in Defence 
 

 
 

Recent developments in the field of artificial intelligence (AI) have 
highlighted the significant potential of the technology to increase Defence 
capability while reducing risk in military operations. However, it is clear 
that significant work also needs to be undertaken to ensure that 
introduction of the technology does not result in adverse outcomes.  
 
Defence's challenge is that failure to adopt the emerging technologies in a 
timely manner may result in a military disadvantage, while premature 
adoption without sufficient research and analysis may result in inadvertent 
harms. 
 

 
 
To read more: 

https://www.dst.defence.gov.au/sites/default/files/publications/documen
ts/A%20Method%20for%20Ethical%20AI%20in%20Defence.pdf 
 

 

https://www.dst.defence.gov.au/sites/default/files/publications/documents/A%20Method%20for%20Ethical%20AI%20in%20Defence.pdf
https://www.dst.defence.gov.au/sites/default/files/publications/documents/A%20Method%20for%20Ethical%20AI%20in%20Defence.pdf
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Number 3 
Consultation Paper | CP5/21 

Implementation of Basel standards, February 2021 
 

 
 

1.1 This Consultation Paper (CP) sets out the Prudential Regulation 
Authority’s (PRA’s) proposed rules in respect of the implementation of 
international standards through a new PRA Capital Requirements 
Regulations (CRR) rule instrument. 
 
1.2 The purpose of these rules is to implement some of the set of 
international standards that remain to be implemented in the UK.  
 
This CP also sets out the proposed new PRA CRR rules in full, including 
parts of the onshored CRR that are not changing but are being transferred 
into PRA rules (although, where these do not change, they do not form part 
of this consultation). 
 
1.3 This consultation is relevant to banks, building societies, 
PRA-designated investment firms and PRA-approved or –designated 
financial or mixed financial holding companies (firms).  
 
Background 
 
 1.4 In response to the financial crisis of 2007-8, the Basel Committee on 
Banking Supervision (BCBS) agreed a series of reforms to the financial 
services regulatory framework intended to enhance the resilience of 
internationally active banks.  
 
These measures are known as ‘Basel III’ standards. Some of the standards 
were implemented into EU law2 and subsequently converted into UK law 
through:  
 

• the CRR; and  
 

• related onshored EU level 2 regulations that are made under the CRR 
(CRR level 2 Regulations). 
 
1.5 However, some Basel III standards were not implemented in the EU 
before the end of the transition period and so remain to be implemented in 
the UK. 1.6 HM Government’s Financial Services Bill (the FS Bill) proposes 
to enable the implementation of those standards.  
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The FS Bill proposes to give a power to the PRA to make rules that restate 
elements of the CRR and CRR level 2 Regulations revoked by HM Treasury 
and also to make new rules in those areas to give effect to the outstanding 
Basel III standards and adapted versions of those standards where 
appropriate (these rules are referred to as ‘CRR rules’). 
 
The proposed new rules therefore broadly correspond with the set of issues 
covered by the EU’s Capital Requirements Regulation 2 (EU CRR II), which 
addresses the same set of outstanding Basel III standards.  
 
1.7 The proposals in this CP have been designed in the context of the UK 
having now left the EU and the transition period having come to an end.  
 
Unless otherwise stated, any references to EU or EU derived legislation 
refer to the version of that legislation which forms part of retained EU law.  
 
The PRA will keep the policy under review to assess whether any changes 
would be required due to changes in the UK regulatory framework. 
 
Approach to making CRR rules. 
 
1.8 The PRA’s proposed implementation of the Basel III standards in this 
CP has been determined in accordance with its statutory objectives and 
informed by the regulatory principles and the matters to which it must have 
regard in making policy.  
 
In this specific case, the PRA used the implementation of the standards in 
the EU CRR II as an initial basis for developing many of the proposed draft 
rules. 
 
1.9 This approach facilitates efficient and effective implementation. The EU 
CRR II was designed to implement the Basel III standards set out above 
and was proposed, negotiated and agreed between 2016 and 2019, before 
the UK’s exit from the EU and the UK contributed significantly to its design. 
 
1.10 Where replication of the standards set out in the EU CRR II would not 
be fully consistent with the PRA’s objectives, a different approach has been 
taken to Basel III implementation.  
 
The rationale for this approach is to: 
 
- achieve closer alignment with Basel III standards; 
 
- enhance proportionality; and 
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- enable the new PRA rules to interact clearly and effectively with the 
requirements that remain in the CRR, and to be supported by a 
consistent suite of the UK version of revised supervisory Common 
Reporting (COREP). 

 
1.11 The PRA’s proposed approach would enable these Basel III standards 
to be implemented by firms from Saturday 1 January 2022; provide 
sufficient time for firms to embed the related supervisory reporting; and 
build on the progress firms have already made towards implementation. 
 
1.12 The proposed rules have been written in a style and structure that 
maintains consistency with the onshored regime, with Article numbers 
that, where possible, correspond to the CRR and CRR Level 2 Regulations. 
 
To read more: 

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulatio
n/consultation-paper/2021/february/cp521.pdf?la=en&hash=430FBE3BF
2D03AC61F86794BD9F09CDAE031E0E8 
 

 
 

 
 

 

 

 

 

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/consultation-paper/2021/february/cp521.pdf?la=en&hash=430FBE3BF2D03AC61F86794BD9F09CDAE031E0E8
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/consultation-paper/2021/february/cp521.pdf?la=en&hash=430FBE3BF2D03AC61F86794BD9F09CDAE031E0E8
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/consultation-paper/2021/february/cp521.pdf?la=en&hash=430FBE3BF2D03AC61F86794BD9F09CDAE031E0E8
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Number 4 

EIOPA defines its supervisory convergence priorities for 2021 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published its 2021 Supervisory Convergence Plan.  
 
In 2021 EIOPA intends to complete the priorities stemming from the 
previous plan, while allowing for flexibility to continue monitoring and 
mitigating the impact from the Covid-19 pandemic.  
 
Similarly to the previous plan, the priority areas fall within the following 
building blocks: 
 
- Practical implementation of the common supervisory culture and 

further development of supervisory tools; 
 
- Risks to the internal market and the level playing field which may lead 

to supervisory arbitrage; and 
 
- Supervision of emerging risks. 
 
In the area of practical implementation of the common supervisory culture, 
EIOPA will, amongst other priorities, continue working on common 
benchmarks for the supervision of internal models, supervisory 
assessments of conduct risks but also work on the areas where the need for 
further development was identified, for example the application of 
proportionality in Solvency II. 
 
Furthermore, EIOPA intends to continue working on supervisory 
convergence tools such as assessing internal models outcomes or 
promoting supervisory convergence in Technical Provisions’  calculation.  
 
The work related to the supervision of emerging risks will advance for 
example by developing a set of principles of digital responsibility, by 
establishing a system for the exchange between National Competent 
Authorities of information regarding cybersecurity and cyber-attacks as 
well as by implementing objectives and goals set in the Cyber Underwriting 
Strategy defined in February 2020. 
 
EIOPA also identified three new priorities for 2021 and will take the 
following actions: 
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1. Take step-by-step measures for integrating the environmental, social and 
governance risks into prudential and conduct supervision; 
 
2. Address supervisory concerns arising from the recent market 
development of multi-employer IORP providers; and 
 
3. Further analyse and identify potential risks to the internal market 
following the identification of inconsistencies in the way national 
competent authorities treat reinsurance undertakings with the head office 
located in third countries. 
 
Further information about a common supervisory culture and EIOPA’s 
supervisory convergence tools, including the list of all priorities is available 
in the plan. 
 
To read more: 

https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_supe
rvisory-covergence-plan-2021.pdf 
 

 
 

 
 

https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_supervisory-covergence-plan-2021.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_supervisory-covergence-plan-2021.pdf
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Number 5 
Criminals stole over USD 100 million in cryptocurrencies by hijacking 
phone numbers 

Sim-swapping attacks against celebrities 
 

 
 

A total of 8 criminals have been arrested on 9 February as a result of an 
international investigation into a series of sim swapping attacks targeting 
high-profile victims in the United States. These arrests follow earlier ones 
in Malta (1) and Belgium (1) of other members belonging to the same 
criminal network.  
 
The attacks orchestrated by this criminal gang targeted thousands of 
victims throughout 2020, including famous internet influencers, sport 
stars, musicians and their families.  
 
The criminals are believed to have stolen from them over USD 100 million 
in cryptocurrencies after illegally gaining access to their phones. 
 
This international sweep follows a year-long investigation jointly conducted 
by law enforcement authorities from the United Kingdom, United States, 
Belgium, Malta and Canada, with international activity coordinated by 
Europol.  
 

A network of sim hijackers 
 

Initiated in the spring of 2020, the investigation uncovered how a network 
composed of a dozen criminals worked together to access the victims’ 
phone numbers and take control of their apps or accounts by changing the 
passwords.  
 
This enabled them to steal money, cryptocurrencies and personal 
information, including contacts synced with online accounts. They also 
hijacked social media accounts to post content and send messages 
masquerading as the victim.   
 
This type of fraud is known as ‘sim swapping’ and it was identified as a key 
trend on the rise in the latest Europol Internet Organised Crime Threat 
Assessment.  
 
It involves cybercriminals taking over use of a victim’s phone number by 
essentially deactivating their SIM and porting the allocated number over to 
a SIM belonging to a member of the criminal network.  
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You may visit: 
https://www.europol.europa.eu/activities-services/main-reports/internet-
organised-crime-threat-assessment-iocta-2020 
 
This is typically achieved by the criminals exploiting phone service 
providers to do the swap on their behalf, either via a corrupt insider or 
using social engineering techniques.  
 

Europol’s involvements 
 

Europol’s European Cybercrime Centre (EC3) supported the case from the 
onset by providing the following:  
 
- Organised operational meetings to coordinate the international activity; 
 
- Facilitated the information exchange between all partners and 

cross-checked data sent in by the partners against Europol’s databases; 
 
- Supporting the action day by setting up a Virtual Command Post to 

provide to the investigators in the field real time and secure exchange of 
information and analytical support. 

 
Don’t be the next victim.  
 

It’s not just celebrities who are under attack. Anyone and everyone with a 
mobile phone can fall victim to sim swapping. Here are a few tips to help 
you stay one step ahead from the criminals after your personal information:   
 
- Keep your devices’ software up to date, 
 
- Do not reply to suspicious emails or engage over the phone with callers 

that request your personal information,  
 
- Limit the amount of personal data you share online, 
 
- Try to use two-factor authentication for your online services, rather 

than having an authentication code sent over SMS, 
 
- When possible, do not associate your phone number with sensitive 

online accounts. 
 

 

https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020
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Number 6 
Irving Fisher Committee on Central Bank Statistics, IFC Report No 13 

Use of big data sources and applications at central banks 
2020 survey conducted by the Irving Fisher Committee on Central Bank 
Statistics (IFC), February 2021 
 

 
 

Executive summary 
 
Big data sources are developing fast, and applications for making use of 
this new information are flourishing in parallel.  
 
This primarily reflects the impact of digitisation, with the development of 
the “internet of things” as well as a greater ability to digitally process 
“traditional” information, such as text.  
 
It is also a consequence of the large databases that have been created as an 
“organic” byproduct of the complex operations taking place in our modern 
societies.  
 
Additionally, vast amounts of data have emerged in the administrative, 
commercial and financial areas, an evolution spurred by the important data 
collection strategies undertaken after the Great Financial Crisis (GFC) of 
2007–09 in order to address the information challenges posed by the 
development of finance. 
 
Central banks are no exception to this general picture. They have shown an 
increasing interest in using big data in recent years, as already documented 
extensively by the Irving Fisher Committee on Central Bank Statistics (IFC) 
(IFC (2017), Nymand-Andersen (2016), Mehrhoff (2019), Tissot (2017)).  
 
Central bank big datarelated work covers a variety of areas, including 
monetary policy and financial stability as well as research and the 
production of official statistics.  
 
However, in contrast to the rapid pace of innovation seen in the private 
sector, big data applications supporting central banks’ operational work 
had initially been limited.  
 
This reflects a number of constraints, such as a lack of adequate resources 
as well as the intrinsic challenges associated with using big data sources to 
support public policy. 
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Looking ahead, will central banks catch up and radically transform the way 
they operate in order to fully reap the benefits of the information 
revolution? Or will their use of big data sources and applications progress 
only gradually due to the inherent specificities of their mandates and 
processes?  
 
To shed light on these issues, in 2020 the IFC organised a dedicated survey 
on central banks’ use of and interest in big data, updating a previous one 
conducted five years earlier. 
 
The survey focused on the following key questions:  
 
- What constitutes big data for central banks, and how strong is central 

banks’ interest in it?  
 

- Have central banks been increasing their use of big data and, if so, what 
were the main applications developed?  

 
- And finally, which constraints are central banks facing today and how 

can they be overcome? 
 
The survey’s main conclusions are the following: 
 
- Central banks have a comprehensive view of big data, which can 

comprise very different types of data sets. First and foremost, it includes 
the large “non-traditional” (or unstructured) data often characterised 
by high volume, velocity and variety and that must be processed using 
innovative technologies. 
 
But for two thirds of respondents, big data also includes large 
“traditional” (ie well structured) data sets that are often “organic”, in the 
sense that they are collected as a by-product of commercial (eg payment 
transactions), financial (eg tick-by-tick price quotes observed in 
financial markets) and administrative (eg files collected by public 
institutions) activities – these data are often referred to as “financial big 
data”. 
 

- Central banks are increasingly using big data. Around 80% of the 
responding central banks now use big data regularly; in contrast, only 
one third of 2015 respondents had indicated they were using any big 
data sources.  
 

- Moreover, interest in the topic of big data at the senior policy level is 
currently rated “very important” in more than 60% of cases, compared 
with less than 10% in 2015. Interest in big data is especially strong 
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among advanced economies (AEs) and is catching up in a significant 
number of emerging market economies (EMEs). 

 
To read more: https://www.bis.org/ifc/publ/ifc_report_13.pdf 
 

 
 

 
 

 

 

 

 

 

 

 

 

https://www.bis.org/ifc/publ/ifc_report_13.pdf
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Number 7 

Cybersecurity Challenges in the Uptake of Artificial Intelligence 
in Autonomous Driving 
Dede, G., Hamon, R., Junklewitz, H., Naydenov, R., Malatras, A. and 
Sanchez, I., Cybersecurity challenges in the uptake of artificial intelligence 
in autonomous driving, EUR 30568 EN, Publications Office of the 
European Union, Luxembourg, 2021, ISBN 978-92-76-28646-2, 
doi:10.2760/551271, JRC122440. 
 

 
 

A report by the European Union Agency for Cybersecurity (ENISA) and the 
Joint Research Centre (JRC) looks at cybersecurity risks connected to 
Artificial Intelligence (AI) in autonomous vehicles and provides 
recommendations for mitigating them. 
 
By removing the most common cause of traffic accidents – the human 
driver – autonomous vehicles are expected to reduce traffic accidents and 
fatalities. However, they may pose a completely different type of risk to 
drivers, passengers and pedestrians. 
 
Autonomous vehicles use artificial intelligence systems, which employ 
machine-learning techniques to collect, analyse and transfer data, in order 
to make decisions that in conventional cars are taken by humans. These 
systems, like all IT systems, are vulnerable to attacks that could 
compromise the proper functioning of the vehicle. 
 
A new report by ENISA and JRC sheds light on the cybersecurity risks 
linked to the uptake of AI in autonomous vehicles, and provides 
recommendations to mitigate them. 
 

Vulnerabilities of AI in autonomous vehicles 
 
The AI systems of an autonomous vehicle are working non-stop to 
recognise traffic signs and road markings, to detect vehicles, estimate their 
speed, to plan the path ahead.  
 
Apart from unintentional threats, such as sudden malfunctions, these 
systems are vulnerable to intentional attacks that have the specific aim to 
interfere with the AI system and to disrupt safety-critical functions. 
 
Adding paint on the road to misguide the navigation, or stickers on a stop 
sign to prevent its recognition are examples of such attacks.  
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These alterations can lead to the AI system wrongly classifying objects, and 
subsequently to the autonomous vehicle behaving in a way that could be 
dangerous. 
 

Recommendations for more secure AI in autonomous vehicles 
 
In order to improve the AI security in autonomous vehicles, the report 
contains several recommendations, one of which is that security 
assessments of AI components are performed regularly throughout their 
lifecycle.  
 
This systematic validation of AI models and data is essential to ensure that 
the vehicle always behaves correctly when faced with unexpected situations 
or malicious attacks. 
 
Another recommendation is that continuous risk assessment processes 
supported by threat intelligence could enable the identification of potential 
AI risks and emerging threats related to the uptake of AI in autonomous 
driving.  
 
Proper AI security policies and an AI security culture should govern the 
entire supply chain for automotive. 
 
The automotive industry should embrace a security by design approach for 
the development and deployment of AI functionalities, where cybersecurity 
becomes the central element of digital design from the beginning.  
 
Finally, it is important that the automotive sector increases its level of 
preparedness and reinforces its incident response capabilities to handle 
emerging cybersecurity issues connected to AI. 
 

Executive summary: 
 
New generations of cars are making use of advances in the field of Artificial 
Intelligence (AI) to provide semi-autonomous and autonomous driving 
capabilities, achieving a technological breakthrough that will strongly 
impact existing behaviours and practices.  
 
Beyond the undeniable benefits of autonomous driving for many aspects of 
our societies, the question of the safety and security of this technology, 
which by definition is intended to operate with limited human supervision, 
has emerged.  
 
The answers provided by regulatory bodies on these issues are likely to play 
an important role for the adoption of autonomous vehicles (AVs) in society.  
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This is all the more important given that machine learning (ML) 
techniques, at the core of the AI components developed to mimic human 
cognitive capabilities, have been proven to be highly vulnerable to a wide 
range of attacks that could compromise the proper functioning of 
autonomous vehicles, and pose serious threats to the safety of persons, both 
inside and outside of a vehicle.  
 
In this context, understanding the AI techniques used for autonomous 
driving and their vulnerabilities in the cybersecurity threat landscape is 
essential to alleviate the risks and ensure that benefits will not be 
counterbalanced by stronger safety risks.  
 
Cybersecurity of AVs is classically approached through the angle of the 
security of digital systems.  
 
This is all the more relevant as modern vehicles are fully controlled by 
electronic components, vulnerable to physical and remote attacks 
exploiting classical cybersecurity vulnerabilities.  
 
With this report however, the objective is to raise awareness about the 
potential risks connected to the AI components in charge of replicating 
tasks previously addressed by human drivers, such as making sense of the 
environment or taking decisions on the behaviours of the vehicle.  
 
By their nature, those AI components do not obey the same rules as 
traditional software: ML techniques are indeed relying on implicit rules 
that are grounded on the statistical analysis of large collections of data.  
 
While this enables automation to reach unprecedented cognitive 
capabilities, it opens at the same time new opportunities for malicious 
actors, who can exploit the high complexity of AI systems to their own 
advantage.  
 
Securing such systems requires to consider these AI specific issues on top of 
the traditional cybersecurity risks connected to digital systems, in the 
context of the full supply chain involved in their development and of their 
integration with other automotive systems. 
 
This report aims to provide insights on the cybersecurity challenges 
specifically connected to the uptake of AI techniques in autonomous 
vehicles.  
 
It starts by describing the dynamic policy context with which this initiative 
is aligned, at both the European and international levels.  
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Institutional and private actors have been very active to outline the 
high-level principles and standards that should govern the development of 
AV, either explicitly, with dedicated automotive guidelines, or through the 
definition of sets of practices driving the expansion of AI and cybersecurity.  
 
In this respect, the European institutions have conducted various initiatives 
for developing trustworthy AI, where cybersecurity and intelligent 
transportation play a significant role.  
 
Subsequently, this report delves into the technical aspects of AI in the 
automotive sector, with the aims to better comprehend the technological 
concerns of AI, as well as to get a sense of the level of integration of AI in 
AV.  
 
This includes an extended description of the areas in which AI plays a role, 
to ensure the proper implementation of cognitive capabilities inside 
automotive systems.  
 
Autonomous driving requires addressing a host of smaller subtasks 
(recognizing traffic signs or roads, detecting vehicles, estimating their 
speed, planning the path of the vehicle, etc.), each of them trivially 
performed by humans, but requiring carefully engineered AI systems to 
automatically address them.  
 
AI software components in an AV do not form a monolithic system, but 
rather rely on a complex combination of large and varied collections of 
data, themselves obtained by several types of sensors, and a rich set of AI 
methodologies, based on scientific works from statistics, mathematics, 
computing, and robotics.  
 
Starting from the high-level functions, an extended description of the 
landscape combining AI techniques, sensors, data types, and cognitive 
tasks highlights the sheer abundance of approaches and ideas that have 
made AV a reality.  
 
We claim that the understanding of these technical elements in the 
automotive context is essential to put into perspective their cybersecurity 
implications of these AI-based components.  
 
A mapping of automotive functions to AI techniques is provided to 
highlight the connections between automotive and scientific concepts, 
making direct links between automotive functionalities, intermediate 
subtasks, and ML techniques. 
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After this technical presentation, a state-of-the-art literature survey on 
security of AI in the automotive context discusses the main concepts behind 
the cybersecurity of AI for autonomous cars.  
 
Security of AI in general lies outside the scope of this report, and the 
interested reader is referred to the recently published ENISA AI Threat 
Landscape to get the full picture on this matter.  
 
Instead, a focus is specifically made on adversarial machine learning that 
regroups a set of techniques that are currently the main approaches 
susceptible to compromise AI components of AVs.  
 
They allow a malicious actor to design specific attacks that could deceive AI 
systems while staying undetectable by human supervisors.  
 
Concretely, carefully crafted patterns can be disseminated in the 
environment to alter the decision-making process and induce unexpected 
behaviour of the vehicle.  
 
Typical examples include adding paint on the road to misguide the 
navigation, or stickers on a stop sign to prevent its recognition.  
 
Despite the complexity to undertake these kinds of attacks, and in 
particular to make them undetectable by human eyes, the dire 
consequences in terms of safety should encourage car manufacturers to 
implement defence mechanisms to mitigate these type of AI risks.  
 
The description of these attacks, which may not necessarily require access 
to the internal system of the vehicle, is accompanied by real-world cases 
involving autonomous or semi-autonomous cars fooled by attackers.  
 
This is subsequently illustrated, both theoretically and experimentally, by 
realistic attack scenarios against the AI components of vehicles, extending 
the discussion to other types of vulnerabilities of AI.  
 
In conclusion of this report, a set of challenges and recommendations is 
provided to improve AI security in AVs and mitigate potential threats and 
risks.  
 
This is motivated by the importance of relying on the pillars that have been 
at the core of cybersecurity methodologies developed along the years for 
traditional software, while at the same time taking into account the 
particularities of AI systems.  
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In light of the connections between AI and AVs brought forward in this 
report and their consequences in terms of security, the following 
recommendations are put forward. 
 
To read more: 

https://www.enisa.europa.eu/publications/enisa-jrc-cybersecurity-challen
ges-in-the-uptake-of-artificial-intelligence-in-autonomous-driving/ 
 

 
 

 

https://www.enisa.europa.eu/publications/enisa-jrc-cybersecurity-challenges-in-the-uptake-of-artificial-intelligence-in-autonomous-driving/
https://www.enisa.europa.eu/publications/enisa-jrc-cybersecurity-challenges-in-the-uptake-of-artificial-intelligence-in-autonomous-driving/
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Number 8 

Solving the Cryptography Riddle: Post-quantum Computing & 
Crypto-assets Blockchain Puzzles 
 

 
 

The European Union Agency for Cybersecurity releases two reports on 
cryptography: one on the progress of post-quantum cryptography 
standardisation, and the other on exploring the technologies under the 
hood of crypto-assets. 
 
Quantum Technology is an emerging field of physics and engineering, 
which exploits the principles of quantum physics, like quantum 
entanglement, quantum superposition and quantum tunnelling, to provide 
new paradigms and novel applications.  
 
From computing and communications to metrology and imaging, research 
in the last 2 decades has bear tangible and not so tangible results.  
 
It is a critical technology that policy makers believe it will generate a 
multi-billion euro market in new technological solutions for business and 
citizens.  
 
Since the beginning the EU has been a key player in this area and with a 
planned investment of €1 billion over 10 years, the EU Quantum Flagship is 
mobilising around 2000 scientists and industrialists, in a collaborative 
initiative on an unprecedented scale to position Europe as leader in the 
industrial landscape.  
 
Of course, Europe is not alone; the US, China, Canada, and Japan have also 
set this as a top strategic priority. However, Quantum Technology and in 
particular Quantum Computing is also a disruptive innovation.  
 
In the mid ’90s, scientists theorized of quantum computer algorithms that, 
given the existence of a sufficiently powerful quantum computer, can break 
widely used public-key cryptography schemes, such as RSA and ECC or 
weaken standardised symmetric encryption algorithms.  
 
And while we do not know when and if such a quantum machine will [ever] 
become available, researchers and national authorities have been working 
on solutions.  
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As a result, the US National Institute of Standards and Technology (NIST) 
launched in 2017 a, still ongoing, process to standardise one or more 
quantum-resistant public-key cryptographic algorithms, soliciting 
proposals from cryptographers around the world.  
 
It is important to make a distinction between Post-Quantum Cryptography 
(PQC) and Quantum Cryptography.  
 
PQC is about designing cryptographic solutions that can be used by today’s 
[non-quantum] computers and that we believe are resistant to both 
conventional and quantum cryptanalysis.  
 
On the other hand, Quantum Cryptography is about cryptographic 
solutions that take advantage of quantum physics to provide certain 
security services. Quantum Key Distribution (QKD) is a good example of 
the latter.  
 
The EU Cybersecurity Strategy , presented by the European Commission 
and the High Representative of the Union for Foreign Affairs and Security 
in Policy on December 2020, explicitly singles out quantum computing and 
encryption as a key technologies (along with AI) for achieving: 
 
(1) resilience, technological sovereignty and leadership,  
 
(2) building operational capacity to prevent, deter and respond, and  
 
(3) advancing a global and open cyberspace.  
 
The Strategy covers the security of essential services such as hospitals, 
energy grids and railways and ever-increasing number of connected objects 
in our homes, offices and factories, building collective capabilities to 
respond to major cyberattacks and working with partners around the world 
to ensure international security and stability in cyberspace. 
 
Given the recent developments in the Quantum Computing race among 
industries and nation states, it seems prudent for Europe to start 
considering mitigation strategies now.  
 
The EU Cybersecurity Agency is not alone in this line of though. Other 
authorities and EU Institutions have also raised concerns; for instance, the 
European Data Protection Supervisor has highlighted the dangers against 
data protection , national authorities have been investigating and 
preparing; e.g., the German Federal Office for Information Security has 
been evaluating Post-Quantum alternatives since before the launch of 
NIST’s standardisation process.  
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This study provides an overview of the current state of play on the 
standardisation process of Post-Quantum Cryptography (PQC). It 
introduces a framework to analyse existing proposals, considering five (5) 
main families of PQC algorithms; viz. code-based, isogeny-based, 
hash-based, lattice-based and multivariate-based.  
 
It then goes on to describe the NIST Round 3 finalists for encryption and 
signature schemes, as well as the alternative candidate schemes.  
 
For which, key information on cryptodesign, implementation 
considerations, known cryptanalysis efforts, and advantages & 
disadvantage is provided.  
 
Since the NIST standardisation process is going , the report makes no claim 
on the superiority of one proposal against another.  
 
In most cases the safest transition strategy involves waiting for national 
authorities to standardise PQC algorithms and provide a transition path.  
 
There might be cases thought were the quantum risk in not tolerated, in 
which case the last chapter offers 2 proposals that system owners can 
implement now in order to protect the confidentiality of their data against a 
quantum capable attacker; namely hybrid implementations that use a 
combination of pre-quantum and post-quantum schemes, and the mixing 
of preshared keys into all keys established via public-key cryptography.  
 
These solutions come at a cost and as such system designers are well 
advised to perform a thorough risk and cost-benefit analysis. 
 
To read more: 

https://www.enisa.europa.eu/publications/post-quantum-cryptography-c
urrent-state-and-quantum-mitigation 
 
https://www.enisa.europa.eu/publications/crypto-assets-introduction-to-
digital-currencies-and-distributed-ledger-technologies 
 

 
 

 

https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/crypto-assets-introduction-to-digital-currencies-and-distributed-ledger-technologies
https://www.enisa.europa.eu/publications/crypto-assets-introduction-to-digital-currencies-and-distributed-ledger-technologies
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Number 9 

Active Cyber Defence (ACD) - The Third Year 
The year three report covers 2019 and aims to highlight the achievements 
and efforts made by the Active Cyber Defence program 
 

 
 

The Active Cyber Defence (ACD) program’s aim is to ‘Protect the majority 
of people in the UK from the majority of harm caused by the majority of 
cyber attacks the majority of the time.’ 
 
This third annual report (covering the 2019 calendar year) aims to provide 
transparency on these efforts, and evidence on their effectiveness. 
 

 
 
This report includes sections for each of the services present in the second 
year report, along with some introductions to newer work from 2019. To 
highlight just a small selection of the progress we’ve made in 2019: 
 
- the Takedown Service continued to result in a significant reduction in 

‘badness’ on the internet, and adapted to the changing behaviour of bad 
actors, 

 
- DMARC adoption continued, we developed a better understanding of 

how to coach organisations through adoption, and we are continuing to 
keep track of email security standards, 

 
- we developed a prototype capability to detect subdomain hijack 

vulnerability at scale. 
 



P a g e  | 31 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

The ACD programme seeks to stop a range of different attacks ever reaching 
UK citizens, institutions, or businesses. Working in a relatively automated 
and scalable way, it removes the burden of action from the user and enables 
attacks to be taken down at scale. 
 
To read more: 

https://www.ncsc.gov.uk/files/Active_Cyber_Defence_-_The_Third_Year
.pdf 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.ncsc.gov.uk/files/Active_Cyber_Defence_-_The_Third_Year.pdf
https://www.ncsc.gov.uk/files/Active_Cyber_Defence_-_The_Third_Year.pdf
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Number 10 

NIST Finalizes Cybersecurity Guidance for Positioning, 
Navigation and Timing Systems 
 

 
 

As part of an effort to help users apply its well-known Cybersecurity 
Framework (CSF) as broadly and effectively as possible, the National 
Institute of Standards and Technology (NIST) has released finalized 
cybersecurity guidance for positioning, navigation and timing (PNT) 
services. 
 
Formally titled Foundational PNT Profile: Applying the Cybersecurity 
Framework for the Responsible Use of Positioning, Navigation and Timing 
(PNT) Services (NISTIR 8323), the document is part of NIST’s response to 
the Feb. 12, 2020, Executive Order 13905, Strengthening National 
Resilience Through Responsible Use of Positioning, Navigation, and 
Timing Services. You may visit: 

https://csrc.nist.gov/publications/detail/nistir/8323/final 
 
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8323.pdf 
 
To develop the profile, NIST sought public input regarding the general use 
of PNT data before releasing a draft version in October 2020. The finalized 
version reflects public comments NIST received on the draft. 
 
The “profile,” a term NIST uses to describe the application of the CSF to a 
specific implementation scenario, is intended to help mitigate the 
cybersecurity risks that confront PNT services. These services are 
important to national and economic security and include the Global 
Positioning Systems that are widely used by smartphone-based navigation 
apps, as well as split-second timing technologies that enable stock trading 
and efficient control of the power grid. 
 
“Many efforts to secure PNT services were underway before we began 
developing this profile, but there wasn’t a formal reference for risk 
mitigation that everyone could use,” said NIST’s Jim McCarthy, one of the 
profile’s authors. “The Executive Order was targeted to address all users of 
PNT services, and we are confident the entire community can benefit.” 
 
The main addition since the draft version was released is a “Quick Guide” 
intended to offer users an easier way to get started using the profile.  
 

https://csrc.nist.gov/publications/detail/nistir/8323/final
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8323.pdf
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You may visit: 
https://www.nist.gov/system/files/documents/2021/02/11/PNT%20Servi
ces_%20A%20Quick%20Guide%20Final.pdf  
 

 
 
“The Quick Guide illustrates all the areas we cover in the profile and 
simplifies them,” McCarthy said. “Those less familiar with their own use of 
PNT services will benefit from the guide, as the process of implementing the 
profile may seem complicated for the novice user.”   
 
IT personnel might appreciate the extensive set of references the authors 
have included. These range from guidance already published by both 
government and private sector entities to academic papers and other 
technical sources.  
 
“The profile has perhaps the most comprehensive list of PNT cybersecurity 
references compiled into a single document so far,” McCarthy said. “They 
can serve as examples for anyone trying to tailor the profile’s approach to 
their own system.”  
 
McCarthy and Jim Platt of the Department of Homeland Security’s 
Cybersecurity and Infrastructure Security Agency will give an online 
presentation about the U.S. government’s efforts to increase the resiliency 
of PNT services at this year’s virtual RSA Conference. Their presentation, 

https://www.nist.gov/system/files/documents/2021/02/11/PNT%20Services_%20A%20Quick%20Guide%20Final.pdf
https://www.nist.gov/system/files/documents/2021/02/11/PNT%20Services_%20A%20Quick%20Guide%20Final.pdf
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scheduled for 3 p.m. EDT on May 19, 2021, will be prerecorded but will 
include a live Q&A segment at the end. 
 
McCarthy said that although the profile was now finalized, NIST would 
continue to look for ways to keep it current. 
 
“In accordance with the Executive Order, we plan to revisit the profile every 
two years or as needed,” he said. “We intend to make sure it remains 
useful.” 
 
For more information, please visit www.nist.gov/pnt 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

http://www.nist.gov/pnt
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations around the world consider the Certified Risk 
and Compliance Management Professional (CRCMP) program a preferred 
certificate. There are CRCMPs in 32 countries. You can find more about the 
demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm

