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Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Every time I meet a good friend who works as an attorney 
appearing and practicing before the Securities and Exchange 
Commission (SEC) in the representation of issuers, I ask him 
the same question: Has the SEC fulfilled Congress’s mandate under Section 
307 of the Sarbanes-Oxley Act (to adopt minimum standards of 
professional conduct) for attorneys? His answer is always short: No. 
 
For me, Section 307 is the most difficult part of the Sarbanes-Oxley Act. 
Establishing minimum standards of professional conduct for attorneys 
can put the attorneys into conflict between fulfilling section 307's 
disclosure requirements and protecting the attorney-client relationship. 
 
Corporate lawyers (that represent a corporation and its shareholders) could 
end up owing conflicting duties to their clients and to the public. Section 
307 it is one federal legislative attempt to regulate attorney professional 
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responsibility, which has traditionally been controlled by the States and 
local bar organizations.  
 
I was waiting for my breakfast when I read that SEC Commissioner Allison 
Herren Lee gave a presentation with title: “Send Lawyers, Guns and 
Money: (Over-) Zealous Representation by Corporate Lawyers”. I forgot 
the breakfast and started reading: 
 
“I want to talk about supporting securities lawyers, both in-house and 
outside counsel, in upholding the best traditions of the profession.  
 
Specifically, by fulfilling a mandate in the Sarbanes-Oxley Act designed to 
do just that. As we near the twentieth anniversary of its passage, we still 
have not fulfilled Congress’s mandate under Section 307 of Sarbanes-Oxley 
to adopt minimum standards of professional conduct for attorneys 
appearing and practicing before the Commission in the representation of 
issuers. 
 
A key element of Sarbanes-Oxley, passed in the wake of the massive 
financial failures of the Enron era, was to create structures of accountability 
for professionals—executives, accountants and auditors, and, under Section 
307 of the Act, accountability for lawyers.  
 
In considering Section 307, Congress recognized that executives and 
accountants did not “work alone,” and that lawyers were “virtually always 
there looking over their shoulders.” 
 
Congress was concerned, however, that counsel often acted in the interests 
of the executives who hired them rather than the company and its 
shareholders to whom their duty and responsibility is owed. 
 
Unfortunately, in response to this mandate, the SEC adopted only one 
standard: the so-called “up-the-ladder” rule, requiring lawyers to report 
certain potential violations up the chain of management inside a corporate 
client. 
 
We did not adopt a broader set of rules as Congress directed, and quite 
significantly, even this single standard has not been enforced in the nearly 
20 years since it was adopted. 
 
The policies behind this unfulfilled mandate—which are designed to 
support lawyers in their gatekeeping role—are as relevant and compelling 
today as they were 20 years ago, if not more so. Indeed, the role of 
corporate lawyers as gatekeepers in the capital markets—distinct from the 
litigator’s role—has long been acknowledged by a broad and bipartisan 
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group from William O. Douglas, to A.A. Sommer and Stanley Sporkin. It 
also includes Independent, Republican, and Democratic Chairs of the SEC. 
 
And it wasn’t just during the Enron era that we saw lapses in the 
gatekeeping role. We saw such lapses with stock option backdating and 
mutual fund market timing cases, and to some extent in the 2008 financial 
crisis. 
 
More recently, we have seen an entirely new, multi-trillion dollar industry 
develop around cryptocurrency and digital assets that largely defies existing 
laws and regulations.” 
 
This is new. Section 307 of the Sarbanes-Oxley Act and cryptocurrencies. I 
didn’t expect that. Life is full of surprises. 
 
Read more at number 1 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Send Lawyers, Guns and Money: 
(Over-) Zealous Representation by Corporate Lawyers 
Commissioner Allison Herren Lee, remarks at PLI’s Corporate Governance 
– A Master Class 2022 
 

 
 

Thank you Brian [Breheny] for the introduction and to the Practicing Law 
Institute for having me today. Before I begin, I want to take a moment to 
acknowledge the on-going humanitarian disaster in Ukraine.  
 
My thoughts are with the people of Ukraine, who have demonstrated 
impossible bravery, and with those of you who may have friends or relatives 
affected by this crisis. 
 
It’s a privilege to address my fellow members of the bar. This privilege is 
very meaningful to me personally in part because of my unexpected path 
into the legal profession and my deep regard for the ideals of public service 
that our profession represents. 
 
I do not come from a family of lawyers; in fact my parents did not even 
attend college. I never laid eyes on an actual lawyer during my childhood.  
 
What I knew about them came from TV shows, which means I assumed 
their jobs were to cleverly question witnesses at trial until they confessed to 
the crime for which another had been charged.  
 
Despite (or maybe because of) this misperception, I secretly dreamed of 
becoming a lawyer and was awed to the point of reverence by the 
profession.  
 
As I worked my way through college and eventually, in my late thirties, 
through law school, I began to better understand what lawyers do and what 
it means to be a member of a “profession”—how the calling stood apart 
from other businesses principally because advocating for fidelity to the law 
is, at its core, a form of public service. 
 
Taking this to heart, I launched an initiative in law school that led to the 
adoption of a requirement for students to complete pro bono work as part 
of the curriculum. 
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I have lived the experience of law from the perspectives of an outsider with 
no idea of what lawyers do, a student, a client, a securities law practitioner, 
an enforcement lawyer (both civil and criminal), and now as a 
Commissioner helping to shape regulatory policy.  
 
My belief in the ideals of the profession—ideals that I know you all 
share—has only grown stronger with time. 
 
I take great pride in being a member of the bar and this is the lens that I 
bring to the topic I want to address today.  
 
I want to talk about supporting securities lawyers, both in-house and 
outside counsel, in upholding the best traditions of the profession.  
 
Specifically, by fulfilling a mandate in the Sarbanes-Oxley Act designed to 
do just that.  
 
As we near the twentieth anniversary of its passage, we still have not 
fulfilled Congress’s mandate under Section 307 of Sarbanes-Oxley to adopt 
minimum standards of professional conduct for attorneys appearing and 
practicing before the Commission in the representation of issuers. 
 
A key element of Sarbanes-Oxley, passed in the wake of the massive 
financial failures of the Enron era, was to create structures of accountability 
for professionals—executives, accountants and auditors, and, under Section 
307 of the Act, accountability for lawyers.  
 
In considering Section 307, Congress recognized that executives and 
accountants did not “work alone,” and that lawyers were “virtually always 
there looking over their shoulders.” 
 
Congress was concerned, however, that counsel often acted in the interests 
of the executives who hired them rather than the company and its 
shareholders to whom their duty and responsibility is owed. 
 
Unfortunately, in response to this mandate, the SEC adopted only one 
standard: the so-called “up-the-ladder” rule, requiring lawyers to report 
certain potential violations up the chain of management inside a corporate 
client. 
 
We did not adopt a broader set of rules as Congress directed, and quite 
significantly, even this single standard has not been enforced in the nearly 
20 years since it was adopted. 
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The policies behind this unfulfilled mandate—which are designed to 
support lawyers in their gatekeeping role—are as relevant and compelling 
today as they were 20 years ago, if not more so.  
 
Indeed the role of corporate lawyers as gatekeepers in the capital 
markets—distinct from the litigator’s role—has long been acknowledged by 
a broad and bipartisan group from William O. Douglas, to A.A. Sommer 
and Stanley Sporkin.  
 
It also includes Independent, Republican, and Democratic Chairs of the 
SEC. 
 
And it wasn’t just during the Enron era that we saw lapses in the 
gatekeeping role. We saw such lapses with stock option backdating and 
mutual fund market timing cases, and to some extent in the 2008 financial 
crisis. 
 
More recently, we have seen an entirely new, multi-trillion dollar industry 
develop around cryptocurrency and digital assets that largely defies existing 
laws and regulations. 
 
The role of lawyers in enabling this approach remains to be fully fleshed 
out, but the failure to comply with well-known principles of the securities 
laws has already been costly for many firms.  
 
The bottom line is this: when corporate lawyers give bad advice, the 
consequences befall not just their clients, but the investing public and 
capital markets more broadly—especially when it comes to disclosure 
advice. 
 
But we do not currently have sufficient standards in place upon which to 
assess this kind of advice.  
 
Standards for professional conduct could help both lawyers and regulators 
navigate this difficult terrain where bad legal advice can, in the words of a 
prior Commission, “inflict substantial damage on the Commission’s 
processes, and thus the investing public, and the level of trust and 
confidence in our capital markets.” 
 
It’s time to revisit this unfulfilled mandate and consider whether the SEC 
should adopt (and enforce) a minimum set of standards for lawyers who 
practice before the Commission to better protect investors and markets. 
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“Can-do” Corporate Lawyering 
 
The “bad advice” I refer to arises from a type of “can-do” approach to 
lawyering that is ill-suited to lawyers in a gatekeeping role. It is born from a 
desire to give management the answer that it wants.  
 
Or, as a Delaware court recently stated, it stems from a “contrived effort to 
generate the client’s desired result when real-world facts would not support 
it.” 
 
If you haven’t read this particular Delaware decision (Bandera Master Fund 
v. Boardwalk Pipeline) from late last year, I commend it to you as a study in 
the perils of modern corporate law practice.  
 
It involves sophisticated counsel who, as the court put it, engaged in 
“goal-directed reasoning” to provide an opinion designed to allow the client 
to exercise a lucrative call right.  
 
However, the court concluded the opinion was based on artifice and sleight 
of hand. It thus ruled that the opinion was given in bad faith and awarded 
damages against the client of roughly $700 million. 
 
Unfortunately, this case does not appear to represent an isolated instance of 
poor judgment by a single lawyer or firm.  
 
Indeed, this same court wrote an expansive opinion in 2020 in which it 
found another preeminent firm had “committed fraud” by holding back 
important information during a competitive bidding process. 
 
In yet another recent case, the court laid out chapter and verse how a large 
law firm took part in a covert plan to “undermine a merger” while 
concealing their work so as not to “advertis[e] that [the client] was 
breaching its obligations” to use best efforts to close the deal. 
 
Though these particular cases were not about disclosure under the 
securities laws, they are nevertheless emblematic of a dynamic—a kind of 
race to the bottom—that can occur when specialized professionals like 
securities lawyers compete for clients in high stakes matters and are 
pressured to provide the answers their clients seek.  
 
As one observer put it: “Can-do lawyering has run amok. Still you don’t 
want to be the lawyer that just says ‘no.’ You’ll never make it.” 
 
Of course, this type of conduct is far from the norm for securities law 
practitioners, but it is not as rare as we would like to think. In my 25 years 
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as a securities lawyer, I have observed this kind of conduct on multiple 
occasions.  
 
It is not easy to strike the right balance between zealous representation in 
corporate law matters and thoughtful consideration of the potential impact 
to shareholders, investor protection, and the public interest.  
 
Most lawyers generally err on the side of caution. But examples like those 
I’ve noted erode public trust in the highly-skilled, principled attorneys in 
the financial regulatory space and in our markets more broadly. 
 
To read more: 
https://www.sec.gov/news/speech/lee-remarks-pli-corporate-governance-
030422 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.sec.gov/news/speech/lee-remarks-pli-corporate-governance-030422
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Number 2 

Treasury Launches Consumer Education Effort on Digital Assets 
 

 
 

The U.S. Department of the Treasury announced that the Financial Literacy 
and Education Commission (FLEC) would form a new subgroup on digital 
asset financial education, which will operate alongside the FLEC’s current 
workstream analyzing the impact of climate change on household and 
community financial resilience.  
 
Through this group, the FLEC will work to develop consumer-friendly, 
trustworthy and consistent educational materials, tools and outreach to 
help consumers make informed choices about digital assets. 
 
“History has shown that, without adequate safeguards, forms of private 
money have the potential to pose risks to consumers and the financial 
system,” U.S. Under Secretary of the Treasury for Domestic Finance Nellie 
Liang said.  
 
“The Treasury Department will continue to emphasize consumer and 
investor protection and education as we work to promote responsible 
innovation in the digital assets space. We’re grateful for the FLEC member 
agencies who have already started collaborating on this topic and look 
forward to engaging with them throughout this process.” 
 
This new area of focus complements the FLEC’s ongoing commitment to 
improve financial decision-making opportunities for Americans in a rapidly 
changing economic environment.   
 
Financial education on digital assets will empower Americans to take 
actions that contribute to their financial well-being and resilience in the 
short term and over the years to come.  
 
The FLEC was established under the Fair and Accurate Credit Transactions 
Act of 2003. The FLEC seeks to promote sustained financial well-being for 
all individuals and families in the United States.  
 
In furtherance of this goal, the FLEC makes recommendations for policy, 
education, practice, research, and coordination so that all Americans can 
make more informed financial decisions. The FLEC is chaired by the 
Secretary of the Treasury, and its vice chair is the Director of the Consumer 
Financial Protection Bureau.   
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It also includes the heads of 21 additional federal agencies and entities: 
Office of the Comptroller of the Currency; Federal Reserve; the Federal 
Deposit Insurance Corporation; Federal Emergency Management Agency; 
National Credit Union Administration; Securities and Exchange 
Commission; Departments of Education, Agriculture, Defense, Health and 
Human Services, Housing and Urban Development, Interior, Labor, and 
Veterans Affairs; Federal Trade Commission; General Services 
Administration; Small Business Administration; Social Security 
Administration; Commodity Futures Trading Commission; Office of 
Personnel Management; and the White House Domestic Policy Council. 
 
To read more: https://home.treasury.gov/news/press-releases/jy0642 
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Number 3 

State-of-the-art supervision: looking behind the façade 
Christina Pitzer, Coordination of Focused Supervision and Task Force 
 

 
 

With its new focused supervision, BaFin examines companies that require 
particular attention. 
 
Against the backdrop of Wirecard and rapidly increasing digitalisation 
accelerated by the pandemic, the classic indicators such as capital and 
liquidity ratios are no longer sufficient to identify all risks: this was the 
conclusion offered by Raimund Röseler at BaFin’s Annual Press Conference 
in May 2021.  
 
For Executive Director Röseler, this means that BaFin has to pay more 
attention to the business models of companies and take a closer look behind 
their façades. A few days later, the pilot phase for BaFin’s focused 
supervision, which serves precisely this purpose, was launched. 
 
Focused supervision examines the inner lives of banks and other companies 
with business models that appear very complex or innovative, that are 
highly interconnected at an international level, or that have distinct risk 
profiles.  
 
“With these companies, we want to know more quickly, more precisely and 
at first hand where their profits come from, because where a company earns 
its money is also where the risks lie,” explained Röseler. “If we encounter a 
lack of transparency and are unable to obtain clarity, we will take action – if 
necessary restricting the business activities in question,” he continued. 
 
Focused supervision was established as a result of BaFin’s extensive 
modernisation project which, up until the end of 2021, involved a team of 
around 100 project members from the Federal Ministry of Finance and 
BaFin, alongside external experts. Expert articles have already been 
published on the BaFin website on two aspects of this modernisation 
project: financial reporting enforcement and mystery shopping. 
 
Focused supervision in operation since August 
 
BaFin has been conducting focused supervision since August 2021. So far, 
21 banks, insurers, investment firms and payment service providers have 
been placed under focused supervision. For BaFin President Mark Branson, 
by introducing the concept of focused supervision, BaFin has taken an 
important step towards achieving the aims of its modernisation process. 
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“We have realised that there are companies that require closer supervision 
even if, on the surface, they appear to be doing well. We want to examine 
every aspect of these companies.”  
 
All entities supervised by BaFin will be regularly examined in order to 
determine whether they should be placed under focused supervision. 
Branson explained that the fundamental aim is to take greater account of 
the differences between supervised entities in terms of their individual 
risks, and to apply the range of supervisory tools available more selectively. 
“We want to develop a better understanding of products and risks and to 
see through business models and group structures more clearly,” said 
Branson. 
 
Focused supervision coordinated by the Presidential Unit 
 
BaFin’s new organisational structure shows just how seriously Branson 
takes focused supervision. Whilst the focused supervision of entities is 
carried out in BaFin’s various supervisory units, it is coordinated by the 
KFT office, which forms part of the Presidential Unit.  
 
KFT stands for “Coordination of Focused Supervision and Task Force” 
(Koordination Fokusaufsicht & Taskforce). The Task Force serves as a kind 
of rapid response team that can provide on-site assistance, where necessary 
also making use of forensic methods. 
 
Reporting to the Executive Board 
 
One of the KFT office’s core tasks is to provide the President and Executive 
Board with regular reports regarding focused supervision carried out across 
BaFin. In turn, the KFT office communicates the expectations set out by the 
President and the Executive Board to the Focus Units across BaFin’s 
supervisory sectors and ensures that these specifications are implemented.  
 
The KFT office also sets out uniform standards and is responsible for 
quality assurance. Furthermore, it coordinates the selection of companies 
to be placed under, and taken out of, focused supervision. 
 
The KFT office also analyses all of the information available in the Focus 
Units and identifies risks and patterns together with the staff of the Focus 
Units. In addition, the KFT office is in close contact with other 
organisational units, such as the Contact Point for Whistleblowers, which is 
the subject of an upcoming expert article on the BaFin website, and with the 
Financial Reporting Enforcement and Consumer Protection Directorates.  
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According to Branson, it is essential that the different supervisory areas are 
more closely interconnected. “We have a great deal of knowledge and 
information at our disposal, we need to link this together more effectively 
and make sure it can be utilised in our supervisory activities,” he added. 
 
Distinction between focused and intensified supervision 
 
For Branson, it is important that focused supervision is not mistaken for 
intensified supervision, which has been applied in BaFin’s various 
supervisory sectors for some time. “Companies that require very close 
supervision for a wide range of reasons are placed under intensified 
supervision. This constitutes comprehensive crisis management,” explained 
Branson. Focused supervision, in contrast, is for companies that require 
particular monitoring.  
 
If a supervised entity is subject to focused supervision, this does not 
automatically mean the company in question is in a crisis situation; it 
simply means BaFin is taking a closer look. 
 
To read more: 

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/
2022/fa_bj_2201_Fokusaufsicht_en.html 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2022/fa_bj_2201_Fokusaufsicht_en.html
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2022/fa_bj_2201_Fokusaufsicht_en.html
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Number 4 

IFSB INCEIF Executive Programme to Discuss Sustainable 
Finance through Islamic Capital Market 
 

 
 

The Islamic Financial Services Board (IFSB), and International Centre for 
Education in Islamic Finance (INCEIF) and its consulting subsidiary, ISRA 
International Consulting (IICSB), looks forward to jointly organise an 
Executive Programme Webinar. 
  
Following the recently signed MoU between IFSB and INCEIF announced 
early this year, IFSB together with INCEIF announced their 15th Executive 
Programme titled ‘Integrating Islamic Finance in Sustainable Finance: The 
Role of Regulators and Market Players (Islamic Capital Market Sector).  
 
The Executive Programme intends to discuss and elaborate the roles of 
regulators and market players in supporting sustainable finance 
particularly through the Islamic capital market (i.e. Islamic green sukuk 
and social sukuk). 
  
Transitioning to sustainable finance and economies including mitigating 
climate change are amongst major issues that are currently at the forefront 
of the global consciousness.  
 
In recent years, there has been an increase in the efforts to promote more 
sustainable finance development, both within the public and the private 
sectors, including through Islamic finance sectors.  
 
Islamic finance should have strategic contributions to take part in 
managing the impact of climate change and environmental, governance or 
social risks, while regulators have a bigger role to play in catalysing this. 
  
The Executive Programme will be delivered by the following prominent 
speakers, each with impressive track record and experience in their 
respective field: 
  
- Vasuki Shastry – ESG, and Strategic Communications Advisor, 

discussing on The Roles of Islamic Capital Market (Programs, 
Instruments, Transactions) In Accelerating the Sustainable Finance  

 
- Prof Dr Baharom Abdul Hamid of INCEIF, discussing on Integrating 

Islamic Social Finance Instrument for Sustainability Agenda 
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- Prof Kabir Hassan – IFSB Consultant, discussing on Social Sukuk and 
its Roles in The Sustainable Finance 

  
The Executive Programme is to be conducted exclusively for Sustainable 
Finance Stakeholders not only among IFSB Members and INCEIF/ISRA 
Consulting network. The programme will rely on interactive online 
discussions through the provision of direct engagement with the subject 
matter experts.  
  
The Executive Programme participation is free. Please contact Ms Natejah 
Ahmad (natejah@ifsb.org) for further information and to register, visit 
https://www.ifsb.org/register_online.php?act=addnew&e_id=541 
  

 
 

 
 
 
 
 
 
 
 

https://www.ifsb.org/register_online.php?act=addnew&e_id=541
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Number 5 

Aspects of Cooperation between CSIRTs and LE - Handbook 
2021 
 

 
 

There are powers, information, equipment, expertise or contacts that are 
available exclusively to one of the communities – CSIRTs, LE or Judiciary – 
but, at the same time, these resources could be tremendously useful to 
others.  
 
In addition, it often happens that these communities deal with the same 
cases; what should be avoided in these cases is that one community 
interferes with goals and activities of the other communities.  
 
It is therefore vital for these communities to cooperate as much as possible 
and make use of available synergies while managing potential interferences. 
 
However, technical, legal, organisational and cultural challenges can hinder 
this cooperation. 
 
Also, those challenges are managed differently in each country.  
 
Past reports developed by ENISA provide valuable insight into the current 
state of cooperation and recommendations on how to improve it. 
 
Taking into consideration that cybersecurity incidents do not always 
amount to cybercrimes (cybersecurity incidents are not necessarily of 
criminal nature), cooperation between CSIRTs and LE/Judiciary does not 
take place in all cases.  
 
But cooperation should take place in cases of cyber incidents that are 
criminal in nature.  
 
In these cases, the role of each community varies, more specifically: 
 
- CSIRT’s role is to mitigate the incidents 
 
- LE’s role is to conduct the investigations 
 
- the Judiciary’s role is to prosecute (prosecutors) and judge (judges) 
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Also, within the CSIRTs community, there are differences depending on the 
type of CSIRT (governmental, national, sectoral, etc.).  
 
The same applies to LE and the Judiciary communities (for instance, local, 
regional, national, federal, or international Law Enforcement Agencies). 
 
When dealing with a cybersecurity incident of criminal nature, each 
community should consider the outreach to other actors that could be 
involved, keeping in mind the multiple ways of cooperating and the 
importance of receiving reciprocal feedback on a case.  
 
Additional stakeholders may be approached in this cooperation process, 
such as the service operators and service providers, intelligence services, 
military, and international agencies. 
 
Both formal (e.g. official written requests) and informal procedures (e.g. 
information shared orally during a phone call) may be followed throughout 
this cooperation process.  
 
The cooperation channel may be supported through appointed liaison 
officers. 
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To read more: 

https://www.enisa.europa.eu/publications/aspects-of-cooperation-betwee
n-csirts-and-le-handbook-2021 
 

 

https://www.enisa.europa.eu/publications/aspects-of-cooperation-between-csirts-and-le-handbook-2021
https://www.enisa.europa.eu/publications/aspects-of-cooperation-between-csirts-and-le-handbook-2021
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Number 6 

APRA releases updated prudential standard to enhance 
management of reinsurance risks 
 

 
 

The Australian Prudential Regulation Authority (APRA) has released an 
updated prudential standard designed to manage risks associated with the 
growing use of offshore reinsurers by the Australian life insurance industry. 
 
The updated standard includes amendments to ensure that the risks 
associated with using offshore reinsurers are appropriately managed and 
mitigated.  
 
In an accompanying response paper, APRA has also outlined stakeholder 
feedback received during a second round of consultation on updates to 
Prudential Standard LPS 117 Capital Adequacy: Asset Concentration Risk 
Charge (LPS 117) last April, and additional revisions to address this 
feedback. You may visit: 

https://www.apra.gov.au/news-and-publications/apra-releases-consultati
on-to-enhance-oversight-of-life-reinsurance-market 
 
APRA moved to update LPS 117 following increased use of offshore 
reinsurance by Australian life insurers. APRA’s revisions aim to ensure the 
risks associated with the use of offshore reinsurers are being appropriately 
managed, while also allowing the benefits from their use to be realised. 
 
Deputy Chair Helen Rowell said the finalisation of LPS 117 was a significant 
milestone that would strengthen APRA’s oversight of the life insurance 
industry.   
 
“Reinsurance is an important aspect of the Australian life insurance 
market, and the use of offshore reinsurers brings benefits. They can be a 
source of extra reinsurance capacity and an avenue to access competitively 
priced reinsurance support for innovative product designs. However, when 
risk is placed offshore, APRA has a limited ability to ensure reinsurance 
arrangements adequately safeguard policyholders and insurer resilience.  
 
“The updated LPS 117 addresses this by providing a balanced approach to 
mitigating these risks, setting appropriate limits so that Australian life 
insurers can continue using the offshore reinsurance market in a prudent 
manner. LPS 117 supports both financial sustainability and competition in 
the local reinsurance market, which was a major stakeholder concern,” Mrs 
Rowell said. 

https://www.apra.gov.au/news-and-publications/apra-releases-consultation-to-enhance-oversight-of-life-reinsurance-market
https://www.apra.gov.au/news-and-publications/apra-releases-consultation-to-enhance-oversight-of-life-reinsurance-market
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APRA is also seeking feedback on a small number of consequential 
amendments to LPS 117 arising from APRA’s recent consultation on AASB 
17 Insurance Contracts and APRA’s LAGIC updates, along with minor 
consequential amendments to a related capital standard and reporting 
form. Consultation on these elements of the draft standards is open until 29 
April 2022. 
 
The revised LPS 117 will commence from 1 July 2023. This commencement 
date aligns with the changes expected to the insurance prudential capital 
standards due to the introduction of AASB 17 Insurance Contracts. 
 
The response to submissions paper, public submissions and final LPS 117 
are available on the APRA website at: Offshore reinsurers and the review of 
prudential standard LPS 117 Capital adequacy: Asset concentration risk 
charge. You may visit: 

https://www.apra.gov.au/offshore-reinsurers-and-review-of-prudential-st
andard-lps-117-capital-adequacy-asset-concentration 
 
https://www.apra.gov.au/sites/default/files/2022-03/Response%20paper
%20-%20Revisions%20to%20Prudential%20Standard%20LPS%20117%2
0Capital%20Adequacy_Asset%20Concentration%20Risk%20Charge.pdf 
 

 
 

 
 
 

https://www.apra.gov.au/offshore-reinsurers-and-review-of-prudential-standard-lps-117-capital-adequacy-asset-concentration
https://www.apra.gov.au/offshore-reinsurers-and-review-of-prudential-standard-lps-117-capital-adequacy-asset-concentration
https://www.apra.gov.au/sites/default/files/2022-03/Response%20paper%20-%20Revisions%20to%20Prudential%20Standard%20LPS%20117%20Capital%20Adequacy_Asset%20Concentration%20Risk%20Charge.pdf
https://www.apra.gov.au/sites/default/files/2022-03/Response%20paper%20-%20Revisions%20to%20Prudential%20Standard%20LPS%20117%20Capital%20Adequacy_Asset%20Concentration%20Risk%20Charge.pdf
https://www.apra.gov.au/sites/default/files/2022-03/Response%20paper%20-%20Revisions%20to%20Prudential%20Standard%20LPS%20117%20Capital%20Adequacy_Asset%20Concentration%20Risk%20Charge.pdf
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Number 7 

Incidents Handling and Cybercrime Investigations 
 

 
 

The European Union Agency for Cybersecurity (ENISA) explores how 
CSIRTs, law enforcement agencies and the judiciary cooperate and how 
they can train together to better tackle cyber incidents and respond to 
cybercrime. 
 
The report facilitates the cooperation between CSIRTs and law enforcement 
agencies (LEAs) and looks into their interaction with the judiciary (judges 
and prosecutors). This updated and extended version of the report comes 
along with an updated version of the training material delivered by ENISA 
in 2020 in the form of a handbook and a toolset. 
 
ENISA is presenting these newly published report and training material at 
the Regional Cybercrime Cooperation Exercise and Conference of Law 
Enforcement/CSIRT Cooperation organised by the Council of Europe and 
the European Commission taking place from 7-11 March in Athens, Greece. 
You may visit: 

https://www.coe.int/en/web/portal/-/council-of-europe-and-european-co
mmission-organise-regional-cyber-training-for-east-and-south-east-europ
ean-countries 
 

 
 

https://www.coe.int/en/web/portal/-/council-of-europe-and-european-commission-organise-regional-cyber-training-for-east-and-south-east-european-countries
https://www.coe.int/en/web/portal/-/council-of-europe-and-european-commission-organise-regional-cyber-training-for-east-and-south-east-european-countries
https://www.coe.int/en/web/portal/-/council-of-europe-and-european-commission-organise-regional-cyber-training-for-east-and-south-east-european-countries
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Why is this cooperation needed? 
 
While CSIRTs mitigate incidents, law enforcement agencies conduct 
investigations. Although each community has a specific role, they often deal 
with the same cases. In doing so, the activities of one of them can 
sometimes overlap and/or could also possibly interfere with the goals and 
the activities of the others.  
 
In addition, other factors are at play which may have an impact on the 
cooperation and these include technical, legal, organisational challenges 
and at times even behavioural differences between the communities. 
 
What is the purpose of the report? 
 
This report addresses the legal and organisational framework, roles and 
duties of CSIRTs, LEAs and the judiciary. It also analyses their required 
competences, as well as synergies and potential interferences in their 
respective activities.  
 
By facilitating the cooperation between the CSIRT and the LE communities 
and their interaction with the judiciary, this work has the final aim to 
contribute to a better response to cybercrime. 
 
Key conclusions and next steps 
 
Conclusions from the analysis of sixteen different EU/EEA Member States 
include: 
 
- the structure and organisation of the different communities vary by 

country; 
- CSIRT-LEA cooperation help decrease the risk of evidence being 

compromised and of interferences in each other’s activities; 
- CSIRTs play an important role in informing (potential) victims of 

cybercrime and in providing them with information on how to report a 
crime to the Police. 

 
Next steps suggested include: 
 
- the extension of the analysis to additional countries; 
- the development of a catalogue of competences in incident handling and 

cybercrime investigations; 
- the organisation of joint training and exercises. 
  
Training material 
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The training material consists of a handbook designed for the trainer and a 
toolset for the trainee. The handbook explains the concepts addressed using 
scenarios. the toolset includes exercises based on these scenarios. This 
training material is an updated version of the training material on 
CSIRT-LE cooperation published last year. 
 
Recommended publication: 

https://www.enisa.europa.eu/publications/2021-report-on-csirt-law-enfor
cement-cooperation 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.enisa.europa.eu/publications/2021-report-on-csirt-law-enforcement-cooperation
https://www.enisa.europa.eu/publications/2021-report-on-csirt-law-enforcement-cooperation
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Number 8 

#WorldWildlifeDay: How police are protecting biodiversity for a 
greener future 
Wildlife crime is growing up to three times the rate of the global economy 
 

 
 

The illegal acquisition and consumption of wildlife are among the top global 
drivers of the decimation of some of the world’s most endangered species 
and a severe threat to the delicate balance between ecosystems and 
biodiversity. 
 
Celebrated under the theme “Recovering key species for ecosystem 
restoration”, this year’s United Nations World Wildlife Day is shining a 
light on the status of some of the globe’s most critically endangered species. 
 
While sometimes overlooked, law enforcement has a critical role to play in 
protecting endangered fauna and flora and, consequently, in safeguarding 
wider ecosystems and bringing about a greener future. 
 
Wildlife and forestry crime make up the world’s fourth largest illegal trade 
and INTERPOL works relentlessly to enable police forces in its 195 member 
countries to tackle wildlife crime from all angles and across all continents. 
 
Linked with cyber and financial crime 
 
Borders do not restrict wildlife crime, nor lessen its consequences on 
climate change, biodiversity, security and public health. Endangered 
species, critical to the worlds ecosystem, are lucrative targets for the world’s 
transnational organized crime groups. 
 
A truly global approach to tackling this threat is vital. INTERPOL’s 
environmental security programme helps to disrupt and dismantle the 
networks involved in this illegal trade by assisting enforcement authorities 
on all continents to enforce national and international laws and treaties 
effectively. 
 
Because wildlife crime is often linked with cyber and financial crime, 
INTERPOL provides member countries with the tools and databases 
required to follow key suspects along these crime paths, from detection to 
investigation, arrest, prosecution and conviction. 
 
Criminals constantly adapt their modus operandi in attempts to avoid 
detection. By engaging with the entire wildlife sector and supply chain to 
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identify and catalogue wildlife crime methods – and issuing INTERPOL 
Purple Notices -  INTERPOL is able to help member countries stay one step 
ahead. 
 
More than 3,000 offenders arrested 
 
INTERPOL also coordinates global police operations that have brought 
many wildlife criminals to justice.  These operations help dismantle the 
networks behind environmental crime and have led to the seizure of tonnes 
of illicit wildlife products, including live endangered species. 
 
To read more: 

https://www.interpol.int/News-and-Events/News/2022/WorldWildlifeDa
y-How-police-are-protecting-biodiversity-for-a-greener-future 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.interpol.int/News-and-Events/News/2022/WorldWildlifeDay-How-police-are-protecting-biodiversity-for-a-greener-future
https://www.interpol.int/News-and-Events/News/2022/WorldWildlifeDay-How-police-are-protecting-biodiversity-for-a-greener-future
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Number 9 

2022 Annual Threat Assessment of the U.S. Intelligence 
Community 
 

 
 

This annual report of worldwide threats to the national security of the 
United States responds to Section 617 of the FY21 Intelligence 
Authorization Act (P.L. 116-260).  
 
This report reflects the collective insights of the Intelligence Community 
(IC), which is committed every day to providing the nuanced, independent, 
and unvarnished intelligence that policymakers, warfighters, and domestic 
law enforcement personnel need to protect American lives and America’s 
interests anywhere in the world.  
 

This assessment focuses on the most direct, serious threats to the United 
States during the next year.  
 
The order of the topics presented in this assessment does not necessarily 
indicate their relative importance or the magnitude of the threats in the 
view of the IC. All require a robust intelligence response, including those 
where a near-term focus may help head off greater threats in the future, 
such as climate change and environmental degradation. 
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In the coming year, the United States and its allies will face an increasingly 
complex and interconnected global security environment marked by the 
growing specter of great power competition and conflict, while collective, 
transnational threats to all nations and actors compete for our attention 
and finite resources.  
 
These challenges will play out amidst the continued global disruption 
resulting from the COVID-19 pandemic, contention over global efforts to 
deal with a changing climate, increasingly powerful non-state actors, and 
rapidly evolving technology, all within the context of an evolving world 
order where the continued diffusion of power is leading actors to reassess 
their place and capabilities in an increasingly multipolar world.  
 
These challenges will intersect and interact in unpredictable ways, leading 
to mutually reinforcing effects that could challenge our ability to respond, 
but also introducing new opportunities to forge collective action with allies 
and partners against both the renewed threat of nation-state aggression 
and emerging threats to human security.  
 
The 2022 Annual Threat Assessment highlights some of those connections 
as it provides the Intelligence Community’s (IC’s) baseline assessments of 
the most pressing threats to U.S. national interests, while emphasizing the 
United States’ key adversaries and competitors.  
 
It is not an exhaustive assessment of all global challenges and notably 
excludes assessments of U.S. adversaries’ vulnerabilities.  
 
It accounts for functional concerns, such as weapons of mass destruction 
and cyber, primarily in the sections on threat actors, such as China and 
Russia.  
 
Competition and potential conflict between nation-states remains a critical 
national security threat.  
 
Beijing, Moscow, Tehran, and Pyongyang have demonstrated the capability 
and intent to advance their interests at the expense of the United States and 
its allies.  
 
China increasingly is a near-peer competitor, challenging the United States 
in multiple arenas—especially economically, militarily, and 
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technologically—and is pushing to change global norms and potentially 
threatening its neighbors.  
 
Russia is pushing back against Washington where it can—locally and 
globally—employing techniques up to and including the use of force.  
 
In Ukraine, we can see the results of Russia’s increased willingness to use 
military threats and force to impose its will on neighbors.  
 
Iran will remain a regional menace with broader malign influence activities, 
and North Korea will expand its WMD capabilities while being a disruptive 
player on the regional and world stages.  
 
Major adversaries and competitors are enhancing and exercising their 
military, cyber, and other capabilities, raising the risks to U.S. and allied 
forces, weakening our conventional deterrence, and worsening the 
longstanding threat from weapons of mass destruction.  
 
As states such as China and Russia increasingly see space as a warfighting 
domain, multilateral space security discussions have taken on greater 
importance as a way to reduce the risk of a confrontation that would affect 
every state’s ability to safely operate in space.  
 
The lingering effects of the COVID-19 pandemic will continue to strain 
governments and societies, fueling humanitarian and economic crises, 
political unrest, and geopolitical competition as countries, such as China 
and Russia, seek advantage through such avenues as “vaccine diplomacy.”  
 
No country has been completely spared, and even when a vaccine is widely 
distributed globally, the economic and political aftershocks will be felt for 
years.  
 
Low-income countries with high debts face particularly challenging 
recoveries and the potential for cascading crises leading to regional 
instability, whereas others will turn inward or be distracted by other 
challenges.  
 
The IC continues to investigate the concerning incidences of Anomalous 
Health Incidents and the danger they pose to U.S. personnel. 
 
Ecological degradation and a changing climate will continue to fuel disease 
outbreaks, threaten food and water security, and exacerbate political 
instability and humanitarian crises.  
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Great power competition and disputes between wealthy and low-income 
nations will threaten progress on the collective action that will be needed to 
meet global goals for reduction of greenhouse gas emissions.  
 
Other transnational challenges will pose an array of direct and indirect 
threats to the United States.  
 
They will interact in complex and cascading ways with each other and with 
threats posed by great power competition, increasingly empowered 
non-state actors, the pandemic, and climate change.  
 
Emerging and disruptive technologies, as well as the proliferation and 
permeation of technology into all aspects of our lives, pose unique 
challenges.  
 
The scourge of transnational organized crime, illicit drugs, violent 
extremism, and endemic corruption in many countries will continue to take 
their toll on American lives, prosperity, and safety.  
 
Both state and non-state cyber actors threaten our infrastructure and 
provide avenues for foreign malign influence threats against our 
democracy.  
 
We will see continuing potential for surges in migration from Afghanistan, 
Latin America, and other poor countries, which are reeling from conflict 
and the economic fallout of the COVID-19 pandemic.  
 
Economic and political conditions in Latin America continue to spark 
waves of migration that destabilize our Southern neighbors and put 
pressure on our Southern border.  
 
Finally, ISIS, al-Qa‘ida, and Iran and its militant allies will take advantage 
of weak governance to continue to plot terrorist attacks against U.S. 
persons and interests, including to varying degrees in the United States, 
and exacerbate instability in regions such as Africa and the Middle East.  
 
Regional instability and conflicts continue to threaten U.S. persons and 
interests. Some have direct implications for U.S. security.  
 
For example, the Taliban takeover of Afghanistan threatens U.S. interests, 
including the possibility of terrorist safe havens re-emerging and a 
humanitarian disaster.  
The continued fighting in Syria has a direct bearing on U.S. forces, whereas 
tensions between nuclear-armed India and Pakistan remain a global 
concern.  
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The iterative violence between Israel and Iran, and conflicts in other 
areas—including Africa, Asia, and the Middle East—have the potential to 
escalate or spread, fueling humanitarian crises and threatening U.S. 
persons, as in the case of Al-Shabaab, which is leveraging continued 
instability in East Africa and the lack of security capacity of regional states 
to threaten U.S. interests and American lives.  
 
The 2022 Annual Threat Assessment Report supports the Office of the 
Director of National Intelligence’s transparency commitments and the 
tradition of providing regular threat updates to the American public and the 
United States Congress.  
 
The IC is vigilant in monitoring and assessing direct and indirect threats to 
U.S. and allied interests. As part of this ongoing effort, the IC’s National 
Intelligence Officers work closely with analysts from across the IC to 
examine the spectrum of threats and highlight the most likely and impactful 
near-term risks in the context of the longer-term, overarching threat 
environment. 
 
The report: 

https://www.dni.gov/files/ODNI/documents/assessments/ATA-2022-Unc
lassified-Report.pdf 
 

 
 

 
 
 
 
 

https://www.dni.gov/files/ODNI/documents/assessments/ATA-2022-Unclassified-Report.pdf
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2022-Unclassified-Report.pdf
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Number 10 

IAIS introduces refreshed visual identity and upgraded website 
 

 
 

The IAIS introduced its refreshed visual identity, including a new logo, 
colours and picture style. The modernised brand more effectively conveys 
the IAIS organisational identity and its important global role in 
contributing to financial stability and policyholder protection. 
 
The IAIS website, as its flagship communications channel, has also been 
upgraded. Integrating the new visual identity and an improved user 
experience, the website features intuitive navigation and direct access to the 
most frequently used content, making it easier for visitors to find what they 
are looking for. A new search function provides useful filtering options for 
more targeted and relevant results and the website is now easily accessible 
across multiple devices. Visitors will also find new content explaining the 
work of the IAIS. 
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You may visit: https://www.iaisweb.org 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.iaisweb.org/
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
Our Reading Room: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 

https://www.risk-compliance-association.com/Reading_Room.htm

