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Monday, March 30, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
The NATO StratCom COE has conducted an experiment to 
assess if it would be possible to collect information on a 
military exercise, and if that information could then be used 
to successfully influence the behaviour of soldiers 
participating in that exercise.  
 
The experiment is described in the paper Camouflage for the Digital 
Domain (NATO StratCom COE). A research team was embedded within a 
red-team cell to evaluate how much data they could collect about exercise 
participants.  
 
They tested various open-source intelligence techniques to acquire data and 
tried out a range of influence activities to determine if it was possible to 
induce certain behaviours in the soldiers, for example, leaving their 
positions or not fulfilling their duties.  
 
The researchers used methods such as social media monitoring, targeted 
advertisement, impersonation, honeypot pages on social media, social 
engineering, and scraping of opensource databases. Most of these methods 
were employed over the main social media platforms—Facebook, 
Instagram, and Twitter. 
 
With few personnel, less than a month of preparation, and an 
advertisement budget of approximately USD 60, the team was able to 
collect detailed personal information including names, phone numbers, 
e-mail addresses, pictures of equipment, names of family members, 
partners, and dating app profiles.  
 
The team managed to identify more than 150 individual soldiers, pinpoint 
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the exact location of multiple battalions taking part in the exercise, gain 
knowledge of troop movements (including high-value units critical for 
mission success) and discover the dates of the active phases of the exercise. 
 
This information was successfully used to craft targeted influence activities 
that induced behaviour undesirable to the target exercise, such as 
individual soldiers leaving their positions against orders. 
 
The experiment showed that, at the current level of information security, an 
adversary is able to collect a significant amount of personal data on soldiers 
participating in a military exercise, and that these data can be used to target 
messages with precision, successfully influencing members of a target 
audience to carry out behaviours desired by an adversary. 
 
Read more at number 4 below. Welcome to the Top 10 list.  
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

ECB press conference - introductory statement 
Introductory statement by Ms Christine Lagarde, President of the European 
Central Bank, Frankfurt am Main. 
 

 
 

Ladies and gentlemen, the Vice-President and I are very pleased to welcome 
you to our press conference. We will now report on the outcome of today's 
meeting of the Governing Council, which was also attended by the 
Commission Executive Vice-President, Mr Dombrovskis. 
 
Since our last Governing Council meeting in late January, the spread of the 
coronavirus (COVID-19) has been a major shock to the growth prospects of 
the global and euro area economies and has heightened market volatility.  
 
Even if ultimately temporary in nature, it will have a significant impact on 
economic activity.  
 
In particular, it will slow down production as a result of disrupted supply 
chains and reduce domestic and foreign demand, especially through the 
adverse impact of the necessary containment measures.  
 
In addition, the heightened uncertainty negatively affects expenditure plans 
and their financing. 
 
Governments and all other policy institutions are called upon to take timely 
and targeted actions to address the public health challenge of containing 
the spread of the coronavirus and mitigate its economic impact.  
 
In particular, an ambitious and coordinated fiscal policy response is 
required to support businesses and workers at risk.  
 
The Governing Council strongly supports the commitment of euro area 
governments and the European Institutions to joint and coordinated policy 
action in response to the repercussions of the spread of the coronavirus.  
 
We also welcome the decisions taken by the ECB's Supervisory Board, 
which are detailed in a separate press release published earlier today. 
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In line with our mandate, the Governing Council is determined to support 
households and firms in the face of the current economic disruptions and 
heightened uncertainty.  
 
Accordingly, we decided on a comprehensive package of monetary policy 
measures. Together with the substantial monetary policy stimulus already 
in place, these measures will support liquidity and funding conditions for 
households, businesses and banks and will help to preserve the smooth 
provision of credit to the real economy. 
 
First, we decided to conduct, temporarily, additional longer-term 
refinancing operations (LTROs) to provide immediate liquidity support to 
the euro area financial system. Although we do not see material signs of 
strains in money markets or liquidity shortages in the banking system, 
these operations will provide an effective backstop in case of need.  
 
They will be carried out through a fixed rate tender procedure with full 
allotment, with an interest rate that is equal to the average rate on the 
deposit facility.  
 
The LTROs will provide liquidity at favourable terms to bridge the period 
until the TLTRO III operation in June 2020. 
 
Second, the Governing Council decided to apply considerably more 
favourable terms during the period from June 2020 to June 2021 to all 
TLTRO III operations outstanding during that same time.  
 
These operations will support bank lending to those affected most by the 
spread of the coronavirus, in particular small and medium-sized 
enterprises.  
 
Throughout this period, the interest rate on these TLTRO III operations 
will be 25 basis points below the average rate applied in the Eurosystem's 
main refinancing operations.  
 
For counterparties that maintain their levels of credit provision, the rate 
applied in these operations will be lower, and, over the period ending in 
June 2021, can be as low as 25 basis points below the average interest rate 
on the deposit facility.  
 
Moreover, the maximum total amount that counterparties will henceforth 
be entitled to borrow in TLTRO III operations is raised to 50% of their stock 
of eligible loans as at 28 February 2019.  
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In this context, the Governing Council will mandate the Eurosystem 
committees to investigate collateral easing measures to ensure that 
counterparties continue to be able to make full use of our funding support. 
 
Third, we decided to add a temporary envelope of additional net asset 
purchases of €120 billion until the end of the year, ensuring a strong 
contribution from the private sector purchase programmes.  
 
In combination with the existing asset purchase programme (APP), this will 
support favourable financing conditions for the real economy in times of 
heightened uncertainty.  
 
We continue to expect net asset purchases to run for as long as necessary to 
reinforce the accommodative impact of our policy rates, and to end shortly 
before we start raising the key ECB interest rates. 
 
In addition, the Governing Council decided to keep the key ECB interest 
rates unchanged.  
 
We expect them to remain at their present or lower levels until we have 
seen the inflation outlook robustly converge to a level sufficiently close to, 
but below, 2% within our projection horizon, and such convergence has 
been consistently reflected in underlying inflation dynamics. 
 
We also intend to continue reinvesting, in full, the principal payments from 
maturing securities purchased under the APP for an extended period of 
time past the date when we start raising the key ECB interest rates, and in 
any case for as long as necessary to maintain favourable liquidity conditions 
and an ample degree of monetary accommodation. 
 
Further details on the precise terms of our new operations will be published 
in dedicated press releases this afternoon at 15:30 CET. 
 
In view of current developments, the Governing Council will continue to 
monitor closely the implications of the spread of the coronavirus for the 
economy, for medium-term inflation and for the transmission of its 
monetary policy.  
 
The Governing Council stands ready to adjust all of its instruments, as 
appropriate, to ensure that inflation moves towards its aim in a sustained 
manner, in line with its commitment to symmetry. 
 
Let me now explain our assessment in greater detail, starting with the 
economic analysis. The latest indicators suggest a considerable worsening 
of the near-term growth outlook.  
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The disruption of supply chains is impeding production plans in the 
manufacturing sector, while necessary containment measures against the 
further spread of the coronavirus are adversely affecting economic activity.  
 
Before the coronavirus outbreak, euro area real GDP growth moderated to 
0.1%, quarter on quarter, in the fourth quarter of 2019, following growth of 
0.3% in the third quarter. This mainly reflected the ongoing weakness in 
the euro area manufacturing sector and slowing investment growth.  
 
Looking beyond the disruption stemming from the coronavirus, euro area 
growth is expected to regain traction over the medium term, supported by 
favourable financing conditions, the euro area fiscal stance and the 
expected resumption in global activity. 
 
This assessment is only partly reflected in the March 2020 ECB staff 
macroeconomic projections for the euro area, as their data cut-off date 
predates the most recent rapid spread of the coronavirus to the euro area.  
 
These projections foresee annual real GDP increasing by 0.8% in 2020, 
1.3% in 2021 and 1.4% in 2022. In particular, the projections foresee very 
muted growth in the first half of 2020, followed by an improvement in the 
second half of the year.  
 
Compared with the December 2019 Eurosystem staff macroeconomic 
projections, the outlook for real GDP growth has been revised down notably 
for 2020 and slightly for 2021, on account of the potential economic impact 
of the coronavirus outbreak. 
 
The risks surrounding the euro area growth outlook are clearly on the 
downside. In addition to the previously identified risks related to 
geopolitical factors, rising protectionism and vulnerabilities in emerging 
markets, the spread of the coronavirus adds a new and substantial source of 
downside risk to the growth outlook. 
 
According to Eurostat's flash estimate, euro area annual HICP inflation 
decreased to 1.2% in February 2020, from 1.4% in January.  
 
On the basis of the sharp decline in current and futures prices for oil, 
headline inflation is likely to decline considerably over the coming months. 
Indicators of inflation expectations have fallen and measures of underlying 
inflation remain generally muted.  
 
While labour cost pressures have so far remained resilient amid tighter 
labour markets, the weaker growth momentum is delaying their 
pass-through to inflation.  
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Over the medium term, the increase in inflation will be supported by our 
monetary policy measures and the recovery in euro area growth dynamics. 
 
This assessment is only partly reflected in the March 2020 ECB staff 
macroeconomic projections for the euro area, which foresee annual HICP 
inflation at 1.1% in 2020, 1.4% in 2021 and 1.6% in 2022.  
 
Compared with the December 2019 Eurosystem staff macroeconomic 
projections, the outlook for HICP inflation is broadly unrevised over the 
projection horizon.  
 
The implications of the coronavirus for inflation are surrounded by high 
uncertainty, given that downward pressures linked to weaker demand may 
be offset by upward pressures related to supply disruptions.  
 
The recent sharp decline in oil prices poses significant downside risks to the 
short-term inflation outlook. 
 
Turning to the monetary analysis, broad money (M3) growth stood at 5.2% 
in January 2020, having moderated somewhat from its recent peak. Money 
growth continues to reflect ongoing bank credit creation for the private 
sector and low opportunity costs of holding M3 relative to other financial 
instruments.  
 
The narrow monetary aggregate M1 continues to be the main contributor to 
broad money growth. 
 
Loans to the private sector continued to expand. The annual growth rate of 
loans to households picked up somewhat to 3.7% in January 2020, from 
3.6% in December 2019.  
 
The annual growth rate of loans to non-financial corporations remained 
unchanged at 3.2% in January, confirming the moderation seen since 
autumn 2019 and likely reflecting the typically lagged reaction to the past 
weakening in the economy.  
 
Overall, our accommodative monetary policy stance, including the 
measures taken today, will safeguard favourable bank lending conditions 
and will continue to support access to financing, including for those 
affected most by the ramifications of the coronavirus and, in particular, for 
small and medium-sized enterprises. 
 
To sum up, a cross-check of the outcome of the economic analysis with the 
signals coming from the monetary analysis confirmed that an ample degree 
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of monetary accommodation is necessary for the robust convergence of 
inflation to levels that are below, but close to, 2% over the medium term. 
 
Regarding fiscal policies, an ambitious and coordinated fiscal stance is now 
needed in view of the weakened outlook and to safeguard against the 
further materialisation of downside risks.  
 
We welcome the measures already taken by several governments to ensure 
sufficient health sector resources and to provide support to affected 
companies and employees.  
 
In particular, measures such as providing credit guarantees are needed to 
complement and reinforce the monetary policy measures taken today.  
 
We welcome the commitment of the euro area governments and the 
European Institutions to act now, strongly, and together in response to the 
repercussions of the further spread of the coronavirus. 
 
Before we take your questions, we would like to express our profound 
gratitude to all those who are dedicating their time and efforts in saving 
lives and containing the spread of the coronavirus.  
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Number 2 
Cyberspace Solarium Commission (CSC)  

A consensus on a strategic approach to defending the US in 
cyberspace against cyberattacks of significant consequences 
 

 
 

The Cyberspace Solarium Commission (CSC) was established in the John S. 
McCain National Defense Authorization Act for Fiscal Year 2019 to 
"develop a consensus on a strategic approach to defending the United 
States in cyberspace against cyberattacks of significant consequences."  
 

 
 

 
 
The finished report was presented to the public on March 11, 2020. 
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The Cyberspace Solarium Commission's proposes a strategy of layered 
cyber deterrence. The report consists of over 80 recommendations to 
implement the strategy.  
 
These recommendations are organized into 6 pillars: 
 
1. Reform the U.S. Government's Structure and Organization for 
Cyberspace. 
2. Strengthen Norms and Non-Military Tools. 
3. Promote National Resilience. 
4. Reshape the Cyber Ecosystem. 
5. Operationalize Cybersecurity Collaboration with the Private Sector. 
6. Preserve and Employ the Military Instrument of National Power. 
 
To read more: 
https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv
/view 
 
 

 
 

 

https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv/view
https://drive.google.com/file/d/1ryMCIL_dZ30QyjFqFkkf10MxIXJGT4yv/view
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Number 3 

EBA statement on actions to mitigate the impact of COVID-19 on 
the EU banking sector 
 

 
 

EU-wide stress test postponed to 2021 to allow banks to prioritise 
operational continuity. 
 
Competent authorities should make full use, where appropriate, of 
flexibility embedded in existing regulation. 
 

Background 
 
The outbreak of COVID-19 (Coronavirus) and its global spread since 
February has created significant immediate challenges to society and risks 
for the economic outlook.  
 
Although the long-term magnitude of the economic shock cannot yet be 
quantified, it will likely dampen economic activity. 
 
Since the financial crisis, European banks have strengthened their capital 
position, built up solid liquidity buffer and improved the quality of the 
assets on their balance sheets.  
 
EU banks have implemented measures to ensure business continuity and 
adequate service to their customers, but they are facing operational 
challenges, hence the need to focus on their core operations and critical 
functions.  
 
Supervisors are working with banks as they maintain their support to 
household and corporate sectors, particularly to small and medium 
enterprises, and ensure that the basic needs of their customers are satisfied. 
 
The EBA, along with national competent authorities (CAs) and the 
European Central Bank, is coordinating a joint effort to alleviate the 
immediate operational burden for banks at this challenging juncture.  
 
The EBA recommends CAs to make full use, where appropriate, of the 
flexibility embedded in the regulatory framework to support the banking 
sector. 
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Supporting banks’ focus on core operations 
 
Addressing any operational challenges banks may face should be the 
priority.  The EBA has decided to postpone the EU-wide stress test exercise 
to 2021.  
 
This will allow banks to focus on and ensure continuity of their core 
operations, including support for their customers.  
 
For 2020, the EBA will carry out an additional EU-wide transparency 
exercise in order to provide updated information on banks’ exposures and 
asset quality to market participants. 
 
In addition, the EBA recommends CAs to plan supervisory activities, 
including on-site inspections, in a pragmatic and flexible way, and possibly 
postpone those deemed non-essential.  
 
CAs could also give banks some leeway in the remittance dates for some 
areas of supervisory reporting, without putting at stake the crucial 
information needed to monitor closely banks’ financial and prudential 
situation. 
 
Making use of the flexibility already embedded in existing regulation 
A number of provisions in the regulatory framework ensure that banks 
build up adequate capital and liquidity buffers.  
 
These buffers, including macroprudential ones, are designed to be used in 
order to absorb losses and ensure continued lending to the economy during 
a downturn.  
 
Banks should also follow prudent dividend and other distribution policies, 
including variable remuneration. 
 
CAs are encouraged, where appropriate, to make full use of the flexibility 
already embedded in the existing regulatory framework.  
 
The ECB-Banking Supervision’s decision to allow banks to cover Pillar 2 
requirements with capital instruments other than common equity tier 1 
(CET1) is an example.  
 
The use of Pillar 2 Guidance is another way to ensure that prudential 
regulation is countercyclical and banks can provide the necessary support 
to the household and corporate sectors. 
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The liquidity coverage ratio (LCR) is also designed to be used by banks 
under stress. Supervisors should avoid any measures that may lead to the 
fragmentation of funding markets. 
 
It is crucial that the classification of exposures accurately and timely 
reflects any deterioration of asset quality.  
 
There is, however, flexibility in the implementation of the EBA Guidelines 
on management of non-performing and forborne exposures and the EBA 
calls for a close dialogue between supervisors and banks, also on their 
non-performing exposure strategies, on a case by case basis. 
 
The EBA is in close contact with the European Systemic Risk Board in order 
to ensure that microprudential and macroprudential measures are fully 
aligned. 
 
To read more: 
https://eba.europa.eu/eba-statement-actions-mitigate-impact-covid-19-eu
-banking-sector 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

https://eba.europa.eu/eba-statement-actions-mitigate-impact-covid-19-eu-banking-sector
https://eba.europa.eu/eba-statement-actions-mitigate-impact-covid-19-eu-banking-sector
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Number 4 

Camouflage for the Digital Domain  
NATO STRATCOM COE 
This is the second time we discuss this paper 
 

 
 

Discoverability of geolocation 
 
Protecting the geolocation of personnel, equipment, infrastructure, and 
installations of military units is crucial for mission success. 
 
Today’s digitalised society generates an abundance of open information 
that an adversary can exploit to obtain sensitive geolocation information.  
 
While geolocation information is easily accessed using digital sources, it 
can also be provided directly by conflict participants and the general public 
via digital platforms. 
 
Geolocation data allows an adversary to discover and adapt to the position 
and movements of forces, thus serving as a tactical, operational, or strategic 
force multiplier.  
 
It also often enables or improves kinetic targeting and battle damage 
assessments. Geolocation data can also be useful information for enemy 
influence activities against friendly forces.  
 
The paper:  
https://www.stratcomcoe.org/camouflage-digital-domain 
 

 
 
 
 
 
 
 

https://www.stratcomcoe.org/camouflage-digital-domain
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Number 5 

Enhancing the macroprudential dimension of Solvency II 
 

 
 

This report is intended to inform the review of Solvency II in such a way as 
to enable it to enhance the regulatory framework for the insurance sector 
with tools that reflect macroprudential considerations.  
 
A previous report produced by the European Systemic Risk Board (ESRB) 
in 2018 (ESRB, 2018), as well as work by the European Insurance and 
Occupational Pensions Authority (EIOPA) and other institutions, identified 
options for provisions, measures and instruments for the insurance sector 
that would mitigate systemic risk and prevent its transmission to the real 
economy.  
 
The review of Solvency II, which is envisaged to be completed by the end of 
2020, provides an opportunity to incorporate this toolkit into legislation. 
The tools proposed in this report would strengthen the macroprudential 
dimension of the regulatory framework for insurance.  
 
They are a subset of the possible tools identified by the ESRB in 2018.  
 
Reflecting the ESRB’s cross-sectoral expertise, this subset focuses on those 
types of risk that are not necessarily specific to the insurance sector and 
proposes tools adapted to the risk profile and business model of 
(re)insurers.  
 
Some of the more insurance-specific tools identified by the ESRB in 2018 
are considered in the EIOPA consultation paper, and the ESRB supports 
their inclusion in Solvency II.  
 
This report focuses on solvency and liquidity tools aimed at preventing and 
mitigating procyclicality and horizontal tools for the direct and indirect 
provision of credit to the economy.  
 
Procyclical behaviour can arise when (re)insurers are forced to sell 
commonly held or correlated assets during times of stress, for instance if 
they react to market movements or as a result of liquidity needs stemming 
from the assets or liabilities side of the balance sheet.  
 
Procyclical behaviour can contribute to systemic risk. For example, selling 
specific assets into a falling market could amplify the initial fall in asset 
prices. Where (re)insurers provide credit to the real economy, such as 
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directly through the origination of loans to households or indirectly 
through investment in corporate bonds, they are exposed to some of the 
same risks as banks, and these should therefore be treated in a consistent 
manner. 
 
This report focuses on three types of tool designed to address the 
above-mentioned sources of risk:  
 
i) solvency tools addressing cyclical risks via symmetric adjustments to the 
solvency requirements of (re)insurers;  
 
ii) liquidity tools addressing risks on the assets and liabilities side of the 
balance sheet; and  
 
iii) horizontal tools addressing risks from the direct and indirect provision 
of credit to the economy.  
 
The latter two types in particular provide scope for supervisors to use them 
in a proportionate manner. 
 
Solvency tools addressing cyclical risks via symmetric adjustments 
(Re)insurers are major investors, and the impact of changes in the market 
value of their investments on their solvency position can lead to procyclical 
behaviour.  
 
With assets of almost €11 trillion, (re)insurers are major investors in 
Europe.  
 
This reflects the nature of their business: they receive premiums up front, 
invest them in financial assets, and pay claims to policy holders if and when 
they arise.  
 
(Re)insurers may behave in a procyclical manner, for instance when a fall in 
the value of their assets threatens their solvency position (ESRB, 2015).  
 
As incentives to behave in a procyclical manner are more pronounced in a 
marked-to-market regime, Solvency II includes mechanisms to address 
procyclical behaviour. 
 
The mechanisms in Solvency II to address procyclical behaviour lack the 
symmetry needed to build up (re)insurers’ resilience during times of 
excessively rising market prices, and have shortcomings in the way they 
apply to internal models.  
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This report focuses on how two of the existing mechanisms in Solvency II 
designed to address procyclical behaviour could be enhanced: the volatility 
adjustment (VA) and the symmetric adjustment (SA) for equity risk.  
 
The volatility adjustment aims to reduce procyclical investment behaviour 
in respect of (re)insurers’ fixed income (e.g. government and corporate 
bond) portfolios.  
 
However, the methodology used results in an adjustment that is almost 
always positive.  
 
This means that during times of excessive price gains, when risk premia on 
fixed income assets are compressed, (re)insurers are not required to 
automatically build up a buffer of own funds that would absorb losses when 
the risk premia reverse.  
 
On the contrary, even during such times the volatility adjustment still 
provides some capital relief, which could lead to (re)insurers being 
under-capitalised.  
 
The symmetric adjustment for equity risk aims to mitigate procyclical 
investment behaviour by increasing (decreasing) the Solvency Capital 
Requirement (SCR) for equity risk when equity markets rise (fall).  
 
As the this adjustment only applies to equities, this leaves a gap, as other 
non-fixed income assets held by (re)insurers are not covered by either the 
symmetric adjustment or the volatility adjustment.  
 
The interaction with internal models also has shortcomings for both the 
volatility adjustment and the symmetric adjustment.  
 
For (re)insurers using an internal model, the volatility adjustment not only 
increases own funds but also decreases the SCR, resulting in double relief 
and thereby increasing the risk of under-capitalisation.  
 
The symmetric adjustment for equity risk does not apply to (re)insurers 
using an internal model. 
 
Anti-procyclicality mechanisms should be enhanced by making the 
volatility adjustment symmetric and transparent and by addressing 
interaction with internal models.  
 
Antiprocyclicality mechanisms covering fixed income assets could be 
enhanced in two ways.  
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First, to ensure that (re)insurers automatically build up a buffer of own 
funds during periods when risk premia on fixed income assets are 
compressed, the volatility adjustment should be made symmetric and 
applied automatically to all (re)insurers.  
 
Second, to make the (symmetric) volatility adjustment more transparent 
and ensure an unbiased valuation of insurance obligations, the (symmetric) 
volatility adjustment should form an additional own funds item rather than 
affecting the technical provisions (TPs).  
 
Anti-procyclicality mechanisms should apply to (re)insurers calculating 
their SCR with an internal model, since they cover roughly 40% of 
(re)insurers’ investments: the volatility adjustment should not affect the 
SCR calculation since it already affects own funds, and internal model users 
should also be required to adapt the symmetric adjustment for equity risk 
to their models.  
 
More generally, the ESRB also sees merit in applying the symmetric 
adjustment to other non-fixed income assets, to increase resilience during 
times of excessive price gains. 
 
To read more: 

https://www.esrb.europa.eu/pub/pdf/reports/esrb.200226_enhancingma
croprudentialdimensionsolvency2~1264e30795.en.pdf?b3677f92bbd6d1c6
024a66d36632456a 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.esrb.europa.eu/pub/pdf/reports/esrb.200226_enhancingmacroprudentialdimensionsolvency2~1264e30795.en.pdf?b3677f92bbd6d1c6024a66d36632456a
https://www.esrb.europa.eu/pub/pdf/reports/esrb.200226_enhancingmacroprudentialdimensionsolvency2~1264e30795.en.pdf?b3677f92bbd6d1c6024a66d36632456a
https://www.esrb.europa.eu/pub/pdf/reports/esrb.200226_enhancingmacroprudentialdimensionsolvency2~1264e30795.en.pdf?b3677f92bbd6d1c6024a66d36632456a
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Number 6 

Coronavirus-themed domains 50% more likely to be malicious 
than other domains 
 

 
 

Check Point’s Global Threat Index shows cyber-criminals are exploiting 
interest in the global epidemic to spread malicious activity through several 
spam campaigns relating to the outbreak of the virus 
 
Concerns about COVID-19, or novel coronavirus, seem to have become as 
contagious as the virus itself, with headlines spreading across virtually 
every media outlet.   
 
For example, CNN.com hosts over 1,200 articles mentioning the disease, 
and a search on the website of The Financial Times produces over 1,100 
results. 
 
As the virus spreads across the globe, people are naturally searching online 
for the latest information and updates on how it might affect them, and 
what they can do to protect themselves and their families.  And as you 
might expect, cyber-criminals are quick to take advantage of these concerns 
for their own gain. 
 
As we recently reported, hackers around the globe have found the 
Coronavirus serving them well as an enabler for their activities, and are still 
riding the wave of the epidemic.  
 
Our Global Threat Index for January 2020 shows cyber-criminals are 
exploiting interest in the global epidemic to spread malicious activity, with 
several spam campaigns relating to the outbreak of the virus. 
 
To read more: 
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-do
mains-50-more-likely-to-be-malicious-than-other-domains/ 
 

 
 
 
 

https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
https://blog.checkpoint.com/2020/03/05/update-coronavirus-themed-domains-50-more-likely-to-be-malicious-than-other-domains/
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Number 7 

Alert (AA20-073A) 
 

 
 

As organizations prepare for possible impacts of Coronavirus Disease 2019 
(COVID-19), many may consider alternate workplace options for their 
employees.  
 
Remote work options—or telework—require an enterprise virtual private 
network (VPN) solution to connect employees to an organization’s 
information technology (IT) network.  
 
As organizations elect to implement telework, the Cybersecurity and 
Infrastructure Security Agency (CISA) encourages organizations to adopt a 
heightened state of cybersecurity. 
 

Technical Details 
 

The following are cybersecurity considerations regarding telework. 
 
- As organizations use VPNs for telework, more vulnerabilities are being 

found and targeted by malicious cyber actors. 
 
- As VPNs are 24/7, organizations are less likely to keep them updated 

with the latest security updates and patches. 
 
- Malicious cyber actors may increase phishing emails targeting 

teleworkers to steal their usernames and passwords. 
 
- Organizations that do not use multi-factor authentication (MFA) for 

remote access are more susceptible to phishing attacks. 
 
- Organizations may have a limited number of VPN connections, after 

which point no other employee can telework.  
 

With decreased availability, critical business operations may suffer, 
including IT security personnel’s ability to perform cybersecurity tasks. 

 

Mitigations 
 

CISA encourages organizations to review the following recommendations 
when considering alternate workplace options. 
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- Update VPNs, network infrastructure devices, and devices being used to 
remote into work environments with the latest software patches and 
security configurations. See CISA Tips Understanding Patches and 
Securing Network Infrastructure Devices. 

 
- Alert employees to an expected increase in phishing attempts. See CISA 

Tip Avoiding Social Engineering and Phishing Attacks. 
 
- Ensure IT security personnel are prepared to ramp up the following 

remote access cybersecurity tasks: log review, attack detection, and 
incident response and recovery.  

 
Per the National Institute of Standards and Technology (NIST) Special 
Publication 800-46 v.2, Guide to Enterprise Telework, Remote Access, 
and Bring Your Own Device (BYOD) Security, these tasks should be 
documented in the configuration management policy. 

 
- Implement MFA on all VPN connections to increase security. If MFA is 

not implemented, require teleworkers to use strong passwords. (See 
CISA Tips Choosing and Protecting Passwords and Supplementing 
Passwords for more information.) 

 
- Ensure IT security personnel test VPN limitations to prepare for mass 

usage and, if possible, implement modifications—such as rate 
limiting—to prioritize users that will require higher bandwidths. 

 
- Contact CISA to report incidents, phishing, malware, and other 

cybersecurity concerns. 
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Number 8 

Addressing Cybersecurity Risks During the COVID-19 Pandemic 
 

 
 

Around the world, organizations are taking unprecedented actions as a 
result of the COVID-19 pandemic.  
 
Business continuity plans that laid dormant are being fully exercised and 
new chapters are being added as workforces are mandated to telework in an 
effort to contain the spread of the virus.  
 
The focus of this week’s NJCCIC Bulletin is to address some of the 
cybersecurity risks that a remote workforce presents and to provide some 
best practices for mitigating those risks.  
 
The following is not a comprehensive list of best practices; however, it 
provides users and organizations with some guidance in managing the 
cybersecurity risks associated with a remote workforce.  
  
As reported in the news, there has been a significant increase in the demand 
for toilet paper, hand sanitizer, disinfectants, and other items associated 
with efforts to prevent and/or contain the spread of COVID-19.  
 
However, organizations are also significantly increasing their demands for 
remote access equipment, software, and services including, but not limited 
to, laptops, hard multi-factor authentication tokens, VPN concentrators, 
collaboration tools, bandwidth upgrades, and more.  
 
Individuals who have never worked remotely are being provided with 
laptops and told to work from home. For some organizations and 
individuals, this is unchartered territory.  
  

Telework Program Fundamentals:  
 
For many organizations, telework programs have been in practice for years 
– whether as part of the organization’s everyday work program or as a 
component of their business continuity plans.  
 
For those organizations, policies, educational programs, technologies, and 
support services for the remote workforce are well established.  
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For organizations engaging in telework for the first time, defining 
expectations is a good starting point.  
 
First, create a telework policy that addresses the following: the scope of the 
telework program, roles and responsibilities, eligibility to telework (not all 
jobs can be performed remotely), work hours and paid time-off, the 
suitability of the alternate workplace and its related safety requirements, 
responsibility for equipment and supplies, operating costs and expenses, 
and requirements for physical and information security.     
  

Remote Access:  
 
In traditional virtual private networks (VPNs), individuals use VPN client 
software to establish a secure connection to an internal network.  
 
While still widely used, many remote users only require access to a set of 
web applications hosted within the organization’s network, not the entire 
internal network.  
 
IT departments should consider providing access to internal web 
applications via a portal where remote users can authenticate.  
 
Similarly, software-as-a-service (SaaS) applications hosted in the cloud and 
virtualized applications hosted on premise are often good options for 
limiting remote access to only what is necessary for that user.  
 
Organizations should scope VPN access accordingly to ensure the principle 
of least privilege is maintained. Regardless of which remote access method 
you offer, multi-factor authentication should be mandatory.  
 
Additionally, if remote devices are allowed to connect to your internal 
network, consider implementing a Network Access Control (NAC) solution 
to ensure only authorized devices are permitted to connect.  
  

Organization-Owned vs Personal Devices:  
 
Many SaaS and virtualized applications may be securely accessed by remote 
users through their personal devices if certain security controls are 
implemented.  
 
To reiterate, MFA should be mandatory for remote access to any 
application, network, or service your organization provides to teleworkers. 
In addition, organizations must implement controls to ensure sensitive files 
and information are not downloaded or stored on personal devices or 
personal cloud storage services.  
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Sensitive data should only be stored on organizationally-controlled devices 
or authorized cloud storage services.  
 
Cloud service providers often offer conditional access controls to prevent 
the download of data to unauthorized devices. IT departments are advised 
to enforce these controls.  
 
For cloud services that do not provide the option to restrict the download of 
sensitive data, organizations are advised to implement a Cloud Access 
Security Broker (CASB) solution that provides these security controls.  
  

Device Security:  
 
Irrespective of whether a device is personally owned or organizationally 
owned, they are exposed to numerous risks when connecting to networks 
not controlled by the organization.  
 
Therefore, implementing strong security controls is paramount.  
 
This includes controls such as strong authentication, hardening the 
operating system, and applying the principle of least functionality to limit 
services, ports, and protocols to only those that are necessary.  
 
Protective technologies should be implemented, including 
anti-virus/anti-malware software, endpoint detection and response 
software, web content filtering software, host-based firewalls, device and 
file encryption, and the latest security patches.  
 
With a remote workforce, IT departments face a myriad of challenges in 
providing support, pushing security updates, and providing continuous 
monitoring and incident reporting and response services for remote devices 
and users.   
  
Additional best practices for cybersecurity can be found on the NJCCIC 
website at cyber.nj.gov 
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Number 9 

Coronavirus Disease 2019 (COVID-19) 
 

 
 

CDC is responding to an outbreak of respiratory disease caused by a novel 
(new) coronavirus that was first detected in China and which has now been 
detected in more than 100 locations internationally, including in the United 
States.  
 
The virus has been named “SARS-CoV-2” and the disease it causes has been 
named “coronavirus disease 2019” (abbreviated “COVID-19”). 
 
On January 30, 2020, the International Health Regulations Emergency 
Committee of the World Health Organization (WHO) declared the outbreak 
a “public health emergency of international concern” (PHEIC).  
 
On January 31, Health and Human Services Secretary Alex M. Azar II 
declared a public health emergency (PHE) for the United States to aid the 
nation’s healthcare community in responding to COVID-19.  
 
On March 11, WHO publicly characterized COVID-19 as a pandemic.  
 
On March 13, the President of the United States declared the COVID-19 
outbreak a national emergency. 
 
Coronaviruses are a large family of viruses that are common in people and 
many different species of animals, including camels, cattle, cats, and bats. 
Rarely, animal coronaviruses can infect people and then spread between 
people such as with MERS-CoV, SARS-CoV, and now with this new virus 
(named SARS-CoV-2). 
 
The SARS-CoV-2 virus is a betacoronavirus, like MERS-CoV and 
SARS-CoV.   
 
All three of these viruses have their origins in bats.  
 
The sequences from U.S. patients are similar to the one that China initially 
posted, suggesting a likely single, recent emergence of this virus from an 
animal reservoir. 
 
Early on, many of the patients at the epicenter of the outbreak in Wuhan, 
Hubei Province, China had some link to a large seafood and live animal 
market, suggesting animal-to-person spread.  
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Later, a growing number of patients reportedly did not have exposure to 
animal markets, indicating person-to-person spread.  
 
Person-to-person spread was subsequently reported outside Hubei and in 
countries outside China, including in the United States.  
 
Some international destinations now have ongoing community spread with 
the virus that causes COVID-19, as do some parts of the United States. 
Community spread means some people have been infected and it is not 
known how or where they became exposed.  
 
Learn what is known about the spread of this newly emerged coronaviruses. 
 
To read more:  

https://www.nih.gov/health-information/coronavirus 
 

 
 

 
 
 
 
 
 

https://www.nih.gov/health-information/coronavirus
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Number 10 

The Mind in the Machine  
Machine learning is a scientific revolution that is changing how science gets 
done. 
 

 
 

We are not talking about robots (though it would be cool if we were).  
Sentient humanoid automatons, whether benevolent or malevolent, 
walking and talking amongst us, are still science fiction.  
 
But some things that used to be impossible are now science fact, like 
computers that can tell if two disparate images are actually showing the 
same thing or that can predict if and when a supercomputer will crash.  
 
Los Alamos has always excelled at data science, and the data-science 
techniques known collectively as machine learning are now 
taking data analysis to the next level.  
 
Through machine learning, or ML, scientists are exploring new ways of 
answering old questions, and, in some instances for the first time, they are 
actually getting some answers. 
 
Machine learning is a natural product of increased computational power. 
The questions aren’t necessarily new, and the math isn’t necessarily new. 
But the machines are, and what scientists are doing with them certainly is.  
 
Enabled by major advances in computer hardware and software, and by the 
massive amounts of data newly available, tech entities from social media 
companies to national laboratories are using and developing ML. 
 
But while social media and computer companies are mostly working on 
problems like targeted marketing, virtual assistants, and self-driving cars, 
Los Alamos scientists are working on mission-critical science problems like 
nuclear nonproliferation, global security, and ensuring the safety, efficacy, 
and reliability of the country’s nuclear arsenal. 
 
The level of performance required for the Laboratory is more stringent 
owing to the knowledge. The broad body of physics expertise that exists at 
the Laboratory, when married to ML, makes new approaches to national 
security possible. 
 
Scientists at the Laboratory are using and developing ML in a plethora of 
ways. Some are going after answers to age-old questions, some are asking 
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brand new questions, and some are pioneering new ways of doing and 
thinking about ML itself.  
 
By no means comprehensive, this article provides several examples 
of machine learning being done at Los Alamos. 
 

What it is and what it isn’t 
 
ML is not synonymous with artificial intelligence (AI).  
 
General AI refers to learning and reasoning by machines without the 
intervention of humans, and most scientists agree that we aren’t there yet.  
 
ML is a specialized subset of AI, wherein a human still writes the code, but 
the output of the code depends on data—usually vast amounts of it—that is 
also chosen and fed to the computer by a human. And the computer usually 
needs to be told, by a human, whether or not it is doing the right thing with 
the data. 
 
To read more: 

https://www.lanl.gov/discover/publications/1663/2020-january/_assets/
docs/1663-35-MindInTheMachine.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.lanl.gov/discover/publications/1663/2020-january/_assets/docs/1663-35-MindInTheMachine.pdf
https://www.lanl.gov/discover/publications/1663/2020-january/_assets/docs/1663-35-MindInTheMachine.pdf
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

