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Monday, May 2, 2022 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Extraterritoriality refers to the application of 
one country’s laws within the jurisdiction of 
another country. A country can punish 
actions committed beyond its borders, if they impair an interest which it 
desires to protect. I always find interesting the efforts to extend domestic 
regulation to activities or agreements in foreign countries, undertaken in 
full compliance with the law of those countries. 
 
I have just read carefully the proposal for a NIS 2 Directive in the EU (the 
amendment of the Directive on Security of Network and Information 
Systems (NIS), Directive 2016/1148). Extraterritorial reach affects all the 
companies that operate within the EU. We read at Preamble 63:  
 
“All essential and important entities under this Directive should fall under 
the jurisdiction of the Member State where they provide their services. If 
the entity provides services in more than one Member State, it should fall 
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under the separate and concurrent jurisdiction of each of these Member 
States. The competent authorities of these Member States should 
cooperate, provide mutual assistance to each other and where appropriate, 
carry out joint supervisory actions.” 
 
We read at preamble 64: “In order to take account of the cross-border 
nature of the services and operations of DNS service providers, TLD name 
registries, content delivery network providers, cloud computing service 
providers, data centre service providers and digital providers, only one 
Member State should have jurisdiction over these entities.  
 
Jurisdiction should be attributed to the Member State in which the 
respective entity has its main establishment in the Union. The criterion of 
establishment for the purposes of this Directive implies the effective 
exercise of activity through stable arrangements. The legal form of such 
arrangements, whether through a branch or a subsidiary with a legal 
personality, is not the determining factor in that respect.  
 
Whether this criterion is fulfilled should not depend on whether the 
network and information systems are physically located in a given place; 
the presence and use of such systems do not, in themselves, constitute such 
main establishment and are therefore not decisive criteria for determining 
the main establishment.  
 
The main establishment should be the place where the decisions related to 
the cybersecurity risk management measures are taken in the Union. This 
will typically correspond to the place of the companies’ central 
administration in the Union. If such decisions are not taken in the Union, 
the main establishment should be deemed to be in the Member States 
where the entity has an establishment with the highest number of 
employees in the Union. Where the services are carried out by a group of 
undertakings, the main establishment of the controlling undertaking 
should be considered to be the main establishment of the group of 
undertakings.” 
 
In Article 24, we read that DNS service providers, TLD name registries, 
cloud computing service providers, data centre service providers and 
content delivery network providers in Annex I, as well as digital providers 
in Annex II shall be deemed to be under the jurisdiction of the Member 
State in which they have their main establishment in the Union. But if one 
of these entities is not established in the European Union, but offers 
services within the Union, it shall designate a representative in the Union. 
The representative shall be established in one of those Member States 
where the services are offered.  
 



P a g e  | 3 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Such entity shall be deemed to be under the jurisdiction of the Member 
State where the representative is established. In the absence of a designated 
representative within the Union, any Member State in which the 
entity provides services may take legal actions against the entity for 
non-compliance with the obligations under this Directive. 
 
In the EU, every amended directive is expected to expand the scope of the 
original directive. The proposal for a NIS 2 Directive also expands the scope 
of the current NIS Directive by adding new sectors based on how crucial 
they are for the economy and society. It introduces a clear size cap, so all 
medium and large companies in selected sectors will be included in the 
scope.  
 
The proposal eliminates the distinction between operators of essential 
services and digital service providers. Entities would be classified based on 
their importance, and divided into essential and important categories, 
which will be subjected to different supervisory regimes. 
 
The proposal strengthens and streamlines security and reporting 
requirements for companies by imposing a risk management approach, 
which provides a minimum list of basic security elements that have to be 
applied. It introduces precise provisions on the process for incident 
reporting, content of the reports and timelines. 
 
When must we comply will the NIS 2 Directive? Both the European 
Council and the European Parliament must first agree on the final text. 
Once it is adopted, Member States will have 24 months to transpose the 
NIS 2 Directive into national law. Of course, firms need months or years to 
prepare.  
 
Read more at number 1 below. Welcome to the Top 1o list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
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Number 1 

Proposal for a Directive on measures for a high common level of 
cybersecurity across the European Union 
 

 
 

Reasons for and objectives of the proposal 
 

This proposal is part of a package of measures to improve further the 
resilience and incident response capacities of public and private entities, 
competent authorities and the Union as a whole in the field of cybersecurity 
and critical infrastructure protection.  
 
It is in line with the Commission’s priorities to make Europe fit for the 
digital age and to build a future-ready economy that works for the people. 
Cybersecurity is a priority in the Commission’s response to the COVID-19 
crisis.  
 
The package includes a new Strategy on Cybersecurity with the aim of 
strengthening the Union’s strategic autonomy to improve its resilience and 
collective response and to build an open and global internet.  
 
Finally, the package contains a proposal for a directive on the resilience of 
critical operators of essential services, which aims to mitigate physical 
threats against such operators. 
 
This proposal builds on and repeals Directive (EU) 2016/1148 on security of 
network and information systems (NIS Directive), which is the first piece of 
EU-wide legislation on cybersecurity and provides legal measures to boost 
the overall level of cybersecurity in the Union. The NIS Directive has: 
 
(1) contributed to improving cybersecurity capabilities at national level by 
requiring Member States to adopt national cybersecurity strategies and to 
appoint cybersecurity authorities;  
 
(2) increased cooperation between Member States at Union level by setting 
up various fora facilitating the exchange of strategic and operational 
information; and  
 
(3) improved the cyber resilience of public and private entities in seven 
specific sectors (energy, transport, banking, financial market 
infrastructures, healthcare, drinking water supply and distribution, and 
digital infrastructures) and across three digital services (online 
marketplaces, online search engines and cloud computing services) by 
requiring Member States to ensure that operators of essential services and 
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digital service providers put in place cybersecurity requirements and report 
incidents. 
 
The proposal modernises the existing legal framework taking account of the 
increased digitisation of the internal market in recent years and an evolving 
cybersecurity threat landscape.  
 
Both developments have been further amplified since the onset of the 
COVID-19 crisis. The proposal also addresses several weaknesses that 
prevented the NIS Directive from unlocking its full potential. 
 
Notwithstanding its notable achievements, the NIS Directive, which paved 
the way for a significant change in mind-set, in relation to the institutional 
and regulatory approach to cybersecurity in many Member States, has also 
proven its limitations.  
 
The digital transformation of society (intensified by the COVID-19 crisis) 
has expanded the threat landscape and is bringing about new challenges 
which require adapted and innovative responses. The number of cyber  
attacks continues to rise, with increasingly sophisticated attacks coming 
from a wide range of sources inside and outside the EU. 
 
The evaluation on the functioning of the NIS Directive, conducted for the 
purposes of the Impact Assessment, identified the following issues:  
 
(1) the low level of cyber resilience of businesses operating in the EU;  
 
(2) the inconsistent resilience across Member States and sectors; and  
 
(3) the low level of joint situational awareness and lack of joint crisis 
response.  
 
For example, certain major hospitals in a Member State do not fall within 
the scope of the NIS Directive and hence are not required to implement the 
resulting security measures, while in another Member State almost every 
single healthcare provider in the country is covered by the NIS security 
requirements. 
 
Being an initiative within the Regulatory Fitness Programme (REFIT), the 
proposal aims at reducing the regulatory burden for competent authorities 
and compliance costs for public and private entities.  
 
Most notably, this is achieved by abolishing the obligation of competent 
authorities to identify operators of essential services and by increasing the 
level of harmonisation of security and reporting requirements to facilitate 
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regulatory compliance for entities providing cross-border services. At the 
same time, competent authorities will also be given a number of new tasks, 
including the supervision of entities in sectors so far not covered by the NIS 
Directive. 
 
Article 1, Subject matter 
 
1. This Directive lays down measures with a view to ensuring a high 
common level of cybersecurity within the Union. 
 
2. To that end, this Directive: 
 
(a) lays down obligations on Member States to adopt national cybersecurity 
strategies, designate competent national authorities, single points of 
contact and computer security incident response teams (CSIRTs); 
 
(b) lays down cybersecurity risk management and reporting obligations for 
entities of a type referred to as essential entities in Annex I and important 
entities in Annex II; 
 
(c) lays down obligations on cybersecurity information sharing. 
 
Article 2, Scope 
 
1. This Directive applies to public and private entities of a type referred to as 
essential entities in Annex I and as important entities in Annex II. This 
Directive does not apply to entities that qualify as micro and small 
enterprises within the meaning of Commission Recommendation 
2003/361/EC. 28 
 
2. However, regardless of their size, this Directive also applies to entities 
referred to in Annexes I and II, where: 
 
(a) the services are provided by one of the following entities: 
 
(i) public electronic communications networks or publicly available 
electronic communications services referred to in point 8 of Annex I; 
 
(ii) trust service providers referred to point 8 of Annex I; 
 
(iii) top–level domain name registries and domain name system (DNS) 
service providers referred to in point 8 of Annex I; 
 
(b) the entity is a public administration entity as defined in point 23 of 
Article 4; 
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(c) the entity is the sole provider of a service in a Member State; 
 
(d) a potential disruption of the service provided by the entity could have an 
impact on public safety, public security or public health; 
 
(e) a potential disruption of the service provided by the entity could induce 
systemic risks, in particular for the sectors where such disruption could 
have a cross-border impact; 
 
(f) the entity is critical because of its specific importance at regional or 
national level for the particular sector or type of service, or for other 
interdependent sectors in the Member State; 
 
(g) the entity is identified as a critical entity pursuant to Directive (EU) X/Y 
of the European Parliament and of the Council 29 [Resilience of Critical 
Entities Directive], or as an entity equivalent to a critical entity pursuant to 
Article 7 of that Directive. 
 
Member States shall establish a list of entities identified pursuant to points 
(b) to (f) and submit it to the Commission by [6 months after the 
transposition deadline]. Member States shall review the list, on a regular 
basis, and at least every two years thereafter and, where appropriate, 
update it. 
 
3. This Directive is without prejudice to the competences of Member States 
concerning the maintenance of public security, defence and national 
security in compliance with Union law. 
 
4. This Directive applies without prejudice to Council Directive 
2008/114/EC 30 and Directives 2011/93/EU 31 and 2013/40/EU 32 of the 
European Parliament and of the Council. 
 
5. Without prejudice to Article 346 TFEU, information that is confidential 
pursuant to Union and national rules, such as rules on business 
confidentiality, shall be exchanged with the Commission and other relevant 
authorities only where that exchange is necessary for the application of this 
Directive. The information exchanged shall be limited to that which is 
relevant and proportionate to the purpose of that exchange. The exchange 
of information shall preserve the confidentiality of that information and 
protect the security and commercial interests of essential or important 
entities. 
 
6. Where provisions of sector–specific acts of Union law require essential or 
important entities either to adopt cybersecurity risk management measures 
or to notify incidents or significant cyber threats, and where those 
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requirements are at least equivalent in effect to the obligations laid down in 
this Directive, the relevant provisions of this Directive, including the 
provision on supervision and enforcement laid down in Chapter VI, shall 
not apply. 
 
Article 3, Minimum harmonisation 
 
Without prejudice to their other obligations under Union law, Member 
States may, in accordance with this Directive, adopt or maintain provisions 
ensuring a higher level of cybersecurity.  
 
To read more: 
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52
020PC0823&from=EN 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52020PC0823&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52020PC0823&from=EN
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Number 2 

2021 Annual Report 
 

 
 

Message from the Chair 
 
I am pleased to present this report, which summarizes our operations and 
financial results for the fiscal year ended December 31, 2021.  
 
In 2021, the PCAOB faced changes and transition, including the continuing 
challenges of the COVID-19 pandemic, high-profile developments in the 
capital markets, and ongoing technological evolution in auditing.  
 
The leadership of our organization also changed with the appointment of 
four new Board members in November. Amid these shifts, our organization 
stayed focused on performing at a high level. It did so thanks in large part to 
things that don’t change.  
 
The first of these constants is the PCAOB’s mission. As we take steps to 
adapt to a changing environment, we strive to fulfill our purpose: to protect 
investors and further the public interest in the preparation of informative, 
accurate, and independent audit reports.  
 
The second of these constants is our extraordinary team. Guided by our 
mission, PCAOB staffers each day draw on their diverse backgrounds and 
talents to promote high-quality auditing through oversight that is both 
rigorous and responsive.  
 
The PCAOB achieved a number of significant accomplishments in 2021. I 
look forward to working with my fellow Board members and our talented 
staff to build on these accomplishments as we develop and work to fulfill 
the organization’s strategic priorities for 2022 and beyond.  
 
Respectfully 
Erica Y. Williams 
Chair, Public Company Accounting Oversight Board 
 
Driving Improvement in the Quality of Audit Services to Protect  
Investors 
 
Adapting our inspection program in a shifting crisis: We designed our 2021 
inspection program to respond to the effects of the COVID-19 pandemic on 
financial reporting and audit risks.  
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We adapted our program in several key ways, as discussed in two staff 
publications: an April 2021 Spotlight publication and a companion resource 
for audit committees.  
 
First, we selected more audits for review in industries experiencing 
significant disruptions or elevated risks during the pandemic, such as 
transportation, entertainment, hospitality, manufacturing, certain aspects 
of the retail segment, and commercial real estate (including real estate 
investment trusts).  
 
Second, we focused on certain financial statement items and other 
reporting matters that were affected by the pandemic, including going 
concern assessments, allowances for loan losses, impairments, and the 
increased risk of fraud.  
 
Finally, we enhanced the unpredictability of our inspections by: 
 
(1) significantly increasing the percentage of audits we select  
randomly, especially for the largest audit firms, and  
 
(2) selecting more nontraditional financial statement focus areas (e.g., 
cash) for inspection. 
 
Shedding light on recurring audit deficiencies, quality control, and good 
practices: As we proceeded with our 2021 inspection plan, we worked to 
educate auditors, audit committees, investors, and others on what we 
learned through our 2020 reviews of audits of public companies.  
 
Our October 2021 Spotlight publication summarized our observations 
related to common or recurring deficiencies, the effectiveness of quality 
control systems at audit firms, good practices that can enhance audit 
quality, and how auditors are responding to major technological 
developments.  
 
Enhancing our broker-dealer inspection information: Released in August 
2021, the Board’s “Annual Report on the Interim Inspection Program 
Related to Audits of Brokers and Dealers” came with several enhancements 
aimed at making this information clearer and more actionable.  
 
These enhancements included providing more specific information in the 
areas of revenue and internal control over compliance, both of which 
continue to drive high deficiency rates in audit and examination 
engagements.  
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Enforcing compliance with our standards and rules: In 2021, our 
enforcement actions included sanctioning 14 firms and 15 individuals in 
settled matters. Our Division of Enforcement and Investigations (DEI) 
continued to prioritize: 
 
(1) investigations involving significant audit violations, which typically 
present the greatest risks to investors,  
 
(2) non-cooperation with PCAOB inspections and other matters 
threatening or eroding the integrity of the Board’s regulatory oversight 
process, and  
 
(3) audit matters relating to significant auditor independence violations.  
 
DEI also focused on matters relating to deficiencies in firm quality control 
policies and procedures.  
 
Maintaining our strong commitment to international cooperation: In the 
spring of 2021, we announced a new cooperative agreement with the 
Belgian Audit Oversight College and the renewal of our cooperative 
agreement with the Haut Conseil du Commissariat aux Comptes of France.  
 
Allowing for cooperation in audit oversight and the exchange of 
confidential information in accordance with applicable law, these 
agreements extended the PCAOB’s long track record of working 
cooperatively with oversight bodies outside the United States.  
 
With these agreements in place, we have the ability to inspect and 
investigate all PCAOB-registered accounting firms that are located in a 
European country and that issue audit reports for public companies that 
have a reporting obligation with the SEC.  
 
Promoting transparency and consistency in the fulfillment of the Board’s 
HFCAA responsibilities: Following a proposal and request for comment 
issued in May 2021, we adopted a new rule in September 2021 related to the 
PCAOB’s responsibilities under the Holding Foreign Companies 
Accountable Act (HFCAA).  
 
The rule provides a framework for the PCAOB to use when determining, as 
contemplated under the HFCAA, whether the Board is unable to inspect or 
investigate completely registered public accounting firms located in a 
foreign jurisdiction because of a position taken by one or more authorities 
in that jurisdiction.  
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Following the SEC’s approval of the rule in November 2021, the Board 
made its first HFCAA determinations in December 2021, finding that the 
PCAOB is unable to inspect or investigate completely registered firms 
headquartered in mainland China and Hong Kong. 
 
Anticipating and Responding to the Changing Environment  
 
Crafting new PCAOB requirements to reflect the evolving audit 
landscape: In 2021, we updated PCAOB rules, notably with our HFCAA 
rulemaking, and made progress on the items on our research and 
standard-setting agenda.  
 
Our staff worked to develop a proposed standard on quality control for the 
Board’s consideration and continued its monitoring of other areas for 
addition to the standard-setting agenda.  
 
Another standard-setting initiative that advanced in 2021 was our project 
on lead auditors’ use of other auditors. The roles of other auditors have 
become more significant as companies’ global operations have grown.  
 
Working with other auditors can differ from working with people in the 
same audit firm, creating coordination and communication challenges that 
can have significant implications for audit quality and investor protection.  
 
The PCAOB has issued a proposal that would strengthen existing 
requirements and impose a more uniform approach to a lead auditor's 
supervision of other auditors.  
 
In September 2021, we issued a supplemental request for comment seeking 
further public input on revisions to the proposal, with an eye towards 
adopting final amendments and completing this standard-setting project in 
2022. 
 
Staying abreast of developments in data and technology: Advancements 
in technology continue to affect the nature, timing, and preparation of 
financial information, including preparers’ controls around financial 
information, and the planning and performance of audits.  
 
Our Office of the Chief Auditor devoted further attention to our research 
project on data and technology, informed in part by input from a Data and 
Technology Task Force, to assess whether there is a need for guidance, 
changes to PCAOB standards, or other regulatory actions.  
 
In May 2021, we issued a Spotlight to share insights from our research and 
outreach.  
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Providing guidance related to the use of external audit evidence: A major 
technological development for both public companies and their auditors is 
the ever-increasing volume and availability of information from external 
sources such as regulatory agencies and industry data providers.  
 
Some external sources, for example, have developed interactive 
applications that can provide real-time industry data to companies (e.g., 
hotel occupancy rates).  
 
In October 2021, we released staff guidance on considerations regarding 
the relevance and reliability of information from external sources that the 
auditor plans to use as audit evidence.  
 
The guidance also addresses the relationship between the quality and 
quantity of audit evidence. 
 
Enhancing Transparency and Accessibility Through Proactive  
Engagement With Investors and Other Stakeholders  
 
Briefing investors on international issues: In June 2021, we held an 
investor webinar focused on international issues, an area of significant 
investor interest given the global and interconnected nature of the capital 
markets. (In 2021, PCAOB-registered firms located outside the U.S. issued 
over 1,000 audit reports for companies whose securities are listed on U.S. 
exchanges.)  
 
During the event, Board members and PCAOB staff briefed webinar 
attendees on the scale of our international oversight, the operation and 
coordination of our inspections of non-U.S. firms, and access challenges.  
 
Engaging with audit committee chairs: Each year, we reach out to audit 
committee chairs at U.S. public companies whose audits we inspect that 
year, inviting them to connect with staff from our Division of Registration 
and Inspections for a substantive conversation covering a range of topics 
related to oversight of external auditors.  
 
In 2021, more than 240 audit committee chairs accepted our invitation to 
talk. Highlights from this engagement are contained in a March 2022 
publication, “2021 Conversations With Audit Committee Chairs”. 
 
Innovating in our stakeholder engagement: In the continuing virtual 
environment of 2021, we looked for ways to counter remote “fatigue” and to 
keep our dialogue with stakeholders engaged and dynamic. In honor of 
Women’s History Month and International Women’s Day in March 2021 — 
and in a first for the PCAOB — we hosted two roundtables composed 
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entirely of women audit committee members. In addition to topics related 
to audit quality, the conversation covered how boards and/or companies 
are striving to improve diversity, as well as issues associated with record 
numbers of women leaving the workforce as a result of the pandemic.  
 
Sharing our insights: As part of executing our mission and strategy, we 
seek continually to provide key stakeholder groups with timely resources 
and updates that can promote improvements in audit quality.  
 
To that end, we were pleased in October 2021 to again host our annual 
Forum for Auditors of Small Businesses and Broker-Dealers.  
 
Although still in virtual format given COVID-19 precautions, the forum 
provided presentations from the PCAOB and the Financial Industry 
Regulatory Authority.  
 
We also provided insights through publications, such as our February 2021 
summary of what we learned from the nearly 300 conversations that we 
had with audit committee chairs during 2020.  
 
Exercising leadership in global engagement: An important multilateral 
venue for the PCAOB’s global engagement is the International Forum of 
Independent Audit Regulators (IFIAR), an organization where PCAOB 
Board Members and staff play active roles.  
 
In April 2021, Board Member Duane M. DesParte was elected IFIAR Chair 
for a two-year term expiring in April 2023. “IFIAR brings together audit 
regulators from across the globe to share experiences, knowledge and 
perspectives, helping to improve the effectiveness of audit oversight 
globally and thereby raising the bar on audit quality,” said Board Member 
DesParte in a statement.  
 
Bringing together academics and other key stakeholders: In 2021, we saw 
an increase in interest for our annual Conference on Auditing and Capital 
Markets, which aims to foster economic research on topics such as the 
economic impact of auditing and audit regulation on the capital markets.  
 
More than 300 people attended the virtual event – a record for the PCAOB. 
With an audience of academics, economists, auditors, and investors, the 
conference focused on audit quality and quality control; the impact of the 
COVID-19 pandemic; trends in environmental, social, and governance 
reporting and assurance; and the use of technology in audits.  
 
Supporting the next generation of leaders in accounting and auditing: The 
Sarbanes-Oxley Act of 2002 (“the Sarbanes-Oxley Act”), requires that funds 



P a g e  | 17 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

generated from the collection of PCAOB monetary penalties be used to fund 
a merit scholarship program for students in accredited accounting degree 
programs.  
 

 
 
In 2021, we awarded $2.53 million in scholarships to 253 students from 
229 institutions, bringing the total number up to $16.23 million in 
scholarships offered by the PCAOB since the program’s inception in 2011.  
 
Among our 2021 PCAOB Scholars who participated in a voluntary survey, 
51% self-identified as non-white, 67% identified as female, and 56% come 
from households with annual incomes under $48,000.  
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To build our rapport with these talented individuals, we invited scholarship 
recipients to join us for a series of online get togethers, allowing PCAOB 
Scholars to connect with us and each other. 
 
To read more: 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about
/administration/documents/annual_reports/2021-annual-report.pdf?sfvr
sn=6379c829_5 
 

 
 

 
 
 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/annual_reports/2021-annual-report.pdf?sfvrsn=6379c829_5
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/annual_reports/2021-annual-report.pdf?sfvrsn=6379c829_5
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/annual_reports/2021-annual-report.pdf?sfvrsn=6379c829_5
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Number 3 

Fake WhatsApp ‘voice message’ emails are spreading malware 
 

 
 

A phishing campaign which impersonates WhatsApp’s voice message 
feature has been spreading information-stealing malware. 
 
The attack starts with an email claiming to be a notification from WhatsApp 
of a new private voice message. The email contains a creation date and clip 
duration for the supposed message, and a ‘Play’ button. 
 
The identity ‘Whatsapp Notifier’ masks a real email address belonging to a 
Russian road safety organisation. As the address and organisation are real, 
the messages aren’t flagged as spam or blocked by email security tools. 
Armorblox, who discovered the scam, believe the Russian organisation is 
playing a role without realising. 
 
The ‘Play’ button will take the email recipient to a website which then asks 
them to click ‘Allow’ in an allow/block prompt to ‘confirm you are not a 
robot’. Once ‘allow’ is clicked, the browser will prompt to install software 
that turns out to be information-stealing malware. 
 
While there are numerous ‘tells’ that this is a scam, these attacks rely on 
people missing the signs – perhaps because they are waiting for urgent or 
exciting news that could well be delivered by a voice message. 
 
The NCSC has published guidance on how to spot and report scams, 
including those delivered by email and messaging. You may visit: 

https://www.ncsc.gov.uk/collection/phishing-scams 
 

 

https://www.ncsc.gov.uk/collection/phishing-scams
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Our top tips for staying secure online will help you keep your devices and 
information secure even if you do click on a scam, and you can also learn 
how to recover a hacked account. 
 
You may visit: 

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online 
 
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account 
 

 
 

 
 
 
 
 
 
 
 

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
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Number 4 
BIS Papers No 123  

CBDCs in emerging market economies 
Monetary and Economic Department, April 2022 
 

 
 

CBDCs in emerging market economies 
Sally Chen, Tirupam Goel, Han Qiu and Ilhyock Shim 
 
Introduction 
 
In recent years, in both advanced (AEs) and emerging market economies 
(EMEs), central banks have become increasingly engaged in projects 
related to central bank digital currencies (CBDCs) – ie digital money that is 
denominated in the national unit of account and is a liability of the central 
bank (BIS (2021)).  
 
However, the stage of engagement – research, pilot or launch – varies 
according to the country. 
 
All 26 central banks participating in this meeting (Annex Table A1) are 
active in CBDC research. Several have progressed to the pilot or 
proof-of-concept stage (eg Hong Kong SAR, Saudi Arabia, Thailand, the 
United Arab Emiratis (UAE)).  
 
A few are close to launching (eg China’s eCNY), while some do not see a 
pressing need for a CBDC in the near future (eg Poland, Singapore). 
 
This paper begins by discussing the main motivations of EME central banks 
for CBDC engagement, focusing primarily on the rationale for retail CBDCs.  
 
A second section reviews central banks’ main concerns regarding retail 
CBDCs, including data privacy and data governance.  
 
The third section discusses design choices for retail CBDCs that promote 
central bank objectives while addressing possible concerns.  
 
The fourth section discusses the implications of cross-border use of CBDCs 
and related design considerations.  
 
The paper concludes with high-level takeaways. Throughout, the paper 
draws on survey responses and background papers from the central banks 
participating in the meeting. 
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Motivations for CBDC issuance 
 
The top motivations for CBDC issuance vary across EMEs, with no single 
factor dominating, as the survey shows (Graph 1).  
 

 
 
Providing a cash-like digital means of payment, in light of reduced cash 
usage and an increase in private digital payment services, is the most 
common consideration.  
 
Boosting financial inclusion also ranks high. Other significant 
considerations include strengthening competition among payments service 
providers (PSPs), increasing efficiency and reducing the costs of financial 
services.  
 
Background papers suggest that these motivations are not mutually 
exclusive. Indeed, a majority of central banks consider many of these 
motivations as jointly important (Annex Table A2 on central bank survey 
responses). 
 
Provide cash in digital form 
 
The digital revolution is changing the payments landscape. As big techs and 
fintech firms move into financial services, payments are no longer a 
commercial bank monopoly.  
 
New forms of digital asset such as cryptocurrencies and stablecoins are also 
emerging as a potential means of payment.  
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In many EMEs – including India, Pakistan, Kenya and Tanzania – digital 
payments via mobile phone have gained ground.  
 
Meanwhile, the cash-to-GDP ratio – a proxy for the use of cash in payments 
– has declined in a number of EMEs (CPMI (2021)). In China, for example, 
cash could lose its central role in the not-too-distant future. 
 
Against this backdrop, a CBDC could serve as a tangible marker of the trust 
in money, just as cash does today (BIS (2021)).  
 
In the same vein, central banks in Chile and Indonesia noted that CBDCs 
could also help central banks maintain their role as the issuer of the unit of 
account and as the anchor of the monetary system. 
 
The Reserve Bank of India noted another possible motivation for issuing a 
CBDC – potential savings from reducing cash in circulation.  
 
Savings could stem from lower costs related to printing, transporting and 
storing banknotes and coins.  
 
The potential for savings is greater in economies where cash circulation 
remains high. 
 
To read more: https://www.bis.org/publ/bppdf/bispap123.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/bppdf/bispap123.pdf
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Number 5 

CBDCs for the People 
Agustín Carstens, General Manager of the BIS, and H.M. Queen Máxima of 
the Netherlands, the United Nations Secretary-General's Special Advocate 
for Inclusive Finance for Development, published by Project Syndicate. 
 

 
 
Central banks around the world are considering whether to issue their own 
digital currencies. While financial inclusion is often cited as a key 
motivation, this is not automatic. Precisely how can central bank digital 
currencies (CBDCs) be designed and implemented to ensure that 
"unbanked" people have access to essential financial services? 
 
According to the World Bank, 1.7 billion adults worldwide are unbanked. 
With no access to services from the formal financial sector, they are forced 
to resort to alternatives, often at significant cost or risk. Such financial 
exclusion entrenches poverty, limits opportunity and prevents people from 
protecting themselves against hardship. It stifles hope for a better future. 
 
Financial inclusion starts, but does not end, with the ability to make and 
receive payments. People need a fast, secure, and cheap way to transfer 
money. To date, central banks have largely met this need by providing the 
most inclusive form of money we currently have: cash. However, using cash 
exclusively leaves the unbanked outside the formal financial system and 
without the data and transaction trail needed to readily access financial 
services. This can make it much more difficult for small businesses to build 
savings and gain access to credit. 
 
But due to the widespread adoption of digital and mobile technologies, the 
payments landscape is changing. Cash transactions are declining, and there 
is a shift toward digital activity – a trend accelerated by the COVID-19 
pandemic, when online transactions surged. Given these broad 
developments, it is imperative that we work to close the widening digital 
divide. Central banks and policymakers now have an opportunity to explore 
reforms, including the issuance of digital central bank money for all. 
 
CDBCs could offer an opportunity to overcome some barriers facing the 
unbanked. Traditional services have potentially prohibitive costs and 
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requirements such as transaction fees, minimum account balances, or 
formal proof of identification. Additional obstacles include the low level of 
trust in digital payments and the lack of smartphones among some groups. 
 

 
You may visit: https://www.bis.org/fsi/publ/insights41.htm 
 
While CBDCs are not the only way to overcome these barriers, they could be 
part of the inclusion toolkit. Central banks are already coordinating further 
improvements to retail payments by adopting fast payment systems, and 
CBDCs represent a natural extension of this continuum.  
 
Both fast payment systems and CBDCs can spur competing providers to 
offer new services, lower costs, and, ultimately, broaden access. A further 
benefit of CBDCs is that, by their very nature, they will incorporate the 
unique advantages of central-bank money – safety, finality, liquidity, and 
integrity. 
 
CBDCs could bypass many of the vested commercial interests that have 
cropped up around payment systems and contributed to inefficiencies and 
costs for users. They could also lower costs by removing the credit and 
liquidity risks inherent in other forms of digital money.  
 
A CBDC has the potential to upgrade and connect payment systems – both 
domestically and across borders. It could spur countries with limited 
financial infrastructure to leapfrog directly to a CBDC arrangement, 
creating an opportunity to connect to an inclusive, safe, and efficient 
payments system. 
 
There are also benefits for social policies. For example, governments could 
use CBDCs to channel financial support to low-income households, which 
would deepen longer-term inclusion and act as another gateway to other 
financial services. 
 

https://www.bis.org/fsi/publ/insights41.htm
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To realize these benefits, any CBDC rollout must be accompanied by policy 
reforms and safeguards to address potential difficulties and risks, such as 
low levels of financial and digital literacy, and operational challenges, 
including cybersecurity.  
 
Policy reforms also should prevent disintermediation: the danger that 
money will be held in large amounts in CBDC wallets, rather than as 
deposits in commercial banks, making it unavailable for lending (such as 
mortgages) and other productive purposes. 
 
Central banks also should consider designing CBDCs to level the playing 
field. Give people control over their transaction data and the ability to share 
it with a wider set of financial service providers. Growing concerns about 
data privacy could be addressed by hardwiring personal data protections 
into the structure of a CBDC. 
 
Central banks exploring CBDCs will have many design choices to make to 
balance privacy protection and transparency, and to ensure both financial 
inclusion and financial integrity.  
 
They will need to consider whether to grant direct access to consumers or to 
use a purely intermediated model that offers CBDC digital wallets through 
banks or nonbank financial service providers. More dialogue, research, and 
trials will be needed to show how CBDCs can best become engines of 
financial inclusion. 
 
Central bankers and other public-sector representatives have a duty to 
ensure the financial system is inclusive, open, competitive, and responsive 
to the needs and interests of all groups. If designed properly, CBDCs hold 
great promise to help support a digital financial system that works for 
everyone. 
 
To read more: https://www.bis.org/speeches/sp220418.htm 
 

 
 
 
 
 
 
 

https://www.bis.org/speeches/sp220418.htm
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Number 6 

EDA’s Annual Report 2021 
 

 
 

2021 has been a year of significant developments in the security and 
defence domain, both for Europe and the EU institutions in general, and for 
the European Defence Agency (EDA) in particular. 
 
Amid rising threats in an increasingly tense geo-strategic environment, 
especially along the EU’s borders (build-up to the Russian invasion of 
Ukraine), EDA was involved last year in all major efforts to bring EU 
defence cooperation forward: from the preparation of the Strategic 
Compass (eventually adopted this week) and ministerial discussions on 
defence innovation, to the implementation of PESCO and European 
Defence Fund (EDF) sponsored projects and the launch of the second 
Coordinated Annual Review on Defence (CARD) cycle.  
 

 
 
The 2021 Annual Report, published today, provides a comprehensive 
overview of the work accomplished in EDA’s various activity domains 
throughout the past year. 
 
The report reflects the progress made in the wide spectrum of the Agency’s 
activities, from its central role in the implementation of the EU defence 
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initiatives (CARD, PESCO, EDF) and the increasing number of defence 
research and capability development projects and programmes (+11% 
compared to 2020), to the launch of new enablers and incentives for 
defence cooperation and EDA’s growing interface role towards wider EU 
policies. 
 
Cyber Defence 
 
EDA held the first ever EU ‘MilCERT Interoperability Conference’ to foster 
cooperation and information-sharing among Member States’ military 
Computer Emergency Response Teams (MilCERT).  
 
It also developed a risk management model for military leaders with respect 
to cybersecurity risks posed to military capabilities by the supply chain, 
including a web-based dashboard to improve situational awareness, a first 
demonstrator of which was presented in October 2021.  
 
Since December 2021, EDA is also acting as project manager of the 
European Cyber Situation Awareness Platform (ECYSAP), one of the 
projects selected under the EDIDP 2019 call.  
 
Its main objective is to develop and implement a European operational 
platform for enabling real-time Cyber Situational Awareness with rapid 
response defensive capabilities and decision-making support for military 
end-users.  
 
Furthermore, the Agency launched a study with a roadmap for the 
implementation of an autonomous bot able to mimic the behaviour of a Red 
Team during a cyber training on a cyber range.  
 
It also updated the system engineering framework for cyber defence 
operations (CyDRE). Under its Cyber Education, Training & Exercises 
programme, EDA developed as proof-of-concept a second iteration of the 
Cyber Operational Planning Exercise, Cyber PHALANX, which was held in 
September in Lisbon.  
 
A new ‘Cyber Awareness Train-the-Trainer’ pilot course was conducted in 
Germany. 
 
Since late 2021, EDA is acting as project manager of the European 
Command and Control System from strategic to tactical level (ESC2) 
project selected under the 2019 call of the EDIDP.  
 
It will provide a multi-level suite of command-and-control tools designed to 
support decision-making, planning, and conduct of CSDP missions and 
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operations from the strategic to the operational level, with points of 
presence at the tactical level.  
 
Moreover, jointly with EU SatCen, EDA is promoting the use and 
supporting the implementation of the Geospatial Information Hub 
(GeohuB) to support decision-making at the EU Operational Headquarters 
(OHQ) and at national level.  
 
The paper: 

https://eda.europa.eu/docs/default-source/brochures/eda-annual-report-
2021.pdf 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://eda.europa.eu/docs/default-source/brochures/eda-annual-report-2021.pdf
https://eda.europa.eu/docs/default-source/brochures/eda-annual-report-2021.pdf
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Number 7 

CERT-In issues directions relating to information security 
practices, procedure, prevention, response and reporting of cyber 
incidents for Safe & Trusted Internet 
 

 
 

The Indian Computer Emergency Response Team (CERT-In) serves as the 
national agency for performing various functions in the area of cyber 
security in the country as per provisions of section 70B of the Information 
Technology Act, 2000.  
 
CERT-In continuously analyses cyber threats and handles cyber incidents 
tracked and reported to it. CERT-In regularly issues advisories to 
organisations and users to enable them to protect their data/information 
and ICT infrastructure.  
 
In order to coordinate response activities as well as emergency measures 
with respect to cyber security incidents, CERT-In calls for information from 
service providers, intermediaries, data centres and body corporate. 
 
During the course of handling cyber incidents and interactions with the 
constituency, CERT-In has identified certain gaps causing hindrance in 
incident analysis.  
 
To address the identified gaps and issues so as to facilitate incident 
response measures, CERT-In has issued directions relating to information 
security practices, procedure, prevention, response and reporting of cyber 
incidents under the provisions of sub-section (6) of section 70B of the 
Information Technology Act, 2000.  
 
These directions will become effective after 60 days. 
 
The directions cover aspects relating to synchronization of ICT system 
clocks; mandatory reporting of cyber incidents to CERT-In; maintenance of 
logs of ICT systems; subscriber/customer registrations details by Data 
centers, Virtual Private Server (VPS) providers, VPN Service providers, 
Cloud service providers; KYC norms and practices by virtual asset service 
providers, virtual asset exchange providers and custodian wallet providers.  
 
These directions shall enhance overall cyber security posture and ensure 
safe & trusted Internet in the country. 
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The directions issued by CERT-In are available at: 
https://www.cert-in.org.in/Directions70B.jsp 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.cert-in.org.in/Directions70B.jsp
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Number 8 

Project Zero  
A Year in Review of 0-days Used In-the-Wild in 2021 
News and updates from the Project Zero team at Google 
Posted by Maddie Stone, Google Project Zero 
 

 
 

This is our third annual year in review of 0-days exploited in-the-wild 
[2020, 2019]. Each year we’ve looked back at all of the detected and 
disclosed in-the-wild 0-days as a group and synthesized what we think the 
trends and takeaways are.  
 
The goal of this report is not to detail each individual exploit, but instead to 
analyze the exploits from the year as a group, looking for trends, gaps, 
lessons learned, successes, etc. If you’re interested in the analysis of 
individual exploits, please check out our root cause analysis repository. 
 
We perform and share this analysis in order to make 0-day hard. We want it 
to be more costly, more resource intensive, and overall more difficult for 
attackers to use 0-day capabilities. 2021 highlighted just how important it is 
to stay relentless in our pursuit to make it harder for attackers to exploit 
users with 0-days.  
 
We heard over and over and over about how governments were targeting 
journalists, minoritized populations, politicians, human rights defenders, 
and even security researchers around the world. The decisions we make in 
the security and tech communities can have real impacts on society and our 
fellow humans’ lives. 
 
We’ll provide our evidence and process for our conclusions in the body of 
this post, and then wrap it all up with our thoughts on next steps and hopes 
for 2022 in the conclusion. If digging into the bits and bytes is not your 
thing, then feel free to just check-out the Executive Summary and 
Conclusion. 
 
Executive Summary 
 
2021 included the detection and disclosure of 58 in-the-wild 0-days, the 
most ever recorded since Project Zero began tracking in mid-2014. That’s 
more than double the previous maximum of 28 detected in 2015 and 
especially stark when you consider that there were only 25 detected in 
2020. We’ve tracked publicly known in-the-wild 0-day exploits in this 
spreadsheet since mid-2014. 
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While we often talk about the number of 0-day exploits used in-the-wild, 
what we’re actually discussing is the number of 0-day exploits detected and 
disclosed as in-the-wild. And that leads into our first conclusion: we believe 
the large uptick in in-the-wild 0-days in 2021 is due to increased detection 
and disclosure of these 0-days, rather than simply increased usage of 0-day 
exploits. 
 
With this record number of in-the-wild 0-days to analyze we saw that 
attacker methodology hasn’t actually had to change much from previous 
years. Attackers are having success using the same bug patterns and 
exploitation techniques and going after the same attack surfaces.  
 
Project Zero’s mission is “make 0day hard”. 0-day will be harder when, 
overall, attackers are not able to use public methods and techniques for 
developing their 0-day exploits. When we look over these 58 0-days used in 
2021, what we see instead are 0-days that are similar to previous & publicly 
known vulnerabilities. Only two 0-days stood out as novel: one for the 
technical sophistication of its exploit and the other for its use of logic bugs 
to escape the sandbox. 
 
So while we recognize the industry’s improvement in the detection and 
disclosure of in-the-wild 0-days, we also acknowledge that there’s a lot 
more improving to be done. Having access to more “ground truth” of how 
attackers are actually using 0-days shows us that they are able to have 
success by using previously known techniques and methods rather than 
having to invest in developing novel techniques. This is a clear area of 
opportunity for the tech industry. 
 
We had so many more data points in 2021 to learn about attacker behavior 
than we’ve had in the past. Having all this data, though, has left us with 
even more questions than we had before. Unfortunately, attackers who 
actively use 0-day exploits do not share the 0-days they’re using or what 
percentage of 0-days we’re missing in our tracking, so we’ll never know 
exactly what proportion of 0-days are currently being found and disclosed 
publicly. 
 
Based on our analysis of the 2021 0-days we hope to see the following 
progress in 2022 in order to continue taking steps towards making 0-day 
hard: 
 
- All vendors agree to disclose the in-the-wild exploitation status of 

vulnerabilities in their security bulletins. 
 
- Exploit samples or detailed technical descriptions of the exploits are 

shared more widely. 



P a g e  | 35 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

- Continued concerted efforts on reducing memory corruption 
vulnerabilities or rendering them unexploitable. Launch mitigations 
that will significantly impact the exploitability of memory corruption 
vulnerabilities. 

 

 
 
Is it that software security is getting worse? Or is it that attackers are using 
0-day exploits more? Or has our ability to detect and disclose 0-days 
increased? When looking at the significant uptick from 2020 to 2021, we 
think it's mostly explained by the latter.  
 
While we believe there has been a steady growth in interest and investment 
in 0-day exploits by attackers in the past several years, and that security still 
needs to urgently improve, it appears that the security industry's ability to 
detect and disclose in-the-wild 0-day exploits is the primary explanation for 
the increase in observed 0-day exploits in 2021. 
 

 
 
While we often talk about “0-day exploits used in-the-wild”, what we’re 
actually tracking are “0-day exploits detected and disclosed as used 
in-the-wild”. There are more factors than just the use that contribute to an 
increase in that number, most notably: detection and disclosure. Better 
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detection of 0-day exploits and more transparently disclosed exploited 
0-day vulnerabilities is a positive indicator for security and progress in the 
industry. 
 
You may visit: 

https://googleprojectzero.blogspot.com/2022/04/the-more-you-know-mo
re-you-know-you.html 
 
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7
mlUreoKfSIgajnSyY/edit#gid=0 
 

 
 

 
 
 
 
 
 

https://googleprojectzero.blogspot.com/2022/04/the-more-you-know-more-you-know-you.html
https://googleprojectzero.blogspot.com/2022/04/the-more-you-know-more-you-know-you.html
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=0
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=0
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Number 9 

Largest Mobile Chipset Manufacturers used Vulnerable Audio 
Decoder, 2/3 of Android users’ Privacy around the World were at 
Risk 
 

 
 

- Check Point Research discovered vulnerabilities in the ALAC format 
that could have led an attacker to remotely get access to its media and 
audio conversations 

 
- MediaTek and Qualcomm, the two largest mobile chipset 

manufacturers in the world, used the ALAC audio coding in their widely 
distributed mobile handsets, putting millions of Android users’ privacy 
at risk 

 
- Research, dubbed “ALHACK” finds Two thirds of all smartphones sold 

in 2021 are vulnerable 
 
- Qualcomm and MediaTek acknowledged the vulnerabilities flagged by 

CPR, putting patches and fixes in response 
 
Background 
 
The Apple Lossless Audio Codec (ALAC), also known as Apple Lossless, is 
an audio coding format, developed by Apple Inc. and first introduced in 
2004 for lossless data compression of digital music. 
 
In late 2011 Apple made the codec open source. Since then, the ALAC 
format has been embedded in many non-Apple audio playback devices and 
programs, including Android-based smartphones, Linux and Windows 
media players and converters. 
 
Since then Apple has been updating the proprietary version of the decoder 
several times, fixing and patching security issues, but the shared code has 
not been patched since 2011.  
 
Many third-party vendors use the Apple-supplied code as the basis for their 
own ALAC implementations, and it’s fair to assume that many of them do 
not maintain the external code. 
 
Check Point Research has discovered that Qualcomm and MediaTek, two of 
the largest mobile chipset makers in the world, ported the vulnerable ALAC 
code into their audio decoders, which are used in more than half of all 



P a g e  | 38 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

smartphones worldwide. According to IDC, 48.1% of all Android phones 
sold in the US are powered by MediaTek as of Q4 2021, while Qualcomm 
currently holds 47% of the market. 
 
To read more: 

https://blog.checkpoint.com/2022/04/21/largest-mobile-chipset-manufac
turers-used-vulnerable-audio-decoder-2-3-of-android-users-privacy-aroun
d-the-world-were-at-risk/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

https://blog.checkpoint.com/2022/04/21/largest-mobile-chipset-manufacturers-used-vulnerable-audio-decoder-2-3-of-android-users-privacy-around-the-world-were-at-risk/
https://blog.checkpoint.com/2022/04/21/largest-mobile-chipset-manufacturers-used-vulnerable-audio-decoder-2-3-of-android-users-privacy-around-the-world-were-at-risk/
https://blog.checkpoint.com/2022/04/21/largest-mobile-chipset-manufacturers-used-vulnerable-audio-decoder-2-3-of-android-users-privacy-around-the-world-were-at-risk/
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Number 10 

NIST Study Shows Everyday Plastic Products Release Trillions of 
Microscopic Particles Into Water 
 

 
 

Plastics surround us, whether it’s the grocery bags we use at the 
supermarket or household items such as shampoo and detergent bottles. 
Plastics don’t exist only as large objects, but also as microscopic particles 
that are released from these larger products. These microscopic plastics can 
end up in the environment, and they can be ingested into our bodies.  
 
Now, researchers at the National Institute of Standards and Technology 
(NIST) have analyzed a couple of widely used consumer products to better 
understand these microscopic plastics. They found that when the plastic 
products are exposed to hot water, they release trillions of nanoparticles per 
liter into the water. 
 
The NIST researchers published their findings in the scientific journal 
Environmental Science and Technology.  
 
“The main takeaway here is that there are plastic particles wherever we 
look. There are a lot of them. Trillions per liter. We don’t know if those have 
bad health effects on people or animals. We just have a high confidence that 
they’re there,” said NIST chemist Christopher Zangmeister.  
 
There are many different types of plastic materials, but they are all made up 
of polymers, natural or human-made substances composed of large 
molecules linked together. Scientists have found microscopic particles from 
these larger plastics in the oceans and many other environments. 
Researchers categorize them into two groups: micro- and nanoplastics.  
 
Microplastics are generally considered smaller than 5 millimeters in length 
and could be seen by the naked eye, while nanoplastics are smaller than one 
millionth of a meter (one micrometer) and most can’t even be seen with a 
standard microscope. Recent studies have shown some consumer products 
that hold liquids or interact with them, such as polypropylene (PP) baby 
bottles and nylon plastic tea bags, release these plastic particles into the 
surrounding water.  
 
In their study, the NIST researchers looked at two types of commercial 
plastic products: food-grade nylon bags, such as baking liners — clear 
plastic sheets placed in baking pans to create a nonstick surface that 
prevents moisture loss — and single-use hot beverage cups, such as coffee 
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cups. The beverage cups they analyzed were coated with low-density 
polyethylene (LDPE), a soft flexible plastic film often used as a liner.  
 
The LDPE-lined beverage cups were exposed to water at 100 degrees 
Celsius (212 degrees Fahrenheit) for 20 minutes. 
 
To analyze the nanoparticles released from these plastic products, the 
researchers first needed to determine how to detect them. “Imagine having 
a cup of water in a generic to-go coffee cup. It could have many billions of 
particles, and we would need to figure out how to find these nanoplastics. 
It’s like finding a needle in a haystack,” Zangmeister said.  
 
So, he and his colleagues had to use a new approach. “We used a way of 
taking the water that’s in the cup, spraying it out into a fine mist, and drying 
the mist and all that’s left within the solution,” said Zangmeister. Through 
this process, the nanoparticles are isolated from the rest of the solution. 
 
The technique itself has previously been used to detect tiny particles in the 
atmosphere. “So, we’re not reinventing the wheel but applying it to a new 
area,” said Zangmeister. 
 
After the mist was dried, the nanoparticles in it were sorted by their size 
and charge. Researchers could then specify a particular size, for example 
nanoparticles around 100 nanometers, and pass them into a particle 
counter. The nanoparticles were exposed to a hot vapor of butanol, a type of 
alcohol, then cooled down rapidly. As the alcohol condensed, the particles 
swelled from the size of nanometers to micrometers, making them much 
more detectable. This process is automated and run by a computer 
program, which counts the particles.  
 
Researchers could also identify the chemical composition of the 
nanoparticles by placing them on a surface and observing them with 
techniques known as scanning electron microscopy, which takes 
high-resolution images of a sample using a beam of high-energy electrons, 
and Fourier-transform infrared spectroscopy, a technique that captures the 
infrared-light spectrum of a gas, solid or liquid.  
 
All these techniques used together provided a fuller picture of the size and 
composition of the nanoparticles. 
 
In their analysis and observations, the researchers found that the average 
size of the nanoparticles was between 30 nanometers and 80 nanometers, 
with few above 200 nanometers. Additionally, the concentration of 
nanoparticles released into hot water from food-grade nylon was seven 
times higher compared with the single-use beverage cups. 
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“In the last decade scientists have found plastics wherever we looked in the 
environment. People have looked at snow in Antarctica, the bottom of 
glacial lakes, and found microplastics bigger than about 100 nanometers, 
meaning they were likely not small enough to enter a cell and cause physical 
problems,” said Zangmeister.  
 
“Our study is different because these nanoparticles are really small and a 
big deal because they could get inside of a cell, possibly disrupting its 
function,” said Zangmeister, who also stressed that no one has determined 
that would be the case.  
 
The U.S Food and Drug Administration (FDA) regulates the plastics that 
touch the food we eat or the water we drink. The agency has standards and 
safety measures in place to determine what’s safe. The FDA’s researchers 
run rigorous tests on these plastics and measure how much plastic mass is 
lost when exposed to hot water. For example, the FDA has determined that 
food grade nylon (such as that used in tea bags) can safely lose up to 1% of 
its mass under high-temperature conditions. In the NIST study using their 
new technique, the researchers found one tenth of a percent of the mass 
was lost, which is significantly below current FDA limits for what’s 
considered safe. 
 
Zangmeister noted there isn’t a commonly used test for measuring LDPE 
that is released into water from samples like coffee cups, but there are tests 
for nylon plastics. The findings from this study could help in efforts to 
develop such tests. In the meantime, Zangmeister and his team have 
analyzed additional consumer products and materials, such as fabrics, 
cotton polyester, plastic bags and water stored in plastic pipes.  
 
The findings from this study, combined with those from the other types of 
materials analyzed, will open new avenues of research in this area going 
forward. “Most of the studies on this topic are written toward educating 
fellow scientists. This paper will do both: educate scientists and perform 
public outreach,” said Zangmeister. 
 
To read more: 

https://www.nist.gov/news-events/news/2022/04/nist-study-shows-ever
yday-plastic-products-release-trillions-microscopic 
 

 
 

https://www.nist.gov/news-events/news/2022/04/nist-study-shows-everyday-plastic-products-release-trillions-microscopic
https://www.nist.gov/news-events/news/2022/04/nist-study-shows-everyday-plastic-products-release-trillions-microscopic
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

