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Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
The financial crisis of 2008 generated 
various regulatory and political responses, 
and the macro prudential supervision 
concept moved from its formerly obscure state to the front in the global 
regulatory discussion. Macro prudential tools promote systemic financial 
stability, when micro prudential tools reduce the failure rate for individual 
institutions.  
 
I always enjoy the forest analogy - the health of the forest (a macro 
perspective) that requires a different type of strategy than the safeguard of 
the health of each individual tree (a micro perspective). Sarah Breeden’s 
presentation (Executive Director for Financial Stability Strategy and Risk 
and a member of the Financial Policy Committee (FPC), the United 
Kingdom’s macroprudential authority) with title Macropru – fit for the 
future?, explains why macro-prudential interventions typically fill two 
gaps: 

http://www.risk-compliance-association.com/
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“1. Individual agents don’t necessarily take into account the bigger picture. 
Individual financial institutions and borrowers face private incentives 
which do not take into account the wider social impact of their actions. In 
such cases, macro-prudential policymakers can seek to better align private 
costs and benefits with social costs and benefits. 
 
One example is the Financial Policy Committee’s (FPC) mortgage tools, 
which seek to limit the number of mortgages banks can extend for loans 
that are high relative to income.  
 
Individual borrowers may be keen to stretch themselves financially to buy a 
bigger house, expecting their earnings to grow or house prices to rise. And 
individual lenders may be happy to provide a larger loan to receive more 
income.  
 
But should a recession hit, not only will we see defaults, but overstretched 
borrowers will reduce their spending as they struggle to pay their 
mortgages. And this reduction would ultimately spillover to the rest of the 
economy, making the downturn worse. 
 
Macro-prudential policy takes these spillovers into account. By ensuring 
borrowers in aggregate are not overstretching themselves and financial 
institutions in general are lending responsibly, macro-prudential regulators 
can ensure that the whole system is more resilient to shocks. 
 
2. Markets are not necessarily efficient or complete. Market prices may not 
reflect the real value of assets, not every market is perfectly liquid, and risks 
may not be as well-dispersed as they might seem. These imperfections can 
lead to two types of risk to financial stability: cyclical and structural. 
 
Cyclical risks arise because financial conditions can suddenly reverse. The 
simplest example is of financial institutions taking on too much risk in 
booms, in the expectation that the assets they purchase will always be in 
demand.  
 
When the cycle turns, asset prices can fall rapidly, leaving institutions with 
losses. This is why we have countercyclical tools - to ensure the system can 
build up resilience in good times and use it in bad times. 
 
Structural risks refer to fault-lines within the financial system, such as high 
concentrations of risk, complex interconnections, promises made that 
cannot necessarily be honoured, and uninsurable – or tail – risks. These 
risks can trigger sharp reversals in financial conditions or amplify cyclical 
risks when they crystallise.  
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As with cyclical risks, macro-prudential policy looks to build resilience to 
these risks, as well as eliminating fault-lines where appropriate.” 
 
Do you remember the de Larosière report? In response to the 2008 global 
financial crisis, the European Commission tasked a High-Level Group, 
chaired by Mr Jacques de Larosière, to consider how financial supervision 
could be strengthened to better protect European citizens and rebuild trust 
in the financial system. The de Larosière Group highlighted that 
supervisory arrangements should concentrate not only on the supervision 
of individual firms, but also on the stability of the financial system as whole. 
We read: 
 
“There have been quite fundamental failures in the assessment of risk, both 
by financial firms and by those who regulated and supervised them. There 
are many manifestations of this: a misunderstanding of the interaction 
between credit and liquidity and a failure to verify fully the leverage of 
institutions were among the most important.  
 
The cumulative effect of these failures was an overestimation of the ability 
of financial firms as a whole to manage their risks, and a corresponding 
underestimation of the capital they should hold.” 
 
“Micro-prudential supervision has traditionally been the centre of the 
attention of supervisors around the world. The main objective of 
micro-prudential supervision is to supervise and limit the distress of 
individual financial institutions, thus protecting the customers of the 
institution in question.  
 
The fact that the financial system as a whole may be exposed to common 
risks is not always fully taken into account. However, by preventing the 
failure of individual financial institutions, micro-prudential supervision  
attempts to prevent (or at least mitigate) the risk of contagion and the 
subsequent negative externalities in terms of confidence in the overall 
financial system.  
 
The objective of macro-prudential supervision is to limit the distress of the 
financial system as a whole in order to protect the overall economy from 
significant losses in real output.  
 
While risks to the financial system can in principle arise from the failure of 
one financial institution alone if it is large enough in relation to the country 
concerned and/or with multiple branches/subsidiaries in other countries, 
the much more important global systemic risk arises from a common 
exposure of many financial institutions to the same risk factors.  
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Macro-prudential analysis therefore must pay particular attention to  
common or correlated shocks and to shocks to those parts of the financial 
system that trigger contagious knock-on or feedback effects.  
 
Macro-prudential supervision cannot be meaningful unless it can 
somehow impact on supervision at the micro-level; whilst 
micro-prudential supervision cannot effectively safeguard financial stability 
without adequately taking account of macro-level developments.” 
 
I hate words like “somehow” in official documents explaining what has to 
be done. The word somehow is great for poetry – according to T. S. Eliot, 
“every experience is a paradox, it means to be absolute, and yet is relative; 
in that it somehow always goes beyond itself and yet never escapes itself.”  
 
Read more at number 4 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Remarks at Virtual Roundtable on the Future of Going Public and 
Expanding Investor Opportunities: A Comparative Discussion on 
IPOs and the Rise of SPACs 
SEC Commissioner Caroline A. Crenshaw 
 

 
 

Thank you Hal [Scott] for that kind introduction and for inviting me to 
speak today. I am honored to precede such an esteemed panel of 
practitioners and academics. As always, I must give my standard disclaimer 
that my remarks are my own and do not necessarily represent the views of 
the Commission or its staff. 
 
I cannot emphasize enough how important discussions such as today’s are 
– thinking through some of the most pressing questions in our markets. 
And, one of those areas is Special Purpose Acquisition Companies, or 
SPACs.  
 
Now, of course, this was an issue that we were paying attention to well 
before the notice and comment period for the SPAC rulemaking proposal. 
But nothing takes place in a vacuum, and the meteoric rise in SPACs and 
the Commission’s proposed rulemaking must be considered in the context 
of changes in both the public and private markets.  
 
So today’s topic is particularly apt. I hope the roundtable will be one of 
many, and that such discussions will lead to academic work, public input, 
and engagement from all stakeholders and interested parties. 
 
As you are all aware, the U.S. public markets provide many benefits, 
including disclosures and safeguards at the offering stage followed by 
periodic reporting, public trading venues that offer high degrees of 
liquidity, and an ecosystem of laws and regulations that provide investors 
with protections and remedies when needed. In 2020, 165 operating 
companies went public via a traditional initial public offering (IPO). 
 
There were a total of 248 SPAC IPOs that same year, meaning roughly 60% 
of all IPOs were conducted through SPACs. While that level of SPAC activity 
may not be sustained over the long-term, it is clear SPACs provide an 
alternative to the traditional IPO model, and may offer some competitive 
challenges.  
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That’s a good thing. But, perhaps, we need to be careful not facilitate a race 
to the bottom in terms of public market protections. And since the boom, 
the Commission and its staff identified several areas of concern with 
SPACs.  
 
Such concerns include misaligned incentives, several points of dilution that 
may disproportionately impact retail investors, and a lack of liability that 
may be creating an unjustified advantage in this path to the public markets 
over the traditional IPO. 
 
The questions and challenges of how to adequately address these concerns 
in a balanced way remain. And I, of course, look forward to your thoughts 
and engagement on the SPACs proposed rulemaking. 
 
I noted this a couple of weeks ago during prior remarks, but I think it is a 
point that bears repeating: there is an ongoing debate about what the right 
balance is between the public and private markets, and what that means for 
retail investors. For today’s symposium, we are focused on the balance 
within the public markets, between the two primary paths to becoming a 
publicly traded company – SPACs and traditional IPOs. 
 
However, these questions of balance within the public markets are really a 
part of a broader debate about the balance between public and private 
markets. The private markets are growing, with more companies remaining 
private for longer, while enjoying more access to private capital than at any 
time in recent memory. 
 
I look forward to the panel, and to the future discussions and research that 
the panel may generate. But I would encourage the panel to contextualize 
their discussion about SPACs in light of the growing divide between public 
and private markets. I will try to do the same, as I highlight some additional 
observations about SPACs. 
 
Shareholder Voting 
 
In elections for political office, the ideal has been “one person, one vote.” In 
corporate governance, the ideal that some cite is “one share, one vote.” 
 
The shareholder vote is meant to be a key check on management, on whom 
investors rely to generate returns and manage risks. 
 
Shareholders exchange their capital for ownership shares, and depend on a 
board of directors and management to represent their interests in the 
operation and decision-making of a corporation.  
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Shareholders generally only vote on a few fundamental events in a 
corporation’s life, including certain proposed mergers and acquisitions. 
However, shareholder ownership is often dispersed, which may diffuse the 
incentives for individual investors to meaningfully participate in corporate 
governance, and diligence proposed mergers and acquisitions. 
 
In SPACs, that lack of incentive to meaningfully participate in governance 
of the shell company and the selection of a target for de-SPAC may be 
especially acute. 
 
As you know, early investors in a SPAC IPO are issued “units,” which 
typically include redeemable shares and a fraction of a warrant. Such units 
are nominally priced at $10, and a full warrant entitles the shareholder to 
buy a share at an exercise price at a future date. 
 
The shares and warrants usually begin trading separately after a certain 
period and, typically, investors may only exercise whole warrants, not 
fractions of warrants. 
 
Once the SPAC sponsors identify a target for de-SPAC, there is a 
shareholder vote.  
 
If a de-SPAC is approved by the requisite majority vote, shareholders have 
the option to hold onto their shares and become shareholders of the 
de-SPAC’d entity – or, they can redeem their shares.  
 
Interestingly, the choice to redeem one’s shares does not impact the ability 
to vote in favor of completing the de-SPAC.  
 
So a shareholder can vote to approve the de-SPAC transaction and redeem 
their shares to recoup their initial investment plus any interest earned while 
funds were in the SPAC’s trust, and retain their warrant.  
 
In effect, a redemption but vote to approve insulates from downsides, but 
retains some exposure to upsides through warrants.  
 
This seemingly eliminates the incentive for shareholders to consider 
whether the proposed de-SPAC is actually worthwhile, and perhaps erodes 
incentives for sponsors to make a thorough, well-reasoned, well-supported 
case for the transaction to the shareholders. 
 
Data collected indicates that an average of 58% of SPAC IPO shareholders 
redeemed in 2020-2021, and reporting indicates that redemptions from the 
first quarter of 2022 are higher. 
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So what is the problem here? SPACs involve sophisticated sponsors, 
underwriters, shareholders, PIPE investors, and private operating 
companies.  
 
Some may argue that, even if the voting mechanism is a rubber stamp, 
diligence of the proposed transaction still occurs at a couple of levels.  
 
First by the sponsors and other SPAC related advisors, and then by the 
PIPE investors who come in at a later-stage. And the SEC has a proposal out 
that seeks to address these concerns.  
 
So why am I talking about SPAC voting today? One reason is that SPACs 
were not always structured to allow for unlimited redemptions, and 
observers have noted that allowing SPACs to consummate a de-SPAC even 
when a substantial majority of shareholders redeems its shares creates and 
contributes to poor incentives, increases potential for dilution, and raises 
investor protection concerns. 
 
Stock exchanges are self-regulatory organizations and gatekeepers that 
provide investor and corporate governance protections. As part of that 
gatekeeping function, the exchanges establish listing standards designed to 
protect financial markets and the investing public.  
 
With regard to SPACs, one exchange formerly had listing standards that 
required certain redemption thresholds, or really non-redemption 
thresholds, to be met in order for a de-SPAC’d company to be publicly 
listed. 
 
In other words, a certain amount of shareholders had to stay in order for 
the de-SPAC’d company to be listed as a public company. 
 
At that time, this was industry practice, and it was codified as a listing 
standard. 
 
However, that industry practice, and the listing standard that enshrined it, 
has changed. 
 
While there may have been valid reasons for allowing the redemption 
threshold requirement to lapse, it may be appropriate to reconsider the 
balance of equities in light of the recent experience with SPACs, the 
high-rates of redemption, and a de-SPAC merger approval vote that 
increasingly seems pro-forma rather than an actual check that helps ensure 
only well-considered acquisitions proceed. 
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To be clear, the option to redeem is an important investor safeguard, it is 
one safety valve against potential misaligned incentives between sponsors 
and shareholders; and illiquidity in shell company shares.  
 
The right to redeem should likely be protected. However, it is another 
question as to whether redeeming shareholders should retain the ability to 
vote to approve the de-SPAC after recouping their capital.  
 
As the Commission’s proposal notes, “cases where…the shareholders are 
able to vote in favor of a merger but also redeem their shares…could present 
a moral hazard problem, in economic terms, because these redeeming 
shareholders would not bear the full cost of a less than optimal choice of 
target.” 
 
Further, in a scenario of high redemptions, the SPAC affiliates,[21] may still 
be incentivized to consummate a merger and may rely upon new PIPE 
investors to offer later-stage funding, potentially at the cost to those 
shareholders that did not redeem. 
 
As the SEC’s Office of the Investor Advocate recently noted in public 
recommendations, current listing standards contribute to “an inherent 
conflict of interest in the consummation of the SPAC’s proposed business 
combination…permit[ing] these [de-SPACs] to occur even when assets are 
depleted by significant exercise of conversion rights, and early investors 
have economic incentives to allow deals of questionable quality to occur.” 
 
Importantly, the Investor Advocate has urged all exchanges that list SPACs 
to implement a conversion threshold of at least 50 percent, similar to a 
previous listing standard, to “ensure at least half of the outstanding shares 
of the SPAC” keep skin in the game.  
 
This would help protect against a redemption of the majority of shares 
depleting the SPAC trust and raising the potential for dilution for those 
investors that do not redeem. 
 
So as you discuss these issues today, I am curious about your thoughts. 
What impact do redeemable shares without limitations on conversion 
thresholds have on the different investors in the SPAC? And what impact 
does this have on the integrity of the public markets and investors’ 
confidence in those markets? 
 
When PIPE investors step-in to replace the financing that exits when there 
are high-redemptions – how does that shape the negotiations, and to what 
extent are remaining investors harmed by dilution because PIPE investors 
demand better terms? Do these combined circumstances contribute to 
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momentum for sub-optimal or inefficient de-SPAC transactions? Further, 
I’m interested in understanding who the shareholders who choose not to 
redeem and convert their investment into the de-SPAC’d operating 
company are.  
 
Do those shareholders represent a minority view that the proxy disclosures 
represent an outlook that outweighs the risk of non-redemption? Or are 
those investors remaining for other reasons? 
 
SPACs – The Equity “Complex Product” 
 
Investing in a SPAC IPO share is fundamentally different from investing in 
equity shares of publicly listed operating companies. 
 
The optionality of the redemption, second layer of diligence about the 
private company that the shell company targets, and potential for dilution, 
among other factors, add complexities.  
 
Calculating the potential for dilution is not straightforward and may be 
impacted by multiple considerations, including the amount of redemptions, 
the sponsor’s promote, the equity overhang from warrants, and the 
negotiating dynamics of the PIPE investors. 
 
As one of today’s panelists recently stated, it initially took his colleagues 
and him eight hours to calculate dilution, which indicates the opaqueness of 
the dilutive effect and how difficult it may be for investors who choose not 
to redeem their shares to understand the extent of dilution.  
 
A SPAC shareholder must decide whether or not to redeem, in part, given 
the potential for dilution and the prospects of the future de-SPAC’d 
company.  
 
The Commission’s proposal seeks to address concerns around dilution 
through enhanced disclosures, including a table showing the potential for 
dilution based upon percent of redemption, a requirement to disclose each 
material potential source of additional dilution that non-redeeming 
shareholders may experience, and greater information about financing 
arrangements. 
 
Simply stated, SPACs are complex, and some of the purported benefits, 
such as a cheaper and more efficient path to the public markets for private 
companies, have been questioned. 
 
Studies have found that the cost of going public via SPAC costs may actually 
be higher than a traditional IPO. 
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Indicating that a detailed understanding of the costs and benefits of this 
avenue to the public markets is not widely agreed upon. Hopefully, the 
SEC’s proposal, if approved, will provide certainty and disclosure where it is 
needed most, but I’d be interested to hear further input on how the SEC 
could ameliorate these concerns. And I will continue to follow the work 
being done on all these questions. 
 
SPACs & Other Paths 
 
Practitioners, academics, and policy-makers should continue to think 
holistically about the public markets. As many have pointed-out, an 
increasing trend is that fewer companies are going public, small- and 
mid-sized IPOs are less frequent, and companies are staying private for 
longer. 
 
Ensuring that companies, particularly small- and medium-sized 
companies, have adequate access to the public markets is an important 
policy objective. It provides investors more opportunities to diversify, more 
entrepreneurs access to the capital they need, and promotes market 
integrity and investor protections.  
 
The recent SPAC boom raised concerns about the rigor of forward-looking 
statement disclosures, potential conflicts of interests, and whether 
adequate liability attached to the key second-phase of a SPAC, the de-SPAC. 
In some cases, SPACs may have elevated companies to the public markets 
sub-optimally. 
 
One question I will be thinking through is whether this alternative path to 
the public markets provides unjustified opportunities for legal or regulatory 
arbitrage when compared to the traditional IPO. In other words, whether 
the form, an IPO through merger rather than offering, has been elevated 
over substance. 
 
All of this being said, the traditional IPO process is not free from critique. 
While there are certain safeguards built into that process, it is 
well-documented that there are areas of friction and inefficiency with a 
traditional IPO, including high fees imposed on issuers.  
 
As counsel to former Commissioner Robert Jackson, I worked with him on 
a speech about the middle-market IPO “tax,” describing fees for 
middle-market companies to go public, which have remained stagnant at 
7% for decades. We worked with one of the panelists today to revisit 
whether the middle-market IPO 7% fee was still observable, and found that 
from 2001-2016, over 96% of mid-sized IPOs had a spread of 7%. 
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Another area of friction in the traditional IPO is the pricing of the stock. 
Recent academic work has noted that “IPOs tend to be underpriced, relative 
to aftermarket prices, and that the underpricing phenomenon is persistent 
over time and across countries.” 
 
So I am also interested in understanding how we can provide competitive 
pressure to reduce such frictions. Whether that is through improvements to 
the traditional IPO or ensuring well-calibrated disclosures and investor 
protection safeguards are incorporated into alternative avenues such as 
SPACs and primary direct listings. 
 
Finally, I encourage everyone at this symposium to think about the 
ever-growing divide between the public and private markets and how the 
paths to public markets can be improved and made more efficient while 
preserving key investor and market integrity protections.  
 
Part of the underlying problem in many, if not all, discussions about public 
market paths such as SPACs, is that the public securities markets are 
declining in terms of overall market share. Increased exemptions to public 
offering registration requirements have put into place strong incentives to 
remain private for longer than ever before, and more capital is raised in the 
private markets than in the public markets.  
 
But at what cost? As I noted a couple of weeks ago, the unicorn is no longer 
a unique or novel creature found in the woods of the private market. 
Rather, they have become larger and more common, with the largest 
unicorn valuation exceeding $400 billion. 
 
I think we cannot have a conversation about integrity of the public markets, 
without acknowledging that more capital is raised in the private markets 
every day, and there are fewer public companies than in recent memory. 
 
I know all of these are difficult, big, questions with no easy answers. But I 
also know that today’s panelists, and the symposium attendees, are among 
the individuals that can help us answer these questions. Thank you. 
 
To read more: 
https://www.sec.gov/news/speech/crenshaw-remarks-spac-symposium-0
42822 
 

 

https://www.sec.gov/news/speech/crenshaw-remarks-spac-symposium-042822
https://www.sec.gov/news/speech/crenshaw-remarks-spac-symposium-042822
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Number 2 

Statistical release: BIS international banking statistics 
and global liquidity indicators at end-December 2021  
 

 
 

• Banks’ outstanding cross-border claims changed little overall in the fourth 
quarter of 2021. Their year-on-year growth rate slowed to 1.6%. 
 
• Cross-border claims on emerging market and developing economies 
(EMDEs) increased by $103 billion, mainly vis-à-vis Latin America and 
Africa and the Middle East. 
 
• Cross-border claims on Russia were about $90 billion at end-2021, down 
markedly from 2014. Banks in Europe account for most of the outstanding 
claims. 
 
• Issuance of international debt securities continued to drive growth in 
global foreign currency credit to non-bank borrowers. 
 

 
 
Global cross-border claims changed little in Q4 2021 
 
The BIS locational banking statistics (LBS) show that internationally active 
banks’ outstanding claims amounted to $35 trillion at end-Q4 2021, 
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virtually unchanged from the previous quarter on an exchange 
rate-adjusted basis (Graph 1.1). 
 
Their year-on-year (yoy) growth from end-2020 was 1.6%. This compares 
with prepandemic yoy growth rates of more than 5%. 
 
The overall stability during the quarter concealed large changes in claims 
on particular regions and sectors, and across currencies (Graph 1).  
 
Claims on EMDEs rose substantially ($103 billion) during the quarter while 
those on advanced economies (AEs) and offshore financial centres (OFCs) 
declined (Graph 1.1).  
 
By sector, claims on unrelated banks (-$129 billion) were lower, but claims 
on related offices rose ($115 billion) as did claims on non-financial 
borrowers ($106 billion) (Graph 1.2). 
 
As for currencies, as in the previous quarter, US dollar-denominated claims 
expanded while euro claims contracted (Graph 1.3). 
 
Within the overall decline in claims on AEs and OFCs were large differences 
across countries and jurisdictions.  
 
Banks’ claims on the United States grew (+$182 billion) during the quarter 
while those on Japan and Europe shrank (–$95 and –$254 billion), notably 
vis-à-vis borrowers in France, Finland, Germany and the United Kingdom.  
 
Among OFCs, the declines in claims on the Cayman Islands and Hong Kong 
SAR (–$49 and –$29 billion) were larger than the increases in claims on 
Macao SAR and Singapore. 
 
To read more: https://www.bis.org/statistics/rppb2204.pdf 
 

 
 
 
 
 
 
 
 

https://www.bis.org/statistics/rppb2204.pdf
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Number 3 

Final report 
 

 
 

 
 

On 27 July 2021, EIOPA received a request from the European 
Commission, as part of its Retail Investment Strategy, to provide technical 
advice on a number of specific areas in the field of retail investor protection 
such as enhancing consumer disclosures, tackling damaging conflicts of 
interest in the sales process and assessing the impact of product complexity 
in the retail investment market.  
 
EIOPA was given until 30 April 2022 to provide its advice to the 
Commission. Given this short timeframe, EIOPA was not able to carry out 
the level of detailed work and impact assessment it would have preferred to 
do, but nevertheless sought to gather evidence and consult as widely as  
possible.  
 
For example, EIOPA ran an informal evidence-gathering exercise with its 
Insurance and Reinsurance Stakeholder Group (IRSG) in August / 
September 2021, then a public consultation on its draft advice from 27 
January to 25 February 2022 (for which it received responses from 37 
stakeholders) and held a public hearing on 18 February 2022.  
 
EIOPA appreciates the input provided by stakeholders within an unusually 
short timeframe, which helped EIOPA to shape its policy recommendations  
further.  
 
EIOPA would like to stress that the following high-level goals/objectives 
have been a strong basis for it developing this technical advice:  
 
- Seeking to increase retail participation in capital markets; 

 
- At the same time, creating a safe environment for consumers that 

enables them to make the right choices, and ensure products are suited 
for the proposed target market;  

 
- Promoting further the principle that IBIPs should offer “value for 

money”;  
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- Aiming for a regulatory framework that will enable a risk-based 
approach to conduct of business supervision.  

 
The following is a summary of EIOPA’s advice on the following five areas 
covered in the Call for Advice. EIOPA would like to emphasise that, in 
developing its technical advice, it has sought at all stages to ensure close 
co-ordination with ESMA and the Joint Committee, given that separate 
Calls for Advice were sent to ESMA on MiFID II and to the Joint Committee 
of the ESA on the review of the PRIIPs Regulation.  
 
Addressing and enhancing investor engagement with disclosures and 
Drawing out the benefits of digital disclosures  
 
EIOPA recommends that existing duplications between Solvency II and 
PRIIPs KID disclosure requirements could be addressed by disapplying 
non-personalised Solvency II pre-contractual disclosures.  
 
The personalised disclosures from Solvency II, as well as the generic 
disclosures from Solvency II that are not included in the PRIIPs KID, 
should be transferred to the IDD. However, the transfer of specific 
disclosure requirements to the IDD, should also ensure a clear separation of  
responsibilities in terms of disclosures between the product manufacturer 
and distributor.  
 
To enhance existing periodic disclosures at EU level with regard to IBIPs, 
EIOPA recommends the idea of developing an “annual statement” in the 
IDD which could include information, for example, on paid premiums, past 
performance and current value of the savings.  
 
This “annual statement” should be based on a simple list of high-level 
topics at Level 1, which would be supplemented by more detail, including 
consumer testing and impact assessment, at Level 2.  
 
Although EIOPA also proposes to include adjusted individualised 
projections in this list of high-level topics as their inclusion is important 
from an investor protection perspective, further assessment would be 
needed as to the feasibility of such projections for different types of IBIPs, 
as well as the methodology to be used.  
 
EIOPA sees the need for a shift towards truly consumer-focused 
disclosures, built upon an enhanced supervisory framework, that fits the 
digital age:  
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- The starting point when designing consumer disclosures should be 
behavioural research and enabling sufficient time and resources for 
consumer testing;  
 

- Consumer information needs to be radically simpler to achieve the 
objective of allowing consumers to make sensible decisions. It should be 
understandable, but crucially shorter and visual in order to be engaging, 
also to a non-financially literate audience; and  

 
- Future disclosures need to be designed as a comprehensive solution 

from the perspective of the consumer, replacing existing documents and 
not simply being added on top of the existing disclosure documents.  

 
EIOPA notes that a number of provisions in the IDD relating specifically to 
the distribution of IBIPs are already subject to disclosures in the format of a 
“durable medium”.  
 
Notwithstanding this, although EIOPA can see some benefits in inverting 
the current approach in the IDD regarding the format of disclosures 
completely from a “paper by default” to a "digital by default" approach to 
take account of the ongoing digital transformation, it would be important 
that the IDD keeps the option for consumers to ask for information both 
pre-contractually or periodically, on paper or in a printable format if they 
wish, considering that some segments of the population may still prefer to  
receive the information on paper.  
 
With increasing digitalisation, EIOPA considers it important that national 
competent authorities have the ability to anticipate misleading and 
aggressive marketing communications in relation to the sale of IBIPs in the 
future.  
 
EIOPA, therefore, recommends including in the new legislative  
framework, a provision that national competent authorities have the power 
to take timely and effective action against misleading marketing practices. 
 
Assessing the risks and opportunities presented by new digital tools & 
channels  
 
At present, the market for digital tools and platforms selling IBIPs is limited 
to specific national markets, but EIOPA sees scope for a market for digital 
platforms selling IBIPs and for open insurance to develop further in the 
future in EU Member States, but only under the appropriate regulatory  
framework & conditions.  
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Certain risks to consumers will need to be borne in mind, should such a 
market further develop, such as the risks of insufficient consumer 
disclosures, information asymmetry and misuse of client data.  
 
In order to make the legal framework future-proof, the Commission should 
address the impact the “choice architecture” or “choice environment” has 
on consumer decision making and ensure that firms use behavioural 
finance insights in the best interests of the customer.  
 
Tackling damaging conflicts of interest in the sales process  
 
EIOPA would like to emphasise the heterogeneous nature of the insurance 
distribution market in Europe and that this heterogeneity can present 
challenges in ensuring that any harmonised approaches apply evenly across 
all national markets and consumers are treated in a consistent manner 
across different markets.  
 
EIOPA also notes that the commission-based distribution model is 
currently the prevalent distribution model in the majority of national 
markets.  
 
In analysing the impact of differences in the regulation of the 
payment/receipt of inducements between MiFID II and the IDD, EIOPA 
has noted that there are some important differences particularly at the level 
of disclosure of inducements and stronger language restricting the  
payment / receipt of inducements in MiFID II as compared to IDD, where 
there could be benefits in aligning legislation.  
 
Nevertheless, national authorities also noted the practicalities of applying  
different concepts in national supervision and the fact that there is little 
evidence of material differences in terms of supervisory outcomes.  
 
EIOPA sees, from its own consumer trends and oversight work, the need for 
more to be done to tackle damaging conflicts of interest arising throughout 
the product lifecycle of an insurance-based investment product, to address 
the risk of inducements leading to product bias and materially impacting 
the cost-efficiency and “value for money” of IBIPs.  
 
EIOPA has set out the pros and cons of a number of different policy options 
to more strictly regulating the payment/receipt of inducements. Although, 
based on its recent consumer trends and conduct oversight work, EIOPA  
does consider improvements to the existing rules on inducements under the 
IDD to be necessary, EIOPA sees no single all-encompassing solution in 
this area as it has identified pros and cons with all options, and varying 
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market impacts. A combination of different options could also bring 
specific benefits. 
 
To read more: 

https://www.eiopa.europa.eu/sites/default/files/publications/advice/final
_report_-_technical_advice_on_retail_investor_protection.pdf 
 
https://www.eiopa.europa.eu/sites/default/files/publications/advice/anne
xes_-_technical_advice_on_retail_investor_protection.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/sites/default/files/publications/advice/final_report_-_technical_advice_on_retail_investor_protection.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/advice/final_report_-_technical_advice_on_retail_investor_protection.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/advice/annexes_-_technical_advice_on_retail_investor_protection.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/advice/annexes_-_technical_advice_on_retail_investor_protection.pdf
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Number 4 

Macropru – fit for the future? 
Sarah Breeden, Executive Director for Financial Stability Strategy and Risk 
and a member of the Financial Policy Committee (FPC), the United 
Kingdom’s macroprudential authority. 
 

 
 

When the financial system is in poor condition – when there is financial 
instability – it can be damaging to us all. 
 
I like to compare the importance of financial stability to our collective 
prosperity with the importance of health to an individual. Good health may 
not be the only thing that matters for an individual’s happiness. But it is 
essential. Because poor health comes with undesirable consequences. 
 
We need only remind ourselves of the global financial crisis, more than a 
decade ago, to appreciate the undesirable consequences of financial 
instability. 
 
UK GDP shrank by more than 6% during the first five quarters of the crisis, 
staying below its pre-recession size for a further five years. Unemployment 
increased, with an additional 1 million jobs lost by its peak at the end of 
2011. And labour productivity, the best way to measure living standards in 
the long-run, fell sharply in 2008 and has barely recovered since. 
 
The poor health of the global financial system was exposed in the most 
dramatic of fashions. We might liken it to a heart attack. And in response 
the authorities co-operated across borders and across institutions to design 
a radical ‘healthcare plan’ – to improve resilience, both at the 
micro-prudential individual institution and the economy-wide 
macro-prudential levels. 
 
It is this macro-prudential perspective that I want to discuss today – 
specifically, to consider how macro-prudential policy will need to adapt, 
just as our health-care plans adapt, to be fit for the challenges of the future. 
 
Since the global financial crisis, the financial system has not been a cause of 
sustained economic instability. But this is no reason for complacency. The 
financial system is ever changing. And experience suggests our job may not 
yet be complete. 
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So today, I will begin by setting out why financial stability is important and 
the role of macro-prudential policy in delivering it. In so doing I hope to set 
out why it’s as important for the financial system to observe 
macro-prudential policies as it is for patients to stick to their health-care 
plans. 
 
I will then briefly set out some principles on which good macro-prudential 
policymaking is based. The rules of thumb that underlie our prescriptions if 
you like. 
 
And I will conclude by raising some challenges that macro-prudential policy 
is facing now, including my thoughts on the road ahead. Through that, I 
hope to set out how we need constantly to adapt macro-prudential policies, 
as we do with our health-care plans as lifestyles evolve. 
 
Interactions between financial stability and sustainable growth and the 
role for macro-prudential policy 
 
Why is financial stability important? 
 
To understand why we place so much emphasis on a well-grounded 
macro-prudential framework, it’s important to understand why we care 
about financial stability in the first place. In brief, it is because we believe 
that financial stability is a precondition for sustainable economic growth. 
 
A stable and well-functioning financial system exists to serve us all. It 
enables the efficient allocation of resources, so that businesses can exploit 
productive opportunities and households can meet their needs. And it 
allows the risks incurred in the course of generating economic growth to be 
shared. 
 
The banking system supplies credit to households, to buy homes or spend 
more than they currently earn; and to businesses, so that they can hire 
more workers, invest in capital, and innovate and expand.  
 
Non-bank financial firms further transform long-term savings into new 
investments via bond and stock purchases; and they enable both 
households and businesses to insure themselves against risks that could 
prove costly were they to crystallise.  
 
The financial system also facilitates payments, so that households and 
businesses can pay safely for the goods and services they choose to receive. 
 
A stable financial system is one that is resilient to shocks and so is able 
reliably to support households and businesses through the consistent 
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supply of the vital services that they demand. Financial stability thus 
supports growth and prosperity, just as good health supports us in our daily 
lives. 
 
The role of macro-prudential policy 
 
Historically, there was a view among policymakers that as long as monetary 
policy guaranteed low and stable inflation, and micro-prudential regulation 
was successful in ensuring the balance sheets of individual institutions were 
robust to shocks, the financial system could take care of itself, and financial 
stability would follow. 
 
However, the global financial crisis revealed the flaws in this view: while 
monetary policy sets the benchmark interest rate for financial transactions 
and “gets into all the cracks” in the financial system, it isn’t sufficient to 
ensure that those transactions are undertaken efficiently and effectively.  
 
Similarly, micro-prudential policy ensures the safety and soundness of 
individual institutions, but does not take a sufficiently bird’s eye view to 
identify possible risks affecting the financial system as a whole.  
 
The financial crisis highlighted quite how much the whole is greater than 
the sum of its parts. And that ensuring the parts are healthy does not 
guarantee that the whole is. 
 
Macro-prudential interventions typically fill two gaps: 
 
1. Individual agents don’t necessarily take into account the bigger picture. 
Individual financial institutions and borrowers face private incentives 
which do not take into account the wider social impact of their actions. In 
such cases, macro-prudential policymakers can seek to better align private 
costs and benefits with social costs and benefits. 
 
One example is the Financial Policy Committee’s (FPC) mortgage tools, 
which seek to limit the number of mortgages banks can extend for loans 
that are high relative to income.  
 
Individual borrowers may be keen to stretch themselves financially to buy a 
bigger house, expecting their earnings to grow or house prices to rise. And 
individual lenders may be happy to provide a larger loan to receive more 
income. But should a recession hit, not only will we see defaults, but 
overstretched borrowers will reduce their spending as they struggle to pay 
their mortgages. And this reduction would ultimately spillover to the rest of 
the economy, making the downturn worse. 
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Macro-prudential policy takes these spillovers into account. By ensuring 
borrowers in aggregate are not overstretching themselves and financial 
institutions in general are lending responsibly, macro-prudential regulators 
can ensure that the whole system is more resilient to shocks. 
 
2. Markets are not necessarily efficient or complete. Market prices may not 
reflect the real value of assets, not every market is perfectly liquid and risks 
may not be as well-dispersed as they might seem. These imperfections can 
lead to two types of risk to financial stability: cyclical and structural. 
 
Cyclical risks arise because financial conditions can suddenly reverse. The 
simplest example is of financial institutions taking on too much risk in 
booms, in the expectation that the assets they purchase will always be in 
demand. When the cycle turns, asset prices can fall rapidly, leaving 
institutions with losses. This is why we have countercyclical tools - to 
ensure the system can build up resilience in good times, and use it in bad 
times. 
 
Structural risks refer to fault-lines within the financial system, such as high 
concentrations of risk, complex interconnections, promises made that 
cannot necessarily be honoured, and uninsurable – or tail – risks. These 
risks can trigger sharp reversals in financial conditions, or amplify cyclical 
risks when they crystallise. As with cyclical risks, macro-prudential policy 
looks to build resilience to these risks, as well as eliminating fault-lines 
where appropriate. 
 
The cost-benefit calculus 
 
In seeking to fill these two gaps, it is important to acknowledge that there 
are two sides to the ledger – that a build-up in financial stability risk is 
often accompanied by higher growth. 
 
When the financial system under-prices risks, households, companies and 
the economy at large may appear to benefit. As asset prices rise, 
perceptions of wealth become inflated and risks appear smaller. 
Households and companies feel more comfortable taking on debt, banks 
and investors feel more comfortable lending to them. We can consume 
more, invest more, grow the economy more and feel more prosperous. 
 
The problem is that it cannot last. We cannot continue consuming more 
than we ever hope to earn; we cannot invest more than we ever intend to 
save; risks cannot be under-priced forever. This time it probably isn’t 
different. 
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And when it all goes into reverse, when risks are found to be under-priced 
and not well-dispersed, when shocks arise and are amplified by the 
financial system, the cost in terms of lost growth can far outweigh the 
benefit of higher growth enjoyed while the risks were building. 
 
It is this cost-benefit calculus that both motivates a role for 
macro-prudential policy, and helps us define precisely what we mean by it. 
 
In short, macro-prudential policy aims to improve the trade-off between 
the financial system’s contribution to the rewards expected in a growing 
economy and the degree of risk that we will face in the bad times.  
 
To return to my analogy, we might liken it to the NHS and to health 
insurance where we pay a bit in the good times to protect ourselves should 
our health take a turn for the worse. 
 
Principles of good policy making 
 
Macro-prudential authorities, like the UK’s FPC, work to ensure that 
financial systems are resilient to, and prepared for, the wide range of 
possible shocks they could face. Their aim is to ensure that when shocks 
occur, the financial system is able to absorb those shocks, rather than to 
amplify their impact on the economy. 
 
We ground what we do in two elements of good macro-prudential 
policymaking: 
 
- Macro-prudential policy should be targeted to provide a net benefit to 

the overall economy. Where interventions incur costs, these should only 
be imposed when they are outweighed by the benefits over the full cycle. 
This is perhaps equivalent to starting a course of new medication, where 
a good doctor must be aware of potential side effects as well as intended 
benefits. 
 
We must also recognise that there will be occasions when interventions 
are not yet needed, as emerging risks are not yet systemic in nature. To 
return to our analogy, a good doctor might decide not to start 
medication, but instead simply monitor a patient’s general health to 
judge better how to improve it. 

 
- Macro-prudential policy should be ready to adapt to change, allowing 

the economy to expand and innovate safely. Change always brings with 
it opportunities and risks and so our macro-prudential framework will 
need to evolve. To overuse the health analogy once more, doctors need 
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to adapt. A doctor in the 1960s, for example, would never have had to 
think about the health effects of vaping. 

 
Challenges that lie ahead 
 
Ten years after establishing the FPC, we have reached the point where we 
have both made the case for macro-prudential policy, and built a 
macro-prudential framework designed to ensure the sector is resilient to 
stress. In other words, we have pulled together the skeleton for a healthcare 
plan and convinced the patient that they need it and that it needs to be 
updated regularly. 
 
These are important achievements. Indeed we need to make sure we hang 
on to them even as memories of the global financial crisis fade. 
 
But we need to decide the plan for the coming months and years too. Recent 
shocks – the Covid pandemic, and more recently, Russia’s invasion of 
Ukraine – and structural changes to the financial system have reaffirmed 
that our work is not yet done. 
 
Let me briefly mention a few of the lessons from our experience in 
Covid-19.  
 
First the capital framework does not in practice support use of bank capital 
buffers in a stress as we intended. And that would have mattered a lot in the 
absence of the substantial government support for the corporate sector.  
 
Second, we need to change our approach to stress testing in a stress if we 
are to avoid those stress tests further amplifying any downturn.  
 
And third, in a shock of roughly half the size of the global financial crisis, it 
was only large-scale use of central bank balance sheets that calmed 
dysfunction in the system of market-based finance. 
 
We are continuing to learn through the Russia-Ukraine crisis too. We are 
exploring concentrations in, and interconnections across, energy and other 
commodity markets, the financial system, and the real economy, as well as 
the potential for feedback loops between them. And we have observed too 
that commodity markets are relatively opaque. 
 
We must now develop the macro-prudential framework to reflect the 
lessons from these recent stresses. 
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Looking beyond recent events, neither the financial system nor the 
economy stands still: there are clear structural changes that 
macro-prudential policy must confront. 
 
1.The rise of market-based finance: vulnerabilities that are as much global 
as domestic 
 
One key challenge is that many vulnerabilities are as much global as they 
are domestic. That includes non-bank, or market-based, finance. 
 
Non-bank financial institutions currently represent around 50% of global 
(and UK) financial sector assets. They are increasingly a source of finance 
for UK businesses. However, the ‘dash for cash’ in March 2020 led to a 
rapid deterioration in the functioning even of advanced-economies’ 
government bond markets and created market dynamics significant enough 
to raise the cost of lending. The episode clearly demonstrated the need to 
build resilience in market-based finance.  
 
Given the global nature of market-based finance, the effectiveness of any 
policies in the UK will depend in part on policies implemented in other 
major jurisdictions. We are therefore working with international 
counterparts in the Financial Stability Board to take coordinated action to 
address these issues - including on open-ended funds, margins, the 
liquidity structure and resilience of core markets, to name a few. In the 
meantime, the FPC (and other UK authorities) need to continue monitoring 
them, starting by ensuring there is reliable data to do so. 
 
2.The growth of cryptoassets and decentralised finance: regulatory 
frameworks need to evolve 
 
Another important challenge is seen in cryptoassets and decentralised 
finance (DeFi) which in recent years have grown to represent around 1% of 
global financial assets. 
 
Cryptoasset technology is creating new financial assets, and new means of 
intermediation. Many services now facilitated by this technology mirror 
those available in the traditional financial sector, including lending, trading 
and exchange, investment management and insurance. 
 
While that activity is currently small, if the pace of growth seen in recent 
years continues, interlinkages with the traditional financial sector are likely 
to increase. In addition, the new technology has the potential to reshape 
activity currently taking place in the traditional financial sector, either 
through the migration of that activity or the widespread adoption of the 
technology. 
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Crypto technology has the potential to bring significant benefits, for 
example by reducing the cost and increasing the speed of cross-border 
transactions, and encouraging competition in the financial system. But 
those benefits can only be realised and innovation be sustainable if it is 
undertaken safely and accompanied by effective public policy frameworks 
that mitigate risks and maintain broader trust and integrity in the financial 
system. 
 
In this way, the growth of cryptoassets and DeFi has highlighted another of 
the key challenges for policymakers: the need for regulatory frameworks to 
adapt. 
 
3.The transition to net zero: structural change requires coordinated 
action from all sectors 
 
And finally, we face the continued need to support the orderly transition to 
a net zero economy. Climate change creates risks to financial stability 
through two channels: physical risks and transition risks. And the financial 
system will play a key role in financing the significant structural economic 
changes needed to deliver the transition to a net zero economy. 
 
The unique challenge here is that the orderly transition to net zero will 
require coordinated action across private and public sector institutions, and 
across all sectors of finance and the real economy. The Bank’s role is 
focussed on tackling the consequences (not the causes) of climate change. 
Indeed the transition to net zero is likely to be a bumpy one, particularly in 
light of recent events, and macro-prudential regulators have an important 
role to play in helping manage those bumps.  
 
In support of this work, we are running a stress test of the UK’s largest 
banks and insurers that will extend the time horizons over which we, and 
they, view climate risks. This is a good start in understanding the 
implications of climate change and transition for the financial system. But 
more work is needed to build the green market infrastructure that will 
support an orderly transition to net zero, and this will be an important area 
of focus for macro-prudential regulation over the coming years. 
 
Conclusion: The road ahead 
 
Where does all this leave us? 
 
It’s clear that we macro-prudential policymakers need to look forwards as 
well as backwards as we do our risk assessment. And we must also ground 
our analysis in the impact of shocks to the financial system on businesses, 
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households and so the economy, and not just their impact on financial 
players. 
 
The source of shocks and the mechanisms through which the financial 
system could amplify those shocks is wide – covering climate, Covid, 
crypto, cyber, and conflict as well as the credit cycle and the core banking 
system. But our understanding of many of these is still developing, 
reflecting differences in the maturity across our framework. 
 
The consequence is that like any health check the list of what we need to 
review is long. And so the key is how we prioritise our work and what 
prescriptions we write on the back of it. That’s a daunting task. But 
helpfully while for some issues only the macro-prudential policymaker can 
do the job, for other issues just like a GP we can call on the help of 
specialists. 
 
I’m not proposing to write any prescriptions in this speech today. But the 
Bank and FPC are working hard on their diagnoses and will aim to 
communicate further on issues that they wish to prioritise later this year, 
through the Bank’s Financial Stability Strategy and the FPC’s medium-term 
priorities. 
 
And I hope that today has given you a flavour of the importance of building 
a macro-prudential framework that’s as fit for the risks and opportunities of 
the future as it is for those we have faced in the past. 
 
The views expressed here are not necessarily those of the Financial Policy 
Committee. I am grateful to Nicola Anderson, Kristina Bluwstein, Giovanni 
Covi, Tom Daniels, Emma Moriarty, Nicholas Vause, Danny Walker and 
Gabija Zemaityte for their assistance in drafting these remarks. I would like 
to thank Jon Cunliffe, Alina Barnett, Geoff Coppins, Lee Foulger, Grellan 
McGrath, Jon Relleen and Matt Waldron for their helpful comments.  
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Number 5 

The impact of digitalisation on the financial system 
Burkhard Balz, Member of the Executive Board of the Deutsche 
Bundesbank, speech delivered at the FGV-Ebape in Rio de Janeiro 
 

 
 

1 Introduction 
 
Ladies and gentlemen, FGV students and faculty members, Professor 
Norden, 
 
Thank you very much for inviting me here today. It is a great pleasure for 
me to be at the FGV-Ebape in Rio de Janeiro. Given the restrictions 
imposed by the coronavirus pandemic over the last two years, I do not take 
this opportunity for granted and am very thankful for the chance to 
exchange views with you today. 
 
One thing is for sure; you can`t go to Brazil and not go to Rio de Janeiro. 
When you think about Brazil, it is Rio that first comes to mind. Rio is one of 
the most sought-after destinations in Brazil and has more citizens than 
some European countries in total. 
 
However, Rio de Janeiro is not just known for its carnival and sunny 
beaches, but also for its unique fintech climate and its role as an economic 
powerhouse. The city of Rio de Janeiro is home to the headquarters of 
many private, national, multinational, and state corporations. Needless to 
say, the rise of digitalisation in society and business will also affect the 
future of this city. 
 
I am not only delighted to be in Rio de Janeiro, but, more importantly, to be 
able to discuss the impact of digitalisation on the financial system with you 
here at the FGV-Ebape today. Digitalisation is picking up speed. This affects 
universities, as well as you as students. Not just as consumers, but also as 
future employees and managers in business, digitalisation will accompany 
you throughout your lives. Digitalisation is pertinent to the entire financial 
sector. As my colleague Roberto Campos Neto, President of the Banco 
Central do Brasil, once so aptly put it: “There can be no more difference 
between a large bank or a fintech. All financial institutions must be digital.” 
 
Digitalisation is also very evident in payments: it fundamentally changes 
the way we pay. This brings me straight to the subject of my speech. As the 
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Deutsche Bundesbank Executive Board member responsible for the area of 
payments, I have been monitoring changes in this sector since September 
2018. 
 
It is clear to me that the pick-up in the pace of digitalisation is caused by 
demand as well as supply factors. So I’ll begin my remarks by discussing 
changes in user and payment behaviour. Afterwards, I’ll address the 
challenge posed by new players in the payments space. 
 
I would then like to outline my thoughts on how we should react to the new 
challenges. These thoughts can be summarised under one key heading: 
updating existing payment systems, for example via instant payments, and 
also central bank digital currency (CBDC). In the context of the latter, I will 
also give a brief overview of the ongoing project on a digital euro. 
 
2 Challenge 1: Changes in user and payment behaviours 
 
When it comes to payment habits, cash remains the number one means of 
payment at the point of sale in Germany. The general public still delve into 
their wallets for coins and notes to settle around 60% of payments when 
they’re out shopping.  
 
That is one of the key findings from the payment behaviour study which the 
Bundesbank conducts regularly, most recently in 2020. As a means of 
payment in the German retail sector, cash still has a high standing. 
However, it is losing significance – the share of cash was 74% in the 
preceding study from 2017, thus decreasing by an impressive 14 percentage 
points within only three years. Certainly, the coronavirus pandemic gave 
non-cash payments an extra boost here. 
 
In my view, Brazil and Germany are not that different from each other in 
this respect – in Brazil, too, cash still is the preferred means of payment for 
many people, but non-cash payments are experiencing strong growth, 
helped along by the coronavirus pandemic: to my knowledge, between 2019 
and 2020, cash use at the point-of-sale fell by almost 25% in Brazil. 
 
However, the Brazilian market differs from that of Germany in one major 
aspect: while there are more than 110 million bank accounts in Germany 
(for 83 million inhabitants), a significant proportion of the Brazilian 
population has no access to banking services in a traditional sense. Digital 
technologies could therefore present an opportunity to further bridge the 
financial inclusion gap. We can observe this evolution here in Brazil 
already, as the pandemic produced strong growth in the number of digital 
bank accounts and significantly increased the access of citizens to banking 
services. 
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At this juncture, I would like to praise the Brazilian central bank for being 
an active driver of developments in the booming fintech market and for 
fostering competition and innovation in the banking sector. The most 
prominent example might be the new – and already very successful – 
instant payment system Pix. 
 
The central bank’s efforts have resulted in a considerable increase in 
competition – according to one study, more than 100 Brazilian fintech 
companies are now active in the field of payments. 
 
This means that usage patterns are evolving. Digital financial and payment 
services are gaining ground. Just a year and a half after Pix was launched, 
more than half of the Brazilian population have already used it, underlining 
just how quickly the adoption of digital payments can spread. 
 
The situation is changing in Germany, too, where contactless payments 
based on NFC technology are particularly popular. For instance, at the end 
of 2021, three out of four (73%) payments of the debit card[6] common in 
Germany were contactless. 
 
In Germany, there are more than 100 million cards in circulation. The 
system is operated by the German banking sector and is independent of 
international credit card companies like Visa and Mastercard. 
 
In Germany, more and more customers are reaching for their smartphone 
instead of cash or card when paying for goods. Here, mobile payments are 
gaining more momentum by the day. Something similar is happening in 
Brazil. The average citizen here owns 1.6 smartphones and payments with 
digital and mobile wallet are growing. Brazil’s instant payment system Pix 
contributes to this, offering various overlaying services including QR code 
and NFC payments. 
 
In Germany, savings banks and cooperative banks also run a successful 
peer-to-peer (P2P) mobile payment service. Thus, in Germany, the topic of 
smartphone payments is being pushed by both bigtech firms and banks. 
 
3 Challenge 2: New actors in the payments markets 
 
This brings us to an important driver of digitalisation in the financial 
industry in both Brazil and Germany: New players, namely fintech and 
bigtech firms. 
 
Fintech players – that is, fledgling start-ups offering innovative 
technology-enabled financial services – also feel very much at home in the 
payments market. These newcomers are starting out on greenfield sites and 
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are able to build their systems from the ground up in a way that lets them 
leverage the opportunities offered by the platform economy and 
digitalisation. One example of this is smartphone banks such as Revolut in 
the United Kingdom or N26 in Germany and also here in Brazil. 
 
A key element of the new digital banking world are the much-discussed 
application programming interfaces – APIs. So-called open interfaces that 
allow for the seamless interlinking of different services – like bank account 
management and payments. Many fintech firms are basing their business 
models on these interfaces. 
 
And yet even the traditional banking industry in Europe recognises the 
importance and urgency of refining its own business model in times of open 
banking and open interfaces. 
 
More and more credit institutions are therefore deliberately positioning 
themselves as platform providers. The idea is to create one’s own API 
ecosystem which allows bridges to service providers across Europe to easily 
be built. This development is also covered and supported by European law 
and a corresponding legal framework – most prominently the revised 
Payment Services Directive (PSD2). 
 
In Brazil, too, new players are stirring up the financial industry. Nubank, 
for example, reminds me of Germany’s N26 since it also focuses on 
smartphone banking: account and payment services as well as all 
communications take place via the customer’s mobile device. After being 
publicly listed at the New York Stock Exchange, Nubank is one of the 
largest and most valuable digital banks worldwide. Interestingly, Nubank 
also runs an office in Berlin so as to benefit from the German IT developer 
scene. 
 
From Germany, I can report that fintech firms definitely have a big impact, 
because we are seeing more and more cooperative ventures between credit 
institutions and fintech players. These allow the former – the banks – to 
provide their customers with convenient, innovative services within a short 
space of time. The latter – the fintech businesses – get to tap into a large 
customer base and benefit from the confidence shown in them and from 
regulatory expertise, amongst other things. Between them, fintech players 
and traditional banks are often forming quite a symbiosis. 
 
By contrast, bigtech players are transforming the European financial sector 
and particularly the world of payments far more radically than the 
up-and-coming fintech firms ever could. Bigtech firms are the heavyweight 
global tech businesses and platforms such as Apple, Amazon, Google and 



P a g e  | 35 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Meta, formerly known as Facebook from the United States, Alibaba and 
Tencent from China or MercadoLibre in Latin America. 
 
Bigtech players can leverage a large, existing customer base, technological 
expertise and sizeable financial resources to conquer new markets. For 
instance, the dominant force in e-commerce in Germany has, for a long 
time now, been the US group Amazon – which also offers a payment service 
of its own. Google Pay and Apple Pay are two other bigtech players that 
offer their payment services in a wide range of countries, including, of 
course, Germany and Brazil. 
 
China offers a very vivid example of how far bigtech services can penetrate 
people’s day-to-day lives: there, WeChat and Alipay, which is affiliated with 
the e-commerce giant Alibaba, can be used not only as a payment method, 
but also to directly order food, buy cinema tickets or call taxis – all services 
united on a single platform. 
 
This development is, however, not without its problems from the point of 
view of the consumer, nor from the perspective of regulators and 
established banks. 
 
If bigtech firms expand into an increasing number of business areas, there 
is a risk that monopolies will be formed. Moreover, if the data generated are 
analysed and consumers are offered matching products and services, they 
will lose sight of the alternatives. In the marketplace of the internet 
economy, the winner usually takes it all. 
 
From the consumer’s perspective, we should remind ourselves of the 
business logic of many bigtech firms: many of the services they offer – such 
as payments – might be provided as a way of obtaining data, the key raw 
material for their business model. Hence, many services are only ostensibly 
free for consumers, since they are paying for them with their personal data 
– and an increasing dependency on the services offered by one big 
commercial supplier. 
 
For established banks, meanwhile, there is the danger of losing the battle 
for the customer in payments, which would leave the banks merely as 
interchangeable settlement agents in the background. 
 
For now, the bigtech firms still rely on cooperation with banks for the 
settlement of payments in Europe. There, a payment made using Apple Pay 
or Google Pay is mostly settled via the credit card stored in the account, 
which is issued by a bank. The next step could be to create closed payment 
systems that no longer are based on established payment instruments. The 
most prominent example of such a concept was probably the Diem 
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initiative (formerly known as Libra) launched by Facebook – or nowadays 
Meta, to be precise. Diem was intended to be a “stablecoin”. These often peg 
their value to an existing currency or a currency basket. Furthermore, their 
value is backed by suitable collateral. However, Meta will not pursue this 
project – at least not in this form and as things stand today. 
 
Nevertheless, the idea of bigtech stablecoins remains relevant. Meta 
recently launched a pilot project with Paxos to enable payments with 
stablecoins in its dedicated Novi app in the context of remittances. For the 
purpose of money transfers between the United States and Guatemala, 
various design options are to be tested on a small scale. 
 
PayPal is also planning to issue its own stablecoin. Thus, discussions on the 
handling and regulation of these new means of payment will continue. In 
this context Europe is currently being working at full speed, by creating the 
Markets in Crypto Assets Regulation – MiCA. With MiCA, the European 
Union would create a single European regulatory framework for crypto 
assets. This would be an important contribution to the stability of the 
markets for crypto assets in particular, but also of the financial markets in 
Europe in general. 
 
4 Possible answers and conclusions 
 
How should we be responding to the challenges posed by digitalisation in 
payments? 
 
Despite having lost momentum, initiatives like Diem reveal that there is 
room for improvement in payments, and that this also applies to 
cross-border payments, or, in short, global payments. With this in mind, I 
would like to take a closer look at two key concepts: updating existing 
payment systems, for example via instant payments and also central bank 
digital currency (CBDC). 
 
4.1 Updating existing payment systems / Instant payments 
 
I believe that it is vital to think about how we can further develop our 
traditional payment systems in order to correct deficits in global payments 
and master new requirements. 
 
European law stipulates that transfers must be credited to the recipient’s 
account within one working day. However, if we think about the availability 
of information, communications and media content, then “real time” is now 
already the norm. Against this backdrop, central banks in the euro area 
launched TARGET Instant Payment Settlement system – or TIPS for short 
– at the end of 2018. TIPS is able to ensure the availability of almost all 
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institutions active in payments throughout Europe. The goal must be for 
instant payments to become the new normal in the long term. We are still a 
fair number of steps away from reaching that point in Europe. Therefore, 
the European Commission is evaluating potential regulatory interventions 
to push the market further in that direction. 
 
Here in Brazil, the Banco Central do Brasil is further improving real-time 
payments. With the BCB’s instant payments system Pix, which is available 
around the clock, instant payments in Brazil are becoming more attractive 
and are already in broad use nationwide. Brazil can surely be counted 
among the pioneers of instant payments in Latin America. 
 
In my view, instant payments can also help to improve the deficits in 
traditional payment systems that have been made increasingly clear by 
offerings from bigtech companies. In order to achieve this, real-time 
processing has to be combined with attractive and customer-friendly 
products for end users. 
 
If we look at global payments systems, the most important aspect is to make 
transactions faster, cheaper and more transparent. There are already plenty 
of initiatives, such as SWIFT's global payment initiative. However, it is also 
crucial to better link traditional interbank payment systems, especially in 
industrialised countries, with the smartphone-based payment systems in 
emerging economies. 
 
An interesting approach could be, for example, the linkage and 
interoperability of different instant payment systems. Given that new and 
innovative instant payment systems are already being set up in many parts 
of the world, we should think about linking them up or using them for 
cross-border payments. 
 
4.2 Central bank digitial currencies (CBDC) and the digital euro 
 
In the last couple of years, there have been increased calls for central bank 
digital currency, or CBDC. This means that CBDC is currently one of the 
hottest topics in the world of central banking. A stocktaking by the Bank of 
International Settlements (BIS) in mid-2021 counted at least 56 initiatives 
on CBDC around the globe. More than ten have either completed the initial 
pilot phases or, like Sweden’s for example, are in the midst of doing so. 
 
More initiatives are constantly being added, and existing ones continue to 
mature into fully fledged concepts or pilots. One example would certainly 
be the Chinese central bank – the People’s Bank of China – which has 
already decided to introduce a digital alternative to cash. Or the Bahamas, 
where the Sand Dollar was launched in October 2020. 
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With digitalisation changing our payment habits and the accelerating 
decline of cash usage, it is possible that banknotes could lose their role as 
reference value, undermining the integrity of the monetary system. In this 
new age, CBDCs would ensure that citizens have free access to a simple, 
universally accepted, secure and reliable means of payment. The central 
bank would issue it and, depending on the actual design, private individuals 
as well as retailers and other companies could pay with it. Speaking for the 
euro area, it would under no circumstances replace cash, but rather 
supplement it. 
 
A CBDC would expand the existing choice of payment methods. It could 
contribute to financial inclusion and ensure that less digitally savvy groups 
of the population also have access to digital payments. In addition, 
depending on the design choices, it could offer the opportunity to exploit 
technical innovations like DLT and thus enable, for example, payments 
embedded into programmable applications. 
 
In Europe, when it comes to CBDC we aim to be “ahead of the curve” as 
ECB president Christine Lagarde put it, while, at the same time, taking the 
utmost care to evaluate the design options for a digital euro. Its 
development is a balancing act between two key risks. The first risk is that 
being too ambitious could lead to a crowding out of private payment 
solutions and a potential disintermediation of the banking sector. The 
second is the risk of creating an unattractive product that would not be 
accepted by consumers and enterprises. 
 
In October 2021, the ECB launched what it refers to as the investigation 
phase of the project. This is designed to ensure that the Eurosystem stands 
ready to offer a functioning digital euro, should the decision be made to 
introduce it. Until then, we will carefully investigate the risks, the 
functional and technical design options, monetary policy independencies as 
well as financial stability implications. 
 
Last but not least, we are holding lively discussions with all relevant 
stakeholders to identify key features that would add value for the potential 
users of a digital euro. The primary goal is to maintain the accessibility of 
central bank money in a digitalised economy. To fulfil this function, the 
digital euro must be accepted throughout the European Union and adopted 
by its citizens. 
 
We are therefore fostering a dialogue with European businesses and 
citizens. The EBC recently published the findings of the responses by focus 
groups. These give us additional insights on the payment needs of 
consumers and merchants and specific use cases of a potential digital euro. 
Most importantly, participants in the focus groups preferred payment 
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methods with pan-European reach, speed, high convenience and universal 
acceptance in physical shops and online. In addition, privacy protection is 
of high importance. Participants also valued the possibility of instant and 
contactless person-to-person payments. Here, Brazil’s instant payment 
system Pix can serve as an example, showing that consumers have a 
demand for such services and quickly adopt them. 
 
As you can see, there is a great deal to do and central banks, governments 
and other public institutions play a major role here, because the past has 
shown that without their input no major and sustainable improvements can 
be achieved. 
 
Let me draw to a close here. Payments and payment systems, although 
often remaining unnoticed, inevitably affect everyone. They will always be 
driven by innovation and despite huge geographical distance, we face 
similar challenges when it comes to digitalisation in the financial sector. 
Ultimately, the same holds true for both Brazil and Germany: a digital 
economy needs efficient, quick and competitive digital payment methods. 
 
Thank you for your attention. 
 
To read more: 

https://www.bundesbank.de/en/press/speeches/the-impact-of-digitalisati
on-on-the-financial-system-889922 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bundesbank.de/en/press/speeches/the-impact-of-digitalisation-on-the-financial-system-889922
https://www.bundesbank.de/en/press/speeches/the-impact-of-digitalisation-on-the-financial-system-889922
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Number 6 

2021 Top Routinely Exploited Vulnerabilities 
 

 
 

Summary 
 

This joint Cybersecurity Advisory (CSA) was coauthored by cybersecurity 
authorities of the United States, Australia, Canada, New Zealand, and the 
United Kingdom: the Cybersecurity and Infrastructure Security Agency 
(CISA), National Security Agency (NSA), Federal Bureau of Investigation 
(FBI), Australian Cyber Security Centre (ACSC), Canadian Centre for Cyber 
Security (CCCS), New Zealand National Cyber Security Centre (NZ NCSC), 
and United Kingdom’s National Cyber Security Centre (NCSC-UK).  
 
This advisory provides details on the top 15 Common Vulnerabilities and 
Exposures (CVEs) routinely exploited by malicious cyber actors in 2021, as 
well as other CVEs frequently exploited. 
 
U.S., Australian, Canadian, New Zealand, and UK cybersecurity authorities 
assess, in 2021, malicious cyber actors aggressively targeted newly 
disclosed critical software vulnerabilities against broad target sets, 
including public and private sector organizations worldwide. To a lesser 
extent, malicious cyber actors continued to exploit publicly known, dated 
software vulnerabilities across a broad spectrum of targets.  
 
The cybersecurity authorities encourage organizations to apply the 
recommendations in the Mitigations section of this CSA. These mitigations 
include applying timely patches to systems and implementing a centralized 
patch management system to reduce the risk of compromise by malicious 
cyber actors. 
 
Top 15 Routinely Exploited Vulnerabilities 
 
CVE-2021-44228. This vulnerability, known as Log4Shell, affects 
Apache’s Log4j library, an open-source logging framework. An actor can 
exploit this vulnerability by submitting a specially crafted request to a 
vulnerable system that causes that system to execute arbitrary 
code. The request allows a cyber actor to take full control over the system.  
 
The actor can then steal information, launch ransomware, or conduct other 
malicious activity. Log4j is incorporated into thousands of products 
worldwide. This vulnerability was disclosed in December 2021; the rapid 
widespread exploitation of this vulnerability demonstrates the ability 
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of malicious actors to quickly weaponize known vulnerabilities and target 
organizations before they patch. 
 
CVE-2021-26855, CVE-2021-26858, CVE-2021-26857, CVE-2021-27065. 
These vulnerabilities, known as ProxyLogon, affect Microsoft Exchange 
email servers. Successful exploitation of these vulnerabilities in 
combination (i.e., “vulnerability chaining”) allows an unauthenticated 
cyber actor to execute arbitrary code on vulnerable Exchange Servers, 
which, in turn, enables the actor to gain persistent access to files and 
mailboxes on the servers, as well as to credentials stored on the servers.  
 
Successful exploitation may additionally enable the cyber actor to 
compromise trust and identity in a vulnerable network. 
 
CVE-2021-34523, CVE-2021-34473, CVE-2021-31207. These 
vulnerabilities, known as ProxyShell, also affect Microsoft Exchange 
email servers.  
 
Successful exploitation of these vulnerabilities in combination enables a 
remote actor to execute arbitrary code. These vulnerabilities reside within 
the Microsoft Client Access Service (CAS), which typically runs on port 443 
in Microsoft Internet Information Services (IIS) (e.g., Microsoft’s web 
server).  
 
CAS is commonly exposed to the internet to enable users to access their 
email via mobile devices and web browsers. 
 
CVE-2021-26084. This vulnerability, affecting Atlassian Confluence Server 
and Data Center, could enable an unauthenticated actor to execute 
arbitrary code on vulnerable systems. This vulnerability quickly became 
one of the most routinely exploited vulnerabilities after a POC was released 
within a week of its disclosure. Attempted mass exploitation of this 
vulnerability was observed in September 2021. 
 
Download the Joint Cybersecurity Advisory: 2021 top Routinely Exploited 
Vulnerabilities at: 

https://www.cisa.gov/uscert/sites/default/files/publications/AA22-117A_
Joint_CSA_2021_Top_Routinely_Exploited_Vulnerabilities_Final.pdf 
 

 
 

https://www.cisa.gov/uscert/sites/default/files/publications/AA22-117A_Joint_CSA_2021_Top_Routinely_Exploited_Vulnerabilities_Final.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-117A_Joint_CSA_2021_Top_Routinely_Exploited_Vulnerabilities_Final.pdf
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Number 7 

Social Media Manipulation 2021/2022 
Assessing the ability of social media companies to combat platform 
manipulation. 
 

 
 

Introduction  
 
The ongoing war in Ukraine has shown the importance of being able to 
defend and influence the information environment in order to win a 
modern conflict.  
 
Coordinated social media manipulation campaigns continue to be an 
important tool for adversaries.  
 
Therefore, assessing the abilities of social media companies to protect their 
platforms against manipulation continues to be important for 
understanding how well our societies are able to protect our information 
environment against antagonistic threats.  
 
To further our understanding of platform manipulation, we re-ran our 
groundbreaking experiment to assess the ability of social media companies 
to counter platform manipulation.  
 
This year, we added a sixth social media platform, VKontakte, to our 
experiment.  
 
The Experiment  
 
To test the ability of social media companies to identify and remove 
manipulation, we bought inauthentic engagement on 46 posts on Facebook, 
Instagram, Twitter, YouTube, TikTok, and VKontakte (“the platforms”), 
using three high-quality Russian social media manipulation service 
providers. 
 
For €279, we received inauthentic engagement in the form of 1,385 
comments, 13,859 likes, 93,009 views, and 5,808 shares on Facebook, 
Instagram, YouTube, Twitter, Tiktok, and VKontakte, enabling us to 
identify 9,846 accounts used for social media manipulation.  
 
Of the 114,061 fake engagements purchased, more than 96 per cent 
remained online and active after four weeks, and, even after discounting 
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fake views, more than 86 per cent of the 21,052 other fake engagements 
remained active after a month.  
 
It is still easy to buy fake engagements on social media platforms. While 
measuring the ability of social media platforms to counter platform 
manipulation, it became clear that some of the platforms had made 
important improvements, but that the overall picture shows a continued 
inability to combat manipulation.  
 
How easy is it to create a fake account on social media platforms? We 
conclude that it is still possible to buy many fake accounts at low cost from 
the blossoming fake account industry. We see no indications that this is 
changing. To date, none of the platforms’ actions have materially changed 
the functioning of the manipulation industry. 
 

How long does it take for half of all identified inauthentic accounts to be 
removed?  
 
Only Twitter has managed to consistently, on a yearto-year basis, reduce 
the half-life of the account population engaged in inauthentic behaviour.  
 
VKontakte quickly identifies and removes a majority of accounts engaged in 
inauthentic behaviour.  
 
On Facebook, Instagram, TikTok, and YouTube, very few, if any, accounts 
conducting inauthentic engagement are identified and removed from the 
platforms.  
 
How quickly do the platforms remove inauthentic engagement?  
 
TikTok performed significantly better than in 2020 and went from 
removing the least to removing the most activity, probably as a result of the 
platform’s strengthened counter-abuse efforts implemented during the past 
year.  
 
YouTube performed slightly better, while Twitter, Instagram, and Facebook 
performed worse compared to last time. VKontakte performed the worst, 
yet only marginally worse than Facebook and Instagram.  
 
The price of a basket of manipulation. 
 
We compared 100 likes, 100 comments, 100 followers, and 1000 views 
from six Russian manipulation service providers to arrive at a median price 
for 2021 and compared it to the previous years’ assessments, as well as to 
historical data.  
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The results indicate that there is no significant shift in the cost of social 
media manipulation. It remains cheaper to buy automatic manipulation, 
such as views and likes, while more labour-intensive manipulation, such as 
comments, are several times more expensive. 
 
It is interesting to note the significant price difference for followers between 
YouTube, Facebook, and Twitter, on the one hand, and Instagram, TikTok, 
and VKontakte on the other, with the latter group being between five and 
fifteen times as expensive.  
 
For comments, Instagram and VKontakte stand out as especially cheap. For 
the third year in a row, Twitter is the most expensive platform to 
manipulate and Instagram is the cheapest.  
 
In 2021, on Instagram, €10 was enough to purchase almost 100,000 fake 
views, 25,000 fake likes, 1,000 fake comments, or 15,000 fake followers.  
 
Speed of manipulation. 
 
On average, 20 per cent of all manipulation was delivered within an hour. 
After six hours, more than 30 per cent of the manipulation had been 
delivered on all the social media platforms.  
 
This indicates it remains possible to manipulate messaging about current 
events using commercial service manipulation providers, 
and—unfortunately—manipulation is getting faster rather than slower.  
 
Removal of inauthentic accounts reported to the platforms. 
 
We observed that reporting an account still does not lead to that account 
being blocked or suspended, even if the reported account is known to have 
engaged in inauthentic activity.  
 
As in previous years, we conclude that reporting and moderation 
mechanisms must be improved so that a larger share of accounts flagged as 
inauthentic are acted upon, even if they are reported by a single user.  
 
It is problematic that inauthentic accounts, even when reported as such, 
typically escape sanction.  
 
Comparing the transparency of the platforms. 
 
We noted that, in a stunning disclosure, TikTok reportedly prevented 16.6 
billion fake likes in a single quarter.  
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Currently, no other platform reports the number of fake likes; one can only 
imagine what the corresponding figures might be.  
 
In Q3, the platforms in total reported that more than 22 billion fake 
engagements or fake accounts were prevented or removed, reflecting the 
enormous scale of the problem. 
 
To read more: 

https://stratcomcoe.org/publications/social-media-manipulation-202120
22-assessing-the-ability-of-social-media-companies-to-combat-platform-
manipulation/242 
 

 
 

 
 
 
 
 
 
 
 
 
 
 

https://stratcomcoe.org/publications/social-media-manipulation-20212022-assessing-the-ability-of-social-media-companies-to-combat-platform-manipulation/242
https://stratcomcoe.org/publications/social-media-manipulation-20212022-assessing-the-ability-of-social-media-companies-to-combat-platform-manipulation/242
https://stratcomcoe.org/publications/social-media-manipulation-20212022-assessing-the-ability-of-social-media-companies-to-combat-platform-manipulation/242
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Number 8 

NIST Requests Public Comment on Draft Guidance for 5G 
Cybersecurity 
A new draft publication aims to help create secure 5G networks. 
 

 
 

As wireless networks transition to 5G technology, they could enable a host 
of new capabilities ranging from autonomous vehicles to surgery performed 
at a distance — but they also will place new cybersecurity demands on 
industry.  
 
A new draft publication from the National Institute of Standards and 
Technology (NIST) is designed to help network operators navigate the 
demands while delivering the new features 5G is designed to provide. 
 
The publication describes a standalone 5G network that NIST’s National 
Cybersecurity Center of Excellence (NCCoE) is constructing, largely for the 
purpose of demonstrating 5G cybersecurity capabilities in different 
situations.  
 
The network, which the NCCoE team is constructing from off-the-shelf 
commercial technology, is currently being deployed, and the team is 
seeking comments on the publication in part to ensure the finished network 
will allow the researchers to develop practical guidance that the wireless 
security community will find useful. 
 
The publication, titled 5G Cybersecurity Volume B: Approach, Architecture 
and Security Characteristics (NIST Special Publication 1800-33B), 
describes the cybersecurity capabilities that their example 5G network will 
enable. It also provides a risk analysis for the security capabilities that the 
network will demonstrate.  
 
Its authors, who characterize it as a preliminary draft, plan to develop it to 
include actionable guidance on using standards and recommended 
practices for multiple use case scenarios.  
 
“The information contained in the document highlights security features 
that 5G offers,” said Jeff Cichonski, a NIST information technology 
specialist and one of the publication’s authors. “Understanding what’s 
available can be critical to help operators and users of 5G understand and 
manage their cybersecurity risk when it comes to 5G.” 
 
One advantage of 5G will be greater customization of a network to fit its 
purpose. A large company might want its own 5G network for 
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communication at its headquarters building, while a hospital might want 
one to enable telemedicine. These different use cases might well have varied 
cybersecurity demands that the network can be configured to provide 
appropriately — by activating some available security features rather than 
others, for example. 
 
A potential issue, however, is the current lack of 5G standards that specify 
how to deploy cybersecurity protections onto the underlying components 
that support and operate the 5G system. One difference between 5G and 
previous-generation cellular networks is 5G’s use of cloud-based 
technology, which is similar to that used for many internet applications.  
 
5G systems can leverage the robust security features available in cloud 
computing architectures to protect 5G data and communications. As these 
features may be unfamiliar to some in the industry, Cichonski said, the 
publication is designed to help clarify how the cloud-infrastructure-focused 
security capabilities can help secure a 5G network.  
 
“The first phase of the project will also showcase how 5G can help address 
known security challenges that existed in previous-generation networks,” 
Cichonski said. “If we identify gaps in 5G cybersecurity standards, we will 
let standards development organizations know what we learn. We are 
hoping this project will help the entire wireless security community.”  
 
The publication is intended primarily for commercial mobile network and 
private 5G network operators, as well as for organizations using and 
managing 5G-enabled technology.  
 
Once completed, the approach will offer several benefits to organizations 
that implement it, including reduced susceptibility of a 5G network to 
cyberattack, better protection of 5G communications against eavesdropping 
and tampering, and increased privacy protections for 5G users. To develop 
the draft further, the authors are requesting comments that focus on the 
security capabilities their example 5G solution implements.  
 
“We’d like to know if the guide accurately describes technical security 
capabilities and related threats and vulnerabilities,” Cichonski said. “One 
major goal is to assist organizations in understanding and managing the 
cybersecurity capabilities available in 5G and the supporting IT 
infrastructure, so we want the community to let us know what we can add to 
make the information more relevant to their organizations.” 
 
To read more: 

https://www.nccoe.nist.gov/sites/default/files/2022-04/nist-5G-sp1800-3
3b-preliminary-draft.pdf 

https://www.nccoe.nist.gov/sites/default/files/2022-04/nist-5G-sp1800-33b-preliminary-draft.pdf
https://www.nccoe.nist.gov/sites/default/files/2022-04/nist-5G-sp1800-33b-preliminary-draft.pdf
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https://www.nist.gov/news-events/news/2022/04/nist-requests-public-co
mment-draft-guidance-5g-cybersecurity 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/news-events/news/2022/04/nist-requests-public-comment-draft-guidance-5g-cybersecurity
https://www.nist.gov/news-events/news/2022/04/nist-requests-public-comment-draft-guidance-5g-cybersecurity
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Number 9 

DARPA Seeks Ionospheric Insights to Improve Communication 
Across Domains 
In-space measurements could enhance high-frequency radio capabilities 
 

 
 

Warfighters depend on high-frequency (HF) radio transmissions to operate 
military systems across the space, air, ground, and maritime domains.  
 
Current understanding of how HF waves propagate through the 
electromagnetically noisy ionosphere typically depends on ground-based 
methods.  
 
To more accurately understand HF propagation in space requires scientific 
measurements taken from within the ionosphere itself. 
 
DARPA’s new Ouija program aims to use sensors on low-orbiting satellites 
to provide new insights into HF radio wave propagation in the ionosphere, 
which spans the upper edges of the Earth’s atmosphere to the lower regions 
of space.  
 
The program seeks to quantify the space HF noise environment and 
improve characterization of the ionosphere to support warfighter 
capabilities. 
 
“Ouija will augment ground-based measurements with in-situ 
measurements from space, in very low- Earth orbit (VLEO), to develop and 
validate accurate, near real-time HF propagation predictions,” said Jeff 
Rogers, Ouija program manager in DARPA’s Strategic Technology Office.  
 
“The VLEO altitude regime, approximately 200 km - 300 km above Earth, 
is of particular interest due to its information-rich environment where 
ionospheric electron density is at a maximum. Fine-grained knowledge of 
the spatial-temporal characteristics of electron density at these altitudes is 
required for accurate HF propagation prediction.” 
 
The program includes two technical areas. The first technical area, 
announced in a solicitation issued April 21, 2022, seeks to develop, qualify, 
launch, and operate multiple small satellites carrying scientific and mission 
instrumentation.  
 
The Ouija scientific payload will measure electron density by both direct 
sampling and indirectly via radio occultation using navigation satellites. It 
is anticipated that the scientific payload will use or adapt 
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commercial-off-the-shelf (COTS) components, but innovative 
instrumentation proposals that enhance the functionality of the scientific 
payload over a COTS baseline are welcome. 
 
“The HF mission payload will require a high sensitivity, high dynamic 
range, low noise HF measurement subsystem,” Rogers said.  
 
“The antenna for this subsystem is a particular challenge, as efficient HF 
antennas that operate at the lower end of the frequency band are long, 
presenting deployment and space vehicle drag challenges.” 
 
The second technical area, which will be fully detailed in a separate 
solicitation at a later date, aims to develop assimilative models that ingest 
direct, in-situ, measurements of electron density from a satellite in VLEO.  
 
The derived electron density models will be fed into HF propagation code 
then validated with data measured on-orbit. The goal is to improve fidelity 
over current state-of-the-art assimilative models by incorporating high 
resolution (in time and space) local measures with low latency updates. 
 
Ouija employs a simplified Other Transactions (OT) process aimed at 
lowering the bureaucratic barrier for companies to make proposals, 
especially those seeking to work with DoD or DARPA for the first time. 
 
The solicitation for Ouija Technical Area 1, including full technical details, 
program structure, and instructions for submitting a proposal, is available 
at the following link: 
https://sam.gov/opp/e2f7dab56e354035a485ca4b7ebea0ae/view 
 

 
 
 
 
 
 
 
 
 
 
 

https://sam.gov/opp/e2f7dab56e354035a485ca4b7ebea0ae/view
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Number 10 

Enabling power management on Astra 
 

 
 

Collaborating with industry partners, Sandia codeveloped power 
measurement and control capabilities for the Astra supercomputer. 
 
This enables the team to explore trade-offs among application 
performance, system power usage and temperature.  
 
Experimental results demonstrate the ability to improve performance by up 
to 10% while staying within the system’s thermal constraints.  
 
This work will guide the design of advanced power management in future 
high-performance computing systems, which is vital considering the 
steadily increasing power usage of such platforms.  
 
To read more: 
https://www.sandia.gov/app/uploads/sites/165/2022/03/2022_LabsAcc
omplishments.pdf 
 

 

https://www.sandia.gov/app/uploads/sites/165/2022/03/2022_LabsAccomplishments.pdf
https://www.sandia.gov/app/uploads/sites/165/2022/03/2022_LabsAccomplishments.pdf
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

