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Monday, November 14, 2022 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
We carefully consider the consequences of 
the new Executive Order on Enhancing 
Safeguards for United States Signals 
Intelligence Activities.  
 
This is a very important development, as it is the US response to a decision 
of the European Court of Justice (ECJ). On July 16, 2020, the ECJ decided 
that the EU-U.S. Privacy Shield framework (Privacy Shield) was invalid. 
The ECJ upheld the EU Standard Contractual Clauses (SCCs), but decided 
that before any transfer of data from the EU to the USA, companies and 
organizations must verify that the parties can provide the level of protection 
required by the EU law. This is a major challenge for companies and 
organizations. 
 
The European Court of Justice based its decision on two main grounds: 

http://www.risk-compliance-association.com/
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a. The Privacy Shield did not adequately protect personal data, as a result of 
the disclosures of personal data to the U.S. intelligence entities. 
 
b. The mechanism created by the Privacy Shield to address complaints by 
EU citizens, lacked the independence and authority to adopt decisions 
binding the American intelligence agencies. 
 
This is why this executive order is named “Enhancing Safeguards For 
United States Signals Intelligence Activities”. 
 
We all know the difficulties after the EU General Data Protection 
Regulation (GDPR), that restricts how companies transfer personal data 
outside the European Union. Only when the EU decides that a particular 
country provides an adequate level of protection for personal data (there is 
a formal adequacy decision),  the EU allows personal data to flow freely 
between the EU and the particular country, without the need to rely on 
additional transfer measures and contractual clauses. 
 
What is next - the European Commission, after consultation with the 
European Data Protection Board (EDPB), will assess the developments in 
the USA, to  determine whether there is a level of protection in the USA 
equivalent with the one in the EU.  
 
Well, if you wonder what I believe about the decision of the European 
Commission, I will remind you what Descartes has said: “An optimist may 
see a light where there is none, but why must the pessimist always run to 
blow it out?” 
 
What has happened before this executive order? 
 
In March 2022, the European Commission and the United States 
announced that they have agreed in principle on a new Trans-Atlantic Data 
Privacy Framework, which will foster trans-Atlantic data flows and address 
the concerns raised by the Court of Justice of the European Union in the 
Schrems II decision of July 2020.  
 
The new Framework marked an unprecedented commitment on the U.S. 
side to implement reforms that will strengthen the privacy and civil 
liberties protections applicable to U.S. signals intelligence activities.   
 
Under the Trans-Atlantic Data Privacy Framework, the United States is to 
put in place new safeguards to ensure that signals surveillance activities 
are necessary and proportionate in the pursuit of defined national security 
objectives, establish a two-level independent redress mechanism with 
binding authority to direct remedial measures, and enhance rigorous and 
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layered oversight of signals intelligence activities to ensure compliance with 
limitations on surveillance activities. 
 
The Trans-Atlantic Data Privacy Framework reflected more than a year of 
detailed negotiations between the U.S. and E.U. led by Secretary of 
Commerce Gina Raimondo and Commissioner for Justice Didier Reynders. 
It will provide a basis for trans-Atlantic data flows, which are critical to 
protecting citizens' rights and enabling trans-Atlantic commerce in all 
sectors of the economy, including for small and medium enterprises.   
 
Read more at number 1 and 2 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Executive Order On Enhancing Safeguards For United States 
Signals Intelligence Activities 
 

 
 

By the authority vested in me as President by the Constitution and the laws 
of the United States of America, it is hereby ordered as follows: 
 
Section 1.  Purpose.   
 
The United States collects signals intelligence so that its national security 
decisionmakers have access to the timely, accurate, and insightful 
information necessary to advance the national security interests of the 
United States and to protect its citizens and the citizens of its allies and 
partners from harm.   
 
Signals intelligence capabilities are a major reason we have been able to 
adapt to a dynamic and challenging security environment, and the United 
States must preserve and continue to develop robust and technologically 
advanced signals intelligence capabilities to protect our security and that of 
our allies and partners.   
 
At the same time, the United States recognizes that signals intelligence 
activities must take into account that all persons should be treated with 
dignity and respect, regardless of their nationality or wherever they might 
reside, and that all persons have legitimate privacy interests in the handling 
of their personal information.  Therefore, this order establishes safeguards 
for such signals intelligence activities. 
 
 Sec. 2.  Signals Intelligence Activities.  
 
(a)  Principles.  Signals intelligence activities shall be authorized and 
conducted consistent with the following principles: 
 
(i)  Signals intelligence activities shall be authorized by statute or by 
Executive Order, proclamation, or other Presidential directive and 
undertaken in accordance with the Constitution and with applicable 
statutes and Executive Orders, proclamations, and other Presidential 
directives. 
 
(ii)  Signals intelligence activities shall be subject to appropriate safeguards, 
which shall ensure that privacy and civil liberties are integral 
considerations in the planning and implementation of such activities so 
that: 
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(A)  signals intelligence activities shall be conducted only following a 
determination, based on a reasonable assessment of all relevant factors, 
that the activities are necessary to advance a validated intelligence priority, 
although signals intelligence does not have to be the sole means available or 
used for advancing aspects of the validated intelligence priority; and 
 
(B)  signals intelligence activities shall be conducted only to the extent and 
in a manner that is proportionate to the validated intelligence priority for 
which they have been authorized, with the aim of achieving a proper 
balance between the importance of the validated intelligence priority being 
advanced and the impact on the privacy and civil liberties of all persons, 
regardless of their nationality or wherever they might reside. 
 
(iii)  Signals intelligence activities shall be subjected to rigorous oversight in 
order to ensure that they comport with the principles identified above.  
 
(b)  Objectives.  Signals intelligence collection activities shall be conducted 
in pursuit of legitimate objectives.  
 
(i)  Legitimate objectives. 
 
(A)  Signals intelligence collection activities shall be conducted only in 
pursuit of one or more of the following objectives: 
 
(1)  understanding or assessing the capabilities, intentions, or activities of a 
foreign government, a foreign military, a faction of a foreign nation, a 
foreign-based political organization, or an entity acting on behalf of or 
controlled by any such foreign government, military, faction, or political 
organization, in order to protect the national security of the United States 
and of its allies and partners; 
 
(2)  understanding or assessing the capabilities, intentions, or activities of 
foreign organizations, including international terrorist organizations, that 
pose a current or potential threat to the national security of the United 
States or of its allies or partners; 
 
(3)  understanding or assessing transnational threats that impact global 
security, including climate and other ecological change, public health risks, 
humanitarian threats, political instability, and geographic rivalry; 
 
(4)  protecting against foreign military capabilities and activities; 
 
(5)  protecting against terrorism, the taking of hostages, and the holding of 
individuals captive (including the identification, location, and rescue of 
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hostages and captives) conducted by or on behalf of a foreign government, 
foreign organization, or foreign person; 
 
(6)  protecting against espionage, sabotage, assassination, or other 
intelligence activities conducted by, on behalf of, or with the assistance of a 
foreign government, foreign organization, or foreign person; 
 
(7)  protecting against threats from the development, possession, or 
proliferation of weapons of mass destruction or related technologies and 
threats conducted by, on behalf of, or with the assistance of a foreign 
government, foreign organization, or foreign person; 
 
(8)  protecting against cybersecurity threats created or exploited by, or 
malicious cyber activities conducted by or on behalf of, a foreign 
government, foreign organization, or foreign person; 
 
(9)  protecting against threats to the personnel of the United States or of its 
allies or partners; 
 
(10)  protecting against transnational criminal threats, including illicit 
finance and sanctions evasion related to one or more of the other objectives 
identified in subsection (b)(i) of this section; 
 
(11)  protecting the integrity of elections and political processes, 
government property, and United States infrastructure (both physical and 
electronic) from activities conducted by, on behalf of, or with the assistance 
of a foreign government, foreign organization, or foreign person; and 
 
(12)  advancing collection or operational capabilities or activities in order to 
further a legitimate objective identified in subsection (b)(i) of this section. 
 
(B)  The President may authorize updates to the list of objectives in light of 
new national security imperatives, such as new or heightened threats to the 
national security of the United States, for which the President determines 
that signals intelligence collection activities may be used.  The Director of 
National Intelligence (Director) shall publicly release any updates to the list 
of objectives authorized by the President, unless the President determines 
that doing so would pose a risk to the national security of the United States. 
 
(ii)  Prohibited objectives.   
 
(A)  Signals intelligence collection activities shall not be conducted for the 
purpose of: 
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(1)  suppressing or burdening criticism, dissent, or the free expression of 
ideas or political opinions by individuals or the press; 
 
(2)  suppressing or restricting legitimate privacy interests; 
 
(3)  suppressing or restricting a right to legal counsel; or 
 
(4)  disadvantaging persons based on their ethnicity, race, gender, gender 
identity, sexual orientation, or religion. 
 
(B)  It is not a legitimate objective to collect foreign private commercial 
information or trade secrets to afford a competitive advantage to United 
States companies and United States business sectors commercially.  The 
collection of such information is authorized only to protect the national 
security of the United States or of its allies or partners. 
 
(iii)  Validation of signals intelligence collection priorities. 
 
(A)  Under section 102A of the National Security Act of 1947, as amended 
(50 U.S.C. 3024), the Director must establish priorities for the Intelligence 
Community to ensure the timely and effective collection of national 
intelligence, including national intelligence collected through signals 
intelligence.  The Director does this through the National Intelligence 
Priorities Framework (NIPF), which the Director maintains and presents to 
the President, through the Assistant to the President for National Security 
Affairs, on a regular basis.   
 
In order to ensure that signals intelligence collection activities are 
undertaken to advance legitimate objectives, before presenting the NIPF or 
any successor framework that identifies intelligence priorities to the 
President, the Director shall obtain from the Civil Liberties Protection 
Officer of the Office of the Director of National Intelligence (CLPO) an 
assessment as to whether, with regard to anticipated signals intelligence 
collection activities, each of the intelligence priorities identified in the NIPF 
or successor framework: 
 
(1)  advances one or more of the legitimate objectives set forth in subsection 
(b)(i) of this section; 
 
(2)  neither was designed nor is anticipated to result in signals intelligence 
collection in contravention of the prohibited objectives set forth in 
subsection (b)(ii) of this section; and 
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(3)  was established after appropriate consideration for the privacy and civil 
liberties of all persons, regardless of their nationality or wherever they 
might reside. 
 
(B)  If the Director disagrees with any aspect of the CLPO’s assessment with 
respect to any of the intelligence priorities identified in the NIPF or 
successor framework, the Director shall include the CLPO’s assessment and 
the Director’s views when presenting the NIPF to the President. 
 
(c)  Privacy and civil liberties safeguards.  The following safeguards shall 
fulfill the principles contained in subsections (a)(ii) and (a)(iii) of this 
section. 
 
(i)  Collection of signals intelligence. 
 
(A)  The United States shall conduct signals intelligence collection activities 
only following a determination that a specific signals intelligence collection 
activity, based on a reasonable assessment of all relevant factors, is 
necessary to advance a validated intelligence priority, although signals 
intelligence does not have to be the sole means available or used for 
advancing aspects of the validated intelligence priority; it could be used, for 
example, to ensure alternative pathways for validation or for maintaining 
reliable access to the same information.   
 
In determining whether to collect signals intelligence consistent with this 
principle, the United States — through an element of the Intelligence 
Community or through an interagency committee consisting in whole or in 
part of the heads of elements of the Intelligence Community, the heads of 
departments containing such elements, or their designees — shall consider 
the availability, feasibility, and appropriateness of other less intrusive 
sources and methods for collecting the information necessary to advance a 
validated intelligence priority, including from diplomatic and public 
sources, and shall prioritize such available, feasible, and appropriate 
alternatives to signals intelligence. 
 
(B)  Signals intelligence collection activities shall be as tailored as feasible to 
advance a validated intelligence priority and, taking due account of relevant 
factors, not disproportionately impact privacy and civil liberties.  Such 
factors may include, depending on the circumstances, the nature of the 
pursued objective; the feasible steps taken to limit the scope of the 
collection to the authorized purpose; the intrusiveness of the collection 
activity, including its duration; the probable contribution of the collection 
to the objective pursued; the reasonably foreseeable consequences to 
individuals, including unintended third parties; the nature and sensitivity 
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of the data to be collected; and the safeguards afforded to the information 
collected. 
 
(C)  For purposes of subsection (c)(i) of this section, the scope of a specific 
signals intelligence collection activity may include, for example, a specific 
line of effort or target, as appropriate. 
 
(ii)  Bulk collection of signals intelligence. 
 
(A)  Targeted collection shall be prioritized.  The bulk collection of signals 
intelligence shall be authorized only based on a determination — by an 
element of the Intelligence Community or through an interagency 
committee consisting in whole or in part of the heads of elements of the 
Intelligence Community, the heads of departments containing such 
elements, or their designees — that the information necessary to advance a 
validated intelligence priority cannot reasonably be obtained by targeted 
collection.   
 
When it is determined to be necessary to engage in bulk collection in order 
to advance a validated intelligence priority, the element of the Intelligence 
Community shall apply reasonable methods and technical measures in 
order to limit the data collected to only what is necessary to advance a 
validated intelligence priority, while minimizing the collection of 
non-pertinent information. 
 
(B)  Each element of the Intelligence Community that collects signals 
intelligence through bulk collection shall use such information only in 
pursuit of one or more of the following objectives: 
 
(1)  protecting against terrorism, the taking of hostages, and the holding of 
individuals captive (including the identification, location, and rescue of 
hostages and captives) conducted by or on behalf of a foreign government, 
foreign organization, or foreign person; 
 
(2)  protecting against espionage, sabotage, assassination, or other 
intelligence activities conducted by, on behalf of, or with the assistance of a 
foreign government, foreign organization, or foreign person; 
 
(3)  protecting against threats from the development, possession, or 
proliferation of weapons of mass destruction or related technologies and 
threats conducted by, on behalf of, or with the assistance of a foreign 
government, foreign organization, or foreign person; 
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(4)  protecting against cybersecurity threats created or exploited by, or 
malicious cyber activities conducted by or on behalf of, a foreign 
government, foreign organization, or foreign person; 
 
(5)  protecting against threats to the personnel of the United States or of its 
allies or partners; and 
 
(6)  protecting against transnational criminal threats, including illicit 
finance and sanctions evasion related to one or more of the other objectives 
identified in subsection (c)(ii) of this section. 
 
(C)  The President may authorize updates to the list of objectives in light of 
new national security imperatives, such as new or heightened threats to the 
national security of the United States, for which the President determines 
that bulk collection may be used.   
 
The Director shall publicly release any updates to the list of objectives 
authorized by the President, unless the President determines that doing so 
would pose a risk to the national security of the United States. 
 
(D)  In order to minimize any impact on privacy and civil liberties, a 
targeted signals intelligence collection activity that temporarily uses data 
acquired without discriminants (for example, without specific identifiers or 
selection terms) shall be subject to the safeguards described in this 
subsection, unless such data is: 
 
(1)  used only to support the initial technical phase of the targeted signals 
intelligence collection activity; 
 
(2)  retained for only the short period of time required to complete this 
phase; and 
 
(3)  thereafter deleted. 
 
(iii)  Handling of personal information collected through signals 
intelligence. 
 
(A)  Minimization.  Each element of the Intelligence Community that 
handles personal information collected through signals intelligence shall 
establish and apply policies and procedures designed to minimize the 
dissemination and retention of personal information collected through 
signals intelligence. 
 
(1)  Dissemination.  Each element of the Intelligence Community that 
handles personal information collected through signals intelligence: 
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(a)  shall disseminate non-United States persons’ personal information 
collected through signals intelligence only if it involves one or more of the 
comparable types of information that section 2.3 of Executive Order 12333 
of December 4, 1981 (United States Intelligence Activities), as amended, 
states may be disseminated in the case of information concerning United 
States persons; 
 
(b)  shall not disseminate personal information collected through signals 
intelligence solely because of a person’s nationality or country of residence; 
 
(c)  shall disseminate within the United States Government personal 
information collected through signals intelligence only if an authorized and 
appropriately trained individual has a reasonable belief that the personal 
information will be appropriately protected and that the recipient has a 
need to know the information; 
 
(d)  shall take due account of the purpose of the dissemination, the nature 
and extent of the personal information being disseminated, and the 
potential for harmful impact on the person or persons concerned before 
disseminating personal information collected through signals intelligence 
to recipients outside the United States Government, including to a foreign 
government or international organization; and 
 
(e)  shall not disseminate personal information collected through signals 
intelligence for the purpose of circumventing the provisions of this order. 
 
(2)  Retention.  Each element of the Intelligence Community that handles 
personal information collected through signals intelligence: 
 
(a)  shall retain non-United States persons’ personal information collected 
through signals intelligence only if the retention of comparable information 
concerning United States persons would be permitted under applicable law 
and shall subject such information to the same retention periods that would 
apply to comparable information concerning United States persons; 
 
(b)  shall subject non-United States persons’ personal information collected 
through signals intelligence for which no final retention determination has 
been made to the same temporary retention periods that would apply to 
comparable information concerning United States persons; and 
 
(c)  shall delete non-United States persons’ personal information collected 
through signals intelligence that may no longer be retained in the same 
manner that comparable information concerning United States persons 
would be deleted. 
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(B)  Data security and access.  Each element of the Intelligence Community 
that handles personal information collected through signals intelligence: 
 
(1)  shall process and store personal information collected through signals 
intelligence under conditions that provide appropriate protection and 
prevent access by unauthorized persons, consistent with the applicable 
safeguards for sensitive information contained in relevant Executive 
Orders, proclamations, other Presidential directives, Intelligence 
Community directives, and associated policies;  
 
(2)  shall limit access to such personal information to authorized personnel 
who have a need to know the information to perform their mission and 
have received appropriate training on the requirements of applicable 
United States law, as described in policies and procedures issued under 
subsection (c)(iv) of this section; and 
 
(3)  shall ensure that personal information collected through signals 
intelligence for which no final retention determination has been made is 
accessed only in order to make or support such a determination or to 
conduct authorized administrative, testing, development, security, or 
oversight functions. 
 
(C)  Data quality.  Each element of the Intelligence Community that handles 
personal information collected through signals intelligence shall include 
such personal information in intelligence products only as consistent with 
applicable Intelligence Community standards for accuracy and objectivity, 
with a focus on applying standards relating to the quality and reliability of 
the information, consideration of alternative sources of information and 
interpretations of data, and objectivity in performing analysis. 
 
(D)  Queries of bulk collection.  Each element of the Intelligence 
Community that conducts queries of unminimized signals intelligence 
obtained by bulk collection shall do so consistent with the permissible uses 
of signals intelligence obtained by bulk collection identified in subsection 
(c)(ii)(B) of this section and according to policies and procedures issued 
under subsection (c)(iv) of this section, which shall appropriately take into 
account the impact on the privacy and civil liberties of all persons, 
regardless of their nationality or wherever they might reside. 
 
(E)  Documentation.  In order to facilitate the oversight processes set forth 
in subsection (d) of this section and the redress mechanism set forth in 
section 3 of this order, each element of the Intelligence Community that 
engages in signals intelligence collection activities shall maintain 
documentation to the extent reasonable in light of the nature and type of 
collection at issue and the context in which it is collected.  The content of 
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any such documentation may vary based on the circumstances but shall, to 
the extent reasonable, provide the factual basis pursuant to which the 
element of the Intelligence Community, based on a reasonable assessment 
of all relevant factors, assesses that the signals intelligence collection 
activity is necessary to advance a validated intelligence priority. 
 
(iv)  Update and publication of policies and procedures.  The head of each 
element of the Intelligence Community: 
 
(A)  shall continue to use the policies and procedures issued pursuant to 
Presidential Policy Directive 28 of January 17, 2014 (Signals Intelligence 
Activities) (PPD-28), until they are updated pursuant to subsection 
(c)(iv)(B) of this section; 
 
(B)  shall, within 1 year of the date of this order, in consultation with the 
Attorney General, the CLPO, and the Privacy and Civil Liberties Oversight 
Board (PCLOB), update those policies and procedures as necessary to 
implement the privacy and civil liberties safeguards in this order; and 
 
(C)  shall, within 1 year of the date of this order, release these policies and 
procedures publicly to the maximum extent possible, consistent with the 
protection of intelligence sources and methods, in order to enhance the 
public’s understanding of, and to promote public trust in, the safeguards 
pursuant to which the United States conducts signals intelligence activities. 
 
(v)  Review by the PCLOB.  
 
(A)  Nature of review.  Consistent with applicable law, the PCLOB is 
encouraged to conduct a review of the updated policies and procedures 
described in subsection (c)(iv)(B) of this section once they have been issued 
to ensure that they are consistent with the enhanced safeguards contained 
in this order. 
 
(B)  Consideration of review.  Within 180 days of completion of any review 
by the PCLOB described in subsection (c)(v)(A) of this section, the head of 
each element of the Intelligence Community shall carefully consider and 
shall implement or otherwise address all recommendations contained in 
such review, consistent with applicable law. 
 
(d)  Subjecting signals intelligence activities to rigorous oversight.  The 
actions directed in this subsection are designed to build on the oversight 
mechanisms that elements of the Intelligence Community already have in 
place, in order to further ensure that signals intelligence activities are 
subjected to rigorous oversight. 
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(i)  Legal, oversight, and compliance officials.  Each element of the 
Intelligence Community that collects signals intelligence: 
 
(A)  shall have in place senior-level legal, oversight, and compliance officials 
who conduct periodic oversight of signals intelligence activities, including 
an Inspector General, a Privacy and Civil Liberties Officer, and an officer or 
officers in a designated compliance role with the authority to conduct 
oversight of and ensure compliance with applicable United States law; 
 
(B)  shall provide such legal, oversight, and compliance officials access to all 
information pertinent to carrying out their oversight responsibilities under 
this subsection, consistent with the protection of intelligence sources or 
methods, including their oversight responsibilities to ensure that any 
appropriate actions are taken to remediate an incident of non-compliance 
with applicable United States law; and 
 
(C)  shall not take any actions designed to impede or improperly influence 
such legal, oversight, and compliance officials in carrying out their 
oversight responsibilities under this subsection. 
 
(ii)  Training.  Each element of the Intelligence Community shall maintain 
appropriate training requirements to ensure that all employees with access 
to signals intelligence know and understand the requirements of this order 
and the policies and procedures for reporting and remediating incidents of 
non-compliance with applicable United States law. 
 
(iii)  Significant incidents of non-compliance. 
 
(A)  Each element of the Intelligence Community shall ensure that, if a 
legal, oversight, or compliance official, as described in subsection (d)(i) of 
this section, or any other employee, identifies a significant incident of 
non-compliance with applicable United States law, the incident is reported 
promptly to the head of the element of the Intelligence Community, the 
head of the executive department or agency (agency) containing the 
element of the Intelligence Community (to the extent relevant), and the 
Director. 
 
(B)  Upon receipt of such report, the head of the element of the Intelligence 
Community, the head of the agency containing the element of the 
Intelligence Community (to the extent relevant), and the Director shall 
ensure that any necessary actions are taken to remediate and prevent the 
recurrence of the significant incident of non-compliance. 
 
(e)  Savings clause.  Provided the signals intelligence collection is conducted 
consistent with and in the manner prescribed by this section of this order, 
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this order does not limit any signals intelligence collection technique 
authorized under the National Security Act of 1947, as amended (50 U.S.C. 
3001 et seq.), the Foreign Intelligence Surveillance Act of 1978, as amended 
(50 U.S.C. 1801 et seq.) (FISA), Executive Order 12333, or other applicable 
law or Presidential directive. 
 
Sec. 3.  Signals Intelligence Redress Mechanism. 
 
(a)  Purpose.  This section establishes a redress mechanism to review 
qualifying complaints transmitted by the appropriate public authority in a 
qualifying state concerning United States signals intelligence activities for 
any covered violation of United States law and, if necessary, appropriate 
remediation. 
 
(b)  Process for submission of qualifying complaints.  Within 60 days of the 
date of this order, the Director, in consultation with the Attorney General 
and the heads of elements of the Intelligence Community that collect or 
handle personal information collected through signals intelligence, shall 
establish a process for the submission of qualifying complaints transmitted 
by the appropriate public authority in a qualifying state.    
 
(c)  Initial investigation of qualifying complaints by the CLPO. 
 
(i)  Establishment.  The Director, in consultation with the Attorney General, 
shall establish a process that authorizes the CLPO to investigate, review, 
and, as necessary, order appropriate remediation for qualifying complaints.  
This process shall govern how the CLPO will review qualifying complaints 
in a manner that protects classified or otherwise privileged or protected 
information and shall ensure, at a minimum, that for each qualifying 
complaint the CLPO shall: 
 
(A)  review information necessary to investigate the qualifying complaint; 
 
(B)  exercise its statutory and delegated authority to determine whether 
there was a covered violation by: 
 
(i)  taking into account both relevant national security interests and 
applicable privacy protections; 
 
(ii)  giving appropriate deference to any relevant determinations made by 
national security officials; and 
 
(iii)  applying the law impartially; 
 
(C)  determine the appropriate remediation for any covered violation;  
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(D)  provide a classified report on information indicating a violation of any 
authority subject to the oversight of the Foreign Intelligence Surveillance 
Court (FISC) to the Assistant Attorney General for National Security, who 
shall report violations to the FISC in accordance with its rules of procedure; 
 
(E)  after the review is completed, inform the complainant, through the 
appropriate public authority in a qualifying state and without confirming or 
denying that the complainant was subject to United States signals 
intelligence activities, that: 
 
(1)  “the review either did not identify any covered violations or the Civil 
Liberties Protection Officer of the Office of the Director of National 
Intelligence issued a determination requiring appropriate remediation”; 
 
(2)  the complainant or an element of the Intelligence Community may, as 
prescribed in the regulations issued by the Attorney General pursuant to 
section 3(d)(i) of this order, apply for review of the CLPO’s determinations 
by the Data Protection Review Court described in subsection (d) of this 
section; and 
 
(3)  if either the complainant or an element of the Intelligence Community 
applies for review by the Data Protection Review Court, a special advocate 
will be selected by the Data Protection Review Court to advocate regarding 
the complainant’s interest in the matter; 
 
(F)  maintain appropriate documentation of its review of the qualifying 
complaint and produce a classified decision explaining the basis for its 
factual findings, determination with respect to whether a covered violation 
occurred, and determination of the appropriate remediation in the event 
there was such a violation, consistent with its statutory and delegated 
authority; 
 
(G)  prepare a classified ex parte record of review, which shall consist of the 
appropriate documentation of its review of the qualifying complaint and the 
classified decision described in subsection (c)(i)(F) of this section; and 
 
(H)  provide any necessary support to the Data Protection Review Court. 
 
(ii)  Binding effect.  Each element of the Intelligence Community, and each 
agency containing an element of the Intelligence Community, shall comply 
with any determination by the CLPO to undertake appropriate remediation 
pursuant to subsection (c)(i)(C) of this section, subject to any contrary 
determination by the Data Protection Review Court. 
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(iii)  Assistance.  Each element of the Intelligence Community shall provide 
the CLPO with access to information necessary to conduct the reviews 
described in subsection (c)(i) of this section, consistent with the protection 
of intelligence sources and methods, and shall not take any actions 
designed to impede or improperly influence the CLPO’s reviews.  Privacy 
and civil liberties officials within elements of the Intelligence Community 
shall also support the CLPO as it performs the reviews described in 
subsection (c)(i) of this section. 
 
(iv)  Independence.  The Director shall not interfere with a review by the 
CLPO of a qualifying complaint under subsection (c)(i) of this section; nor 
shall the Director remove the CLPO for any actions taken pursuant to this 
order, except for instances of misconduct, malfeasance, breach of security, 
neglect of duty, or incapacity. 
 
(d)  Data Protection Review Court. 
 
(i)  Establishment.  The Attorney General is authorized to and shall 
establish a process to review determinations made by the CLPO under 
subsection (c)(i) of this section.  In exercising that authority, the Attorney 
General shall, within 60 days of the date of this order, promulgate 
regulations establishing a Data Protection Review Court to exercise the 
Attorney General’s authority to review such determinations.  These 
regulations shall, at a minimum, provide that: 
 
(A)  The Attorney General, in consultation with the Secretary of Commerce, 
the Director, and the PCLOB, shall appoint individuals to serve as judges on 
the Data Protection Review Court, who shall be legal practitioners with 
appropriate experience in the fields of data privacy and national security 
law, giving weight to individuals with prior judicial experience, and who 
shall not be, at the time of their initial appointment, employees of the 
United States Government.   
 
During their term of appointment on the Data Protection Review Court, 
such judges shall not have any official duties or employment within the 
United States Government other than their official duties and employment 
as judges on the Data Protection Review Court. 
 
(B)  Upon receipt of an application for review filed by the complainant or an 
element of the Intelligence Community of a determination made by the 
CLPO under subsection (c) of this section, a three-judge panel of the Data 
Protection Review Court shall be convened to review the application.  
Service on the Data Protection Review Court panel shall require that the 
judge hold the requisite security clearances to access classified national 
security information. 
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(C)  Upon being convened, the Data Protection Review Court panel shall 
select a special advocate through procedures prescribed in the Attorney 
General’s regulations.  The special advocate shall assist the panel in its 
consideration of the application for review, including by advocating 
regarding the complainant’s interest in the matter and ensuring that the 
Data Protection Review Court panel is well informed of the issues and the 
law with respect to the matter.   
 
Service as a special advocate shall require that the special advocate hold the 
requisite security clearances to access classified national security 
information and to adhere to restrictions prescribed in the Attorney 
General’s regulations on communications with the complainant to ensure 
the protection of classified or otherwise privileged or protected 
information. 
 
(D)  The Data Protection Review Court panel shall impartially review the 
determinations made by the CLPO with respect to whether a covered 
violation occurred and the appropriate remediation in the event there was 
such a violation.  The review shall be based at a minimum on the classified 
ex parte record of review described in subsection (c)(i)(F) of this section 
and information or submissions provided by the complainant, the special 
advocate, or an element of the Intelligence Community.   
 
In reviewing determinations made by the CLPO, the Data Protection 
Review Court panel shall be guided by relevant decisions of the United 
States Supreme Court in the same way as are courts established under 
Article III of the United States Constitution, including those decisions 
regarding appropriate deference to relevant determinations of national 
security officials.  
 
(E)  In the event that the Data Protection Review Court panel disagrees with 
any of the CLPO’s determinations with respect to whether a covered 
violation occurred or the appropriate remediation in the event there was 
such a violation, the panel shall issue its own determinations. 
 
(F)  The Data Protection Review Court panel shall provide a classified 
report on information indicating a violation of any authority subject to the 
oversight of the FISC to the Assistant Attorney General for National 
Security, who shall report violations to the FISC in accordance with its rules 
of procedure. 
 
(G)  After the review is completed, the CLPO shall be informed of the Data 
Protection Review Court panel’s determinations through procedures 
prescribed by the Attorney General’s regulations. 
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(H)  After a review is completed in response to a complainant’s application 
for review, the Data Protection Review Court, through procedures 
prescribed by the Attorney General’s regulations, shall inform the 
complainant, through the appropriate public authority in a qualifying state 
and without confirming or denying that the complainant was subject to 
United States signals intelligence activities, that “the review either did not 
identify any covered violations or the Data Protection Review Court issued 
a determination requiring appropriate remediation.” 
 
(ii)  Binding effect.  Each element of the Intelligence Community, and each 
agency containing an element of the Intelligence Community, shall comply 
with any determination by a Data Protection Review Court panel to 
undertake appropriate remediation. 
 
(iii)  Assistance.  Each element of the Intelligence Community shall provide 
the CLPO with access to information necessary to conduct the review 
described in subsection (d)(i) of this section, consistent with the protection 
of intelligence sources and methods, that a Data Protection Review Court 
panel requests from the CLPO and shall not take any actions for the 
purpose of impeding or improperly influencing a panel’s review. 
 
(iv)  Independence.  The Attorney General shall not interfere with a review 
by a Data Protection Review Court panel of a determination the CLPO made 
regarding a qualifying complaint under subsection (c)(i) of this section; nor 
shall the Attorney General remove any judges appointed as provided in 
subsection (d)(i)(A) of this section, or remove any judge from service on a 
Data Protection Review Court panel, except for instances of misconduct, 
malfeasance, breach of security, neglect of duty, or incapacity, after taking 
due account of the standards in the Rules for Judicial-Conduct and 
Judicial-Disability Proceedings promulgated by the Judicial Conference of 
the United States pursuant to the Judicial Conduct and Disability Act (28 
U.S.C. 351 et seq.). 
 
(v)  Record of determinations.  For each qualifying complaint transmitted 
by the appropriate public authority in a qualifying state, the Secretary of 
Commerce shall: 
 
(A)  maintain a record of the complainant who submitted such complaint; 
 
(B)  not later than 5 years after the date of this order and no less than every 
5 years thereafter, contact the relevant element or elements of the 
Intelligence Community regarding whether information pertaining to the 
review of such complaint by the CLPO has been declassified and whether 
information pertaining to the review of any application for review 
submitted to the Data Protection Review Court has been declassified, 
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including whether an element of the Intelligence Community filed an 
application for review with the Data Protection Review Court; and 
 
(C)  if informed that such information has been declassified, notify the 
complainant, through the appropriate public authority in a qualifying state, 
that information pertaining to the review of their complaint by the CLPO or 
to the review of any application for review submitted to the Data Protection 
Review Court may be available under applicable law. 
 
Sec. 4.  Definitions.  For purposes of this order: 
 
(a)  “Appropriate remediation” means lawful measures designed to fully 
redress an identified covered violation regarding a specific complainant and 
limited to measures designed to address that specific complainant’s 
complaint, taking into account the ways that a violation of the kind 
identified have customarily been addressed.   
 
Such measures may include, depending on the specific covered violation at 
issue, curing through administrative measures violations found to have 
been procedural or technical errors relating to otherwise lawful access to or 
handling of data, terminating acquisition of data where collection is not 
lawfully authorized, deleting data that had been acquired without lawful 
authorization, deleting the results of inappropriately conducted queries of 
otherwise lawfully collected data, restricting access to lawfully collected 
data to those appropriately trained, or recalling intelligence reports 
containing data acquired without lawful authorization or that were 
otherwise disseminated in a manner inconsistent with United States law.   
 
Appropriate remediation shall be narrowly tailored to redress the covered 
violation and to minimize adverse impacts on the operations of the 
Intelligence Community and the national security of the United States.  
 
(b)  “Bulk collection” means the authorized collection of large quantities of 
signals intelligence data that, due to technical or operational 
considerations, is acquired without the use of discriminants (for example, 
without the use of specific identifiers or selection terms). 
 
(c)  “Counterintelligence” shall have the same meaning as it has in 
Executive Order 12333. 
 
(d)  “Covered violation” means a violation that: 
 
(i)    arises from signals intelligence activities conducted after the date of 
this order regarding data transferred to the United States from a qualifying 
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state after the effective date of the Attorney General’s designation for such 
state, as provided in section 3(f)(i) of this order; 
 
(ii)   adversely affects the complainant’s individual privacy and civil liberties 
interests; and 
 
(iii)  violates one or more of the following: 
 
(A)  the United States Constitution; 
 
(B)  the applicable sections of FISA or any applicable FISC-approved 
procedures; 
 
(C)  Executive Order 12333 or any applicable agency procedures pursuant 
to Executive Order 12333; 
 
(D)  this order or any applicable agency policies and procedures issued or 
updated pursuant to this order (or the policies and procedures identified in 
section 2(c)(iv)(A) of this order before they are updated pursuant to section 
2(c)(iv)(B) of this order); 
 
(E)  any successor statute, order, policies, or procedures to those identified 
in section 4(d)(iii)(B)-(D) of this order; or 
 
(F)  any other statute, order, policies, or procedures adopted after the date 
of this order that provides privacy and civil liberties safeguards with respect 
to United States signals intelligence activities within the scope of this order, 
as identified in a list published and updated by the Attorney General, in 
consultation with the Director of National Intelligence. 
 
(e)  “Foreign intelligence” shall have the same meaning as it has in 
Executive Order 12333. 
 
(f)  “Intelligence” shall have the same meaning as it has in Executive Order 
12333. 
 
(g)  “Intelligence Community” and “elements of the Intelligence 
Community” shall have the same meaning as they have in Executive Order 
12333. 
 
(h)  “National security” shall have the same meaning as it has in Executive 
Order 13526 of December 29, 2009 (Classified National Security 
Information). 
 



P a g e  | 24 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

(i)  “Non-United States person” means a person who is not a United States 
person. 
 
(j)  “Personnel of the United States or of its allies or partners” means any 
current or former member of the Armed Forces of the United States, any 
current or former official of the United States Government, and any other 
person currently or formerly employed by or working on behalf of the 
United States Government, as well as any current or former member of the 
military, current or former official, or other person currently or formerly 
employed by or working on behalf of an ally or partner. 
 
(k)  “Qualifying complaint” means a complaint, submitted in writing, that: 
 
(i)    alleges a covered violation has occurred that pertains to personal 
information of or about the complainant, a natural person, reasonably 
believed to have been transferred to the United States from a qualifying 
state after the effective date of the Attorney General’s designation for such 
state, as provided in section 3(f)(i) of this order; 
 
(ii)   includes the following basic information to enable a review:  
information that forms the basis for alleging that a covered violation has 
occurred, which need not demonstrate that the complainant’s data has in 
fact been subject to United States signals intelligence activities; the nature 
of the relief sought; the specific means by which personal information of or 
about the complainant was believed to have been transmitted to the United 
States; the identities of the United States Government entities believed to 
be involved in the alleged violation (if known); and any other measures the 
complainant pursued to obtain the relief requested and the response 
received through those other measures; 
 
(iii)  is not frivolous, vexatious, or made in bad faith; 
 
(iv)   is brought on behalf of the complainant, acting on that person’s own 
behalf, and not as a representative of a governmental, nongovernmental, or 
intergovernmental organization; and 
 
(v)    is transmitted by the appropriate public authority in a qualifying state, 
after it has verified the identity of the complainant and that the complaint 
satisfies the conditions of section 5(k)(i)-(iv) of this order. 
 
(l)  “Significant incident of non-compliance” shall mean a systemic or 
intentional failure to comply with a principle, policy, or procedure of 
applicable United States law that could impugn the reputation or integrity 
of an element of the Intelligence Community or otherwise call into question 
the propriety of an Intelligence Community activity, including in light of 



P a g e  | 25 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

any significant impact on the privacy and civil liberties interests of the 
person or persons concerned. 
 
(m)  “United States person” shall have the same meaning as it has in 
Executive Order 12333. 
 
(n)  “Validated intelligence priority” shall mean, for most United States 
signals intelligence collection activities, a priority validated under the 
process described in section 2(b)(iii) of this order; or, in narrow 
circumstances (for example, when such process cannot be carried out 
because of a need to address a new or evolving intelligence requirement), 
shall mean a priority set by the President or the head of an element of the 
Intelligence Community in accordance with the criteria described in section 
2(b)(iii)(A)(1)-(3) of this order to the extent feasible. 
 
(o)  “Weapons of mass destruction” shall have the same meaning as it has in 
Executive Order 13526. 
 
To read more: 

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10
/07/executive-order-on-enhancing-safeguards-for-united-states-signals-in
telligence-activities/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
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Number 2 

Court of Justice of the European Union, the Schrems II decision 
The court declared that the Privacy Shield, the EU-US personal data 
transfer mechanism, was no longer lawful. 
 

 
 

JUDGMENT OF THE COURT (Grand Chamber)  
 

  Data Protection Commissioner 
v 
  Facebook Ireland Ltd, 
  Maximillian Schrems, 
 
intervening parties: 
  The United States of America, 
  Electronic Privacy Information Centre, 
  BSA Business Software Alliance Inc., 
  Digitaleurope, 
 
THE COURT (Grand Chamber), 
 
composed of K. Lenaerts, President, R. Silva de Lapuerta, Vice-President, 
A. Arabadjiev, A. Prechal, M. Vilaras, M. Safjan, S. Rodin, P.G. Xuereb, L.S. 
Rossi and I. Jarukaitis, Presidents of Chambers, M. Ilešič, T. von Danwitz 
(Rapporteur), and D. Šváby, Judges, 
 
Advocate General: H. Saugmandsgaard Øe, 
 
Registrar: C. Strömholm, Administrator, 
 
having regard to the written procedure and further to the hearing on 9 July 
2019, 
 
after considering the observations submitted on behalf of: 
 
–        the Data Protection Commissioner, by D. Young, Solicitor, B. Murray 
and M. Collins, Senior Counsel, and C. Donnelly, Barrister-at-Law, 
 
–        Facebook Ireland Ltd, by P. Gallagher and N. Hyland, Senior Counsel, 
A. Mulligan and F. Kieran, Barristers-at-Law, and P. Nolan, C. Monaghan, 
C. O’Neill and R. Woulfe, Solicitors, 
 
–        Mr Schrems, by H. Hofmann, Rechtsanwalt, E. McCullough, J. 
Doherty and S. O’Sullivan, Senior Counsel, and G. Rudden, Solicitor, 
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–        the United States of America, by E. Barrington, Senior Counsel, S. 
Kingston, Barrister-at-Law, S. Barton and B. Walsh, Solicitors, 
 
–        the Electronic Privacy Information Centre, by S. Lucey, Solicitor, G. 
Gilmore and A. Butler, Barristers-at-Law, and C. O’Dwyer, Senior Counsel, 
 
–        BSA Business Software Alliance Inc., by B. Van Vooren and K. Van 
Quathem, advocaten, 
 
–        Digitaleurope, by N. Cahill, Barrister, J. Cahir, Solicitor, and M. Cush, 
Senior Counsel, 
 
–        Ireland, by A. Joyce and M. Browne, acting as Agents, and D. 
Fennelly, Barrister-at-Law, 
 
–        the Belgian Government, by J.‑C. Halleux and P. Cottin, acting as 
Agents, 
 
–        the Czech Government, by M. Smolek, J. Vláčil, O. Serdula and A. 
Kasalická, acting as Agents, 
 
–        the German Government, by J. Möller, D. Klebs and T. Henze, acting 
as Agents, 
 
–        the French Government, by A.-L. Desjonquères, acting as Agent, 
 
–        the Netherlands Government, by C.S. Schillemans, M.K. Bulterman 
and M. Noort, acting as Agents, 
 
–        the Austrian Government, by J. Schmoll and G. Kunnert, acting as 
Agents, 
 
–        the Polish Government, by B. Majczyna, acting as Agent, 
 
–        the Portuguese Government, by L. Inez Fernandes, A. Pimenta and C. 
Vieira Guerra, acting as Agents, 
 
–        the United Kingdom Government, by S. Brandon, acting as Agent, and 
J. Holmes QC, and C. Knight, Barrister, 
 
–        the European Parliament, by M.J. Martínez Iglesias and A. Caiola, 
acting as Agents, 
 
–        the European Commission, by D. Nardi, H. Krämer and H. 
Kranenborg, acting as Agents, 
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–        the European Data Protection Board (EDPB), by A. Jelinek and K. 
Behn, acting as Agents, 
 
after hearing the Opinion of the Advocate General at the sitting on 19 
December 2019, 
 
gives the following Judgment 
 
1        This reference for a preliminary ruling, in essence, concerns: 
 
–        the interpretation of the first indent of Article 3(2), Articles 25 and 26 
and Article 28(3) of Directive 95/46/EC of the European Parliament and of 
the Council of 24 October 1995 on the protection of individuals with regard 
to the processing of personal data and on the free movement of such data 
(OJ 1995 L 281, p. 31), read in the light of Article 4(2) TEU and of Articles 7, 
8 and 47 of the Charter of Fundamental Rights of the European Union (‘the 
Charter’); 
 
–        the interpretation and validity of Commission Decision 2010/87/EU 
of 5 February 2010 on standard contractual clauses for the transfer of 
personal data to processors established in third countries under Directive 
95/46 (OJ 2010 L 39, p. 5), as amended by Commission Implementing 
Decision (EU) 2016/2297 of 16 December 2016 (OJ 2016 L 344, p. 100) 
(‘the SCC Decision’); and 
 
–        the interpretation and validity of Commission Implementing Decision 
(EU) 2016/1250 of 12 July 2016 pursuant to Directive 95/46 on the 
adequacy of the protection provided by the EU-US Privacy Shield (OJ 2016 
L 207, p. 1; ‘the Privacy Shield Decision’). 
 
2        The request has been made in proceedings between the Data 
Protection Commissioner (Ireland) (‘the Commissioner’), on the one hand, 
and Facebook Ireland Ltd and Maximillian Schrems, on the other, 
concerning a complaint brought by Mr Schrems concerning the transfer of 
his personal data by Facebook Ireland to Facebook Inc. in the United 
States. 
 
… 
 
On those grounds, the Court (Grand Chamber) hereby rules: 
 
1.      Article 2(1) and (2) of Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data 
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Protection Regulation), must be interpreted as meaning that that regulation 
applies to the transfer of personal data for commercial purposes by an 
economic operator established in a Member State to another economic 
operator established in a third country, irrespective of whether, at the time 
of that transfer or thereafter, that data is liable to be processed by the 
authorities of the third country in question for the purposes of public 
security, defence and State security. 
 
2.      Article 46(1) and Article 46(2)(c) of Regulation 2016/679 must be 
interpreted as meaning that the appropriate safeguards, enforceable rights 
and effective legal remedies required by those provisions must ensure that 
data subjects whose personal data are transferred to a third country 
pursuant to standard data protection clauses are afforded a level of 
protection essentially equivalent to that guaranteed within the European 
Union by that regulation, read in the light of the Charter of Fundamental 
Rights of the European Union.  
 
To that end, the assessment of the level of protection afforded in the context 
of such a transfer must, in particular, take into consideration both the 
contractual clauses agreed between the controller or processor established 
in the European Union and the recipient of the transfer established in the 
third country concerned and, as regards any access by the public authorities 
of that third country to the personal data transferred, the relevant aspects 
of the legal system of that third country, in particular those set out, in a 
non-exhaustive manner, in Article 45(2) of that regulation. 
 
3.      Article 58(2)(f) and (j) of Regulation 2016/679 must be interpreted as 
meaning that, unless there is a valid European Commission adequacy 
decision, the competent supervisory authority is required to suspend or 
prohibit a transfer of data to a third country pursuant to standard data 
protection clauses adopted by the Commission, if, in the view of that 
supervisory authority and in the light of all the circumstances of that 
transfer, those clauses are not or cannot be complied with in that third 
country and the protection of the data transferred that is required by EU 
law, in particular by Articles 45 and 46 of that regulation and by the Charter 
of Fundamental Rights, cannot be ensured by other means, where the 
controller or a processor has not itself suspended or put an end to the 
transfer. 
 
4.      Examination of Commission Decision 2010/87/EU of 5 February 2010 
on standard contractual clauses for the transfer of personal data to 
processors established in third countries under Directive 95/46/EU of the 
European Parliament and of the Council, as amended by Commission 
Implementing Decision (EU) 2016/2297 of 16 December 2016 in the light 
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of Articles 7, 8 and 47 of the Charter of Fundamental Rights has disclosed 
nothing to affect the validity of that decision. 
 
5.      Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 
pursuant to Directive 95/46/EC of the European Parliament and of the 
Council on the adequacy of the protection provided by the EU-US Privacy 
Shield is invalid. 
 
To read more: 

https://curia.europa.eu/juris/document/document.jsf?text=&docid=2286
77&pageIndex=0&doclang=en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en
https://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en
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Number 3 

Remarks at PCAOB Conference on Auditing and Capital Markets 
Erica Y. Williams, Chair, Public Company Accounting Oversight Board 
 

 
 

Thank you, Michael [Gurbutt]. And congratulations to you and your 
colleagues in the Office of Economic and Risk Analysis (OERA) on putting 
together another great program for our guests today and tomorrow. 
 
To our guests: thank you for being here and for the important work you do 
every day. 
 
Before we begin, I want to issue the standard disclaimer that the views that 
I express here are my own and are not necessarily the views of the other 
Board Members or the PCAOB staff. 
 
This summer marked 20 years since Congress created the PCAOB. 
 
In the early 2000s major accounting scandals from Enron to WorldCom 
rocked our markets. Corporations were lying about their earnings and 
hiding their debt. And when it all came crashing down, investors lost 
billions, workers lost jobs and retirement savings, and trust in our markets 
was eroded. 
 
So, Congress acted. Led by Senator Paul Sarbanes and Representative 
Michael Oxley, both parties came together to pass the law that we 
affectionally refer to as “SOX” with near unanimous bipartisan support. 
 
The world has changed over the last 20 years. And, like all of you, I am 
looking forward to learning more from our distinguished speakers about 
what those changes mean for the future of auditing. 
 
But one thing that has not changed is PCAOB’s mission to protect investors. 
 
Protecting investors prompted our creation 20 years ago, and protecting 
investors is what continues to drive us forward today. 
 
Reflecting on SOX in the years after it was signed, Senator Sarbanes 
warned: “When things get better, companies tend to forget what happened 
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or how serious it was at the time. Trying to maintain high standards is a 
difficult job.” 
 
The PCAOB is up to the task. But we need your help. 
 
We depend on Michael and his incredible team for high-quality, 
evidence-based analysis that helps us ensure that our decision-making is 
infused with the best available data, information, and research. And they 
depend on you for expanding our knowledge and understanding of the 
economic impact of auditing and audit regulation on our capital markets. 
 
As Michael mentioned, we have identified three key goals: 
 
- Modernizing our standards, 
 
- Enhancing inspections, and 
 
- Strengthening enforcement. 
 
High-quality economic analysis plays a critical role in each one. 
 
Goal number one: Modernizing our standards. 
 
High standards are the foundation for quality audits. That’s why earlier this 
year, the Board announced one of the most ambitious standard-setting 
agendas in the PCAOB’s history. 
 
Less than a year into this Board’s term, we are working actively to update 
more than 30 standards within 10 standard-setting projects. 
 
And every single one of them requires economic analysis to ensure we get it 
right. 
 
Our evidence-based approach starts with understanding the current 
environment – asking what is needed to ensure investors are best protected 
and what changes may be needed to achieve that goal. 
 
When the PCAOB was first getting off the ground in 2003, it adopted 
existing standards that had been set by the auditing profession on what was 
intended to be an interim basis. 
 
Twenty years later, far too many of those interim standards remain 
unchanged. Our current short-term and mid-term projects will address 
more than half of them. 
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We know the world has changed since 2003. Robust economic analysis will 
help us understand those changes, so we can adapt our standards to keep 
up with developments in auditing and the capital markets. 
 
Economic analysis also helps us see around the corner and anticipate a 
standard’s impact. Among other things, we review a standard in terms of its 
likely economic benefits, costs, competitive effects, and potential 
unintended consequences. 
 
But simply anticipating impact isn’t the end of the story. 
 
After a standard is approved, we often continue to examine its impact 
through our post-implementation review process by analyzing public and 
non-public data. 
 
We also conduct surveys and interviews to collect quantitative and 
qualitative information about the impact of standards on key stakeholders, 
such as investors, audit committees, and audit firms. 
 
And, of course, we rely on researchers like you. Reviewing the work of 
academics outside the PCAOB is critical to shaping our understanding of 
the audit and its role in supporting trust in our capital markets. 
 
If our evidence-based approach sounds like a lot of work, I can promise you 
that it certainly is. And I want to thank the dedicated staff who carry this 
work out every day. 
 
Their work has proven its worth in helping us to understand whether our 
standards are effective once they are applied by the firms. 
 
Let’s take a specific example: critical audit matters, or CAMs, where 
auditors communicate to investors certain matters arising from an audit of 
the financial statements that involved especially challenging, subjective, or 
complex auditor judgment. 
 
In 2017, the PCAOB adopted a new CAMs standard, bringing the most 
significant changes to the auditor’s report in decades. 
 
The centerpiece of the new standard, of course, was the requirement for the 
auditor to determine and communicate CAMs in the auditor’s report. 
 
During the comment process prior to adoption, we heard concerns and 
questions about the potential impact of CAMs. 
 
Some people wondered, for example: 
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- How would identifying and communicating CAMs affect the workload 
of audit engagement teams? 

 
- Would CAMs lead to reduced communication between audit 

committees and auditors? 
 
- Would investors find CAMs useful? 
 
When the PCAOB adopted the standard, the team studied the best available 
evidence and acknowledged the potential impact on workloads. The 
PCAOB’s view was that the standard was scalable, and the PCAOB 
expressed doubt that CAMs would chill communications. The PCAOB also 
described several types of anticipated direct and indirect benefits to 
investors of CAMs. 
 
But our team was not content with just resting on these predictions. They 
wanted to know – were they right? What were the benefits and costs of the 
standard, and did any of the unintended consequences play out? 
 
And so, our economists got to work. 
 
They conducted quantitative and qualitative analyses and reported out 
initial findings in an interim report released two years ago, with a follow-up 
report that we plan to release in the coming months. 
 
One of the findings in their 2020 analysis was that individual audit 
engagement teams spent, on average, 1% of total audit hours identifying, 
developing, and communicating CAMs. 
 
Additionally, they found no evidence of CAMs inhibiting or chilling the 
communications between the auditors and audit committees. In fact, less 
than 2% of the 900 audit engagement partners surveyed reported that 
CAMs constrained communications with the audit committee, while 41% 
reported that CAMs enhanced them. 
 
As for investors, our economists found that investor awareness of CAMs 
was still a work in progress. But they also observed that some investors 
were using CAMs — and finding the information beneficial. 
 
And benefitting investors is what this project — and all our standard-setting 
projects — are all about. 
 
Of course, standard setting is just one pillar of the PCAOB’s oversight. 
Another critical component of our work is inspections. That’s why our 
second major strategic goal is to enhance our inspections. 
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Our team likes to say that “the sun never sets on PCAOB inspections,” 
because each year, the PCAOB inspects approximately 250 audit firms and 
reviews 900 audits from across the globe. 
 
This reach means that our inspections team must constantly adjust to stay 
responsive to new and emerging risks and issues around the world – 
whether it’s SPACs and de-SPAC transactions, cryptocurrencies, or how 
firms are addressing the effects of supply chain disruptions and rising costs. 
 
To stay responsive, our inspectors need data, analysis, and high-quality 
economic research. 
 
So, Michael and his team help our inspectors with that. They collect data 
from the information provided to us by firms, from third-party data 
providers, and from internal sources, and aggregate and analyze that data 
to help identify areas of risk and point our inspectors in the right direction. 
 
They also develop economic models to further guide how we direct our 
inspections resources. For example, our economists have developed a 
portfolio of models that predict the probability of future financial 
restatements, which, as you know, can have a huge impact on investors. 
 
This portfolio includes models focused on size, as well as models for specific 
industries and audit firms. 
 
Our modeling team economists use academic research to identify potential 
inputs for their models and to guide their modeling design. They stay up to 
date with all the latest research you produce, which helps us improve our 
accuracy of our models over time. 
 
For our inspectors, all this work makes a big difference. It helps inspectors 
adjust their inspections approach, whether that’s focusing their selections 
on relevant risks or making changes to the way they look at crucial 
concepts, such as auditor materiality judgments. 
 
That brings me to our third key strategic goal: strengthening enforcement. 
 
This Board is approaching enforcement with a renewed vigilance. 
 
We are rethinking how we identify cases, the types of cases we pursue, and 
the sanctions we impose. 
 
We’ve more than doubled our average penalties against individuals 
compared to the last five years. This includes the largest civil money penalty 
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against an individual in PCAOB history, which we announced earlier this 
week. 
 
In the past five years, the PCAOB assessed penalties against individuals less 
than half of the time and firms only about 86% of the time. This year it’s 
100%. 
 
We intend to use every tool in our enforcement toolbox. 
 
And one of those tools is high-quality research and data analysis. 
 
Specifically, our enforcement team works with OERA’s Risk Analysis team 
to develop a list of risk factors to focus on. 
 
Using these risk factors and other criteria, our analysts develop lists of audit 
engagements that our enforcement team can use to find the most likely 
enforcement matters, ensuring those that fail to comply with our standards 
and laws are identified and action is taken to promote audit quality and 
investor protection. 
 
Examples of the screening criteria used to develop these lists include 
significant corporate events, auditor events, or characteristics of the issuer, 
among others. 
 
Economic research is critical to achieving our mission and keeping 
investors protected. 
 
And we can’t do that without you. 
 
Michael mentioned our speaker series and our fellowship program, which 
allows the PCAOB to hire academics for a one-year appointment to work on 
staff projects and to perform original research using our non-public data. 
 
I encourage you to get involved. We’d love to work with you. 
 
We are also fortunate to receive the benefit of the insights and knowledge of 
academics participating on our two new advisory groups: the Investor 
Advisory Group and the Standards and Emerging Issues Advisory Group. 
Both groups bring together extraordinary experts from across the world of 
auditing and financial reporting. 
 
Before I close, I want to ask one favor of you: help us engage the next 
generation of auditors and public servants. 
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As academics, whether in the classroom or the research field, you have an 
outstanding platform to reach the best and brightest minds – young people 
who are on the cusp of their careers. 
 
When I was practicing law, I noticed there was not enough of a pipeline of 
diverse law students going into certain areas of securities law. So, I went to 
the Dean of Howard Law School and offered to create a class on investment 
management. 
 
She agreed, but only after telling me I had to come up with a catchy title, or 
no one would sign up. So, we called it “More Money, More Problems: 
Regulating Private Equity and Hedge Funds.” And I am proud to report our 
class was full all four years I taught it. 
 
I am still in touch with many of those students, and many of them chose to 
make careers in securities law. 
 
So, I have experienced just a tiny fraction of the influence you all have on 
the next generation of young professionals, and it is powerful. 
 
Your students and research assistants are the future of accounting and 
auditing. Through them, we will continue to improve audit quality, to 
uphold the integrity of our markets, and to protect investors. 
 
To do that, we need to bring more young people into the field and expand 
the types of young people who see accounting as a path for them. 
 
At the PCAOB we are working to do our part through our scholarship 
program. This academic year, we awarded 250 students from U.S. colleges 
and universities with $10,000 each to pursue accounting degrees. 
 
More than half of the scholarships in the last five years went to diverse 
applicants. These scholarships help make careers in auditing possible for 
the best and brightest students, no matter their backgrounds. 
 
But we must do more. Just last week, the Board heard an important 
presentation about diversity from one of the academics on the advisory 
panels I mentioned: Jennifer Joe of the University of Delaware. 
 
And we want to hear from you too. 
 
Bring us your ideas for ways the PCAOB can help build a strong, diverse 
pipeline of students choosing to make a career in accounting and help 
protect the next generation of investors. 
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Thank you very much for joining us today, and for all the work you do to 
help inform the work of the PCAOB. 
 
We look forward to our continued partnership. I wish you all a productive 
conference. 
 
To read more: 

https://pcaobus.org/news-events/news-releases/news-release-detail/pcao
b-chair-williams-delivers-remarks-at-pcaob-conference-on-auditing-and-c
apital-markets 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-chair-williams-delivers-remarks-at-pcaob-conference-on-auditing-and-capital-markets
https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-chair-williams-delivers-remarks-at-pcaob-conference-on-auditing-and-capital-markets
https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-chair-williams-delivers-remarks-at-pcaob-conference-on-auditing-and-capital-markets
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Number 4 

Post-Quantum Cryptography, Integration study 
 

 
 

With this report ENISA seeks to give insight on post-standardisation 
challenges. A follow-up to ENISA’s 2021 Post-Quantum Cryptography: 
Current state and quantum mitigation study. 
 

 
 
You may visit: 

https://www.enisa.europa.eu/publications/post-quantum-cryptography-c
urrent-state-and-quantum-mitigation 
 
The new report elaborates on the topic to address the following points: 
 
• Integrating post-quantum systems into existing protocols 
 
• New protocols designed around post-quantum systems 
 
• Double encryption and double signatures using post-quantum systems 
 

https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation
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• Seccurity proofs in the presence of quantum attackers 
 
• Standardisation efforts for post-quantum enabled protocols 
 
The 2021 study provided an overview of the current state of play on the 
standardisation process of Post-Quantum Cryptography (PQC).  
 
It introduced a framework for analysing existing PQC proposals, presented 
the five (5) main families of PQC algorithms, and the NIST Round 3 
finalists for encryption and signature schemes.  
 
It also sketched two proposals that proactive system owners can implement 
right now – before a standard is published – in order to protect the 
confidentiality of their data against a quantum capable attacker. 
 
While agreeing on PQC cryptoalgorithms for encryption and signing is an 
important milestone, by itself it is not enough. Any new cryptoalgorithm 
will need to interplay with existing protocols or even require entirely new 
protocols to be designed and implemented. 
 
Furthermore, PQC proposals are a solution to a still unrealised 
vulnerability – there are currently no publicly known quantum computers, 
strong enough to break encryption, and not all scientists believe this will 
ever be the case.  
 
Whether we should implement protections against a threat that might not 
materialise would be a moot question if said implementations were cost 
free. However, PQC algorithms are often more costly, e.g. in terms of size 
and computations.  
 
In addition, changing to a new cryptographic paradigm might provide new 
opportunities for software bugs and our understanding of the security 
of the PQC algorithms is often less mature. 
 
Introduction 
 
Cryptography is a crucial tool for the security of our digital society and is 
used virtually everywhere. For example, it secures our online 
communications, keeps the data on our devices secret even if we lose them, 
and protects the integrity and authenticity of digital records.  
 
The security of cryptographic solutions deployed today is threatened by the 
development of quantum computers. To counter this threat, the area of 
post-quantum cryptography was initiated.  
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Post-quantum cryptography studies cryptosystems under the assumption 
that the attacker has access to a quantum computer, while the user is 
supposed to be a regular user of today’s systems with no quantum 
capabilities.  
 
Several classes of problems exist that are conjectured to withstand even 
attacks using quantum computers. At this point the US National Institute 
for Standards and Technology (NIST) is running a selection process to 
select such systems for standardisation.  
 
Given the success of NIST standards in the area of cryptography, it is likely 
that the systems selected by NIST will become the international standard 
for large parts of the world, including the European Union.  
 
An overview of the process and the systems under consideration can be 
found in the recent Post-Quantum Cryptography: Current state and 
quantum mitigation study by ENISA.  
 
In July 2022, NIST announced four candidates to be standardised, plus the 
four fourth round candidate Key-Establishment Mechanisms (KEMs).  
 
In addition, NIST plans to issue a new Call for Proposals for public-key 
(quantum-resistant) digital signature algorithms by the end of summer 
2022.  
 
One might expect that with the end of this process, i.e. the publication of 
the standards, everything will have been solved. We simply replace the 
schemes that we are using today with the new systems and be done.  
 
This unfortunately is not the case at all. Many challenges need to be 
overcome before our data and our systems are secured against attacks using 
quantum computers.  
 
One challenge is the size of the artifacts produced by post-quantum 
cryptography. The reason that today’s cryptographic systems are so 
efficient is also the reason why they are vulnerable to quantum computers – 
these problems are highly structured.  
 
Systems secure against quantum attacks have far less structure and hence a 
less compact description. As a consequence, keys, ciphertexts and 
signatures are larger for post-quantum systems than for matching 
pre-quantum systems. This poses challenges to higher-level protocols. 
Protocol messages do not meet the size limitations of underlying protocols 
anymore, which at least leads to fragmentation, additional round-trips, and 
a more complicated state-machine if not treated carefully.  
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As a consequence, latency and data traffic increase. A related aspect is a 
decrease in the speed of some algorithms. This can significantly hurt the 
performance of protocols if not taken into consideration.  
 
Both aspects can be dealt with by designing new protocols that take the new 
performance characteristics into account. However, this comes of course 
with all the challenges of designing new cryptographic protocols from 
assessing their security to standardising them. 
 
The paper: 
https://www.enisa.europa.eu/publications/post-quantum-cryptography-in
tegration-study 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study
https://www.enisa.europa.eu/publications/post-quantum-cryptography-integration-study
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Number 5 

Aurum: a two-tier retail CBDC system 
The BIS Innovation Hub and the Hong Kong Monetary Authority have 
completed a retail CBDC technology prototype. 
 

  
 

Aurum is a full-stack (front-end and back-end) central bank digital 
currency (CBDC) system comprising a wholesale interbank system and a 
retail e-wallet system.  
 
The aim was to bring to life two very different types of tokens: 
intermediated CBDC and stablecoins backed by CBDC in the interbank 
system.  
 
The latter is unique in the study of CBDC to date. Privacy, safety and 
flexibility are core to the system. 
 
The system is accompanied by technical manuals totalling over 250 pages 
that, together with the source code, are made accessible to all BIS member 
central banks on BIS Open Tech to help catalyse and inspire the global 
quest for the most suitable retail CBDC architecture. 
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In the era of digitisation, central banks stand before a choice: does retail 
central bank money need to go digital and, if so, how?  
 
Jointly embarking on the challenge to design a full-stack central bank 
digital currency (CBDC) system, the Bank for International Settlements 
(BIS) Innovation Hub Hong Kong Centre and the Hong Kong Monetary 
Authority (HKMA) dubbed the project “Aurum”, the Latin word for gold, 
reflecting our starting premise that digital currency issued under the 
auspices of a central bank must be as robust and trustworthy as gold.  
 
Through the creation of a technology stack comprised of:  
 
(1) a wholesale interbank system in which the wholesale CBDC (wCBDC) is 
issued to banks for onward distribution to retail users, and  
 
(2) a retail e-wallet system in which the retail CBDC (rCBDC) circulates 
among retail users, we set a goal to bring to life two very different types of 
retail tokens:  
 
(a) intermediated CBDC, also referred to herein as CBDC-tokens, and  
 
(b) CBDC-backed stablecoins, or in short, stablecoins.  
 
Given the complexity of the endeavour, the project was executed in 
partnership with the Hong Kong Applied Science and Technology Research 
Institute (ASTRI).  
 
We are glad to report that after a year of development, the prototype system 
was successfully completed.  
 
The present report provides an overview of the Aurum technology 
architecture. It is presented at a more technical level, supplemented by user 
interface visualisations, and should best be read in conjunction with the 
three e-HKD papers, as well as with the extensive body of foundational 
research issued by the BIS. 
 
The Aurum system is accompanied by technical manuals totalling over 250 
pages that, together with the source code, are made accessible to all BIS 
central bank members on BIS Open Tech to serve as a public good that 
furthers the study of rCBDC architectures.  
 
The Aurum prototype also provides a solid basis for furthering the 
exploration and testing of e-HKD design in Hong Kong. Against this 
backdrop, we have no doubt that the Aurum prototype will catalyse and 
inspire the global quest for the most suitable rCBDC architecture. 
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To learn more: https://www.bis.org/publ/othp57.htm 
 
https://www.bis.org/publ/othp57.pdf 
 

 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/publ/othp57.htm
https://www.bis.org/publ/othp57.pdf
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Number 6 

Between mounting risks and financial innovation - the 
fintech ecosystem at a crossroads 
Denis Beau, First Deputy Governor of the Bank of France, at the FinTech 
R:Evolution 2022, organised by France FinTech, Paris. 
 

 
 

Ladies and gentlemen, 
 
First of all, I would like to thank the France Fintech association and its 
President Alain Clot for inviting me to participate again in this important 
event for the French fintech ecosystem. 
 
Since we met last year, the macroeconomic environment has changed 
radically. The effects of Covid are continuing to disrupt global supply 
chains; to that, the Ukraine conflict has added major economic disruption. 
 
This potentially “stagflationary” shock is affecting the fintech sector, not 
just via its short-term impact on household and corporate demand, but also 
via the risk of a tightening of financing conditions. 
 
Against this backdrop, beyond the observation that the macroeconomic 
outlook is darkening, I would first like to talk briefly about the mounting 
risks to our innovation ecosystem, before going on to highlight how the 
Banque de France and ACPR can help to tackle them. 
 
I- An environment marked by mounting risks 
 
Regarding the rise in risks, I would first like to underline that one of the 
corollaries of the digitalisation of the financial sector is an exacerbation of 
cyber risk. This is currently the number one operational risk to 
financial players, even more so in the context of Russia’s war in Ukraine. 
Cyber risk can jeopardise the stability of the entire financial system; it also 
tends to undermine confidence in innovation, which is one of the 
cornerstones of our future economic development. 
 
Second, the profound reconfiguration of value chains in the financial 
sector is raising two potential risks. First, the risk of excessive 
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fragmentation. Fragmentation can of course be beneficial as it creates 
competition – the rise of fintechs is the best proof of this – but it can also be 
a source of inefficiency if it leads to a lack of interoperability, especially in 
payment solutions and market infrastructures. The second risk is that of a 
loss of sovereignty, if essential functions are taken out of the hands of 
European players and supervisors. I'm thinking here in particular of data, 
its usage and location. 
 
Third, the relative youth and indeed immaturity of ecosystems can be a 
source of instability – which we need to make sure is limited for the overall 
financial system. 
 
In this respect, certain economic models appear to be incompatible with the 
promises they make, as well as with customer expectations. I would like 
here to remind you of and reiterate the warnings issued by the ACPR in July 
this year regarding “mini-loans” and instalment payments, and especially 
on the critical need to clearly inform customers, verify their solvency and 
respect usury rates. 
 
As part of our financial stability mandate, we at the Banque de France and 
ACPR pay particularly close attention to the exposure of certain business 
models to an economic turnaround, their dependency on third-party 
service providers, and any operational weaknesses that might emerge: in a 
dynamic and creative ecosystem, weak links and contagion effects pose a 
real risk to the stability of the financial system.  
 
Within the crypto-asset and DeFi ecosystem, the collapse of the Terra-Luna 
system and its destabilising knock-on effects, is of course a prime example 
of this, even if it occurred in an ecosystem that was disconnected from real 
finance, and had no impact on the financial system.  
 
II- How can the Banque de France and ACPR help to tackle these risks? 
 
In response to these mounting risks, the Banque de France and ACPR can 
help the ecosystem to develop along the right path. 
 
A. Future regulation 
 
First, by contributing to the development of regulation that is adapted to 
the transformations under way. Regulation reduces uncertainty and puts all 
competitors on a level playing field, so that they are not exposed, for 
example, to competition from “rogue” players. Of course, it is possible that 
certain regulations may unduly hinder innovation. This is why I would like 
to remind you here of the importance of dialogue between authorities and 
innovators in order to identify real use cases and strike a fair balance 
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between, on the one hand, the goals of protecting customers and financial 
stability, and on the other, operational realities. 
 
On the European regulatory front, several important projects are under way 
or about to be launched. I would like to mention two. 
 
1/ First, open finance. In the ongoing discussions in Europe on this issue, I 
draw at least two lessons from the directives on payment services: first, the 
quality of the data provided via APIs is crucial; second, the issue of paying 
for access to data should not be taboo. 
 
Open data can be a formidable innovation driver, for the benefit of 
consumers: the ecosystem needs to be ready to seize this opportunity.  
 
With this in mind, I encourage you to come and talk to the French 
supervisors (the ACPR and AMF), to properly identify real use cases and 
thereby ensure the future regulatory framework is as relevant as possible. 
 
2/ The second important project: decentralised finance or DeFi. A first 
milestone has been reached with the Markets in Crypto-Assets (MiCA) 
regulation.  
 
This will de facto impose rules on certain DeFi players, via its section on 
stablecoins. MiCA also lays some of the groundwork for the next phase, 
which is the broader regulation of decentralised finance in general. 
 
Here again, we will contribute to reflections at the European level, drawing 
on our dialogue with the French ecosystem. There are a number of 
questions that we need to respond to collectively: 
 
- Within this ecosystem, which economic models add value for the real 

economy? 
 
- How can we make decentralised finance accessible on a broader scale to 

the general public, under conditions that genuinely guarantee trust? 
 
- What regulatory approach should we adopt to each of the different 

“modules” of decentralised finance, and how can we regulate operations 
that are sometimes completely decentralised? 

 
Some of the problems are complex, but we need to find solutions together 
because decentralised finance will not develop without a regulatory 
framework. 
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B. Our achievements, our action on innovation 
 
Of course, adapting the regulatory framework does not, on its own, respond 
to all the challenges. At the Banque de France and ACPR, we firmly believe 
that, to help meet them, we also need to play an active part in innovation. 
 
1/ This is why innovation is at the heart of our corporate strategy, with the 
creation of Le Lab, our innovation hub. Its mission is both to catalyse 
in-house innovations by supporting all our central bank functions, and to 
develop links with our ecosystems, be this the world of research or the 
economic world. 
 
Our target, and I want to stress this point, is to work more and more with 
you, through calls for contributions or thematic hackathons. In a few weeks, 
the Banque de France will host a dedicated platform for these challenges. 
 
2/ For us, being a player in innovation also means supporting the 
tokenisation of securities by offering the safest and most liquid settlement 
asset directly on the blockchain, and improving cross-border and 
cross-currency payments.  
 
This is the objective of our experiments on a wholesale CBDC. It is what we 
tested with our first nine experiments conducted in 2021, which we are now 
going to take further with three new experiments in 2022.  
 
This is why we are working within the Eurosystem to support the 
experiments that will be conducted from 2023 onwards as part of the 
European Pilot Regime, by providing payment solutions in tokenised 
central bank money. 
 
We are also participating actively in the Eurosystem’s work on a potential 
retail CBDC, also called the “digital euro”, which would be used by the 
general public in everyday payments. 
 
3/ I shall finish with an example of the application of our experimentation 
approach in the field of supervision. This method also allows the ACPR to 
respond to several challenges: encourage supervised players to take 
advantage of new technologies to ensure their compliance and the security 
of the financial system, and prepare the supervision of the future. 
 
It is with this in mind that in March we launched an experiment in 
collaborative methods to combat money laundering and terrorist-financing 
(AML/CFT). This is a subject that is in the general interest, the solution to 
which can be collective, as recently estimated by the Financial Action Task 
Force (FATF). 
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Which is why the ACPR proposed a method of co-construction to economic 
players, by organising a Tech Sprint on 13 September this year. Its goal was 
to examine several different solutions aimed at pooling data while at the 
same time keeping it confidential. The event was a resounding success: 12 
teams made up of 23 firms proposed a broad range of innovative 
techniques. 
 
The ACPR will continue its work with teams of voluntary banks and 
technical service providers, and will share the findings widely.  
 
It is time for me to conclude now with a simple message. Now that we have 
reached this crossroads, it is only together that we can find the right path to 
follow, by sharing our experience and our expertise. 
 
Our commitment on this is clear: to accompany you so that we can together 
contribute to the vitality and resilience of our economy. 
 
To read more: 

https://www.banque-france.fr/en/intervention/between-mounting-risks-a
nd-financial-innovation-fintech-ecosystem-crossroads 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.banque-france.fr/en/intervention/between-mounting-risks-and-financial-innovation-fintech-ecosystem-crossroads
https://www.banque-france.fr/en/intervention/between-mounting-risks-and-financial-innovation-fintech-ecosystem-crossroads


P a g e  | 51 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 7 

Defenders beware: A case for post-ransomware investigations 
Microsoft Detection and Response Team (DART) 
 

 
 

Ransomware is one of the most pervasive threats that Microsoft Detection 
and Response Team (DART) responds to today. The groups behind these 
attacks continue to add sophistication to their tactics, techniques, and 
procedures (TTPs) as most network security postures increase. 
 
In this blog, we detail a recent ransomware incident in which the attacker 
used a collection of commodity tools and techniques, such as using 
living-off-the-land binaries, to launch their malicious code. Cobalt Strike 
was used for persistence on the network with NT AUTHORITY/SYSTEM 
(local SYSTEM) privileges to maintain access to the network after password 
resets of compromised accounts. 
 
This incident highlights an attacker’s ability to have a longstanding dwell 
time on a network before deploying ransomware. We will also discuss the 
various techniques used as well as the recommended detections and 
defense techniques that customers can use to increase protection against 
these types of attacks. 
 
Microsoft recommends hunting proactively for pre-ransomware behaviors 
and hardening your network to prevent impact.  
 
Refer to https://aka.ms/ransomware-as-a-service for more information 
about defending against ransomware-related incidents. 
 

 
 
Initial access 
 
DART was unable to determine the initial entry vector of this attack due to 
the age of this compromise and limited retention of security solutions, 

https://aka.ms/ransomware-as-a-service
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along with encrypted devices being reimaged before analysis. The earliest 
observed activity showed the actor with domain administrator credentials. 
 
Persistence 
 
In DART’s post ransomware investigation of this engagement, the team 
found multiple instances of scheduled tasks and services being created by 
the attack for persistence after they had gained access to highly privileged 
credentials. Services and Scheduled Tasks have the option to run as NT 
AUTHORITY\System, allowing their malicious code to run with highly 
privileged access.  
 
Because the actor created those tasks and services on a domain controller, 
the Local SYSTEM access allowed them to easily access domain 
administrator accounts. The deployment of a backdoor to a domain 
controller can help an actor bypass common incident response recovery 
activity, such as resetting compromised accounts, in the hope of staying 
resident on the network. 
 
Service: Cobalt Strike 
 
Cobalt Strike was seen on a large scale across the network, on domain 
controllers, servers, and administrator workstations. The actor created 
Windows services to persist their payload executing rundll32 to load the 
Cobalt Strike DLL through invoking the “AllocConsole” exported function 
of a variation of the Termite family of malware.  
 
These services were observed to execute with a combination of SYSTEM 
and domain administrator credentials. Termite malware is often used by 
crimeware groups to load Cobalt Strike while bypassing antivirus 
detections. Further information on the Termite malware family can be 
found in this blog: 
https://www.mandiant.com/resources/blog/unc2596-cuba-ransomware 
 
To read more: 

https://www.microsoft.com/en-us/security/blog/2022/10/18/defenders-b
eware-a-case-for-post-ransomware-investigations/ 
 

 
 
 

https://www.mandiant.com/resources/blog/unc2596-cuba-ransomware
https://www.microsoft.com/en-us/security/blog/2022/10/18/defenders-beware-a-case-for-post-ransomware-investigations/
https://www.microsoft.com/en-us/security/blog/2022/10/18/defenders-beware-a-case-for-post-ransomware-investigations/
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Number 8 

So long and thanks for all the bits 
Ian Levy, the NCSC’s departing Technical Director, discusses life, the 
universe, and everything. 
 

 
 

It’s with a heavy heart that I’m announcing that I’m leaving the NCSC, 
GCHQ and Crown Service. 
 
Being Technical Director of the NCSC has been the best job in the world, 
and truly an honour. I’ve spent more than two decades in GCHQ, with the 
last decade in this role (and its prior incarnations).  
 
I’ve met and worked with some of the most amazing people, including some 
of the brightest people on the planet, and learned an awful lot.  
 
I’ve got to give a special mention to everyone in the NCSC and wider GCHQ 
because they’re just awesome. And I’ve also had the pleasure of working 
with vendors, regulators, wider industry, academia, international partners 
and a whole bunch of others.  
 
I like to think I’ve done some good in this role, and I know I couldn’t have 
accomplished half as much without them. 
 
Regardless, there’s a lot left to do. So, I thought I’d leave by sharing ten 
things I’ve learned and one idea for the future. This post is long and a bit 
self-indulgent, but it’s my leaving blog, so suck it up 
 
Standards are really boring, but really, really important 
 
The globalisation I‘ve just mentioned is driven by standards that govern 
how tech works in the real world. These standards are why we could all still 
communicate during the pandemic, regardless of what country we were in, 
what machine we used, what video calling software we preferred, or what 
ISP we used.  
 
These standards are why your mobile phone will work in almost every 
country on the planet. These standards are why you can use any browser on 
any device to access any website hosted anywhere in the world. 
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These standards are incredibly detailed and technical and are developed 
over many years by groups of companies, governments, civil society groups 
and individuals coming together in things called Standard Development 
Organisations (SDOs).  
 
Most people that go to standards meetings have an agenda, and it’s usually 
to get something into a standard for commercial reasons. Many standards 
include technology that’s patented by the contributors and these Standard 
Essential Patents are critical to making money out of standards, so 
companies want to get their patented technologies into standards. 
 
This means that, for big global standards like 5G, many companies from 
around the world own the patents in the standard, and you need a licence 
from them to build a product. That includes Chinese companies, and this 
gives us a weird interdependency (and not an insignificant amount of 
national security risk) when you actually try to implement.  
 
This is also why standards bodies are becoming a tool of great power 
competition – control the standards and you can stack the deck to make 
your technology more likely to be implemented. Sometimes that’s just 
about money, but sometimes there could be other reasons.  
 
It’s interesting that Chinese people or Chinese companies hold leadership 
positions in more than 80% of key working groups in the main telecoms 
SDOs. Just saying. 
 
The other thing we’ve seen happen is individuals and companies making 
standards reflect their values in a narrow field, without much thought about 
what else could go wrong.  
 
Two examples here would be DNS-over-HTTPS (DOH) and the MASQUE 
protocols that underpin things like Apple Private Relay. Both of these were 
defined by the Internet Engineering Task Force, the organisation that sets 
the standards for the internet, which it does through humming.  
 
They were intended to provide more privacy to users from all sorts of 
parties, but mainly government and big tech companies. The problem is 
that DOH makes enterprise cyber security very hard and also damages 
things like ISP parental controls, and some filtering for child sexual abuse 
images.  
 
Apple Private Relay makes law enforcement’s life much harder when 
looking at who’s visiting certain dodgy websites, but also potentially 
reduces the resilience of mobile networks because it messes with the 
caching strategies in place today and makes diagnosing problems harder.  
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It also makes it impossible for those networks not to charge for certain data 
traffic because they can’t see which sites a phone is trying to visit. 
 
In both cases, we’ve got third parties affecting our national security and our 
ability to do cyber security, driven by other intents. In the case of a great 
power competition being played out in the SDOs, we need to find a way to 
make sure we can still have the technology we want and need that also 
meets our vision of security without completely balkanising the internet, 
since it’s not clear we’d win in that case (remember the market-shaping 
stuff above).  
 
In the case of companies and individuals, we need to have a more widely 
accepted understanding of the balance between all the different 
characteristics we expect on the internet. I don’t want to start off a whole 
privacy-versus-security screaming match; we can (and should) have both. 
But neither should one axiomatically trump the other.  
 
We need to reassess the design goals that we want for the future services 
we’ll want and make sure they’re vested to the relevant standards' bodies. 
The alternative is that things like NewIP will dominate and then we’re all in 
the brown and smelly stuff.  
 
To read more: 

https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits
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Number 9 

First phase of new supercomputer installed at Los Alamos 
National Laboratory 
 

 
 

The critical first phase of Los Alamos National Laboratory’s newest 
supercomputer, Crossroads, has been successfully installed.  
 
Called Tycho, this machine is a stepping-stone to Crossroads, which will 
replace Trinity as the Laboratory’s primary supercomputer in the coming 
year and will support next-generation weapons simulations. 
 
“We’re excited to be entering this new phase of supercomputing at the Lab,” 
said Los Alamos’ HPC Platforms Program Director Jim Lujan. “Early 
benchmarks indicate a four-times increase in speed over Trinity. All of the 
new efficiencies that are part of Tycho, and ultimately Crossroads, come 
together to reduce that crucial time to insight. Improving efficiencies in 
many areas for modeling and simulation is what this project is all about.” 
 
A Hewlett Packard Enterprise machine, based on the HPE Cray EX 
supercomputer, Crossroads will support critical maintenance and 
modernization of the U.S. nuclear stockpile, as well as other nuclear 
security missions. 
 
Amanda Bonnie, project manager for Crossroads, has been with Tycho from 
when it was just a configuration diagram, all the way to rolling the 
8,000-pound cabinets off trucks and seeing them through their installation 
on Los Alamos’ Strategic Computing Complex floor, which is approximately 
the size of a football field.  
 
 “I think my favorite part of the entire process is the delivery and install 
week,” said Bonnie. “Getting to be there and see it become something 
before your eyes is magical.” 
 
Tycho brings to bear emerging technologies including the first large-scale 
deployment of Intel’s new Sapphire Rapids processor. Earlier this year, 
HPC tests helped Intel engineers configure the chip to best serve 
Laboratory-specific application performance. 
 
Adding to overall efficiency, Solid State Drives will make up the entirety of 
Tycho’s file system — a first for Los Alamos supercomputers. Additionally, 
warm water direct liquid cooling will mean significant energy savings over 
more traditional approaches. 



P a g e  | 57 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Following in Trinity’s footsteps, Crossroads gets its name from the second 
series of nuclear weapons tests conducted at Bikini Atoll in 1946. 
 
Tycho, however, has a different origin. Key Crossroads components Tycho, 
Rocinante and Razorback are all named for spacecraft from The Expanse — 
a sci-fi TV series based on novels written by James S.A. Corey (pen name of 
authors Ty Franck and Daniel Abraham, both of whom have New Mexico 
ties).  
 
In coming months, the Crossroads team will work to stabilize Tycho, 
calibrating the system’s 2,600 Sapphire Rapids nodes for maximum 
efficiency. Software will be installed and functionality testing will take place 
— all in time to ensure Tycho’s early use in the classified environment by 
the end of the year and full production status in March 2023. 
 
This Advanced Technology System is funded by the Department of Energy’s 
National Nuclear Security Administrations’ Advanced Simulation and 
Computing program. 
 
To read more: https://discover.lanl.gov/news/1020-supercomputer-tycho 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

https://discover.lanl.gov/news/1020-supercomputer-tycho
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Number 10 

DARPA’s CASTLE to Fortify Computer Networks 
DARPA accepting proposals using AI to create realistic environments and 
train cyber agents to counter advanced persistent cyber threats 
 

 
 

An ever-expanding cyber-attack surface, infrequent computer vulnerability 
scans, and burdensome security procedures create a seemingly lopsided 
battle when it comes to defending critical computing assets.  
 
Couple those factors with costly cybersecurity assessments that often lack 
actionable feedback, and the odds may appear to favor bad actors. 
 
DARPA intends to change that dynamic through a new program focused on 
technology that can accelerate cybersecurity assessments with automated, 
repeatable, and measurable approaches. 
 
The Cyber Agents for Security Testing and Learning Environments 
(CASTLE) program seeks to improve cyber testing and evaluation by 
developing a toolkit that instantiates realistic network environments and 
trains AI agents to defend against advanced persistent cyber threats (APTs).  
 
Teams will use a class of machine learning known as reinforcement 
learning to automate the process of reducing vulnerabilities within a 
network. 
 
“Attackers often have a better understanding of network vulnerabilities 
than defenders but it doesn’t have to be that way,” said Tejas Patel, CASTLE 
program manager in DARPA’s Information Innovation Office. 
“Reinforcement learning may enable the creation and training of cyber 
agents that are much more effective than current manual approaches for 
addressing APTs in networks.” 
 
Another goal of CASTLE is to create open-source software that can help 
network defenders anticipate vulnerabilities an attacker may exploit. As an 
important benefit, datasets created by the CASTLE software will promote 
open, rigorous evaluation of defensive approaches that last beyond the life 
of the program. 
 
More information can also be found in the CASTLE Broad Agency 
Announcement at: 

https://sam.gov/opp/5fa7645fdf464f70b5c67e24585926f7/view 
 
 

https://sam.gov/opp/5fa7645fdf464f70b5c67e24585926f7/view
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To read more: https://www.darpa.mil/news-events/2022-10-24 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.darpa.mil/news-events/2022-10-24
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

