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Monday, November 15, 2021 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
We have the ninth edition of the ENISA Threat Landscape 
(ETL) report, from the European Network and Information 
Security Agency (ENISA). This is an annual report on the status 
of the cybersecurity threat landscape that identifies prime threats, major 
trends observed with respect to threats, threat actors and attack techniques, 
and also describes relevant mitigation measures.  
 
According to the report, COVID-19 drove cyber espionage tasking. We 
read: 
 
"During the reporting period, we observed state-backed groups conducting 
cyber espionage operations related to COVID-19 as well as using COVID-19 
related lures for social engineering.  
Regarding COVID-19 related cyber-espionage, threat actors have been 
tasked to pursue information related to recovery and vaccine development 
efforts.  

http://www.risk-compliance-association.com/
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According to publicly available reports, state-sponsored threat actors have 
been observed to be likely seeking data related to infection rates, 
country-level responses, and treatments.  
 
Moreover, the collection of scientific information related to the COVID-19 
vaccine was a high priority requirement and thus the healthcare, 
pharmaceutical, and medical research sectors have been heavily targeted. 
 
Our assessment is that the targeting of the these sectors by state-sponsored 
actors will certainly continue as long as the pandemic lasts.  
 
In addition, we believe that the targeting of contact tracing systems as well 
as other COVID-19 related applications deployed by governments whose 
data can be valuable for intelligence gathering and spear phishing 
campaigns is likely.  
 
Finally, threat actors that have been ascribed as acting in the interests of 
nation states exploited the concern and confusion related to COVID-19 with 
spear-phishing lures. 
 
In our opinion, cyber espionage groups will almost certainly continue to 
conduct (spear-) phishing attacks using COVID-19 themes. 
 
While supply chain compromises by state-backed threat actors are not new, 
during the reporting period, this type of attack reached new levels of 
sophistication and impact. 
 
One of the major campaigns that took place during the reporting period is 
the SolarWinds supply chain compromise.  
 
The SolarWinds supply chain compromise is a prominent example of how 
great an impact a supply chain attack can have.  
 
The state-backed group behind this supply chain attack meticulously 
planned the attack making almost no operational security mistakes.  
 
Moreover, the threat actor showed exceptional knowledge of cloud 
environments, something that highlights the threats and current gaps in 
our knowledge of cloud environments. 
 
The threat actor had well-defined and long-term espionage objectives 
judging from the careful selection of the targets and subsequent 
post-compromise activity compared to the circa 18.000 organisations that 
have been affected.” 
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“Cyber operations are driven by state strategies, geopolitical tensions, 
and armed conflicts.  
 
It is common knowledge, nowadays, that cyber operations are conducted by 
most states all over the world to accomplish their strategic objectives. 
 
Thus, states are striving to develop, buy or hire cyber offensive capabilities 
to place themselves in a favourable position in this cyber arms race.  
 
The implementation of such cyber capabilities is important for their 
national strategies and their long-term planning.  
 
Currently, some of the trends we observe are that  
 
a) states with advanced cyber capabilities are using them to strategically 
shape global political, military, economic, and ideological power,  
 
b) middle powers are focusing on initiatives related to regulation, cyber 
norms, and protection of their critical infrastructure, and  
 
c) low-capability cyber powers are enhancing their defensive and offensive 
postures. 
 
During the reporting period, we observed that cyber operations were 
aligned with the strategic objectives of states as well as with the geopolitical 
landscape and real-world events.  
 
Notably, we observed increased cyber intrusion activities in regions of trade 
routes (e.g. between Europe and Asia), in regions of armed conflict,  against 
strategic targets such as governmental organisations (e.g. SolarWinds 
supply chain attack), and cyber operations as enablers for large-scale 
espionage, personally identifiable information and the theft of intellectual 
property (e.g. the Microsoft Exchange hack). 
 
State-sponsored groups are increasingly testing and exhibiting their 
capabilities for disruptive operations.  
 
In our assessment state-backed actors will certainly continue pursuing their 
strategic objectives via cyber operations for intelligence gathering for 
advantages in decision-making, stealing intellectual property, and 
pre-positioning of military and critical infrastructure (preparation of the 
operational environment) for future conflicts. 
 
It is also our assessment that state-backed groups will possibly develop (or 
buy or otherwise procure) and conduct disruptive/destructive 
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operations masqueraded as ransomware to weaken, demoralise and 
discredit adversarial governments.  
 
Finally, local conflicts will likely include cyber operations paired with drone 
attacks and media-driven misinformation in order to amplify impact.” 
 
Read more at number 10 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

The Lack of New Bank Formations is a Significant Issue for the 
Banking Industry 
Governor Michelle W. Bowman, at the 2021 Community Bankers 
Symposium: Banking on the Future, Federal Reserve Bank of Chicago, 
Chicago, Illinois 
 

 
 

Good morning. I appreciate the opportunity to be part of this symposium 
on "Banking on the Future," especially since the future of banking is one of 
the highest priorities in my work at the Board.  
 
Today, I will focus my remarks on the importance of community banks to 
our financial system and the challenges they face. In particular, I will focus 
on the formation of new banks and pose two key questions concerning the 
recent scarcity of these "de novo" banks. 
 
The first question: Why have there been so few de novo bank formations 
over the last decade? And second, what can be done to encourage more de 
novo banks? I will begin with some background on community banks and 
bank formations. 
 
The Importance of Community Banks 
 
By serving communities, households, and businesses that may be 
underserved by larger institutions, community banks play a key role in 
advancing diversification in the U.S. banking system.  
 
First and foremost, community banks provide critical financial services to 
their communities and to many customers who might have limited 
geographic access to banking services.  
 
Because community bankers are active participants and leaders in their 
communities, they typically know their customers and their needs better 
than a banker at a branch of a larger institution.  
 
Community banks draw upon this knowledge and conduct "relationship" 
lending versus relying on automated underwriting models that are typical 
in larger institutions.  
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Therefore, community banks are more willing to underwrite loans to 
creditworthy customers based on an assessment of qualitative factors that 
automated models do not consider.  
 
Since community bankers are part of the fabric of their communities, they 
better understand the local market and economic conditions in the area 
compared to larger institutions that are not resident within the community. 
 
Collectively, community banks are critical in advancing the health and 
stability of the U.S. economy as evidenced by their participation in the 
Small Business Administration's Paycheck Protection Program (PPP). 
Community banks made 4.7 million PPP loans, totaling $429 billion, which 
accounted for nearly 60 percent of the program's total loan amount. 
 
In comparison with the banking industry as a whole, these banks provided 
more loans to traditionally underserved communities and population 
segments: community banks provided 87 percent of total PPP loans to 
minority-owned businesses, 81 percent to women-owned businesses, and 
69 percent to veteran-owned businesses. 
 
Trends in Community Banking 
 
Despite the local and national significance of community banks, their 
numbers, as well as the number of insured banks in general, have been 
declining for several years. 
 
This erosion of community bank charters is not just an issue in our rural 
communities. In urban areas, these banks, including minority-owned 
banks, serve businesses and households that may also be overlooked by 
larger institutions.  
 
I am concerned that the contraction of community banks could lead to an 
unhealthy level of similarity in the banking system. As a result, this could 
limit the ability of households and small businesses to access credit and 
other types of financial products and services.  
 
The beauty of community banks is in their differences—whether in their 
personality or business model. Each is unique in its mission, service 
delivery, and profile. 
 
While I am troubled by the declining community bank footprint, I am not 
surprised that banks are choosing to merge or to be acquired. I am well 
aware of the significant challenges that smaller banks face. Since joining the 
Board, and increasingly over the past year, I have met with many state 
member bank CEOs who share these challenges with me.  
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These CEOs have expressed frustrations with ever-increasing compliance 
burden, which distracts their attention from prudent revenue generating 
activities. 
 
As I discussed in recent remarks at the community bank research 
conference in late September, public policymakers must avoid adding 
regulatory burden on the smallest banks, particularly on those that 
maintain a more traditional business model. 
 
Therefore, policymakers need to achieve a meaningful balance in our 
supervisory approach for community banks. Otherwise, community banks 
will continue to face a regulatory and supervisory framework that is 
ill-suited for a lower-risk profile and activities that are less complex than 
those of larger institutions. 
 
Why Have There Been So Few De Novo Bank Formations over the Last 
Decade? 
 
The underlying question remains: why have there been so few de novo bank 
formations over the last decade? 
 
There have been only a handful of new bank charter applications over the 
past decade. In fact, only 44 de novo banks have been established, which 
include both state and national charters. A 2014 study by Federal Reserve 
Board economists noted that from 1990 to 2008, over 2,000 new banks 
were formed, which on average is more than 100 per year. 
 
In contrast, the study noted that only seven new banks were formed from 
2009 to 2013. The 2014 Board study suggests that "low interest rates and 
depressed demand for banking services—both of which depress profit for 
banks, and particularly new banks—may also have discouraged entry." 
 
The conclusions from a Federal Reserve Bank of Kansas City study 
completed this year align with observations from the 2014 Board study. In 
this more recent study, the authors noted that new bank formations tend to 
be cyclical, accelerating during periods of economic expansion and slowing 
during recessions. 
 
While regulatory burden has also contributed to depressed de novo 
formations, the authors pointed to the weak economy following the 
2007-2009 financial crisis and low profitability for banking as overriding 
factors. 
 
A recurring theme that has surfaced through my discussions with bankers 
and other industry stakeholders is the regulatory burden imposed upon de 
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novo banks. In particular, community bankers noted the challenges in 
raising the capital required to establish a new bank.  
 
The 2014 Board study noted that the states' statutory capital requirements 
for a new state-chartered bank could be as low as $10 million, but in 
practice could be as high as $30 million. 
 
Given the high initial capital requirement, a de novo bank has a small 
margin of error in implementing its business strategy and meeting profit 
projections. 
 
In establishing a new bank, bank executives explained the challenges in 
developing a business plan and risk-management framework that 
addresses how the bank can generate a sufficient profit to provide an 
adequate return to shareholders.  
 
For a de novo bank, the cost and burden of starting from ground zero in 
establishing their risk-management and internal controls are high. De novo 
banks make strategic decisions in establishing risk-management processes 
and controls that may delay the launch of revenue-generating products and 
services.  
 
Further, a de novo bank faces the pressure to grow quickly, which in turn, 
may lead to riskier lending and other activities. Indeed, experience has 
shown that pronounced problems often surface in the early years of a de 
novo bank's operations, which explains the elevated capital and supervisory 
expectations for these banks.  
 
The Federal Reserve and the other banking agencies generally expect a de 
novo bank to maintain a Tier 1 leverage ratio of at least 8 percent for the 
first three years of its existence and they examine the bank on a more 
frequent schedule. 
 
For a de novo bank, there is a heightened need to hire experienced staff who 
are quickly able to establish the bank and show progress in meeting the 
operating goals and profit projections in the business plan.  
 
As we all know, difficulty in finding skilled workers is an issue more broadly 
in the economy, but community bankers frequently tell me of their ongoing 
challenges in attracting and retaining experienced staff.  
 
These challenges are even more acute for de novo banks who require staff 
with experience in regulatory compliance and internal controls. 
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A Kansas City Reserve Banks study echoes these anecdotes, which indicate 
that the volume and complexity of regulations require specialized expertise 
that can be costly and difficult to find. 
 
The competitive landscape for financial services and products is also a key 
consideration in developing and executing a de novo bank's business plan. I 
often hear the perspective from bankers that non-regulated financial 
entities have a competitive advantage over regulated financial institutions 
in providing financial services and products.  
 
It would be helpful to appropriately acknowledge this competitive 
disadvantage for banks and tailor the regulatory framework based on the 
risks and complexity of their activities. 
 
As a result, the economic, regulatory, and market realities discourage the 
formation of de novo banks, as investors have many other options for entry 
into the financial services market.  
 
For example, they may choose to acquire an existing bank charter and 
subsequently establish branches in new markets. Further, they can acquire 
a branch office from an existing bank. And finally, they may choose to 
establish or acquire a nonbank financial firm that is subject to less 
regulation than a chartered and insured financial institution. 
 
What Can Be Done to Encourage More De Novo Banks? 
 
So, let's address the second question: what can be done to encourage more 
de novo banks? 
 
Simply the fact that I am speaking about this topic today should give you 
the sense that I am concerned about the impact of the declining number of 
community banks. While the loss of a single community bank may be 
inconsequential to U.S. financial stability, that loss may have profound 
consequences to households and businesses in that community.  
 
This is particularly true in rural communities and remote areas and in 
certain urban areas when the loss of the local bank may leave customers in a 
banking desert, void of tangible, relationship-based financial services. 
 
But we should also be concerned about how a continued decline in the 
number of community banks, in part due to the lack of de novo formations, 
will affect the banking and financial services system more broadly. When 
banking services are limited, it is much more difficult for people to fully 
participate in the economy, or to manage their finances when times are 



P a g e  | 12 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

tough. A shrinking community bank sector may lead to a weaker banking 
system and weaker economy. 
 
It is crucial to provide a balanced, transparent, and effective regulatory 
framework that promotes a vibrant community bank sector.  
 
Public policymakers need to ensure that the regulatory and supervisory 
framework promotes safety and soundness, while recognizing the reduced 
risk of these banks' noncomplex services and activities.  
 
As large institutions and nonregulated financial companies expand their 
reach into markets traditionally served by community banks, policymakers 
need to ensure that the regulatory and supervisory framework does not 
exacerbate this competitive disadvantage. 
 
If we are not able to achieve an appropriate balance, I am concerned that 
there will continue to be fewer de novo banks as well as a decline in the 
overall population of community banks.  
 
These banks are a key segment of the industry in that they provide financial 
services and products to a wide range of consumers and businesses.  
 
Looking to the future, policymakers need to appropriately refine the 
regulatory and supervisory framework to minimize unnecessary 
compliance costs for smaller banks and address impediments to bank 
formations. 
 
Closing 
 
In conclusion, I have raised two important questions about why there so 
few de novo banks and what can be done to encourage new bank 
formations.  
 
It is important for us to fully understand why we have seen the steady 
decline in bank formations, and to continue to explore ways to encourage 
community banks in such a competitive environment.  
 
Identifying answers to these questions should enable the federal banking 
agencies to identify potential regulatory and policy constraints on the 
formation of new banks.  
 
To further this effort, I have asked Federal Reserve staff to continue to 
study trends in community banking so that we can fully understand the 
economic and regulatory factors that constrain the ability of community 
banks to form, compete, and thrive. 
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I appreciate the opportunity to raise these questions with you. And I look 
forward to further discussions about tailoring our regulatory and 
supervisory framework to ensure that community banks remain an 
essential part of the future of the U.S. financial system.  
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Number 2 

Information Security Controls: Cybersecurity Items 
A Rule by the Industry and Security Bureau 
Interim final rule, with request for comments. 
 

 
 

This interim final rule outlines the progress the United States has made in 
export controls pertaining to cybersecurity items, revised Commerce 
Control List (CCL) implementation, and requests from the public 
information about the impact of these revised controls on U.S. industry and 
the cybersecurity community.  
 
Specifically, this rule establishes a new control on these items for National 
Security (NS) and Anti-terrorism (AT) reasons, along with a new License 
Exception Authorized Cybersecurity Exports (ACE) that authorizes exports 
of these items to most destinations except in the circumstances described.  
 
These items warrant controls because these tools could be used for 
surveillance, espionage, or other actions that disrupt, deny or degrade the 
network or devices on it.  
 

Effective date: This rule is effective January 19, 2022. Comments must 
be received by BIS no later than December 6, 2021. 
 
Comments on this rule may be submitted to the Federal rulemaking portal ( 
www.regulations.gov ). The regulations.gov ID for this rule is: 
BIS-2020-0038. Please refer to RIN 0694-AH56 in all comments. 
 
Background 
 
In 2013, the Wassenaar Arrangement (WA) added cybersecurity items to 
the WA List, including a definition for “intrusion software.”  
 
The controls included hardware and software controls on the command and 
delivery platforms for “intrusion software,” the technology for the 
“development,” “production” or “use” of the command and delivery 
platforms, and the technology for the “development” of “intrusion 
software.”  
 
On May 20, 2015, the Bureau of Industry and Security (BIS) 
published a proposed rule describing how these new controls would fit into 
the Export Administration Regulations (EAR) and requested information 
from the public about the impact on U.S. industry.  
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The public comments on the proposed rule revealed serious issues 
concerning scope and implementation regarding these controls. Based on 
these comments, as well as substantial commentary from Congress, the 
private sector, academia, civil society, and others on the potential 
unintended consequences of the 2013 controls, the U.S. government 
returned to the WA to renegotiate the controls. 
 
In response to the proposed rule, BIS received almost 300 comments that 
raised substantial concerns about the proposed rule's scope and the impact 
the proposed rule would have on legitimate cybersecurity research and 
incident response activities. BIS also conducted extensive outreach with the 
security industry, financial institutions, and government agencies that 
manage cybersecurity. 
 
Comments on the previously published proposed rule focused on three 
main issues.  
 
First, many commenters asserted that the entries were overly broad, 
captured more than was intended, and, as a technical matter, failed to 
accurately describe the items intended for control.  
 
Second, many commenters asserted that the rule as written imposed a 
heavy and unnecessary licensing burden on legitimate transactions that 
contribute to cybersecurity.  
 
Third, many commenters suggested that the proposed rule's control on 
technology for the “development” of “intrusion software” could cripple 
legitimate cybersecurity research. 
 
Based on these comments, the United States decided against amending the 
proposed rule and instead returned to the WA in 2016 and 2017 to 
negotiate changes to the text.  
 
In December 2017, the WA published the changes that resulted from those 
negotiations. There were three significant changes:  
 
First, using “command and control” in the control language for both 
hardware and software addressed concerns from cybersecurity companies 
to more specifically control tools that can be used maliciously.  
 
Second, adding a note to the control entry for technology for the 
“development” of “intrusion software” that excludes from the entry 
“technology” that is exchanged for `vulnerability disclosure' or `cyber 
incident response'.  
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Third, adding a note to the “software” generation, command and control, or 
delivery entry that excludes from this entry products designed and limited 
to providing basic software updates and upgrades. 
 
BIS publishes this interim final rule to implement the WA 2017 decisions 
related to cybersecurity.  
 
The rule creates a new License Exception Authorized Cybersecurity Exports 
(ACE) that authorizes exports, reexports and transfers (in-country) of 
cybersecurity items, as described in more detail below, which are not also 
controlled in Category 5—Part 2 of the CCL or for Surreptitious Listening 
(SL) reasons. 
 
In addition, BIS authorizes certain IP network surveillance products under 
the same License Exception ACE. These items were also part of the May 20, 
2015 proposed rule but received far fewer comments than the other items in 
that proposed rule. BIS believes that making these products eligible for 
License Exception ACE addresses concerns raised in the comments on the 
previously published proposed rule. 
 
BIS believes this rule implements the WA decision of 2013, as amended in 
2017, with regard to cybersecurity items and addresses the concerns 
expressed by industry and others about the previously published proposed 
rule.  
 
Further, because of the limited scope of this rule, BIS believes the impact 
would be minimal.  
 
However, to ensure full consideration of the potential impact of this rule, 
BIS seeks public comment on this interim final rule, including comments 
on the potential cost of complying with this rule, and any impacts this rule 
has on legitimate cybersecurity activities. 
 
No items subject to the International Traffic in Arms Regulations (ITAR) 
are being transferred to the EAR by this rule. Items and services described 
on the U.S. Munitions List (USML) at ITAR § 121.1, including military 
training, technical data directly related to a defense article, and certain 
hardware and software specially designed for intelligence purposes, remain 
subject to the ITAR.  
 
For software directly related to a defense article, see ITAR § 120.10(a)(4) 
and the applicable technical data entry in each USML category. See EAR 
§ 734.3(b) and ITAR § 120.5(a) for more on the relationship between the 
ITAR and EAR. 
 



P a g e  | 17 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

To read more: 

https://www.federalregister.gov/documents/2021/10/21/2021-22774/info
rmation-security-controls-cybersecurity-items 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://www.federalregister.gov/documents/2021/10/21/2021-22774/information-security-controls-cybersecurity-items
https://www.federalregister.gov/documents/2021/10/21/2021-22774/information-security-controls-cybersecurity-items
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Number 3 

High Risk List 
Revisiting the U.S. Government Accountability Office’s list, of programs 
and operations that are vulnerable to waste, fraud, abuse, or 
mismanagement, or in need of transformation. 
 

 
 

GAO has issued the 2021 High Risk List, a list of programs and operations 
that are ‘high risk’ due to their vulnerabilities to fraud, waste, abuse, and 
mismanagement, or that need transformation.  
 
The list is issued every 2 years at the start of each new session of Congress 
and has led to more than $575 billion in financial benefits to the federal 
government over the past 15 years. 
 
Our January 2021 High Risk List contains 36 high-risk areas. We’ve added 
two areas to the list since 2019: 
 
- Emergency Loans for Small Businesses. The Small Business 

Administration has administered hundreds of billions of dollars in 
loans and advances to help small businesses recover from the economic 
impacts of COVID-19. While these loans have helped many small 
businesses, greater attention and oversight of these funds is needed due 
to the risks of fraud. 

 
- National Efforts to Prevent, Respond to, and Recover from Drug 

Misuse. National rates of drug misuse have increased over the past two 
decades, and have had devastating effects. We’ve found several 
challenges in the federal government’s response to this issue—such as a 
need for greater leadership and coordination of the national effort, 
strategic guidance that fulfills all statutory requirements, and more 
effective implementation and monitoring. 

 
Seven areas have improved since 2019, and we removed one of those areas, 
DOD Support Infrastructure Management due to DOD’s progress on this 
issue. For instance, DOD has more efficiently utilized leased space, reduced 
its infrastructure footprint, and reduced costs. Additionally, 20 areas 
showed little change. 
 
However, 5 areas got worse: 
 
- U.S. Postal Service financial viability 
 
- The decennial census 
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- Ensuring the nation’s cybersecurity 
 
- Strategic human capital management 
 
- The Environmental Protection Agency’s process for assessing and 

controlling toxic chemicals 
 
In addition, we identified two emerging issues in this report: 
 
- HHS’s Leadership and Coordination of Public Health Emergencies 
 
- Strengthening Management of the Federal Prison System. 
 
These two issues are not yet on our High Risk List, but our planned work in 
these areas may lead us to designate these issues as high risk in the future. 
 
To read more: https://www.gao.gov/high-risk-list 
 
Current list: https://www.gao.gov/products/gao-21-119sp 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.gao.gov/high-risk-list
https://www.gao.gov/products/gao-21-119sp
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Number 4 
Staff Working Paper No. 944 

Mark my words: the transmission of central bank communication 
to the general public via the print media 
Tim Munday and James Brookes 
 

 
 

Abstract  
 
We ask how central banks can change their communication in order to 
receive greater newspaper coverage.  
 
We write down a model of news production and consumption in which 
news generation is endogenous because the central bank must draft its 
communication in such a way that newspapers choose to report it, while 
still retaining the message the central bank wishes to convey to the public.  
 
We use our model to show that standard econometric techniques that 
correlate central bank text with measures of news coverage in order to 
determine what causes central bank communication to be reported on will 
likely prove to be biased.  
 
We use techniques from computational linguistics combined with an 
event-study methodology to measure the extent of news coverage a central 
bank communication receives, and the textual features that might cause a 
communication to be more (or less) likely to be considered newsworthy.  
 
We consider the case of the Bank of England, and estimate the relationship 
between news coverage and central bank communication implied by our 
model.  
 
We find that the interaction between the state of the economy and the way 
in which the Bank of England writes its communication is important for 
determining news coverage.  
 
We provide concrete suggestions for ways in which central bank 
communication can increase its news coverage by improving readability in 
line with our results. 
 
1. Introduction  
 
Central Bank communication to the general public is important. The 
control of household and firm expectations, particularly when operating 
monetary policy at or close to the effective lower bound, can in theory be a 
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powerful tool for modern central bankers. In addition, central banks also 
have a democratic obligation to speak to the general public (Binder 2017a).  
 
Central bank power, legitimacy, and in many cases independence, are 
granted by the public under the tacit agreement that the central bank 
remains accountable. As a result, communication to the public has been 
part of a growing body of research since Blinder, Ehrmann, Fratzscher, De 
Haan, and Jansen (2008) and Blinder (2009).  
 
The provision of information to households and firms can have real effects 
on the economy.  
 
Randomised Controlled Trials (RCTs), where a treatment group is given 
information about an economic variable (typically inflation), show 
significant effects in the survey respondents’ expectations and subsequent 
actions in households (Coibion, Georgarakos, Gorodnichenko, and Van 
Rooij 2019; Kryvtsov and Petersen 2020) and firms (Coibion, 
Gorodnichenko, and Kumar 2018; Coibion, Gorodnichenko, and Ropele 
2020).  
 
However notwithstanding the RCT evidence that communication can have 
substantial effects on the economy as a policy tool, direct communication 
from central banks to the public has had an “abysmal track record” of 
influencing expectations (Coibion, Gorodnichenko, Kumar, and Pedemonte 
2020) despite central banks’ best efforts. Consumers and firms  
 
- (i) know little about the central bank and their objectives (Van der 

Cruijsen, Jansen, De Haan, et al. 2015; Haldane and McMahon 2018),  
 
- (ii) pay scant attention to inflation dynamics in low-inflation 

environments (Candia, Coibion, and Gorodnichenko 2020; Cavallo, 
Cruces, and Perez-Truglia 2017),  

 
- (iii) don’t react to monetary policy announcements (D’Acunto, Hoang, 

and Weber 2020), and  
 
- (iv) rarely if ever read monetary policy reports or other forms of direct 

communication (Kumar, Afrouzi, Coibion, and Gorodnichenko 2015).  
 
Nonetheless, survey evidence (Haldane and McMahon 2018; Bholat, 
Broughton, Ter Meer, and Walczak 2019), and theoretical analysis 
(Haldane, Macaulay, and McMahon 2020) has suggested that altering 
aspects of communication can overcome some of these problems of 
communication to the general public.  
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Given the lack of direct engagement with central bank communication, 
reaching the public via the print media has become a route of interest for 
central banks looking to communicate.  
 
There is evidence that the media’s interpretation of central bank 
communication can move financial markets (Hayo and Neuenkirch 2012; 
Hendry 2012), and that professional forecasters predominantly rely on 
media reports to process central bank news (Hayo and Neuenkirch 2015).  
 
Turning to communication with the general public, Blinder and Krueger 
(2004) find that TV and newspapers are the two top sources for economic 
information for the general public, and Larsen, Thorsrud, and Zhulanova 
(2020) provide evidence that news topics are good predictors of households 
inflation expectations.  
 
But the survey evidence is somewhat mixed as to how effective central bank 
communication is at altering consumer beliefs when filtered through the 
news media (Coibion, Gorodnichenko, and Weber 2019; M. J. Lamla and 
Vinogradov 2019).  
 
The policy question is then how to draft communication such that it 
receives the news coverage the central bank desires, whilst retaining the 
important messages that we know from RCTs can have large effects on 
agents, and therefore the real economy. 
 
To that end, the question that this paper endeavours to answer is how to 
construct communication that receives media coverage.  
 
This problem is not trivial since the media is not a straight-forward conduit 
for central bank communication.  
 
Newspapers can write on many topics, and will optimally choose to produce 
news that ensures their readers’ attention.  
 
As a result, the problem of the central bank is to draft its communication in 
such a way that newspapers choose to report it, whilst still retaining the key 
messages it wishes to convey to the public.  
 
The large potential real economy effects of communication to the public 
combined with democratic obligations have meant that most central banks 
expend considerable effort talking to the public.  
 
That said, much central bank communication is not meant for the public 
and is directed at other actors, often the financial markets.  
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This paper focuses solely on communication to the public, given its 
relatively small importance in academic literature compared to 
communication to financial markets (Blinder, Ehrmann, Fratzscher, De 
Haan, and Jansen 2008).  
 
We are the first paper to develop a model in which the central bank, the 
newspapers and the agents in the economy produce and consume news 
(respectively).  
 
Our model does not presume that text generation by the central bank is 
exogenous.  
 
The optimising behaviour of the media in our model, and the central bank’s 
response to that, means that central bank communication production is 
endogenous.  
 
Central banks must write “newsworthy” communication if it is to be 
reported on in the press.  
 
The central bank is forward looking and anticipates the effect on the news 
cycle of its communication.  
 
In this sense, we draw on the work of Gentzkow and Shapiro (2010), who 
find that the demand of consumers drives media slant. In our model the 
state of the economy also affects consumers preferences for news.  
 
The model is sequential and is solved under perfect and complete 
information.  
 
The model serves to illustrate that estimating the relationship between 
central bank communications and their coverage in newspapers is a 
high-dimensional inference problem, compounded by highly complicated 
relationships between variables.  
 
We show that most econometric techniques that correlate news coverage of 
central bank communications with features of said communications will 
produce biased results because they do not account for the optimising 
behaviour of both the central bank and the print media in the news 
production and consumption process.  
 
This motivates our estimation procedure.  
 
Before we can estimate any relationships between communication and the 
news coverage it receives, we need to measure the variables in our model.  
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We measure: the proportion of a newspaper article that is paraphrased or 
strongly influenced by central bank text, and a vector of textual features of 
central bank communication. 
 
To read more: 
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/202
1/the-transmission-of-central-bank-communication-to-the-general-public-
via-the-print-media.pdf?la=en&hash=42B43371D16257F93862BF45D092
E758179AD31D 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2021/the-transmission-of-central-bank-communication-to-the-general-public-via-the-print-media.pdf?la=en&hash=42B43371D16257F93862BF45D092E758179AD31D
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2021/the-transmission-of-central-bank-communication-to-the-general-public-via-the-print-media.pdf?la=en&hash=42B43371D16257F93862BF45D092E758179AD31D
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2021/the-transmission-of-central-bank-communication-to-the-general-public-via-the-print-media.pdf?la=en&hash=42B43371D16257F93862BF45D092E758179AD31D
https://www.bankofengland.co.uk/-/media/boe/files/working-paper/2021/the-transmission-of-central-bank-communication-to-the-general-public-via-the-print-media.pdf?la=en&hash=42B43371D16257F93862BF45D092E758179AD31D
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Number 5 

Cyber Incident Reporting: Existing Approaches and Next Steps 
for Broader Convergence 
 

 
 

Executive summary 
 
Cyber incidents remain a threat to the financial system and are rapidly 
growing in frequency and sophistication.  
 
In light of increasing financial stability concerns, especially given the 
digitalization of financial services and increased use of third-party service 
providers, the Financial Stability Board (FSB) explored whether 
harmonisation in cyber incident reporting could be achieved. 
 
The FSB found that fragmentation exists across sectors and jurisdictions in 
the scope of what should be reported for a cyber incident; methodologies to 
measure severity and impact of an incident; timeframes for reporting cyber 
incidents; and how cyber incident information is used. 
 
This subjects financial institutions that operate across borders or sectors to 
multiple reporting requirements for one cyber incident.  
 
At the same time, financial authorities receive heterogeneous information 
for a given incident, which could undermine a financial institution’s 
response and recovery actions.  
 
This underscores a need to address constraints in information sharing 
among financial authorities and financial institutions. 
 
Recognising that information on cyber incidents is crucial for effective 
actions and promoting financial stability, the FSB identified three ways that 
it will take work forward to achieve greater convergence in cyber incident 
reporting: 
 
- Develop best practices. Identify a minimum set of types of information 

authorities may require related to cyber incidents to fulfil a common 
objective (e.g. financial stability, risk assessment, risk monitoring) that 
authorities could consider when developing their cyber incident 
reporting regime. This set of information would also help authorities in 
determining reporting thresholds, timeframes for reporting and 
notification, while recognising that a one-size-fits-all approach may 
neither be appropriate nor possible. 
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- Identify common types of information to be shared. Identify key 
information items that should be shared across sectors and 
jurisdictions, and to understand any legal and operational impediments 
to sharing such information. This would facilitate more 
information-sharing and help authorities obtain a better understanding 
of impacts of a cyber incident across sectors and jurisdictions. As a 
multilateral solution to informationsharing problems would be 
challenging, it would be essential for FSB member jurisdictions to 
continue bilateral and regional efforts to reduce legal and operational 
barriers to information sharing. 

 
- Create common terminologies for cyber incident reporting. 

Harmonised cyber incident reporting schemes necessitate a ‘common 
language’. In particular, a common definition for ‘cyber incident’ is 
needed that avoids the reporting of incidents that are not significant for 
a financial institution or financial stability. 

 
Greater harmonisation of regulatory reporting of cyber incidents would 
promote financial stability by:  
 
(i) building a common understanding, and the monitoring, of cyber 
incidents affecting financial institutions and the financial system,  
 
(ii) supporting effective supervision of cyber risks at financial institutions; 
and  
 
(iii) facilitating the coordination and sharing of information amongst 
authorities across sectors and jurisdictions. 
 
The FSB will develop detailed timelines and modalities for taking this work 
forward by the end of 2021. 
 
1. Introduction  
 
Enhancing cyber resilience is a key element of the FSB work programme to 
promote financial stability.  
 
This work includes the identification of fragmentation in supervisory and 
regulatory approaches to cybersecurity and/or information technology risk, 
creation of a Cyber Lexicon and development of effective practices for cyber 
incident response and recovery, which highlighted fragmentation in cyber 
incident reporting. 
The objective of this report is to explore whether greater convergence in the 
reporting of cyber incidents could be achieved, including how authorities 
define a cyber incident.  
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To inform this work, the FSB took stock of regulatory reporting of cyber 
incidents by financial institutions to their financial authorities, had 
follow-up discussions with financial authorities and engaged with external 
stakeholders on their experiences with reporting cyber incidents to 
authorities.  
 
The work explored financial authorities’ cyber incident reporting regimes 
with a view to identify areas where greater harmonisation could enhance 
the effectiveness of cyber incident information to support authorities’ 
understanding of risks to the financial institution and system.  
 
Areas explored include: the types of information collected; criteria for 
reporting cyber incidents; how cyber incident information is used; and the 
mechanisms for sharing information related to cyber incidents with other 
financial authorities and institutions.  
 
More details on the stocktake can be found in the Annexes.  
 
The following sections discuss areas where fragmentation exists in cyber 
incident reporting and how information-sharing related to cyber incidents 
could be improved (within the constraints of data confidentiality and 
national security restrictions), and hence, support greater convergence.  
 
The conclusion identifies three ways to achieve greater convergence. 
 
To read more: https://www.fsb.org/wp-content/uploads/P191021.pdf 
 

 

https://www.fsb.org/wp-content/uploads/P191021.pdf
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Number 6 

Statistical release: BIS international banking statistics 
and global liquidity indicators at end-June 2021 
 

 
 

• Banks’ cross-border claims declined by $308 billion during the second 
quarter of 2021, settling at $36 trillion. Their year-on-year growth rate 
edged up to 2%. 
• In contrast, cross-border claims on emerging market and developing 
economies (EMDEs) expanded in the second quarter (by $7 billion), driven 
by greater credit to the Asia and Pacific region, as well as to Africa and the 
Middle East. 
• Banks’ consolidated foreign claims on China alone stood at more than 
$970 billion at end-Q2 2021, representing almost 18% of foreign claims on 
EMDEs. 
• The share of offshore claims – ie claims denominated in a currency 
foreign to both the lending bank and borrower – has continued to fall in 
major currencies. 
• Foreign currency credit growth, an indicator of global liquidity, held up 
for credit to non-residents denominated in US dollars and euros. 
Yen-denominated credit, particularly to EMDEs, slumped. The rate of 
growth in credit to residents returned to pre-pandemic levels while bond 
financing continued to outpace bank lending.  
 

Cross-border claims decline in the second quarter of 2021 
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The BIS locational banking statistics (LBS) show that internationally active 
banks’ cross-border claims declined by $308 billion during the second 
quarter of 2021 (Graph 1, left-hand panel). 
 
This left the stock outstanding at $36 trillion. Despite the quarterly drop in 
Q2, the year-on-year (yoy) growth rate of cross-border claims edged 
up from –1% to +2% due to a positive base effect following the sharp 
contraction a year earlier at the onset of Covid-19 (centre panel).  
 
Claims on EMDEs and offshore centres expanded by 3% yoy each. 
 
The drop in cross-border claims in Q2 2021 was almost entirely due to 
falling claims on advanced economies (AEs, –$338 billion) (Graph 1, 
left-hand panel).  
 
Claims on non-banks in AEs fell by $140 billion, mostly driven by banks 
located in Japan (–$150 billion).  
 
The drop reported by these banks was mainly vis-à-vis non-bank borrowers 
in the United States, reflecting recurrent factors.  
 
In particular, the decline in Q2 2021 follows an outsized increase during the 
previous quarter; this pattern, which straddles the fiscal year-end in Japan 
in March, has been evident for several years. 
 
Cross-border claims make up the bulk of international banking activity, 
which also includes local claims (on residents) in foreign currency. 
 
Examining international claims separately by currency shows the extent to 
which overall growth is driven by either banks and borrowers located inside 
the respective currency area as opposed to those located outside.  
 
Graph 2 provides an overview of international claims denominated in three 
major currencies – the US dollar, the euro and the Japanese yen – and 
highlights three market segments for each. 
 
International claims denominated in US dollars reached $19 trillion at 
end-Q2 2021 (top left-hand panel), continuing the relatively sustained 
growth observed since 2011.  
 
During much of the past decade, offshore claims – or claims denominated 
in a currency that is foreign to both the lending bank and the borrower 
(green area) – drove the overall expansion in dollar-denominated 
international claims. But since late-2018, cross-border dollar claims on 
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borrowers in the United States (red area) and, to a lesser extent, 
cross-border claims of banks in the United States on borrowers 
abroad (blue area), have grown more rapidly. As a result, the share of 
offshore dollar claims in total dollar international claims has fallen from 
62% in mid-2018 to less than 57% in mid-2021 (top left-hand panel). 
 

 

 
 
To read more: https://www.bis.org/statistics/rppb2110.pdf 
 

 

https://www.bis.org/statistics/rppb2110.pdf
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Number 7 

Mystery Shopping as support to supervision on market conduct 
in Italy 
Speech by Fausto Parente at IVASS Event 
 

  
 

Introduction 
 
Ladies and gentlemen 
 
Thank you for inviting me to today’s discussion on mystery shopping. 
 
I am very pleased to be here, not least because we now have the opportunity 
to learn more about the mystery shopping exercise carried out by IVASS 
and DG REFORM and to reflect on the lessons. 
 
I always say that while regulation is vital to keep our financial system stable 
and to make sure that companies carry out their business to a high 
standard, we need supervision to check how regulation is applied in 
practice. (And I don’t just say that because I am a supervisor!) 
 
Mystery shopping: Uncovering hidden practices 
 
And this is precisely where mystery shopping comes into play. 
 
Mystery shopping allows us to see how things are done in real life. How 
regulation is applied: in spirit and to the letter. 
 
Because we know that companies and intermediaries have policies and 
protocols in place to make sure that advice is given and the sales process is 
followed correctly. 
 
And these policies and protocols are nearly always there because we 
supervisors insist on them. And that is because we believe that they will 
help protect consumers either from mis-selling or from bad advice. 
 
And I am sure that whenever we ask, without doubt the bank, insurance 
company, agent, or broker will be able to provide evidence that they 
followed all the right steps. All the boxes will have been ticked. 
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But still today, despite all the regulation that we have in place, we continue 
to see consumers losing out because precisely those policies and protocols 
that are in place to protect them are not standing up to the task. 
 
How do we change this? 
 
How do we make sure that there is due regard given not only to compliance, 
but also to consumer outcomes? 
 
Well, we need to understand exactly what happens during the sales process. 
 
And when I say exactly, I mean just that: not what the broker tells us, not 
what the form says, but the exact conversation that took place, how 
information documents were shared and explained. 
 
Mystery shopping is the only tool that can do this. 
 
And this is what we have seen from this pilot project. 
 
We saw cases where process were not followed, where key information 
documents were not provided.  
 
And we also saw cases where processes were followed, but still sales were 
made even though they were not in the interests of the consumer. 
 
We saw that products were offered, even though it was clear that consumers 
would not be able to keep to the recommended holding period. 
 
We saw that despite a conversation about risk, products were 
recommended even though they did not match the buyer’s risk profile. 
 
And we also saw products being sold without mention of important 
exclusions. 
 
Without mystery shopping, we only hear about these practices too late – 
through complaints. 
 
From compliance to culture 
 
So mystery shopping will help us uncover the poor practices that might be 
hidden by ticked boxes. 
 
But it will not in itself stop the practices. 
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But we do believe that – within a comprehensive supervision toolkit – it can 
act as a deterrent.  
 
If insurers and intermediaries know that their sales practices could be 
checked at any moment, we believe that they will move towards a more 
consumer-focussed approach. 
 
And as supervisors, while we know that we might not be able to address 
these issues through enforcement or sanctions, we can engage with insurers 
and distributors.  
 
And it is through this engagement that we will start the culture change to an 
environment where compliance includes consumer outcomes. 
 
This fits with our wider approach to conduct of business supervision. 
 
Coordinated mystery shopping exercises at the European level will help us 
to identify the depth and scale of issues, and also to anticipate consumer 
detriment early. 
 
To address areas of concern, as supervisors we need to have a good 
relations with firms.   
 
We need to help firms internalise their consumer-centric culture and 
supervisors must be able to challenge firms on their culture as well as their 
bottom line. 
 
As we said when we set out our expectations to product manufacturers and 
distributor on our supervisory approach to product oversight and 
governance, we must put the interests of consumers at the heart of the 
product lifecycle, from design to distribution. 
 
We believe that mystery shopping is one of the tools that can build a 
consumer-focused culture.  
 
Moving to a culture, where customers play the central role should help us to 
address various protection gaps we currently see in our society.  
 
If we only think about a few of them – natural catastrophe protection gap, a 
gap in pensions, cyber risks – it is clear we need right actions to close or 
narrow at least some of them.  
 
And we believe a consumer-centric culture is the best way to achieve that. 
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Looking ahead 
 
Looking ahead, how do we make the best use of the lessons learnt from this 
project? 
 
The first thing to say is that the use of mystery shopping certainly has a 
place within the conduct supervisory toolkit. 
 
The results of this pilot show its effectiveness in looking at areas such as 
marketing, distribution channels, cross-selling and poor sales practices 
among others. 
 
We know that legal provisions around the use of mystery shopping vary by 
country.  
 
Nonetheless, this pilot – combined with work done by our other members – 
has enabled us to answer a number of questions around this tool, and 
proves that – if done properly – mystery shopping can be useful. 
 
As a next step, we at EIOPA are building on the work done through this 
project as well as on the experiences from our other members, to develop a 
methodology that can be used by national supervisors if and when they 
begin to begin to implement mystery shopping as a conduct supervision 
tool. 
 
At EIOPA, we will use our coordination role to monitor how mystery 
shopping is used and to facilitate sharing of good practice and findings. 
 
And, if the need arises and we see that that there are risks to be addressed at 
Europe-wide level, we are ready to coordinate joint actions with our 
members as appropriate. 
 
In conclusion 
 
Before I close, I would like to extend my thanks to IVASS for the work that 
they have done on this project and for involving us at EIOPA. 
 
It goes without saying that we find the results very valuable and welcome 
the overall positive outcome of the project and I look forward to continuing 
to work with you on this. 
 
I would also like to thank our colleagues at DG-REFORM for being open 
and ready to test this approach.  
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The overall work being done by DG-REFORM in the area of financial 
services – whether in testing pilot projects like this one, by looking at the 
use of artificial intelligence or in financial education – are very welcome 
and are also valuable in helping consumers make informed decisions about 
their finances, while at the same time helping to build a more resilient 
European financial sector. 
 
Speaking as a supervisor, I sincerely believe that mystery shopping has the 
potential, if used correctly, to become a key tool in helping us not only to 
ensure that EU regulation is consistently applied, but also to foster a culture 
of thinking beyond compliance to foster good outcomes for consumers. 
 
Ladies and gentlemen, thank you very much. 
 
To read more: 

https://www.eiopa.europa.eu/media/speeches-presentations/speech/myst
ery-shopping-support-supervision-market-conduct-italy 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/media/speeches-presentations/speech/mystery-shopping-support-supervision-market-conduct-italy
https://www.eiopa.europa.eu/media/speeches-presentations/speech/mystery-shopping-support-supervision-market-conduct-italy


P a g e  | 37 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 8 

The coronavirus pandemic as an exogenous shock to the financial 
industry 
Prof Claudia Buch, Vice-President of the Deutsche Bundesbank, at the 
Hachenburg symposium, Frankfurt am Main 
 

 
 

1 What does the coronavirus pandemic mean for the financial sector? 
 
The coronavirus pandemic is not completely behind us just yet, but the 
contours of future economic developments are already taking shape.  
 
Structural change in the real economy is likely to pick up speed – digital 
transformation, demographic change, and climate policies pose challenges 
for the real economy and the financial sector.  
 
Higher debt levels in the private and public sectors, boosted by low interest 
rates, are making the macroeconomic setting vulnerable. 
 
Unlike the global financial crisis of 2007–08, the shock during the 
pandemic did not originate in the financial system.  
 
Even so, the shock threatened to spill over into the financial sector by way 
of rising credit risk, as many enterprises and sectors of the real economy 
saw their liquidity and solvency directly jeopardised by lockdown measures. 
 
The immediate crisis has since been overcome. So what are the key lessons? 
 
One important lesson is that the monetary and fiscal policy measures in 
response to the crisis were necessary to shield the real economy and 
financial sector from the pandemic fallout. In Europe, fiscal measures 
supported around one-third of new lending (ESRB 2021). In particular, 
lending to smaller enterprises and to sectors hit hard by the crisis have 
benefited. 
 
To read more: https://www.bis.org/review/r211021a.pdf 
 

 

https://www.bis.org/review/r211021a.pdf
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Number 9 

Scam calls affecting millions 
 

 
 

Telecoms regulator Ofcom have released results from a survey conducted 
this summer, stating that nearly 45 million people in the UK have been the 
target of a scam text message or phone call in the past 3 months. 
 
The survey shows that people aged 16 to 34 are targeted more by text 
message, while 60% of over 75s have received a suspicious phone call to 
their landline number. You may visit: 

https://www.ofcom.org.uk/news-centre/2021/45-million-people-targeted-
by-scams 
 
The report also highlighted that around 80% of those surveyed were not 
aware of how to report a suspicious text message or call. 
 
The NCSC recommend that: 
 
- you should forward suspicious text messages to 7726 
 
- if you’ve received a scam call, you should report it to Action Fraud. If 

you are in Scotland, reports of fraud and any other financial crime 
should be made to Police Scotland via 101 

 
- if you have received an email which you’re not quite sure about, forward 

it to the Suspicious Email Reporting Service (SERS) at 
report@phishing.gov.uk. You may visit: 

https://www.ncsc.gov.uk/information/report-suspicious-emails 
 

 
The NCSC has guidance on how to deal with suspicious emails and text 
messages including information on what to do if you have already 
responded or become a victim of a scam. You may visit: 

https://www.ncsc.gov.uk/guidance/suspicious-email-actions 

https://www.ofcom.org.uk/news-centre/2021/45-million-people-targeted-by-scams
https://www.ofcom.org.uk/news-centre/2021/45-million-people-targeted-by-scams
mailto:report@phishing.gov.uk
https://www.ncsc.gov.uk/information/report-suspicious-emails
https://www.ncsc.gov.uk/guidance/suspicious-email-actions
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Number 10 

Threat Landscape 2021 
European Network and Information Security Agency (ENISA)  
April 2020 to mid-July 2021 
 

 
 

The time span of the ETL 2021 report is April 2020 to July 2021 and is 
referred to as the "reporting period" throughout the report.  
 
During the reporting period, the prime threats identified include: 
 
- Ransomware 
- Malware 
- Cryptojacking 
- E-mail related threats 
- Threats against data 
- Threats against availability and integrity 
- Disinformation – misinformation 
- Non-malicious threats 
- Supply-chain attacks 
 
In this report we discuss the first 8 cybersecurity threat categories. Supply 
chain threats, the 9th category, were analysed in detail, due to their 
particular prominence, in a dedicated ENISA report “ENISA Threat 
landscape for Supply Chain Attacks”. 
 
For each of the identified threats, attack techniques, notable incidents and 
trends are discussed along with proposed mitigation measures.  
 
As regards trends, during the reporting period we highlight the following: 
 
- Ransomware has been assessed as the prime threat for 2020-2021. 
 
- Governmental organisations have stepped up their game at both 

national and international level. 
 
- Cybercriminals are increasingly motivated by monetisation of their 

activities, e.g. ransomware. Cryptocurrency remains the most common 
pay-out method for threat actors. 

 
- Malware decline that was observed in 2020 continues during 2021. In 

2021, we saw an increase in threat actors resorting to relatively new or 
uncommon programming languages to port their code. 
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- The volume of cryptojacking infections attained a record high in the 
first quarter of 2021, compared to recent years. The financial gain 
associated with cryptojacking incentivised threat actors to carry out 
these attacks. 

 
- COVID-19 is still the dominant lure in campaigns for e-mail attacks. 
 
- There was a surge in healthcare sector related data breaches. 
 
- Traditional DDoS (Distributed Denial of Service) campaigns in 2021 are 

more targeted, more persistent and increasingly multivector. The IoT 
(Internet of Things) in conjunction with mobile networks is resulting in 
a new wave of DDoS attacks. 

 
- In 2020 and 2021, we observe a spike in non-malicious incidents, as the 

COVID-19 pandemic became a multiplier for human errors and system 
misconfigurations, up to the point that most of the breaches in 2020 
were caused by errors. 

 
Understanding the trends related to threat actors, their motivations and 
their targets greatly assists in planning cybersecurity defences and 
mitigation strategies.  
 
This is an integral part of our overall threat assessment, since it allows 
security controls to be prioritised and a dedicated strategy to be devised 
based on the potential impact and likelihood of threat materialisation.  
 
With this in mind, for the purposes of the ETL 2021, the following four 
categories of cybersecurity threat actors are considered: 
 
- State-sponsored actors 
- Cybercrime actors 
- Hacker-for-hire actors 
- Hacktivists 
 
Through continuous analysis, ENISA derived trends and points of interest 
for each of the major threats presented in the ETL 2021.  
 
The key findings and judgments in this assessment are based on multiple 
and publicly available resources which are provided in the references used 
for the development of this document.  
 
The report is mainly targeted at strategic decision-makers and 
policy-makers, but it will also be of interest to the technical cybersecurity 
community. 
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To read more: 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 

 
 
 

 



P a g e  | 44 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  


