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Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
During the weekend, I had the opportunity to read an 
interesting paper with title Inoculation Theory and 
Misinformation, by the NATO Strategic Communications 
Centre of Excellence. 
 
The idea of developing a psychological “vaccine” against misinformation is 
not new, it comes from the 1960s. During the Vietnam War, the concern 
that the troops could be brainwashed by foreign propaganda prompted the 
social psychologist William McGuire to explore the idea of a “vaccine for 
brainwash”.  
 
Drawing on the analogy of medical inoculations, McGuire proposed that 
rather than bombarding people with more supportive facts, pre-emptively 
exposing people to a weakened dose of a specific persuasive argument could 
confer psychological resistance against future exposure to persuasive 
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attacks, much like a medical vaccine confers physiological resistance 
against future infection.  
 
Since then, a large volume of studies and meta-analyses has been 
conducted, establishing inoculation theory as a robust framework for 
countering persuasion. 
 
In 2017, researchers were experimenting with inoculation theory within the 
modern context of online misinformation.  
 
Van der Linden, for example, looked at whether it is possible to “inoculate” 
people against misinformation about climate change. Study participants 
were shown an image that contained: 
 
- either a message about the scientific consensus regarding climate 

change (“97% of climate scientists have concluded that human-caused 
climate change is happening”),  
 

- a misinformation message (a petition said to have been signed by more 
than 30,000 people claiming that there is “no convincing scientific 
evidence” that human-caused climate change is harmful), or  

 
- both messages alongside each other. 
 
In addition, some participants were shown either a general (“partial 
vaccine”) or specific (“full vaccine”) inoculation message before the 
misinformation.  
 
At the end of 2021, we believe that inoculation theory is a useful framework 
within the context of countering online misinformation. Inoculation 
interventions, including games, videos and infographics, have been shown 
to be effective at conferring psychological resistance against future 
unwanted persuasion attempts.  
 
In addition, inoculation interventions boost attitudinal certainty (i.e., 
confidence) about detecting misinformation on social media, and, crucially, 
reduces their self-reported willingness to share misinformation with others 
in their network.  
 
Furthermore, these effects are (largely) not moderated by covariates, such 
as political partisanship, age, and education, indicating that the 
interventions are effective across broad population groups.  
 
Nonetheless, several avenues for future research remain to be explored.  
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First, it remains unknown what exactly this “decay curve” looks like; how 
quickly do the effects dissipate over time (e.g., one week, two weeks, one 
month or even longer), and when exactly so-called “booster shots” should 
be administered to retain maximum efficacy is an important topic of 
ongoing research.  
 
Second, inoculation interventions perform very well in randomised 
controlled trials and within-intervention surveys. However, the extent to 
which such interventions influence people’s engagement with 
misinformation in the real world remains unknown. For example, does 
playing an inoculation game or watching a video influence the quality of the 
content that people share on social media? Field studies are needed to bring 
more insight into how lab or simulated performance translates into 
real-world efficacy. 
 
Read more at number 8 below. Welcome to the Top 10 link. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Financial Stability Report, November 2021 
 

 
 

This report presents the Federal Reserve Board’s current assessment of the 
resilience of the U.S. financial system. By publishing this report, the Board 
intends to promote public understanding and increase transparency and 
accountability for the Federal Reserve’s views on this topic.  
 
Promoting financial stability is a key element in meeting the Federal 
Reserve’s dual mandate for monetary policy regarding full employment and 
stable prices.  
 
In an unstable financial system, adverse events are more likely to result in 
severe financial stress and disrupt the flow of credit, leading to high 
unemployment and great financial hardship.  
 
Monitoring and assessing financial stability also support the Federal 
Reserve’s regulatory and supervisory activities, which promote the safety 
and soundness of our nation’s banks and other important financial 
institutions.  
 
Information gathered while monitoring the stability of the financial system 
helps the Federal Reserve develop its view of the salient risks to be included 
in the scenarios of the stress tests and its setting of the countercyclical 
capital buffer (CCyB). 
 
The Board’s Financial Stability Report is similar to those published by other 
central banks and complements the annual report of the Financial Stability 
Oversight Council (FSOC), which is chaired by the Secretary of the Treasury 
and includes the Federal Reserve Board Chair and other financial 
regulators. 
 
Framework 
 
A stable financial system, when hit by adverse events, or “shocks,” 
continues to meet the demands of households and businesses for financial 
services, such as credit provision and payment services. By contrast, in an 
unstable system, these same shocks are likely to have much larger effects, 
disrupting the flow of credit and leading to declines in employment and 
economic activity. 
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Consistent with this view of financial stability, the Federal Reserve Board’s 
monitoring framework distinguishes between shocks to and vulnerabilities 
of the financial system. 
 
Shocks, such as sudden changes to financial or economic conditions, are 
typically surprises and are inherently difficult to predict.  
 
Vulnerabilities tend to build up over time and are the aspects of the 
financial system that are most expected to cause widespread problems in 
times of stress.  
 
As a result, the framework focuses primarily on monitoring vulnerabilities 
and emphasizes four broad categories based on research. 
 
1. Elevated valuation pressures are signaled by asset prices that are high 
relative to economic fundamentals or historical norms and are often driven 
by an increased willingness of investors to take on risk. As such, elevated 
valuation pressures imply a greater possibility of outsized drops in asset 
prices. 
 
2. Excessive borrowing by businesses and households leaves them 
vulnerable to distress if their incomes decline or the assets they own fall in 
value. In the event of such shocks, businesses and households with high 
debt burdens may need to cut back spending sharply, affecting the overall 
level of economic activity. Moreover, when businesses and households 
cannot make payments on their loans, financial institutions and investors 
incur losses. 
 
3. Excessive leverage within the financial sector increases the risk 
that financial institutions will not have the ability to absorb even modest 
losses when hit by adverse shocks. In those situations, institutions will be 
forced to cut back lending, sell their assets, or, in extreme cases, shut down. 
Such responses can substantially impair credit access for households and 
businesses. 
 
4. Funding risks expose the financial system to the possibility that 
investors will “run” by withdrawing their funds from a particular institution 
or sector. Many financial institutions raise funds from the public with a 
commitment to return their investors’ money on short notice, but those 
institutions then invest much of the funds in illiquid assets that are hard to 
sell quickly or in assets that have a long maturity.  
 
This liquidity and maturity transformation can create an incentive for 
investors to withdraw funds quickly in adverse situations.  
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Facing a run, financial institutions may need to sell assets quickly at “fire 
sale” prices, thereby incurring substantial losses and potentially even 
becoming insolvent. 
 
Historians and economists often refer to widespread investor runs as 
“financial panics.” 
 
These vulnerabilities often interact with each other. For example, elevated 
valuation pressures tend to be associated with excessive borrowing by 
businesses and households because both borrowers and lenders are more 
willing to accept higher degrees of risk and leverage when asset prices are 
appreciating rapidly.  
 
The associated debt and leverage, in turn, make the risk of outsized declines 
in asset prices more likely and more damaging. Similarly, the risk of a run 
on a financial institution and the consequent fire sales of assets are greatly 
amplified when significant leverage is involved. 
 
It is important to note that liquidity and maturity transformation and 
lending to households, businesses, and financial firms are key aspects of 
how the financial system supports the economy.  
 
For example, banks provide safe, liquid assets to depositors and long-term 
loans to households and businesses; businesses rely on loans or bonds to 
fund investment projects; and households benefit from a well-functioning 
mortgage market when buying a home. 
 
The Federal Reserve’s monitoring framework also tracks domestic and 
international developments to identify near-term risks—that is, plausible 
adverse developments or shocks that could stress the U.S. financial system.  
 
The analysis of these risks focuses on assessing how such potential shocks 
may play out through the U.S. financial system, given our current 
assessment of the four areas of vulnerabilities. 
 
While this framework provides a systematic way to assess financial 
stability, some potential risks do not fit neatly into it because they are novel 
or difficult to quantify.  
 
In addition, some vulnerabilities are difficult to measure with currently 
available data, and the set of vulnerabilities may evolve over time.  
 
Given these limitations, we continually rely on ongoing research by the 
Federal Reserve staff, academics, and other experts to improve our 
measurement of existing vulnerabilities and to keep pace with changes in 
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the financial system that could create new forms of vulnerabilities or add to 
existing ones. 
 
The report: 
https://www.federalreserve.gov/publications/files/financial-stability-repo
rt-20211108.pdf 
 

 

 
 

 
 
 

https://www.federalreserve.gov/publications/files/financial-stability-report-20211108.pdf
https://www.federalreserve.gov/publications/files/financial-stability-report-20211108.pdf
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Number 2 

Bottlenecks: causes and macroeconomic implications 
BIS Bulletin No 48, Daniel Rees and Phurichai Rungcharoenkitkul 
 

 
 

Key takeaways 
 

• Bottlenecks in the supply of commodities, intermediate goods and freight 
transport have given rise to volatile prices and delivery delays. 
 
• Bottlenecks started out as pandemic-related supply disruptions amid 
strong demand from the global economic recovery. But they have been 
aggravated by the attempts of supply chain participants to build buffers in 
already lean production networks – so-called bullwhip effects. 
 
• Bottlenecks have been particularly severe in upstream industries – ie 
those that supply inputs used in many other products. These constraints 
have led to large international spillovers through global value chains. 
 
• The direct inflationary effect of bottlenecks will likely be limited after 
relative prices have adjusted. However, sustained inflationary pressures 
could emerge if bottlenecks persist long enough to trigger an upward shift 
in wage growth and inflation expectations. 
 

Introduction 
 

As the global recovery gains traction, demand for key raw materials, 
intermediate inputs and logistical services has outstripped available supply, 
leading to rising and volatile prices, and delivery delays.  
 
The resulting mismatches have put supply chains under pressure, causing 
bottlenecks that arise when the demand for an upstream production input 
suddenly and significantly exceeds the maximum amount that can be 
produced and delivered.  
 
Current bottlenecks have persisted longer than anticipated, weighed on 
output growth and helped to raise global inflation. This Bulletin outlines 
the sectors subject to bottlenecks, investigates their causes and assesses 
their macroeconomic implications. 
 
Where have bottlenecks emerged? 
 
Recent bottlenecks have been most severe in raw materials, intermediate 
manufactured goods and freight transport. For raw materials, prices rose 
sharply as shortages emerged and firms scrambled to secure supplies, 
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followed in several cases by sudden price declines as production ramped up 
or demand ebbed (Graph 1, first panel).  
 

 
 

In the manufacturing sector, prices have increased substantially for certain 
computer chips in high demand, forcing some customers to pause 
production and others to build precautionary stockpiles to maintain 
production.  
 
Meanwhile, shipping costs have shot up for trade between Asia and North 
America (second panel) and delivery times have lengthened.  
 
Ships have been forced to queue for days to access ports, clogging 
distribution across the supply chain. Truck and air freight prices have also 
soared, exacerbated by labour shortages. 
 
These bottlenecks have had knock-on effects through production networks. 
Unable to secure inputs, firms slowed or stopped production, causing order 
backlogs and blowing out delivery times (Graph 1, third panel).  
 
At the retail level, goods inventories have sunk to historic lows, particularly 
for durable items such as cars and furniture with high transport costs 
(fourth panel).  
 
In several countries, energy inventories are also at record lows, leading to 
blackouts and rationing. These, in turn, have weighed on production of 
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raw materials and manufactured goods, intensifying bottlenecks further. 
 

Why have bottlenecks appeared and why are they so severe? 
 

Pandemic-induced supply disruptions have clearly been a major cause of 
bottlenecks, especially in the early stages of the global recovery. Producers 
who had severed relationships with suppliers early in the pandemic found it 
hard to re-establish them when demand picked up.  
 
Asynchronous lockdowns disrupted shipping, while sporadic virus 
outbreaks led to further dislocations. But there are also other causes. 
Unexpected natural events have intensified supply pressures.  
 
A lack of investment in the years leading up to the pandemic left some 
industries with little spare capacity. The investment shortfall was 
particularly severe for oil and resource commodities, due in part to the 
transition away from fossil fuel energy. 
 

 
 

At the same time, rising prices for some items went hand in hand with high 
volumes, suggesting an important role for demand.  
 
Prices for many resource commodities surged against a backdrop of stable 
supply – at least in aggregate – which was hardly affected by the pandemic 
(Graph 2, left-hand panel). And semiconductor exports from Asia 
considerably exceed the 2019 level (centre panel), in part reflecting trend 
increases in demand for IT and electronics goods.  
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Meanwhile, ports in the United States and China have been processing a 
larger volume of shipping containers than pre-pandemic, albeit with 
considerable month-to-month volatility (right-hand panel). 
 
To read more: https://www.bis.org/publ/bisbull48.pdf 
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Number 3 

The Lessons of Structured Data 
Caroline A. Crenshaw, U.S. Securities and Exchange Commission 
 

 
 

Thank you Mike [Schlanger] for that introduction, and thank you for 
inviting me to speak at this year’s conference. I want to note at the outset 
that I appreciate all the work this organization does to support structured 
data, including enhancing the usefulness of the data in SEC filings.  
 
The work you do benefits the users of that data, including investors, 
academics, and of course, the SEC staff and other regulators. You have been 
vocal and energetic advocates for XBRL, and I appreciate that. So thank 
you. 
 
And before I begin my remarks, I need to mention that the views I express 
today are my own and do not necessarily reflect the views of the 
Commission or its staff. 
 
In putting together my remarks for today, I reflected on the history of XBRL 
and the SEC, including the series of decisions that the SEC made to require 
the use of structured data formats, and XBRL in particular, in data filed 
with us. 
 
Our history with XBRL began when the Commission established a 
voluntary XBRL filing program for corporate financial statements in 2005. 
Then, in 2007, the voluntary program was expanded to permit mutual 
funds to submit their risk/return summary information as XBRL exhibits. 
These voluntary programs for operating companies and mutual funds were 
made mandatory in 2009. 
 
The SEC followed with rules in 2009 requiring rating agencies to provide 
certain credit rating histories in XBRL on their websites.  
 
In 2018, the Commission adopted rules requiring operating company 
financial information and mutual fund risk/return summary information to 
be submitted in Inline XBRL, a specification of XBRL that is both 
human-readable and machine-readable. And in 2020, the Commission 
adopted rules that added Inline XBRL requirements for certain disclosures 
submitted by registered variable annuity and life insurance separate 
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accounts, registered closed-end funds, and business development 
companies. 
 
Requiring entities to change their filing and disclosure practices is not 
costless, and at every point, we carefully considered the costs and benefits 
of imposing these requirements.  
 
Today, looking back at this history, I believe it is clear that implementing 
structured data requirements has been a success.  
 
While there are certainly areas where data quality could be improved, 
XBRL has made it easier and less costly to extract, filter, compare, and 
analyze the information in SEC filings.  
 
XBRL facilitates the comparison of a company’s information across time 
periods, against other companies, and between data in SEC filings and 
other agency filings.  
 
It allows for faster and more sophisticated analysis by regulators, investors, 
and academics. This increased usability has benefits for investors of all 
types. 
 
I gave a speech earlier this year pointing out some areas in which I believe 
there are gaps in the information available to the SEC and investors. 
 
I believe one of the lessons of XBRL is that the Commission should not 
hesitate to take action to fill those gaps, in order to get data we need to 
fulfill our mission of protecting investors, maintaining fair, orderly, and 
efficient markets, and facilitating capital formation. 
 
Now, turning to the theme of today’s event, I want to talk a bit about what 
XBRL delivers for the SEC and investors, how we can all work together to 
ensure shared access to higher quality data, and what XBRL might be able 
to deliver in the future. 
 
What Does XBRL Data Deliver? 
 
The Commission’s implementation of XBRL requirements has allowed 
EDGAR to provide machine-readable data that have improved 
transparency in a number of ways.  
 
For example, XBRL has enabled automatic processing and analysis by 
software tools, which lowers costs and offers more timely insights.  
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Users can access better and more granular information about these data, 
like the accounting codifications and guidance associated with it.  
 
Machine-readable languages like XBRL and iXBRL allow machine learning 
and artificial intelligence programs to leverage both numeric and narrative 
disclosures. 
 
It allows the automation of all manner of disclosure analysis – identifying 
what is and is not reported, identifying data quality errors, comparing 
results across data sets, performing other analytics, generating time series 
charting and benchmarking, and much more. 
 
While this is all fairly technical, for me anyway, the bottom line is that it 
makes these data more useful. And we know that XBRL data are used by 
investors – institutional investors of course, but also retail investors, who 
rely on tools and analyses that are facilitated by structured data. 
 
The SEC is, of course, a user of the data, and I know that later today you will 
hear more about some or our recent use cases. But we also know that XBRL 
data are used by other regulatory agencies, including the IRS, Treasury, and 
the Census Bureau, to name a few. 
 
XBRL data are used in academic research, and are also used by financial 
analysts, news media, data aggregators, operating companies, and a host of 
others. 
 
All of this user activity adds up to more market transparency and more 
efficient markets. For example, since the implementation of the XBRL 
mandate, we have seen stock prices become more reflective of firm-specific 
disclosures; we’ve seen increased quantitative disclosure from firms; and 
we’ve seen decreased earnings smoothing. 
 
It also adds up to fairer, more competitive markets. Research indicates that 
XBRL disclosures reduce the advantages enjoyed by insiders, relative to 
non-insiders, as well as the advantages of locals relative to non-locals. 
 
Some research has indicated that the use of XBRL leads to more equal 
outcomes between large investors and analysts and small ones, and reduces 
the advantages enjoyed by institutional investors as compared to 
individuals. 
 
Research has also suggested that XBRL leads to a better-informed investing 
public, as a result of improved financial analysis. We know that this is 
especially relevant to retail investors, who often rely on analysts and media 
to inform them about the markets. 
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XBRL disclosures may also facilitate capital formation, as some academics 
have found that companies that use it enjoy a lower cost of capital. 
 
This is particularly true for smaller companies, which tend to receive more 
analyst attention following XBRL adoption. It also results in higher 
investment efficiency for companies, and enables improved performance 
benchmarking and acquisition analysis. 
 
Finally, the SEC’s use of the data facilitates better investor protection; our 
staff leverages structured data tools in enforcement, examinations, and 
policymaking. And I believe you will be hearing more about that later today. 
 
I know that was a bit of a laundry list, and thank you for bearing with me. 
Ultimately, the point I want to make is that, while there are costs associated 
with complying with the XBRL mandate, the benefits are well-documented 
and extensive. And that is why I feel very comfortable saying that the story 
of the XBRL mandate is a successful one. 
 
How Can We Deliver Better Data? 
 
However, while I believe XBRL data are delivering myriad benefits, there is 
room for improvement in terms of the quality and accuracy of the data.  
 
Some users have found material error rates in data tagged in our filings, 
including errors in tags that are likely to be crucially important to investors 
like Revenues, Net Income, and Assets, and scaling errors that can be 
impactful. 
 
Both filers and the SEC have roles to play in mitigating these errors. The 
primary responsibility lies with filers, of course, and there are many tools 
available to aid with the submission of high-quality, accurate data. For 
example, EDGAR provides validation warnings which flag data quality 
issues, such as the use of outdated tags. When submitting filings to the 
Commission, filers should ensure that they address those warnings. 
 
In addition, the organization hosting us today, XBRL US, provides data 
quality validation rules registrants can use before submitting filings.  
 
Use of these is not required but can assist in identifying errors, and I would 
encourage filers to take advantage of this free resource.  
 
XBRL US also publishes information about which filings have data quality 
errors, as measured against their validation rules – that information is 
available to the public, and I would encourage filers to take a look. 
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XBRL allows for the use of individualized, custom tags. Custom tags have 
informational value, when used appropriately, and can increase investor 
understanding. However, some filers may overuse these tags. Filers should 
make an effort to use standard tags, and only use custom tags when 
appropriate – that is, when no standard tag is applicable. 
 
The SEC’s Office of Structured Disclosure publishes staff guidance and 
regular data quality reminders, that I encourage filers to review. 
 
Recent alerts have flagged issues like scaling errors on public float data and 
incorrect period end dates. And of course, if filers or others have technical 
questions on structured data and data quality, they can always reach out to 
the Office of Structured Disclosure by email. 
 
As I noted earlier, data quality is primarily the responsibility of filers. 
However, there are things that the SEC can do to help, as well. In addition 
to the resources offered by the Office of Structured Disclosure that I just 
mentioned, the SEC staff has released public comment letters regarding 
deficiencies in XBRL filings.  
 
The SEC staff should utilize this tool as much as possible, to help highlight 
and address common errors. The SEC could also consider expanding the 
requirements for auditor assurance, to provide for more third-party 
verification and validation of tags. 
 
Delivering More 
 
Looking ahead, I want to briefly mention a few areas where I think XBRL 
can play a role in delivering even greater benefits to investors and the 
market. 
 
In her remarks at this conference last year, my fellow Commissioner Allison 
Herren Lee noted that structured data could play a role in making 
disclosures of climate change and other ESG risks and impacts usable and 
comparable. 
 
Since then, we have requested comment on climate change disclosures in 
particular, and have heard from a number of commenters who support 
structuring that data. 
 
I look forward to working with the staff in carefully considering those 
comments and the potential benefits. 
 
Similarly, Commissioner Lee mentioned the potential benefits of using 
structured data in Form N-PX, which provides information about proxy 
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voting by investment funds. Since then, we have re-proposed amendments 
to that form, including a requirement to report information in a structured 
data language. 
 
Again, commenters have supported that potential requirement, and I look 
forward to working with the staff to consider potential approaches. 
 
Now, as I’ve discussed at length today, the potential benefits of tagging data 
are extensive. So we at the SEC should continue to investigate where else 
data structuring can improve our disclosure ecosystem.  
 
The tagging of narrative disclosures, even just block tagging, could enable 
data users to more easily extract and compare non-structured disclosures, 
like management discussion and analysis, earnings reports, and executive 
compensation. This could be relevant in the context of ESG disclosures, 
SPAC disclosures, and elsewhere. 
 
Finally, I would be remiss not to mention the potential benefits of 
incorporating the Legal Entity Identifier (LEI) into more of our forms and 
filings. As most of you undoubtedly know, the LEI is a code that provides a 
single, unique, international identifier for legal entities. 
 
As such, it facilitates the reliable, consistent identification of entities within 
and across data sets. 
 
Last year, the LEI in XBRL Working Group published an LEI XBRL 
taxonomy enabling its use in XBRL applications to unambiguously identify 
companies. 
 
The inclusion of LEIs in XBRL data has the potential to increase the 
usefulness of these data in SEC filings in a number of ways – for example, 
consistently identifying relevant entities in supply chains, or linking 
information on an entity across multiple regulatory data sets. 
 
While the SEC has taken steps to incorporate LEIs into our filings, I believe 
we should continue to leverage their benefits by incorporating them into 
our forms and filings wherever it makes sense to do so. The ability to use 
LEIs in XBRL data only increases their potential utility for users of our 
data. 
 
Conclusion 
 
Before I conclude my remarks, I want to return to what I said earlier about 
reflecting on the lessons of XBRL, after nearly 15 years. As I’ve outlined 
today, I believe that, while there is always room for improvements, the story 
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of XBRL and the SEC is a successful one. The Commission’s decision to 
require the use of structured data in our filings has had a host of benefits for 
investors and the markets. 
 
In the speech I gave earlier this year, I pointed out some areas in which I 
believe there are gaps in the information available to the SEC and investors. 
And, I believe that a key lesson of the SEC’s history with XBRL is that the 
Commission should not hesitate to act to ensure that we have the 
information we need to fulfill our mission. 
 
The areas I identified for attention included private markets, trade and 
order data – specifically, the urgency of completing the Consolidated Audit 
Trail, or CAT – and investor testing of certain disclosures. In each of those 
areas, I think our experience with XBRL offers valuable lessons. 
 
For example, with respect to private markets, I believe it should be a 
priority to act to finalize the changes the SEC proposed in 2013 to 
strengthen filing and disclosure requirements. This would provide some 
needed visibility into private issuers and offerings. 
 
We should also take action to get the information we need about the 
effectiveness of Form CRS and the disclosures required under Regulation 
Best Interest, by engaging in investor testing of the actual forms and 
disclosures that investors receive in order to determine whether or not they 
are effective. 
 
Finally, with respect to the CAT, I think it is vital to ensure that it reaches its 
full potential as a tool for understanding and analyzing the markets we 
regulate.  
 
The CAT operates pursuant to a National Market System plan, under which 
the national securities exchanges and FINRA share responsibility for its 
operation and administration.  
 
If that approach is not working, we should not hesitate to take whatever 
action may be necessary to accomplish the objective of a complete, 
accurate, and accessible source of market data, including further 
rulemaking, if needed. 
 
With XBRL, and with all reporting and disclosure requirements, we need to 
be cognizant of the impact on market participants. However, as I’ve noted 
in the past, the lack of useful data has a cost as well. 
 
In the case of XBRL and structured data formats more generally, the 
Commission has taken a number of actions over the years to ensure that 
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investors, academics, the SEC staff and other regulators, and the public 
more generally can all benefit from the data filed with us. 
 
While there is more work to be done, I believe our efforts to incorporate 
structured data formats and open-source identifiers into the data filed with 
us have been a success.  
 
I appreciate all the work of this organization in helping us get to where we 
are, and I look forward to working with you as we continue to use these 
technologies to improve transparency for investors and others. 
 
Thank you so much, and I look forward to your questions. 
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Number 4 

Islamic finance and the Fiqh of crisis management 
Abdul Rasheed Ghaffour, Deputy Governor of the Central Bank of Malaysia 
(Bank Negara Malaysia), at the 16th International Shariah Scholars Forum 
(ISSF) "Islamic Finance and the Fiqh of Crisis Management". 
 

 
 

Assalamualaikum w.b.t and a very good afternoon to all distinguished 
guests and fellow participants. It is a pleasure and honour for me, to be part 
of what I believe will be another stimulating and thought-provoking 
dialogue.  
 
I would like to record the Bank’s appreciation to ISRA for hosting this 
annual platform, and also more broadly, for its continued dedication in 
advancing the frontiers of applied Shariah knowledge in Islamic finance 
towards greater heights and prominence.  
 
The chosen theme “Islamic finance and thefiqh of crisis management” is 
very apt and timely. With the persisting rage of the Covid-19 pandemic, our 
economic and financial backdrop is gripped with unprecedented challenges 
that emerged within a very short period of time – priced with great health, 
economic and social costs.  
 
The forecasted statistics are rather staggering, sparing no countries from 
economic fallout and social regress. With as many as 150 million people 
globally estimated to be pushed into extreme poverty by 2021, exacerbated 
with the fact that global unemployment is expected to hit more than 200 
million people by 2022, the impact from the crisis has disproportionately 
affected the most vulnerable.  
 
At the same time, disruptions and displacements due to the long-term 
threats of climate change events continue to persist. Collectively, these 
present serious ramifications to macro and socio-economic development.  
 
Implicit from this crisis is the valuable lesson which compels us to rethink 
on how we can and should navigate more inclusive and sustainable 
development, and the role of finance. This presents a prime opportunity for 
Islamic finance to deliver greater values and impact.  
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With principles of maqasid Shariah that are universally aligned with the 
vision of sustainable, balanced, and inclusive economic growth, Islamic 
finance can meaningfully contribute towards delivering maslahah 
(benefits) at large and preventing mafsadah (intensified harm) to the 
economy and livelihood of the people.  
 
Indeed, Islamic finance and Islamic financial institutions can provide clear 
leadership on this front. As the global economy heads towards recovery, a 
challenge upon us is to address the heavy impact from the crisis. With the 
commencement of rebuilding efforts, it is crucial for us to embrace reform 
towards more responsible and meaningful financial intermediation 
activities.  
 
It is therefore our collective responsibility to be laser-focused in combatting 
the impact to prevent permanent scarring to the economy and social 
resilience.  
 
To materialise this, at least three (3) attributes come to mind on how 
Islamic finance can play a catalytic role as the impetus towards sustainable 
and inclusive economic recovery.  
 
First, Islamic finance is primed to offer value-based solutions. This is given 
the inherent value of maqasid Shariah that strives for attainment of benefit 
and prevention of harm.  
 
By placing value-based and sustainability consideration at the core of the 
economic recovery plan, enormous opportunities lie for Islamic finance to 
support sustainable solutions towards postpandemic recovery. With deeper 
materialisation of these principles nurtured into modern financial context, 
it could create a seismic change in mainstreaming value-based 
consideration as an anchor to any business and commercial decisions.  
 
This encourages the embedment of Shariah values in financial offerings to 
deliver positive outcomes. The wisdom, diligence, and inquisitive mind of 
Shariah scholars are thus undoubtedly the integral component within a 
financial system in providing impactful and practical Shariah advice amid 
the fast-changing business environment. More so, during the time of crisis. 
We see this transpiring.  
 
Through an industry-driven initiative, Islamic banking institutions in 
Malaysia are committed to adopt “Value-based Intermediation” (VBI) 
which advocates for positive and sustainable impact through the practices, 
offerings, and conduct of institutions. Guidance is also provided in 
incorporating SDG-oriented risk considerations in financing and 
investment decision making process, through the Value-based 
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Intermediation Financing and Investment Impact Assessment Framework 
(VBIAF).  
 
Similar importance has also been recognised in the takaful industry, with 
the recent introduction of VBI for Takaful Framework. The framework 
focuses on integrating VBI principles into the underwriting and investment 
decisions, as well as business operations of takaful and retakaful operators 
that will reshape and sharpen practices of the industry towards delivering 
economic and societal outcomes more sustainably.  
 
This brings me to my second point, for Islamic financial institutions to 
leveragethe versatility and diversity of Shariah contracts, to consistently 
innovate and keep pace with the rapidly evolving economic landscape and 
demographic changes. In Malaysia, the universal scope of business under 
the Islamic Financial Services Act (IFSA) 2013 allows Islamic financial 
institutions to mobilise a wide range of solutions both on the asset and 
liability sides, towards delivering meaningful impact, beyond the 
traditional norms. For example, the adoption of mudarabah contract in 
Investment Account provides risk absorbent funding avenue for high-risk 
businesses to raise capital.  
 
The gaining traction of Investment Account helps to diversify the funding 
structure of Islamic banks, which is now close to 12% of total funding as of 
June 2021. Large potential to spur innovation therefore lies beyond the 
traditional adoption of Shariah contracts. The entrenched versatile feature 
within Shariah itself offers the latitude for innovation and creativity. This 
includes smart contracts, without compromising the fundamentals of 
Shariah.  
 
Optimising technological advancement brings wealth of benefits to 
efficiency and transparency, as well as manages risk effectively. This is 
particularly vital considering multiple applications of Shariah contracts in 
Islamic products and services that demand higher degree of transparency 
and disclosure, alongside ensuring information symmetry to customers and 
strengthening confidence to Islamic finance.  
 
Ultimately, we can become more inclusive by leveraging digital 
infrastructure through greater outreach to the underserved segment of the 
society. As we see more of this in the horizon, we are then able to realign the 
current business thinking to a fresher lens of value-based financial dealings 
that resonate with Shariah, which propagates equitable access and 
circulation of wealth, with no one left behind.  
 
As efforts continue to sustainably rejuvenate the economy, a great headway 
to embark on is to build stronger capacity and support in real and 
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productive economic sectors. An example is to enhance wider trade 
facilitation to spur growth in Islamic trade finance, which has promisingly 
surged to USD186 billion in size and is growing both in scale and demand.  
 
This signifies huge opportunities to be tapped on. Surely, more needs to be 
explored to widen the spectrum of Shariah-compliant trade finance 
offerings by the financial sector. A funding option for businesses can 
perhaps be tailored to the lifecycle of production.  
 
This allows companies to obtain short-term liquidity via the sale of current 
assets such as receivables and inventories to financial institutions without 
increasing indebtedness – which is in parallel with the maqasid of 
preservation of wealth, particularly on striving to avoid excessive debt 
beyond one’s ability to afford.  
 
The delivery of financial solutions therefore is compelled to reflect the 
needs of the economy and consumers, without eluding the broader benefits 
to the environment and people.  
 
The third and my final point relates to advancing the balanced 
responsibility in building social resilience. The International Monetary 
Fund (IMF) reports that the pandemic has aggravated the pre-existing 
inequalities in the labour and income market.  
 
This predominantly affects the lower skilled workers who are at risk of 
lay-offs or are already being displaced and facing daunting challenges to 
shift to the new norm, and those with daily incomes that are halted due to 
suspension of certain economic sectors. The disparity shoves wider. It is 
indeed a sobering wake up call for us. I reminisce on how Islamic history is 
replete with prophetic precedence on the importance of positioning 
inclusive and equitable growth and wealth as the foundational principle.  
 
We have learned from the exemplary leadership under the reign of Khalifah 
Umar bin Abdul Aziz, where social finance instruments such as zakat, waqf 
and sadaqah were optimised to reduce poverty and empower the 
community.  
 
In today’s landscape, we do acknowledge efforts in similar light. 
Institutionalised forms of social finance which blend social dimension and 
financial returns are being pursued to provide alternative funding options 
for micro-entrepreneurs to venture, sustain, and grow their business.  
 
Such integration of diverse social finance instruments into micro financial 
products is envisioned to address the growing concerns on 
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over-dependence on debt-based instruments that could reduce the financial 
flexibility of businesses in supporting their recovery.  
 
Before I conclude, I would like to touch on the importance to future-proof 
the industry and the role of Shariah scholars. As we navigate beyond the 
pandemic, agility in thinking, approach and process is the way forward in 
dealing with the transformed future.  
 
This is where the Shariah community has to elevate itself, providing 
guidance that serves as the setting compass for institutions in charting new 
strategies and enabling the structuring of new innovative solutions.  
 
One way to sail through this is by establishing parameters and guidelines as 
readily implementable approaches. This involves ongoing experimentation, 
assessment, and learning in any uncertain environment.  
 
Shariah recommendations need to accommodate different permutations in 
varying situations, given the flexibility afforded in Shariah. It is in this spirit 
that the Bank is currently finalising the Discussion Paper onHajah that 
serves as a toolkit in applying hajah, taking into consideration the different 
magnitude and severity of situations.  
 
Hajah application, however, should not be considered as a permanent 
solution, but it is rather a temporary way out to accommodate certain 
justified need and necessity. Hence, a clear interpretation of hajah from the 
context of contemporary financial practices, supplemented with in-depth 
understanding of its impact will unlock uncharted opportunities for Islamic 
financial institutions to explore more diversified approaches in delivering 
financial solutions within the safe boundaries of Shariah compliance.  
 
This nudges a refreshed Shariah viewpoint in steering commercial 
decisions, pushing beyond the frontiers of traditional norms. The 
implementation of hajah should thus be oriented by robust and detailed 
governance process and assessment, commensurate to the size and 
business of financial institutions.  
 
As the operating environment becomes more complex, so will the Shariah 
issues. While reaching consensus is ideal, differing views and preferences 
would enrich and flourish the critical thinking and independent reasoning 
to produce a pragmatic ijtihad that is contextualised from practical 
realities.  
 
A dedicated platform for scholars to exchange ideas and perspectives is thus 
paramount to cultivate greater understanding and to mutually benefit each 
other.  
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Towards this end, the Bank, through the Roundtable Meeting of Centralised 
Shariah Advisory Authorities in Islamic Finance (CSAA), will endeavour to 
achieve this outcome.  
 
The Roundtable serves as an important avenue to strengthen connectivity 
among centralised Shariah advisory authorities to foster mutual 
appreciation and respect in Shariah, to promote knowledge sharing, and to 
identify common issues across jurisdictions and explore viable solution.  
 
Conclusion  
 
It is my fervent hope that this platform today would continue to spearhead 
a constructive discourse on Shariah issues for greater benefit to the global 
Islamic finance industry.  
 
In closing, I would like to share an inspiring verse in Surah Al-Maidah 
-“Help one another in acts of piety and righteousness, and do not assist 
each other in acts of sins and transgression.”  
 
Let’s embrace this message and together we strive to propagate good 
courses in commercial conduct and businesses that are beneficial to the 
environment and society at large, in line with commandment of Allah s.w.t.  
 
On that note, I wish everyone an engaging and productive days ahead. Wa 
billahi taufiq wal hidayah, assalamualaikum warahmatullahi wabarakatuh. 
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Number 5 

U.S. Treasury Markets, Steps Toward Increased Resilience 
 

 
 

The U.S. Treasury market is the single most important financial market in 
the world, as Treasury rates are a fundamental benchmark for pricing 
virtually all other financial assets.  
 
Consequently, confidence in the U.S. Treasury market, and in its ability to 
function efficiently even in times of stress, is critical to the stability of the 
global financial system.  
 
In normal market conditions the market has functioned and continues to 
function extremely well.  
 
Even under stress, until recently the market had been highly resilient. 
However, a series of episodes, including the “flash rally” of 2014, the 
Treasury repo market stress of September 2019, and the COVID-19 shock of 
March 2020, have created doubts about its continued capacity to absorb 
shocks and focused attention on factors that may be limiting the resilience 
of Treasury market liquidity under stress. 
 
The U.S. Treasury market is bifurcated into “interdealer” and 
dealer-to-client markets. The vast majority of trades in the interdealer 
markets are trades in a small number of “on-the-run” issues, while trades in 
the dealerto-client markets include large volumes of trades in “off-the-run 
issues. 
 
 In recent years, a large share of trading in the electronic interdealer 
markets has been accounted for not by dealers, which are broker-dealers or 
banks, but by so-called principal trading firms (PTFs), which are not 
regulated as broker-dealers and not affiliated with banks.  
 
Trades in those electronic interdealer markets are anonymous trades that 
are intermediated by the operator of the trading platform (the interdealer 
broker or IDB).  
 

On those platforms, trades between dealers typically are centrally cleared, 
but trades involving PTFs typically are not centrally cleared but instead are 
settled bilaterally with the IDB.  
 
Trading in the dealer-to-customer segment is in over-the-counter markets 
intermediated by dealers (predominantly broker-dealer units of the largest 
global banks). 



P a g e  | 29 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

While there has been increasing use of multidealer trading platforms, 
trades executed using those platforms are still settled bilaterally between 
the dealer and the client.  
 
There is essentially no central clearing of dealer-to-client trades of 
Treasuries.  
 
Finally, the U.S. Treasury and Treasury repo markets are highly 
interconnected by arbitrage with the highly liquid Treasury futures market, 
which, unlike the Treasury market itself, is a centralized market that is 
centrally cleared and is subject to safeguards, including margin 
requirements, that apply to all futures transactions. 
 
The root cause of the increasing frequency of episodes of Treasury market 
dysfunction under stress is that the aggregate amount of capital allocated to 
market-making by bank-affiliated dealers has not kept pace with the very 
rapid growth of marketable Treasury debt outstanding, in part because 
leverage requirements that were introduced as part of the post-global 
financial crisis bank regulatory regime have discouraged bank-affiliated 
dealers from allocating capital to relatively low-risk activities like 
market-making. 
 
To read more: 

https://group30.org/images/uploads/publications/G30_U.S_._Treasury_
Markets-_Steps_Toward_Increased_Resilience__1.pdf 
 

 
 

 
 

https://group30.org/images/uploads/publications/G30_U.S_._Treasury_Markets-_Steps_Toward_Increased_Resilience__1.pdf
https://group30.org/images/uploads/publications/G30_U.S_._Treasury_Markets-_Steps_Toward_Increased_Resilience__1.pdf
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Number 6 

ECB publishes consolidated banking data for end-June 2021 
 

 
 

- Total assets of EU-headquartered credit institutions increased by 
2.90%, from €29.71 trillion in June 2020 to €30.57 trillion in June 2021 

 
- EU non-performing loans ratio dropped by 0.19 percentage points year 

on year to 2.32% over same period 
 
- EU average return on equity was 3.62% and Common Equity Tier 1 ratio 

was 15.75% in June 2021 
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To read more: 

https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr211104~53b1
2e96ac.en.html 
 

 
 

https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr211104~53b12e96ac.en.html
https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr211104~53b12e96ac.en.html
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Number 7 

The EBA sets examination programme for prudential supervisors 
for 2022 
 

 
 

The European Banking Authority (EBA) published the European 
Supervisory Examination Programme (ESEP) for 2022, which identifies 
key topics for supervisory attention across Europe.  
 
The ESEP is aimed at informing prudential supervisors’ planning processes 
and shaping their supervisory practices. 
 
In line with its mandate, the EBA proactively drives the convergence in 
supervisory practices through the selection of topics deserving European 
traction based on its expertise in EU-wide risk analysis and policy 
development, and its role in supervisory colleges.  
 
The practical experience of competent authorities has also been channeled 
into the examination programme to ensure that the selected key topics 
indeed reflect the most prevalent supervisory concerns. 
 
The ESEP is also relevant for supervisory colleges as converging practices 
and methodologies are indispensable in the context of cross-border 
banking groups. 
 
Five key topics have been identified for supervisory attention for 2022: 
 
- impact of the COVID-19 pandemic on asset quality and adequate 

provisioning; 
 
- information and communication technology (ICT) security risk and ICT 

outsourcing risk, risk data aggregation; 
 
- digital transformation and FinTech players; 
 
- environmental, social and governance (ESG) risk; and 
 
- anti-money laundering and countering the financing of terrorism 

(AML/CFT). 
 
The interaction of the 2022 ESEP with the Union Strategic Supervisory 
Priorities, the forward-looking considerations, that the EBA is also 
mandated to set, is also ensured. 
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The EBA will follow up on how the key topics put forward by the ESEP are: 
 
i) embedded in competent authorities’ priorities for 2022 as well as  
 
ii) reflected in their respective activities throughout the year. 
 
The report:  
 

https://www.eba.europa.eu/sites/default/documents/files/document_libr
ary/Publications/Reports/2021/1023994/European%20Supervisory%20E
xamination%20Programme.pdf 
 

 

 

 
 

 
 
 
 
 

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/1023994/European%20Supervisory%20Examination%20Programme.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/1023994/European%20Supervisory%20Examination%20Programme.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/1023994/European%20Supervisory%20Examination%20Programme.pdf
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Number 8 

Inoculation Theory and Misinformation 
Jon Roozenbeek, Sander van der Linden 
 

 
 

The spread of false and misleading information both online and offline 
poses a threat to the wellbeing of individuals, democratic institutions, and 
societies around the world.  
 
The harmful consequences of the spread of false and/or misleading 
information can be seen in the proliferation of anti-vax groups on Facebook 
lack of confidence in the science of climate change, acts of vandalism 
committed on the basis of false conspiracy theories about COVID-19, and 
its influence on the exacerbation of radicalisation and polarization.  
 
However, a lack of consensus with respect to what constitutes 
“misinformation” (for example: focusing exclusively on false information is 
problematic because truth value can be difficult to determine objectively, 
and misleading and/or hyperpartisan content may significantly outweigh 
“fake news”,) and disagreement about the efficacy of various efforts to 
mitigate the spread of misinformation through algorithms, legislation, or 
content moderation means that no single intervention is likely to be 
sufficient. 
 
In this report, we explore the role that psychology and behavioural science 
can play in the mitigation of online misinformation. To do so, we first 
discuss how to define “misinformation”, and how it relates to various other 
commonly used terms such as “disinformation” and “fake news”. 
 
Next, we examine the psychology of correcting misinformation: what 
happens when someone is exposed to a fact-check, and what are the 
benefits and drawbacks of correcting misinformation once the damage is 
already done?  
 
Finally, we discuss how to build psychological resilience against 
misinformation through psychological “vaccines” or “inoculation”: we look 
at the theoretical background of inoculation theory (dating back to the 
1960s), its modern application within the context of online misinformation 
(in online games and educational videos), and future prospects 
and research avenues in the field. 
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To read more: 

https://stratcomcoe.org/publications/inoculation-theory-and-misinformat
ion/217 
 
https://inoculation.science/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

https://stratcomcoe.org/publications/inoculation-theory-and-misinformation/217
https://stratcomcoe.org/publications/inoculation-theory-and-misinformation/217
https://inoculation.science/
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Number 9 

Binding Operational Directive 22-01 
Reducing the Significant Risk of Known Exploited Vulnerabilities 
Cybersecurity and Infrastructure Security Agency 
 

 
 

A binding operational directive is a compulsory direction to federal, 
executive branch, departments and agencies for purposes of safeguarding 
federal information and information systems. 
 
Section 3553(b)(2) of title 44, U.S. Code, authorizes the Secretary of the 
Department of Homeland Security (DHS) to develop and oversee the 
implementation of binding operational directives. 
 
Federal agencies are required to comply with DHS-developed directives. 
 
These directives do not apply to statutorily defined “national security 
systems” nor to certain systems operated by the Department of Defense or 
the Intelligence Community. 
 
Background 
 
The United States faces persistent and increasingly sophisticated malicious 
cyber campaigns that threaten the public sector, the private sector, and 
ultimately the American people’s security and privacy.  
 
The federal government must improve its efforts to protect against these 
campaigns by ensuring the security of information technology assets across 
the federal enterprise.  
 
Vulnerabilities that have previously been used to exploit public and private 
organizations are a frequent attack vector for malicious cyber actors of all 
types.  
 
These vulnerabilities pose significant risk to agencies and the federal 
enterprise. It is essential to aggressively remediate known exploited 
vulnerabilities to protect federal information systems and reduce cyber 
incidents. 
 
This directive establishes a CISA-managed catalog of known exploited 
vulnerabilities that carry significant risk to the federal enterprise: 
https://www.cisa.gov/known-exploited-vulnerabilities 
and establishes requirements for agencies to remediate any such 
vulnerabilities included in the catalog.  

https://www.cisa.gov/known-exploited-vulnerabilities
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CISA will determine vulnerabilities warranting inclusion in the catalog 
based on reliable evidence that the exploit is being actively used to exploit 
public or private organizations by a threat actor.  
 
This directive enhances but does not replace BOD 19-02, which addresses 
remediation requirements for critical and high vulnerabilities on 
internet-facing federal information systems identified through CISA’s 
vulnerability scanning service. 
 
Scope 
 
This directive applies to all software and hardware found on federal 
information systems managed on agency premises or hosted by third 
parties on an agency’s behalf.  
 
These required actions apply to any federal information system, including 
an information system used or operated by another entity on behalf of an 
agency, that collects, processes, stores, transmits, disseminates, or 
otherwise maintains agency information. 
 
Required Actions 
 
1. Within 60 days of issuance, agencies shall review and update agency 
internal vulnerability management procedures in accordance with this 
Directive. If requested by CISA, agencies will provide a copy of these 
policies and procedures.  
 
At a minimum, agency policies must: 
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a. Establish a process for ongoing remediation of vulnerabilities that CISA 
identifies, through inclusion in the CISA-managed catalog of known 
exploited vulnerabilities, as carrying significant risk to the federal 
enterprise within a timeframe set by CISA pursuant to this directive; 
 
b. Assign roles and responsibilities for executing agency actions as required 
by this directive; 
 
c. Define necessary actions required to enable prompt response to actions 
required by this directive; 
 
d. Establish internal validation and enforcement procedures to ensure 
adherence with this Directive; and 
 
e. Set internal tracking and reporting requirements to evaluate adherence 
with this Directive and provide reporting to CISA, as needed. 
 
2. Remediate each vulnerability according to the timelines set forth in the 
CISA-managed vulnerability catalog.  
 
The catalog will list exploited vulnerabilities that carry significant risk to 
the federal enterprise with the requirement to remediate within 6 months 
for vulnerabilities with a Common Vulnerabilities and Exposures (CVE) ID 
assigned prior to 2021 and within two weeks for all other vulnerabilities.  
 
These default timelines may be adjusted in the case of grave risk to the 
Federal Enterprise. 
 
3. Report on the status of vulnerabilities listed in the repository.  
 
In line with requirements for the Continuous Diagnostics and Mitigation 
(CDM) Federal Dashboard deployment and OMB annual FISMA 
memorandum requirements, agencies are expected to automate data 
exchange and report their respective Directive implementation status 
through the CDM Federal Dashboard.  
 
Initially agencies may submit quarterly reports through CyberScope 
submissions or report through the CDM Federal Dashboard. Starting on 
October 1, 2022, agencies that have not migrated reporting to the CDM 
Federal Dashboard will be required to update their status through 
CyberScope bi-weekly. 
 
To read more: https://cyber.dhs.gov/bod/22-01/ 
 
 

https://cyber.dhs.gov/bod/22-01/
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Number 10 

Episode 51: The Cybersecurity Sleuth 
 

 
 
In this episode of the Voices from DARPA podcast, Sergey Bratus, a 
program manager since 2018 in the agency’s Information Innovation 
Office, shares his educational and professional journey, beginning in the 
late 1970s as a computer-smitten middle-schooler in the former Soviet 
Union and leading to his current and prominent role among those who aim 
to render the increasingly prevalent and perilous software, hardware, and 
networks in our lives much safer to use.  
 
His fascination with computer security emerged in the 1990s as a 
mathematics graduate student when a computer he was programming and 
responsible for at Northeastern University in Boston was taken over by a 
hacker.  
 
“I probably owe whoever did that a beer,” Bratus tells listeners. Why? 
Because it set him on his life’s mission to learn as much as he can about the 
vulnerabilities of software and hardware with the goal of learning how to 
best minimize or eliminate those vulnerabilities. Noting his embrace of the 
hacker community for its deep and innovative expertise in this context, 
Bratus tells podcast listeners about how the programs he oversees at 
DARPA could help reduce or entirely remove even some of the most 
stealthy and unexpected vulnerabilities that reside in software and its 
logical, computational, and mathematical foundations. 
 

 
 

You may visit: https://www.youtube.com/watch?v=1dJK09AUtTE 
 

 
 
 

https://www.youtube.com/watch?v=1dJK09AUtTE
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  


