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Monday, November 28, 2022 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
I love this name: Project Tourbillon. 
 
Project Tourbillon has been launched by the 
Innovation Hub's Swiss Centre (Bank for International Settlements), and 
explores how to improve cyber resiliency, scalability and privacy in a 
prototype Central Bank Digital Currency (CBDC). 
 
In 1801, Abraham-Louis Breguet earned the rights for the “Tourbillon” 
patent. Watches have tourbillons to address the problems with gravity that 
creates a drag on watch's movement.  
 
Breguet had the idea of installing the entire escapement (the balance and 
spring, the lever and the escape-wheel) inside a mobile carriage that 
performs a complete rotation each minute.  
 
 

http://www.risk-compliance-association.com/
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Project Tourbillon, dealing with a prototype Central Bank Digital Currency 
(CBDC), is an smart innovative solution that, instead of the problem of 
gravity, solves the problems that have to so with cyber security and privacy. 
 
A CBDC can offer opportunities that are not possible with cash. A 
convenient and accessible CBDC could serve as an alternative to potentially 
unsafe forms of private money, offer users privacy, reduce illegal activity, 
facilitate fiscal transfers and/or enable “programmable money”.  
 
Introducing a CBDC could have financial stability implications that would 
need to be assessed and managed carefully. These include: 
 
- the potential for digital bank runs in times of stress, 
- longer-term consequences for bank funding.  
 
Any assessment of the materiality of these sources of financial stability risk, 
and the effectiveness of possible mitigants, would depend on the specific 
design of a CBDC and the structure of the financial system in which it might 
exist. Given designs and systems will differ by jurisdiction, so will the 
broad financial system structural effects and risks, which will require 
significant research by a central bank to completely understand.  
 
Read more at number 2 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

PCAOB Proposes a New Quality Control Standard 
Proposal advances strategic goal of modernizing standards 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) issued for 
public comment a proposed standard that the Board believes would, if 
adopted, lead registered public accounting firms to significantly improve 
their quality control (QC) systems. The Board requests public comment on 
the proposal by February 1, 2023. 
 
“Quality control systems set the foundation for how firms perform their 
audits, so making sure those systems are effective in today’s economy is 
essential to protecting investors,” said PCAOB Chair Erica Y. Williams. 
 
Current QC standards were developed and issued by the American Institute 
of Certified Public Accountants before the PCAOB was established in 2002. 
The auditing environment has changed significantly since that time, so QC 
is a pressing area for modernization. 
 
The Board has carefully considered the potential for improvements to 
PCAOB QC standards, including through discussion with the PCAOB’s 
former advisory groups.  
 
In December 2019, the Board issued a concept release that generated 
comment letters from firms, investors, investor advocates, academics, trade 
groups, and others. This input, along with the PCAOB’s own quantitative 
and qualitative economic analysis, helped to inform the proposal. 
 
The proposed standard, if adopted, would replace the current QC standards 
in their entirety and would provide a framework for a firm’s QC system that 
is grounded in proactively identifying and managing risks to quality, with a 
feedback loop from ongoing monitoring and remediation designed to drive 
continuous improvement.  
 
Among other provisions, the proposal would foster a more structured 
approach where a firm would annually evaluate its QC system and report 
the results of its evaluation on new Form QC. 
 
Detailed questions are included throughout the proposal, and commenters 
are encouraged to: 
 
(1) comment on any or all topics,  
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(2) respond to any or all questions,  
 
(3) provide feedback in areas not covered by specific questions, and  
 
(4) provide any evidence that informs commenters’ views. 
 
 The proposal would:  
 
(1) supersede current PCAOB quality control standards with an integrated, 
risk-based standard, QC 1000, A Firm’s System of Quality Control, that 
would apply to all registered public accounting firms;  
 
(2) create reporting requirements on quality control matters and a new, 
nonpublic reporting form, Form QC;  
 
(3) expand the auditor’s responsibility to respond to deficiencies on 
completed engagements under an amended and retitled AS 2901, 
Responding to Engagement Deficiencies After Issuance of the Audit Report, 
and related amendments to our attestation standards for broker-dealer 
engagements;  
 
(4) supersede our existing standard ET 102 with a new standard, EI 1000, 
Integrity and Objectivity, to better align our ethics requirements with the 
scope, approach, and terminology of QC 1000; and  
 
(5) make additional changes to PCAOB standards, rules, and forms. 
 
The Sarbanes-Oxley Act of 2002, as amended (“Sarbanes-Oxley”), requires 
the Board to establish certain professional standards, including quality 
control standards, to be used by registered public accounting firms in the 
preparation and issuance of audit reports for issuers, brokers, and dealers. 
 
Furthermore, Sarbanes-Oxley requires the PCAOB’s QC standards to 
address:  
 

• Monitoring of professional ethics and independence from issuers, 
brokers, and dealers on behalf of which the firm issues audit reports;  
 

• Consultation within the firm on accounting and auditing questions; • 
Supervision of audit work;  
 
• Hiring, professional development, and advancement of personnel;  
 

• Acceptance and continuation of engagements;  
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• Internal inspection; and  
 

• Such other requirements as the Board may prescribe. 
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To read more: 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulem
aking/docket046/2022-006-qc.pdf?sfvrsn=b89546e2_2 
 

 
 
 
 
 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket046/2022-006-qc.pdf?sfvrsn=b89546e2_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket046/2022-006-qc.pdf?sfvrsn=b89546e2_2
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Number 2 

Project Tourbillon  
Launched by the BIS Innovation Hub's Swiss Centre, explores how to 
improve cyber resiliency, scalability and privacy in a prototype Central 
Bank Digital Currency (CBDC). 
 

 
 

Central banks have identified cyber resiliency, scalability and privacy as 
core features of CBDCs. You may visit: 

https://www.bis.org/publ/othp33_summary.pdf 
 

 
 
However, designing them involves complex trade-offs between these three 
elements. For example, higher resiliency against cyber-attacks, especially 
from quantum computers, requires additional cryptography, which can 
slow down payment processing. Privacy must be weighed against the need 
to counter money laundering, terrorism financing and other illicit 
payments. 
 

 

https://www.bis.org/publ/othp33_summary.pdf
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Project Tourbillon aims to reconcile these trade-offs by combining proven 
technologies such as blind signatures and mix networks with the latest 
research on cryptography and CBDC design suggested by researchers David 
Chaum and Thomas Moser. You may visit: 
https://chaum.com/wp-content/uploads/2022/11/eCash_2.0_9-7-22-.pdf 
 

 
 
Cyber resiliency supports safe and effective digital payments 
infrastructures. The project achieves this by experimenting with the 
strongest known type of quantum-resistant cryptography. 
 
Scalability accommodates the potential for high transaction volumes. 
Tourbillon achieves this by using an architecture that is compatible with, 
but not based on, distributed ledger technology. By making each 
transaction separate, the system resources scale linearly. The project seeks 
to verify the linear scalability of the design with realistic parameters. 
 
Privacy is an important user requirement but at the same raises issues 
with regards to countering illicit activities. Tourbillon resolves this by 
providing privacy for the payment sender but not for the recipient. 
Regulatory and compliance checks will continue to apply. 
 
The conclusions of this project will be relevant for both wholesale and retail 
CBDC systems. The goal is to finish the prototype by mid-2023. 

https://chaum.com/wp-content/uploads/2022/11/eCash_2.0_9-7-22-.pdf
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To read more: 

https://www.bis.org/about/bisih/topics/cbdc/tourbillon.htm 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/about/bisih/topics/cbdc/tourbillon.htm
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Number 3 

India - Draft of Digital Personal Data Protection Bill 2022 
Indian Ministry of Electronics and Information Technology 
 

 
 

The purpose of this Act is to provide for the processing of digital personal 
data in a manner that recognizes both the right of individuals to protect 
their personal data and the need to process personal data for lawful 
purposes, and for matters connected therewith or incidental thereto. 
 
Chapter 1: PRELIMINARY  
 
Short Title and Commencement  
 
(1) This Act may be called the Digital Personal Data Protection Act, 2022.  
 
(2) It shall come into force on such date as the Central Government may, by 
notification in the Official Gazette, appoint. Different dates may be 
appointed for different provisions of this Act. Any reference in any 
provision of this Act to the commencement of this Act shall be construed as 
a reference to the commencement of that provision. 
 
Application of the Act  
 
(1) The provisions of this Act shall apply to the processing of digital 
personal data within the territory of India where:  
 
(a) such personal data is collected from Data Principals online; and  
 
(b) such personal data collected offline, is digitized.  
 
(2) The provisions of this Act shall also apply to processing of digital 
personal data outside the territory of India, if such processing is in 
connection with any profiling of, or activity of offering goods or services to 
Data Principals within the territory of India. 
 
For the purpose of this sub-section, “profiling” means any form of 
processing of personal data that analyses or predicts aspects concerning the 
behaviour, attributes or interests of a Data Principal.  
 
(3) The provisions of this Act shall not apply to:  
 
(a) non-automated processing of personal data;  
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(b) offline personal data;  
 
(c) personal data processed by an individual for any personal or domestic 
purpose; and  
 
(d) personal data about an individual that is contained in a record that has 
been in existence for at least 100 years. 
 
Grounds for processing digital personal data 
 
A person may process the personal data of a Data Principal only in 
accordance with the provisions of this Act and Rules made thereunder, for a 
lawful purpose for which the Data Principal has given or is deemed to have 
given her consent in accordance with the provisions of this Act. 
 
For the purpose of this Act, “lawful purpose” means any purpose which is 
not expressly forbidden by law. 
 
Consent  
 
(1) Consent of the Data Principal means any freely given, specific, informed 
and unambiguous indication of the Data Principal's wishes by which the 
Data Principal, by a clear affirmative action, signifies agreement to the 
processing of her personal data for the specified purpose.  
 
For the purpose of this sub-section, “specified purpose” means the purpose 
mentioned in the notice given by the Data Fiduciary to the Data Principal in 
accordance with the provisions of this Act.  
 
(2) Any part of consent referred in sub-section (1) which constitutes an 
infringement of provisions of this Act shall be invalid to the extent of such 
infringement.  
 
Illustration:  
 
‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’. As part of the 
contract, ‘B’ consents to:  
 
(a) processing of her personal data by ‘A’, and  
 
(b) waive her right to file a complaint with the Board under the provisions 
of this Act. Part (b) of the consent by which ‘B’ has agreed to waive her right 
shall be considered invalid.  
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(3) Every request for consent under the provisions of this Act shall be 
presented to the Data Principal in a clear and plain language, along with the 
contact details of a Data Protection Officer, where applicable, or of any 
other person authorised by the Data Fiduciary to respond to any 
communication from the Data Principal for the purpose of exercise of her 
rights under the provisions of this Act.  
 
The Data Fiduciary shall give to the Data Principal the option to access such 
request for consent in English or any language specified in the Eighth 
Schedule to the Constitution of India.  
 
(4) Where consent given by the Data Principal is the basis of processing of 
personal data, the Data Principal shall have the right to withdraw her 
consent at any time. The consequences of such withdrawal shall be borne by 
such Data Principal. The withdrawal of consent shall not affect the 
lawfulness of processing of the personal data based on consent before its 
withdrawal. The ease of such withdrawal shall be comparable to the ease 
with which consent may be given.  
 
Illustration:  
 
‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’. As part of the 
contract, ‘B’ consents to processing of her personal data by ‘A’. If ‘B’ 
withdraws her consent to processing of her personal data, ‘A’ may stop 
offering the service ‘X’ to ‘B’.  
 
(5) If a Data Principal withdraws her consent to the processing of personal 
data under sub-section (4), the Data Fiduciary shall, within a reasonable 
time, cease and cause its Data Processors to cease processing of the 
personal data of such Data Principal unless such processing without the 
Data Principal’s consent is required or authorised under the provisions of 
this Act or any other law.  
 
Illustration:  
 
‘A’ subscribes to an e-mail and SMS-based sales notification service 
operated by ‘B’. As part of the subscription contract, ‘A’ shares her personal 
data including mobile number and e-mail ID with ‘B’ which shares it further 
with ‘C’, a Data Processor for the purpose of sending alerts to ‘A’ via email 
and SMS. If ‘A’ withdraws her consent to processing of her personal data, 
‘B’ shall stop and cause ‘C’ to stop processing the personal data of ‘A’.  
 
(6) The Data Principal may give, manage, review or withdraw her consent 
to the Data Fiduciary through a Consent Manager. For the purpose of this 
section, a "Consent Manager" is a Data Fiduciary which enables a Data 
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Principal to give, manage, review and withdraw her consent through an 
accessible, transparent and interoperable platform.  
 
(7) The Consent Manager specified in this section shall be an entity that is 
accountable to the Data Principal and acts on behalf of the Data Principal. 
Every Consent Manager shall be registered with the Board in such manner 
and subject to such technical, operational, financial and other conditions as 
may be prescribed. 
 
To read more: 

https://www.meity.gov.in/content/digital-personal-data-protection-bill-2
022 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.meity.gov.in/content/digital-personal-data-protection-bill-2022
https://www.meity.gov.in/content/digital-personal-data-protection-bill-2022
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Number 4 

Statement on the 2022-2026 Strategic Plan and the 2023 Budget 
Erica Y. Williams, Chair, PBAOB 
 

  
 

I am pleased to support the 2022 – 2026 Strategic Plan and the 2023 
Budget to support our mission to protect investors. 
 
Our strategic plan is the product of extensive analysis and outreach. 
 
We crafted the strategic plan with input from investors and other 
stakeholders, including our two newly established advisory groups – the 
Investor Advisory Group and Standards and Emerging Issues Advisory 
Group; perspectives from our staff of expert professionals; and the 
Securities and Exchange Commission. Then we issued a draft of the plan in 
August for public comment.  
 
Thank you to everyone who has provided valuable input throughout this 
process. We have considered your thoughts, priorities, and ideas, and you 
will see many of them reflected in the plan. 
 
Today we will move forward as we finalize the strategic plan guided by our 
mission to protect investors and further the public interest in the 
preparation of informative, accurate, and independent audit reports – the 
same mission Congress created the PCAOB to fulfill 20 years ago. 
 
At the heart of our mission are the people who invest in public companies. 
Whether they are workers saving for retirement or parents saving to put 
their kids through college, people depend on a sound capital market system 
to build for their futures. 
 
When we talk about protecting investors, this is who we mean. When we 
strive to uphold the highest standards in audit quality, it is with investors’ 
families, savings, and futures in mind. 
 
The people we serve are top of mind in everything we do at the PCAOB – 
including the four goals in this plan: 
 

1. Modernizing our standards, 
2. Enhancing our inspections, 
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3. Strengthening our enforcement, and 
4. Improving our organizational effectiveness. 

 
The goals outlined in this plan are as fundamental as they are ambitious 
and will lead us to achieve our core mission. 
 
I look forward to working with my fellow Board Members and the talented 
staff at the PCAOB as we execute this strategic plan. 
 
Of course, achieving these goals will require appropriate resources. The 
2023 budget provides those resources to allow us to effectively use the tools 
Congress gave the PCAOB under the law to advance our investor protection 
mission. 
 
This budget provides for an increase in staff in our Office of the Chief 
Auditor to assist in the execution of our ambitious standard-setting agenda. 
As we advance our mission, it is imperative that we evaluate the standards 
that were adopted by the Board in 2003 on an interim basis to determine if 
changes are necessary to keep up with developments in the auditing 
profession and the capital markets. 
 
Stakeholder feedback is also a critical component of standard setting. 
Therefore, this budget includes funding necessary to engage with our 
advisory groups on a regular basis throughout the year. 
 
As it pertains to inspections, the budget provides resources that will allow 
us to enhance our work to assess whether accounting firms are complying 
with applicable laws, rules, and standards.  
 
As part of our inspection process, and consistent with our strategic plan, 
these resources will also assist us as we consider ways to provide greater 
transparency in our inspection reports, improve the timeliness of issuing 
such reports, identify opportunities to share useful guidance with the 
auditing profession, and increase our focus on firms’ remediation efforts. 
 
From an enforcement perspective, there must be accountability for those 
who violate laws, rules, and standards.  
 
The budget provides us the resources to strengthen our enforcement 
program by using all the tools in our regulatory toolbox to conduct 
investigations and bring enforcement actions, to make sure the 
consequences are commensurate with the violations, to increase the 
transparency of our enforcement process where possible, and to work with 
other regulators as part of our enforcement efforts. 
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This budget also provides the resources necessary to improve the 
effectiveness of our organization. We would not be able to execute our 
mission without our talented staff, which is why this budget includes 
resources to enhance professional development, foster a diverse and 
inclusive workplace culture, and promote employee well-being.  
 
With these resources, we will also look for ways to improve our 
coordination across the organization and engage in more efficient decision 
making. 
 
In closing, I would like to thank everyone who played a role in developing 
our strategic plan and finalizing the 2023 budget. I would like to specifically 
thank my fellow Board Members and PCAOB staff for their collaboration on 
developing the strategic plan.  
 
I would also like to recognize our new Chief Operations Officer, Jamey 
McNamara, our Chief Financial Officer, Holly Greaves, our Budget Officer, 
Jim Hearn, and the rest of their team – Yoss Missaghian, Alfredo Azocar, 
Marcia Saavedra, and Lorene Rosenberg – along with the leadership of 
each of the Divisions and Offices for their efforts on the budget. 
 
Lastly, I would like to thank the Commissioners and staff at the Securities 
and Exchange Commission for their support and guidance.  
 
You may visit: 

https://pcaobus.org/news-events/speeches/speech-detail/pcaob-chair-will
iams-statement-on-the-2022-2026-strategic-plan-and-the-2023-budget 
 
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about
/administration/documents/strategic_plans/strategic-plan-2022-2026.pd
f?sfvrsn=b2ec4b6a_2 
 

 
 
 
 
 
 
 
 
 

https://pcaobus.org/news-events/speeches/speech-detail/pcaob-chair-williams-statement-on-the-2022-2026-strategic-plan-and-the-2023-budget
https://pcaobus.org/news-events/speeches/speech-detail/pcaob-chair-williams-statement-on-the-2022-2026-strategic-plan-and-the-2023-budget
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/strategic-plan-2022-2026.pdf?sfvrsn=b2ec4b6a_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/strategic-plan-2022-2026.pdf?sfvrsn=b2ec4b6a_2
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/about/administration/documents/strategic_plans/strategic-plan-2022-2026.pdf?sfvrsn=b2ec4b6a_2
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Number 5 

DEV-0569 finds new ways to deliver Royal ransomware, various 
payloads - Microsoft Security Threat Intelligence 
 

 
 

Recent activity from the threat actor that Microsoft tracks as DEV-0569, 
known to distribute various payloads, has led to the deployment of the 
Royal ransomware, which first emerged in September 2022 and is being 
distributed by multiple threat actors.  
 
Observed DEV-0569 attacks show a pattern of continuous innovation, with 
regular incorporation of new discovery techniques, defense evasion, and 
various post-compromise payloads, alongside increasing ransomware 
facilitation. 
 
DEV-0569 notably relies on malvertising, phishing links that point to a 
malware downloader posing as software installers or updates embedded in 
spam emails, fake forum pages, and blog comments.  
 
In the past few months, Microsoft security researchers observed the 
following tweaks in the group’s delivery methods: 
 
 - Use of contact forms on targeted organizations’ websites to deliver 
phishing links 
 
 - Hosting fake installer files on legitimate-looking software download sites 
and legitimate repositories to make malicious downloads look authentic to 
targets, and 
 
 - Expansion of their malvertising technique by using Google Ads in one of 
their campaigns, effectively blending in with normal ad traffic 
 
These methods allow the group to potentially reach more targets and 
ultimately achieve their goal of deploying various post-compromise 
payloads. DEV-0569 activity uses signed binaries and delivers encrypted 
malware payloads.  
 
The group, also known to rely heavily on defense evasion techniques, has 
continued to use the open-source tool Nsudo to attempt disabling antivirus 
solutions in recent campaigns. 
 
In this blog we share details of DEV-0569’s tactics, techniques, and 
procedures (TTPs) and observed behavior in recent campaigns, which show 
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that DEV-0569 will likely continue leveraging malvertising and phishing for 
initial access.  
 
We also share preventive measures that organizations can adopt to thwart 
DEV-0569’s delivery methods involving malicious links and phishing 
emails using solutions like Microsoft Defender SmartScreen and Microsoft 
Defender for Office 365, and to reduce the impact of the group’s follow-on 
activities. Microsoft Defender for Endpoint detects the DEV-0569 behavior 
discussed in this blog, including the code signing certificates in use and the 
attempts to disable Microsoft Defender Antivirus. 
 
Microsoft uses DEV-#### designations as a temporary name given to an 
unknown, emerging, or developing cluster of threat activity, allowing 
Microsoft to track it as a unique set of information until we can reach high 
confidence about the origin or identity of the actor behind the activity. Once 
it meets defined criteria, a DEV group is converted to a named actor. 
 
DEV-0569 attack chain: Delivery tactics tweaked 
 
DEV-0569 has multiple methods for delivery of their initial payload. In 
some cases, DEV-0569 payloads are delivered via phishing campaigns run 
by other malicious actors that offer delivery of malware payloads as a 
service. 
 
Historical observation of typical DEV-0569 attack begins with malicious 
links delivered to targets via malicious ads, fake forum pages, blog 
comments, or through phishing emails. These links lead to malicious files 
signed by the attacker using a legitimate certificate.  
 
The malicious files, which are malware downloaders known as 
BATLOADER, pose as installers or updates for legitimate applications like 
Microsoft Teams or Zoom.  
 
When launched, BATLOADER uses MSI Custom Actions to launch 
malicious PowerShell activity or run batch scripts to aid in disabling 
security solutions and lead to the delivery of various encrypted malware 
payloads that is decrypted and launched with PowerShell commands. 
 
Posing as legitimate software download sites 
 
From August to October 2022, Microsoft observed DEV-0569 activity 
where BATLOADER, delivered via malicious links in phishing emails, 
posed as legitimate installers for numerous applications like TeamViewer, 
Adobe Flash Player, Zoom, and AnyDesk.  
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BATLOADER was hosted on attacker-created domains posing as legitimate 
software download sites (anydeskos[.]com, for example) and on legitimate 
repositories like GitHub and OneDrive. Microsoft takes down verified 
malicious content from these repositories as they are found or reported. 
 

 
 
To read more: 

https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-fi
nds-new-ways-to-deliver-royal-ransomware-various-payloads/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransomware-various-payloads/
https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransomware-various-payloads/
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Number 6 
Irving Fisher Committee on Central Bank Statistics, IFC Bulletin No 57 

Machine learning in central banking 
 

 
 

On 18–22 October 2021, the Irving Fisher Committee on Central Bank 
Statistics (IFC) and the Bank of Italy co-organised, with the support of the 
European Central Bank (ECB) and the South African Reserve Bank (SARB), 
a workshop on “Data science in central banking” that focused on machine 
learning (ML) applications.  
 
This event was an opportunity to take stock of how central banks are 
deploying ML across a variety of use cases. It also illustrated the 
importance of these new techniques in improving the efficiency and 
effectiveness of their related operations, including by increasing their 
availability to deal with larger and new sources of information in a 
more automatised way. 
 
Indeed, the workshop underlined the diversity and maturity of ML 
approaches already developed and used by central banks. This reflects their 
potential and usefulness for central banks in dealing with the increasingly 
complex environment in which they operate. 
 
To start with, the new techniques can help gather more and better 
information, which is key for central banks that rely heavily on data. ML 
can help respond to this demand by enhancing the data quality, eg dealing 
with outliers, addressing the problems posed by missing values, limited 
frequency and/or timeliness, and by providing richer contextual insights. 
 
In addition, a key issue for central banks is to make sense of the wealth of 
data available to derive useful insights on specific economic and financial 
situations. This needs to happen in a reasonably fast and largely automated 
fashion, considering the constantly changing environment.  
 
Coping with the often exponential growth of data and associated complexity 
of the statistical analysis is a challenge for central bank statisticians.  
 
Fortunately, ML can greatly help central banks in this context by facilitating 
the modelling of economic and financial problems and supporting the 
related statistical exercises.  
 
In turn, the insights gained can effectively back the conduct of 
evidencebased central bank policies.  
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This is obviously the case regarding monetary stability, not least in terms of 
better understanding the drivers of monetary policy decisions that can be 
provided by ML.  
 
Similarly, applying ML in suptech can be instrumental in helping financial 
supervisors to perform their oversight tasks, including identifying and 
tackling micro-level fragilities and other emerging threats such as 
climate-related financial risks.  
 
Turning to the macroprudential perspective, central banks can benefit from 
the increased use of ML to interpret information from various, often 
unrelated, data sources to assess system-wide vulnerabilities and their 
evolution over time.  
 
Moreover, the new techniques can support other tasks that are also relevant 
from a financial stability perspective, including the functioning of the 
payment system, financial inclusion, consumer protection, anti-money 
laundering and the secure printing of money.  
 
At a more practical level, the workshop provided useful benchmarking, 
feedback and training on ML models for the participants. Several lessons 
and observations are worth noting for those in charge of deploying 
ML-based tools in their central banks.  
 
First, there is a wealth of alternative information sources that have barely 
been tapped by central banks and which can provide new, useful insights if 
explored with ML techniques.  
 
The ultimate goal is that policymakers have at their disposal betterquality, 
timelier and interpretable data when taking decisions, especially in 
uncertain times such as the Covid-19 pandemic.  
 
Second, complementarity is essential: ML methods can provide additional 
insights to traditional approaches but have to be blended with other types 
of exercises as well as with strong business expertise.  
 
Third, there are benefits to calibrating many ML tools, not just one, since 
combining different approaches can provide better results with usually 
limited additional effort.  
 
Particular emphasis needs to be placed on avoiding ML model overfitting, 
eg through cross-validation.  
 
Fourth, there is merit in following a pragmatic and gradual approach when 
implementing the new tools.  



P a g e  | 25 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

A considerably varied set of ML methods can be considered, and it is 
important to carefully assess them before actual deployment, with due 
consideration of the available skill set and computing environment.  
 
Fifth, having more data is often better than increasing the sophistication of 
the ML model.  
 
Sixth, while ML can be instrumental in dealing with complexity, there is 
also a risk of developing black box solutions that would compound the 
challenges faced by users as their functionality is rarely intuitive.  
 
The focus should therefore be on the interpretability of the results obtained 
and on addressing well defined use cases.  
 
Lastly, ML exploratory work has only started, and substantial staff and IT 
investment as well as business adjustments will continue to be needed to 
make the most of the new techniques, computing equipment and data.  
 
Addressing these issues will require further modifications in central banks’ 
current operational processes – eg in developing software (“DevOps”) and 
putting ML algorithms into production (“MLOps”) – and collaboration 
models – with close cooperation between core IT experts, data scientists 
and business specialists.  
 
It also puts a premium on the IFC’s mission to promote cooperation 
between central banks through the sharing of national use cases and to 
draw relevant lessons from the experiences observed outside the public 
community. 
 
To read more: https://www.bis.org/ifc/publ/ifcb57.pdf 
 

 
 
 
 
 
 
 
 
 
 

https://www.bis.org/ifc/publ/ifcb57.pdf
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Number 7 

CISA Releases Guidance on Phishing-Resistant and Numbers 
Matching Multifactor Authentication 
 

 
 

CISA has released two fact sheets to highlight threats against accounts and 
systems using certain forms of multifactor authentication (MFA).  
 
CISA strongly urges all organizations to implement phishing-resistant MFA 
to protect against phishing and other known cyber threats.  
 
If an organization using mobile push-notification-based MFA is unable to 
implement phishing-resistant MFA, CISA recommends using number 
matching to mitigate MFA fatigue.  
 
Although number matching is not as strong as phishing-resistant MFA, it is 
one of best interim mitigation for organizations who may not immediately 
be able to implement phishing-resistant MFA.   
 
CISA recommends users and organizations to read the fact sheets: 
 

 
 
1. Implementing Phishing-Resistant MFA – you may visit: 

https://www.cisa.gov/sites/default/files/publications/fact-sheet-impleme
nting-phishing-resistant-mfa-508c.pdf 

https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
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2. Implementing Number Matching in MFA Applications – you may visit: 
https://www.cisa.gov/sites/default/files/publications/fact-sheet-impleme
nt-number-matching-in-mfa-applications-508c.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.cisa.gov/sites/default/files/publications/fact-sheet-implement-number-matching-in-mfa-applications-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implement-number-matching-in-mfa-applications-508c.pdf
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Number 8 

How we handled a recent phishing incident that targeted 
Dropbox 
 

 
 

We were recently the target of a phishing campaign that successfully 
accessed some of the code we store in GitHub.  
 
No one’s content, passwords, or payment information was accessed, and 
the issue was quickly resolved.  
 
Our core apps and infrastructure were also unaffected, as access to this 
code is even more limited and strictly controlled. We believe the risk to 
customers is minimal. Because we take our commitment to security, 
privacy, and transparency seriously, we have notified those affected and are 
sharing more here. 
 
In today's evolving threat landscape, people are inundated with messages 
and notifications, making phishing lures hard to detect. Threat actors have 
moved beyond simply harvesting usernames and passwords, to harvesting 
multi-factor authentication codes as well.  
 
In September, GitHub detailed one such phishing campaign, in which a 
threat actor accessed GitHub accounts by impersonating the code 
integration and delivery platform CircleCI.  
 
We recently learned that Dropbox was targeted by a similar campaign. On 
October 14, 2022, GitHub alerted us to some suspicious behavior that 
began the previous day. Upon further investigation, we found that a threat 
actor—also pretending to be CircleCI—accessed one of our GitHub 
accounts, too. 
 
At no point did this threat actor have access to the contents of anyone’s 
Dropbox account, their password, or their payment information.  
 
To date, our investigation has found that the code accessed by this threat 
actor contained some credentials—primarily, API keys—used by Dropbox 
developers.  
 
The code and the data around it also included a few thousand names and 
email addresses belonging to Dropbox employees, current and past 
customers, sales leads, and vendors (for context, Dropbox has more than 
700 million registered users).  
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We take our commitment to protecting the privacy of our customers, 
partners, and employees seriously, and while we believe any risk to them is 
minimal, we have notified those affected. 
 
At Dropbox, our number one company value is being worthy of trust. In the 
interest of transparency, and to contribute to the industry’s understanding 
of these types of threats, we want to share what happened and how we 
responded. 
 
What happened and our response 
 
At Dropbox, we use GitHub to host our public repositories as well as some 
of our private repositories. We also use CircleCI for select internal 
deployments. In early October, multiple Dropboxers received phishing 
emails impersonating CircleCI, with the intent of targeting our GitHub 
accounts (a person can use their GitHub credentials to login to CircleCI). 
 
While our systems automatically quarantined some of these emails, others 
landed in Dropboxers’ inboxes. These legitimate-looking emails directed 
employees to visit a fake CircleCI login page, enter their GitHub username 
and password, and then use their hardware authentication key to pass a 
One Time Password (OTP) to the malicious site. This eventually succeeded, 
giving the threat actor access to one of our GitHub organizations where they 
proceeded to copy 130 of our code repositories.  
 
These repositories included our own copies of third-party libraries slightly 
modified for use by Dropbox, internal prototypes, and some tools and 
configuration files used by the security team. Importantly, they did not 
include code for our core apps or infrastructure. Access to those 
repositories is even more limited and strictly controlled. 
 
On the same day we were informed of the suspicious activity, the threat 
actor’s access to GitHub was disabled. Our security teams took immediate 
action to coordinate the rotation of all exposed developer credentials, and 
determine what customer data—if any—was accessed or stolen. We also 
reviewed our logs, and found no evidence of successful abuse. To be sure, 
we hired outside forensic experts to verify our findings, and reported this 
event to the appropriate regulators and law enforcement. 
 
What we’re doing next 
 
Our security teams work tirelessly to keep Dropbox worthy of our 
customer's trust. While the information accessed by this threat actor was 
limited, we hold ourselves to a higher standard. We're sorry we fell short, 
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and apologize for any inconvenience. One way we hope to prevent a similar 
incident from occurring is by accelerating our adoption of WebAuthn. 
 
Not all types of multi-factor authentication are created equal, and some are 
more vulnerable to phishing than others. While many organizations still 
rely on less secure forms of multi-factor authentication—such as push 
notifications, one-time passwords (OTP), and time-based one-time 
passwords (TOTP)—WebAuthn is currently the gold standard.  
 
Prior to this incident, we were already in the process of adopting this more 
phishing-resistant form of multi-factor authentication. Soon, our whole 
environment will be secured by WebAuthn with hardware tokens or 
biometric factors. (We also offer WebAuthn to Dropbox customers. Visit 
our help center to learn how to enable this security measure on your 
Dropbox account.) 
 
We know it’s impossible for humans to detect every phishing lure. For 
many people, clicking links and opening attachments is a fundamental part 
of their job. Even the most skeptical, vigilant professional can fall prey to a 
carefully crafted message delivered in the right way at the right time. This is 
precisely why phishing remains so effective—and why technical controls 
remain the best protection against these kinds of attacks. As threats grow 
more sophisticated, the more important these controls become.  
 
To read more: 

https://dropbox.tech/security/a-recent-phishing-campaign-targeting-drop
box 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://dropbox.tech/security/a-recent-phishing-campaign-targeting-dropbox
https://dropbox.tech/security/a-recent-phishing-campaign-targeting-dropbox
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Number 9 

Cybersecurity threats in the health care sector 
 

 
 

An Increasingly Dangerous Threat  
 
Over the past decade, the American public has witnessed increasingly 
brazen and disruptive attacks on its health care sector that jeopardize 
sensitive personal information, delay treatment, and ultimately lead to 
increased suffering and death. 
 
In 2021, cybersecurity attacks on health care providers reached an all-time 
high, with one study indicating that more than 45 million people were 
affected by such attacks in 2021 – a 32 percent increase over 2020. 
 
The health care sector is vulnerable to cyberattacks for a number of reasons, 
including its reliance on legacy technology, a wide and highly varied attack 
surface (that only grows more complex from the ever-increasing number of 
connected devices), a high-pressure environment where even the slightest 
delay can have life-or-death consequences, funding constraints, and an 
outdated mode of thinking that views cybersecurity as a secondary or 
tertiary concern.  
 
These challenges are compounded when coupled with the incredibly 
alluring target that the health care sector presents to cybercriminals.  
 
Personal health information is more valuable on the black market than even 
credit card information, as hackers can sell stolen medical records for 
anywhere from $10 to $1,000 per record. 
 
These attacks are also costly, with the health care industry seeing the 
highest cost per breach of any industry, according to IBM’s annual Cost of a 
Data Breach report. 
 
Although these cybersecurity vulnerabilities certainly leave health care 
organizations exposed to patient data theft, they often have far-reaching, 
and more serious, impacts beyond privacy concerns.  
 
Cyberattacks can be detrimental to patient safety, as they can lock 
physicians out of treatment tools, shut down hospital equipment used for 
care, and create backlogs that delay appointments and treatment.  



P a g e  | 32 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

When it comes to cyberattacks affecting patient care, the question is no 
longer a matter of if or when, but how often and how catastrophic the 
consequences. 
 

 
 
To read more: 

https://www.warner.senate.gov/public/_cache/files/f/5/f5020e27-d20f-4
9d1-b8f0-bac298f5da0b/0320658680B8F1D29C9A94895044DA31.cips-r
eport.pdf 
 

 
 
 
 
 
 
 

https://www.warner.senate.gov/public/_cache/files/f/5/f5020e27-d20f-49d1-b8f0-bac298f5da0b/0320658680B8F1D29C9A94895044DA31.cips-report.pdf
https://www.warner.senate.gov/public/_cache/files/f/5/f5020e27-d20f-49d1-b8f0-bac298f5da0b/0320658680B8F1D29C9A94895044DA31.cips-report.pdf
https://www.warner.senate.gov/public/_cache/files/f/5/f5020e27-d20f-49d1-b8f0-bac298f5da0b/0320658680B8F1D29C9A94895044DA31.cips-report.pdf
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Number 10 

Winners Announced in First Phase of UK-US Privacy-Enhancing 
Technologies Prize Challenges 
Winning ideas would tackle financial crime and public health emergencies. 
 

 
 

The United Kingdom and the United States governments have announced 
the 12 winners of the first phase of the U.K.-U.S. privacy-enhancing 
technologies (PETs) prize challenges.  
 
Competing for cash prizes from a combined U.S.-U.K. prize pool of $1.6 
million (£1.3 million), participants are developing solutions that will enable 
artificial intelligence models to be trained on sensitive data without 
organizations having to reveal, share or combine their raw data.  
 
Winning challenge solutions will be showcased at the second Summit for 
Democracy, which President Joe Biden plans to convene in the first half of 
2023. The U.S. challenge is funded and administered by the U.S. 
Department of Commerce’s National Institute of Standards and Technology 
(NIST) and the U.S. National Science Foundation (NSF). 
 
“AI is driving rapid technology change that is based on ever-increasing 
amounts of disparate data, making privacy-enhancing technologies 
increasingly important,” said Under Secretary of Commerce for Standards 
and Technology and NIST Director Laurie E. Locascio.  
 
“The U.S.-U.K. PET prize challenge provides a global venue to build and 
showcase cutting-edge and scalable solutions that respect human rights and 
civil liberties. I am excited by the solutions proposed by these scholars and 
look forward to their impact on enhancing privacy and bolstering 
trustworthy AI.” 
 
“These first-of-their-kind international prize challenges are focusing 
innovators from the U.S. and U.K. on overcoming the challenge of maturing 
PETs for practical use cases,” said National Science Foundation Director 
Sethuraman Panchanathan.  
 
“The level of participation and caliber of participants in the U.S.-U.K. PETs 
prize challenges promise to accelerate the translation of PETs to practice. 
I’m excited to see the strong start to the prize challenges across the 
transatlantic research community and look forward to the results in the 
next phases.”  
 



P a g e  | 34 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

The 12 prize-winning technical papers were selected from 76 entries across 
two challenge tracks: using PETs to improve detection of financial crime 
and forecasting an individual’s risk of infection during a pandemic, or 
designing a solution that would meet both scenarios. A total of $157,000 
(£138,000) was awarded in this phase.  
 
“Privacy-enhancing technologies have the potential to unlock the power of 
data to tackle major societal challenges — from international money 
laundering to responding to global pandemics — in a way that respects 
citizens’ rights,” said Minister of State for Media, Data, and Digital 
Infrastructure Julia Lopez at the UK Department for Digital, Culture, Media 
and Sport.  
 
“That’s why I’m delighted by the strength of the response to the joint 
U.K.-U.S. prize challenges, with world-class researchers on both sides of the 
Atlantic leaping to the challenge of innovating in a way that upholds our 
shared values.” 
 
For the first stage of the competition, teams from academic institutions, 
global technology companies and privacy tech companies submitted white 
papers describing their approaches to privacy-preserving data analytics.  
 
In the second phase, which began in October 2022, the teams began 
building the solutions they set out in their white papers. The challenge 
participants will have opportunities to engage with regulators and 
government agencies for guidance on developing solutions that uphold 
crucial regulatory principles.  
 
In the U.S., prizes were awarded to the following teams: 
 

1. Team MusCAT — researchers from the Broad Institute, 
Massachusetts Institute of Technology, Harvard Business School, 
University of Texas Austin, University of Toronto 

2. Team IBM Research 
3. Team Secret Computers — researchers from Inpher Inc. 

 
In the U.K., prizes were awarded to the following organizations: 
 

1. Corvus Research Limited 
2. Diagonal Works 
3. GMV 
4. Faculty 
5. Featurespace Limited 
6. OpenMined and DeepMind 
7. Privitar Limited 
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8. University of Cambridge 
9. University of Liverpool 

 
In the third phase of the prize challenge, “red teams” will launch privacy 
attacks on the most promising solutions to rigorously test their 
privacy-preserving capacities and assess the final winners.  
 
Applications for red teams are being accepted through Nov. 23, 2022. 
Top-scoring red teams will be awarded prizes from a combined pool of 
$225,000 (£200,000). 
 
Solutions for the financial crime and public health tracks are being 
developed using synthetic datasets that are representative of real-world use 
cases. The prize challenge organizers have announced today that the 
synthetic banking data used in the financial crime challenge is based on 
data by global financial institutions BNY Mellon and Deutsche Bank.  
 
Innovators on the financial crime track are also working with synthetic 
global transaction data created by SWIFT, a global provider of secure 
financial messaging services, with the support of MOSTLY AI. Innovators 
on the public health track are working with a synthetic dataset created by 
the University of Virginia’s Biocomplexity Institute.  
 
Planning for the challenges is being led by the UK Centre for Data Ethics 
and Innovation and Innovate UK, and the U.S. White House Office of 
Science and Technology Policy, NIST and NSF. 
 

 
 
The prize challenges were launched in July 2022. For more information, 
you may visit https://petsprizechallenges.com 
 

https://petsprizechallenges.com/
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To read more: 

https://www.nist.gov/news-events/news/2022/11/winners-announced-fir
st-phase-uk-us-privacy-enhancing-technologies-prize 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/news-events/news/2022/11/winners-announced-first-phase-uk-us-privacy-enhancing-technologies-prize
https://www.nist.gov/news-events/news/2022/11/winners-announced-first-phase-uk-us-privacy-enhancing-technologies-prize
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

