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Dear members and friends,  
 
This time they really scared me. But this all takes place in a 
fictional version of 2039; it’s a scenario that was played out 
in a tabletop exercise (TTX)—a mini-wargame— titled St. 
Paul Syndrome II. 
 
On August 17, Alaskan officials reported 81 cases of an unidentified 
haemorrhagic fever, similar to but more contagious than the Ebola or 
Marburg viruses, on the Alaskan island of St. Paul in the Bering Strait.  
 
Within a day, 24 infected people had died. The outbreak occurred two 
weeks after the United States was accused of sinking the Russian ship 
Ulana.  
 
Americans had attempted to search Ulana because they suspected it of 
carrying biological warfare materials to Russia’s recently solidified ally 
North Korea.  

http://www.risk-compliance-association.com/
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Four U.S. Marines died in the skirmish, as well as almost all of the Russian 
ship’s crew.  
 
In addition, a group of South Korean tourists—one of whom had North 
Korean ties—visited St. Paul three days before the first infection was 
discovered.  
 
These combined events have led to an increasingly volatile situation 
between the United States, Russia, and multiple countries in the 
Asian-Pacific. 
 
If you’re thinking you missed some major breaking news, you can breathe 
a sigh of relief. This is just a scenario. You can read more at: 
 
- The Los Alamos National Laboratory. It applies scientific and 

engineering solutions to national security and to many of the world's 
most difficult challenges. 
 

- The U.S. Naval War College. It supports combat readiness, strengthens 
global maritime partnerships, and contributes original strategy and 
legal research to the US and international community. 

 
Simulating complex war situations—from sea to space to cyber—builds 
analytical, strategic, and decision-making skills. Wargaming programming 
helps shape defense plans and policies for various commands and agencies. 
 
Read more at Number 9 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

A Smart Use for Doping: Implanted Atoms Create Unique 
Electrical IDs That Distinguish Bona Fide Devices From 
Forgeries 
 

 
 

If someone sells you a luxury handbag from Paris, France, but it turns out 
be a forgery from Paris, Texas, the counterfeit item might cost you a 
thousand bucks and the crook could wind up in jail. But if a counterfeit 
electronic device gets installed in a car, it could cost passengers or the 
driver their lives. 
 
Without new security measures, the interconnected wireless technologies, 
digital electronics and micromechanical electronic systems that make up 
the Internet of Things are vulnerable to forgeries and tampering that could 
cause entire telecommunication networks to fail. In 2017, sales of 
counterfeit products of all sorts — from electronics to pharmaceuticals — 
amounted to an estimated $1.2 trillion worldwide. 
 
To help prevent counterfeit computer chips and other electronic devices 
from flooding the market, researchers at the National Institute of Standards 
and Technology (NIST) have demonstrated a method that could 
electronically authenticate products before they leave the factory.  
 

 
 
The video: 

https://cdnapisec.kaltura.com/index.php/extwidget/preview/partner_id/
684682/uiconf_id/31013851/entry_id/1_kv68s3z0/embed/dynamic 
 

https://cdnapisec.kaltura.com/index.php/extwidget/preview/partner_id/684682/uiconf_id/31013851/entry_id/1_kv68s3z0/embed/dynamic
https://cdnapisec.kaltura.com/index.php/extwidget/preview/partner_id/684682/uiconf_id/31013851/entry_id/1_kv68s3z0/embed/dynamic
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To detect the presence of forged components in a system, you need a way of 
uniquely identifying and authenticating these components throughout the 
supply chain.  
 
To achieve this, NIST researchers have developed a new low-cost process 
for creating unique and non-duplicable ID tags by altering the electronic 
structure of silicon.  
 
These tags could be embedded into a device during the manufacturing 
process and easily authenticated by anyone receiving the device, ensuring a 
secure supply chain for components in critical systems. Credit: Sean 
Kelley/NIST. 
 
The scientists employed a well-known technique called doping, in which 
small clusters of “foreign” atoms of a different element from those in the 
device to be labeled are implanted just beneath the surface.  
 
The implanted atoms alter the electrical properties of the topmost layer 
without harming it, creating a unique label that can be read by an electronic 
scanner. 
 
Using doping to create electronic tags for devices is not a new idea. 
However, the NIST technique, which uses the sharp tip of an atomic force 
microscope (AFM) probe to implant atoms, is simpler, less costly and 
requires less equipment than other doping techniques using lasers or a 
beam of ions, said NIST researcher Yaw Obeng. It is also less damaging 
than other methods. 
 
“We’re putting a sticker on every device, except that the sticker is electronic 
and no two are identical because in each case the amount and pattern of the 
dopant atoms is different,” said Obeng. 
 
To create the electronic ID, Obeng and his colleagues first deposited a 
10-nanometer (billionth of a meter) film of dopant material — in this case 
aluminum atoms — about 10-centimeter-square silicon wafers that were 
then broken into postage-stamp-size fragments so that they could fit in the 
AFM.  
 
The team then used the needle-like tip of the AFM probe to push aluminum 
atoms a few nanometers into the silicon fragments. The diameter of the 
implanted regions was tiny, no larger than 200 nm. 
 
The implanted atoms alter the arrangement of silicon atoms just beneath 
the surface of the wafer.  
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These silicon atoms, as well as those that reside throughout the wafer, are 
arranged in a repeating geometric pattern known as a lattice.  
Each silicon lattice acts like an electrical circuit with a certain impedance, 
the AC (alternating current) equivalent of resistance in a DC (direct 
current) circuit. 
 
When the implanted aluminum atoms were rapidly heated to about 600 
degrees Celsius, a few of them acquired enough energy to replace some of 
the silicon in lattices just beneath the wafer’s surface. The random 
substitution altered the impedance of those lattices. 
 
Each dopant-modified lattice has a unique impedance depending on the 
amount and type of dopant. As a result, the lattice can serve as a distinctive 
electronic label — a nanometer-scale version of a QR code for the wafer, 
Obeng said.  
 
When a scanner directs a beam of radio waves at the device, the electrically 
altered lattices respond by emitting a unique radio frequency 
corresponding to their impedance. Counterfeit devices could be easily 
identified because they would not respond to the scanner in the same way. 
 
“This research is key because it offers a means to uniquely identify 
components by a secure, unalterable and inexpensive means,” said Jon 
Boyens, a researcher with NIST’s Computer Security Division who was not 
a co-author of the study. 
 
The study, which Obeng presented on Sept. 16 at the International 
Conference on IC Design and Technology in Dresden, Germany, builds 
upon earlier work by the same team 
(https://aip.scitation.org/doi/abs/10.1063/1.5065385?journalCode=jap).  
 
The new study refines the AFM method for inserting dopant atoms, so that 
the AFM probe can more precisely place the atoms in the silicon wafer. The 
higher precision will make it easier to test the electronic ID system under 
real-life conditions. 
 
Obeng and his collaborators, who include Joseph Kopanski of NIST and 
Jung-Joon Ahn of NIST and George Washington University in Washington, 
D.C., consider their technique a prototype that will need modification 
before it can be used in mass production. 
 
One possibility is to use the sharp probes of several AFMs working side by 
side so that the dopant material could be implanted in many devices at 
once.  
 

https://aip.scitation.org/doi/abs/10.1063/1.5065385?journalCode=jap
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Another strategy would employ high-pressure rollers to rapidly push 
dopant atoms coating a computer chip or other device a few nanometers 
into the device.  
 
A pattern stenciled onto the rollers would ensure that the dopant atoms 
were implanted according to a precise blueprint. Rollers are widely used to 
smooth paper, textiles and plastics. 
 
To read more: 

https://www.nist.gov/news-events/news/2021/09/smart-use-doping-impl
anted-atoms-create-unique-electrical-ids-distinguish 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.nist.gov/news-events/news/2021/09/smart-use-doping-implanted-atoms-create-unique-electrical-ids-distinguish
https://www.nist.gov/news-events/news/2021/09/smart-use-doping-implanted-atoms-create-unique-electrical-ids-distinguish
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Number 2 

Central bank digital currencies: Executive summary 
 

 
 

 
 

Motivation 
 
The centrality of central bank money in a monetary system anchors public 
trust in money and supports public welfare. As history has demonstrated, 
the evolution of money and payments delivers new opportunities and 
business models, alongside new challenges.  
 
Our economies are becoming increasingly digital, user needs are rapidly 
evolving, and innovation is reshaping financial services. Many of our 
jurisdictions are seeing falling transactional use of cash, and new forms of 
digital money issued by the non-bank private sector (such as stablecoins) 
are emerging.  
 
These developments have accelerated since the onset of the Covid-19 
pandemic. Today, central banks are exploring how they can continue to 
deliver their public policy objectives, ensuring they are able to respond to a 
future system that appears to be changing rapidly. 
 
A CBDC robustly meeting the foundational principles envisaged by this 
group could be an important instrument for central banks in such a future 
to enhance financial stability, harness new technologies and continue 
serving the public. 
 
As money and payments develop rapidly, central banks’ plans for CBDC will 
evolve. CBDC issuance and design are sovereign decisions. Whether or not 
to issue a CBDC, and its design features, are sovereign decisions for 
relevant authorities based on their assessments and a jurisdiction’s  
circumstances.  
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To date, none of our jurisdictions has yet decided to proceed with a general 
purpose CBDC, which is one option within a wider set of open possibilities 
for central banks. 
 
International cooperation on CBDC could provide an avenue for improving 
cross-border payments. This group’s work has been focused on domestic 
explorations of CBDC.  
 
Yet beyond this group there are valuable insights being generated in other 
fora which will contribute to our collective understanding and respective 
evaluation of CBDCs.  
 
The ongoing work under building block 19 of the G20 roadmap to enhance 
cross-border payments has highlighted the potential for CBDCs to enhance 
the efficiency of cross-border payments for countries working together.  
 
Facilitating international payments with CBDCs may be achieved through 
systems with different degrees of interoperability or cooperation. 
 
As more central banks begin to consider issuance of CBDC, the 
practicalities of implementing such arrangements will be important areas 
for research, as will their macro-financial implications, where the IMF 
would have an important role to play. 
 
Finally, CBDCs would be likely to have wide-ranging impacts on public 
policy issues beyond a central bank’s traditional remit. 
 
Broad engagement and cooperation will play a key role in central  banks’ 
future CBDC deliberations.  
 

Continuing our collaborations, we are publishing three reports, whose key 
messages are summarised below: 
 
1. System design and interoperability; You may visit: 
https://www.bis.org/publ/othp42_system_design.pdf 
 

 

https://www.bis.org/publ/othp42_system_design.pdf
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2. User needs and adoption; You may visit: 

https://www.bis.org/publ/othp42_user_needs.pdf 
 

 
 
3. Financial stability implications. You may visit: 

https://www.bis.org/publ/othp42_fin_stab.pdf 
 

 
 
To read more: https://www.bis.org/publ/othp42.pdf 
 

 

https://www.bis.org/publ/othp42_user_needs.pdf
https://www.bis.org/publ/othp42_fin_stab.pdf
https://www.bis.org/publ/othp42.pdf
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Number 3 

PCAOB Solicits Additional Public Comment on Proposed New 
Requirements for Lead Auditor’s Use of Other Auditors 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) issued a second 
supplemental request for comment on its proposal to strengthen 
requirements that apply to audits involving multiple audit firms. The 
comment period runs through November 30, 2021. 
 
You may visit: 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulem
aking/docket042/2021-005-other-auditors-ssrc.pdf?sfvrsn=6000f093_4 
 
In many audits, the lead auditor issues the auditor’s report, but other 
auditors perform important audit work to assist the lead auditor in 
obtaining sufficient appropriate audit evidence in support of the lead 
auditor’s opinion(s).  
 
The roles of other auditors have become more significant and have evolved 
as companies’ global operations have grown. 
 
Working with other auditors can differ from working with people in the 
same audit firm, creating challenges in coordination and communication.  
 
These challenges can lead to misunderstandings about the nature, timing, 
and extent of the other auditors’ work  and can detract from the quality of 
the audit. 
 
To address the challenges of working with other auditors, the PCAOB 
previously issued a proposal to strengthen requirements regarding a lead 
auditor’s responsibilities for planning, supervising, and evaluating the work 
of other auditors.  
 
The stated aim of the proposal has been to increase the lead auditor’s 
supervision of the work of other auditors and to enhance the lead auditor’s 
ability to prevent or detect deficiencies in the other auditors’ work. 
 
The PCAOB sought additional comment on that proposal in September 
2017. Today’s request for comment seeks further input on certain revisions 
to the initial proposal that are designed to improve the approach. 
 

https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/2021-005-other-auditors-ssrc.pdf?sfvrsn=6000f093_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/2021-005-other-auditors-ssrc.pdf?sfvrsn=6000f093_4
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“It is important for investor protection that the lead auditor sufficiently 
plans, supervises, and evaluates the work of other auditors,” said PCAOB 
Acting Chairperson Duane M. DesParte. “With the supplemental request 
for comment we issue today, we look forward to receiving further 
stakeholder input as we move to strengthen existing requirements.”  
 

 

 
 
Since it last solicited public comment on this proposal in 2017, the PCAOB 
has continued to review the work performed in audits that involve other 
auditors and to engage with stakeholders and other auditing standard 
setters in this area.  
 
Today’s proposed amendments are intended to:  
 
(1) adjust certain requirements to better take into account the lead auditor’s 
role in the audit and  
 
(2) improve the readability and usability of the amendments and facilitate 
their implementation. 
 
The public is encouraged to comment on the revisions proposed in the 
release or on any other aspect of the proposed amendments. After this 
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round of public comment, the Board intends to consider the comments 
received and decide whether to adopt final amendments. 
 
Learn more at the Supervision of Audits Involving Other Auditors project 
page at: 

https://pcaobus.org/oversight/standards/research-standard-setting-proje
cts/supervision-of-audits-involving-other-auditors 
 
To learn more, you may visit: 
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulem
aking/docket042/2021-005-other-auditors-ssrc.pdf?sfvrsn=6000f093_4 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaobus.org/oversight/standards/research-standard-setting-projects/supervision-of-audits-involving-other-auditors
https://pcaobus.org/oversight/standards/research-standard-setting-projects/supervision-of-audits-involving-other-auditors
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/2021-005-other-auditors-ssrc.pdf?sfvrsn=6000f093_4
https://pcaob-assets.azureedge.net/pcaob-dev/docs/default-source/rulemaking/docket042/2021-005-other-auditors-ssrc.pdf?sfvrsn=6000f093_4
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Number 4 

Creating a New Model for the Future of Supervision 
Governor Michelle W. Bowman, at the Community Banking in the 21st 
Century Research and Policy Conference, St. Louis, Missouri 
 

 
 

Good afternoon. I'm pleased to be able to join you again virtually for this 
year's Community Banking in the 21st Century research and policy 
conference. Although I think we would all prefer to be together in person, in 
the shadow of the St. Louis Arch, I'm optimistic that next year (which will 
be the 10th anniversary of the conference, by the way) will give us the 
opportunity to finally gather in person after a two-year hiatus. 
 
For nine years, this conference, which brings together researchers, 
regulators, and community bankers, has enabled us to hear from top 
academics around the world who conduct research to help us better 
understand the community bank business model.  
 
It's not an accident that this conference is sponsored by three agencies 
involved in the supervision of banks—the Federal Reserve, the Conference 
of State Bank Supervisors, and the FDIC—as the work of this conference 
has informed, and will continue to inform, how we think about the 
supervision of our nation's community banks. 
 
Our conference sponsors entered this partnership with the belief that what 
we learn here will deepen our understanding of the benefits of, and the 
challenges facing, the community bank business model, which, in turn, 
helps to make us better bank supervisors. 
 
It's natural then to ask: What have we learned from this conference that is 
applicable today? What might we apply in the future to the supervision of 
community banks? 
 
To answer that question, or quite frankly, to answer many questions that 
pertain to the regulation and supervision of banks, it's instructive to first go 
back a bit in history. In this case, I'd like to take you all the way back 
to...2019. 
 
Seems like a lifetime ago. 
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Way back then, we were concerned about liquidity. Banks were concerned 
about a potential run-off of deposits as consumers found new, more 
technology-centric ways to manage their money, often outside of the 
insured banking system.  
 
Although we also saw a decline in technology costs that enabled banks of all 
sizes to offer a wider array of digital products and services to their 
customers, the innovation taking place outside the banking sector was often 
seen as outpacing the innovation in the banking sector. 
 
Consumers seemed to increasingly weigh convenience over safety, as a 
number of non-banks increased their market share. To a lesser degree, but 
still concerning, was that of the convenience factor. It drove some small 
business borrowers to move away from lenders with whom they had 
longstanding relationships.  
 
In some cases, those borrowers were even willing to pay much more for 
credit for the sake of convenience. Unfortunately, some borrowers learned 
the hard way that convenience does not always outweigh a banking 
relationship—particularly when a business or community experiences a 
significant hardship such as a natural disaster. 
 
I regularly heard stories of how small businesses that borrowed from an 
online lender were unable to reach anyone to discuss their situation during 
a crisis and ultimately had their loans called because of missing a payment. 
In these situations, I also heard stories of how the local community bank 
that understood the local situation and wanted to see the business and the 
community survive, would step in, and refinance the original loan to help 
the small business return to more normal operations. 
 
I also heard about challenges with core processors and how legacy contracts 
and a lack of competition for core processing services was stifling 
innovation. We saw several fintechs become "mainstream" nationally, and 
we saw a proliferation of technology solutions targeted at helping 
community banks become nimbler in adding new products and services. 
 
From a supervisory perspective, the Federal Reserve actively explored ways 
to reduce regulatory burden and provide greater transparency into the work 
of bank supervisors.  
 
Using research presented in prior years at this conference, we applied 
findings showing the disproportionate regulatory burden borne by our 
smallest institutions and looked across our processes to find ways to tailor 
our supervisory model to more accurately reflect the risk posed by these 
smaller financial institutions. 
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And then came March 2020 and the arrival of the COVID-19 pandemic in 
the U.S. 
 
Despite the many choices consumers have for managing their money and 
purchases outside of the traditional banking system, we witnessed a 
systematic flight to the safety of FDIC-insured deposits in state or 
nationally chartered banks. 
 
Specifically, total deposits at all FDIC-insured institutions increased by 22 
percent when comparing deposit data from 2019 to 2020.1 Small business 
lending also increased significantly. From the end of 2019 to the end of the 
second quarter of 2020 alone, small loans to businesses at community 
banks, a proxy for small business lending, increased by 39 percent. 
 
The Impact of the PPP during the Pandemic 
 
One driver for the increase in small business lending was, of course, the 
Small Business Administration's Paycheck Protection Program or PPP. The 
PPP was funded by the U.S. Treasury Department through forgivable loans 
that enabled small businesses to maintain payroll, retain employees who 
may have been laid off in response to the social distancing protocols that 
went into effect in April 2020, or to cover other overhead costs. 
 
To support the PPP, the Federal Reserve provided a liquidity backstop to 
PPP lenders through its Paycheck Protection Program Liquidity Facility or 
PPPLF.  
 
In recognition of the evolution in the banking landscape that I referenced a 
few moments ago, the PPPLF was designed to not only provide a liquidity 
backstop to banks and credit unions, but also to serve non-bank fintechs, 
community development financial institutions, and agricultural finance 
companies that participated in the PPP.  
 
Given the important role minority-owned banks play in the allocation of 
credit in their communities, the Federal Reserve also actively engaged 
minority depository institutions to ensure they had the tools they needed to 
benefit from the Fed's emergency liquidity programs. 
 
To be sure, the PPP and the PPPLF will provide significant research 
material for years to come. I understand from reviewing the papers 
accepted into this year's proceedings that it has already driven the work of 
several economists you'll be hearing from over this two-day conference.  
 
In reviewing the data on these programs, however—and here I must credit 
the Federal Reserve Bank of New York's "Supervision Transformational 
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Trends" program—we see that a substantial majority of PPP loans, nearly 
73 percent, were made by insured depository institutions. These loans also 
accounted for nearly 90 percent of the aggregated loan amount for all PPP 
loans. 
 
Getting a bit more granular, we can see that community banks made 32 
percent of all PPP loans while large banks made 35 percent of all PPP loans, 
with credit unions and savings banks accounting for the rest of the loans 
made by banking institutions.  
 
Fintechs accounted for approximately 13 percent of all PPP loans and more 
than half of those were made as a result of a partner bank relationship. 
 
A recent working paper from the National Bureau of Economic Research 
(NBER) offers additional detail on the roles these different types of lenders 
played in allocating credit through the PPP during the pandemic. The 
authors found 
 
- Community banks originated the majority of PPP loans when the 

program first launched, while large banks were the majority lender 
during the second phase of the program. 

 
- Community banks provided more loans to middle income borrowers 

while large banks provided more PPP loans to upper income borrowers. 
 
- Community banks and large banks made loans to lower and 

moderate-income borrowers in approximately equal proportions. 
 
- Fintech firms, on the other hand, made more loans in zip codes with 

fewer bank branches, lower incomes, and larger minority populations.5 
 
- The authors also found that fintech lending, instead of taking market 

share from traditional banks, mostly expanded the overall supply of 
credit and other financial services. 

 
From my perspective, these findings offer evidence of the continuing 
importance of community banks to our economy during both "normal" 
times as well as during times of extreme financial stress. Or, to paraphrase 
Mark Twain, "reports of the demise of community banks are greatly 
exaggerated." 
 
The NBER paper also highlights how new entrants to banking can meet an 
unmet need. 
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The experiences of banks and bank supervisors during the pandemic also 
offer insights into how we should think about the Federal Reserve's 
approach to supervision in the future.  
 
For the remainder of my talk, I will offer my thoughts on a key principle 
that I believe should guide our thinking: The future of community banking 
and the future of banking supervision are deeply interconnected. 
 
My earlier comments should not be interpreted as suggesting that there 
aren't real challenges facing the community bank business model. But I am 
suggesting that new technologies, new entrants into banking, and changes 
in customer preferences that have led to predictions about the end of the 
community banking business model simply have not been substantiated. 
 
If anything, this conference has highlighted that the diversity in business 
models of small financial institutions is an essential part of our economy.  
 
There is strength in being small that enables institutions to know their 
customers on a much deeper level. Small financial institutions can quickly 
customize products and services to address their customers' needs and, in 
some cases, they can leverage the flexibility of their business models to take 
advantage of new business opportunities.  
 
This flexibility allows banks to maintain strong relationships with 
customers—particularly those customers who don't fit a "typical" borrower 
profile. It also explains why community banks have a long history of 
providing essential financial services to households, small businesses, and 
small farms in communities across the country. 
 
During the pandemic, I personally began speaking to the leaders of the 
more than 650 state member community banks in the Federal Reserve's 
supervisory portfolio.  
 
The conversations to date have provided important regional insights and 
perspectives that can only be gleaned from leaders who know their markets 
and customers at a very deep level.  
 
While I heard that lobby traffic was down and that lending opportunities 
were not as robust as they once were, I mostly heard optimism. I heard that 
the value proposition of the traditional community bank was on full display 
in many communities, urban and rural.  
 
I heard that bank business customers needed bankers who truly knew them 
and their businesses, and who could work with them to provide the 
customized support they needed during that time of great uncertainty. 
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As banks changed to meet the challenges of the pandemic, we asked 
ourselves at the Federal Reserve, do bank supervisors need to change? 
 
By necessity, the immediate answer, of course, was "yes." The Federal 
Reserve did so by pausing all on-site exams and using technology that 
enabled us to remotely supervise the safety and soundness of our 
institutions as well as monitor their compliance with relevant consumer 
compliance laws and regulations. To be sure, we adjusted our supervisory 
expectations accordingly based on the guidance we were providing banks. 
 
We also greatly expanded our outreach and engagement with financial 
institutions. We deployed the full range of communications tools that we've 
developed over many years to provide banks with real-time information on 
supervisory expectations as well as the emergency lending programs that 
were put in place to forestall any systematic deterioration in the health of 
our financial system. 
 
As evidenced by the continued strength of bank balance sheets and the 
general absence of bank failures during the pandemic, I think we can 
confidently say that the actions of banks, bank supervisors, and 
policymakers during the pandemic allowed us to avoid the challenges that 
plagued our banking system during 2008 financial crisis. The pandemic 
heightened our awareness of this important linkage between banking and 
supervision. 
 
Had we not tailored our supervisory approach during the pandemic, I 
believe the impact on our banks, our economy, and on consumers would 
have been much more severe. 
 
From the beginning, we worked closely with our federal and state 
counterparts—many of whom are represented at this conference—to 
develop a sense of joint action and to agree to work together in a holistic 
way. 
 
I knew from my experience as both a community banker and a state bank 
regulator, that we needed to avoid overreacting and instead approach 
supervision in a more measured way that allowed banks the flexibility to 
work with their customers. We needed to empower banks to manage those 
key relationships in their loan portfolios in a way that was beneficial to their 
customers without exposing the banks to risk. 
 
What we saw, as a result of this approach, is that the industry made 
responsible decisions that kept credit flowing throughout the pandemic and 
enabled businesses across the U.S. to continue operating. 
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But the question remains: how should supervisors, and banking 
supervision itself, apply what we learned going forward? During the 
pandemic, we changed our supervisory approaches based on necessity, but 
now we need to look ahead and make sure that we're adjusting our 
supervisory model in ways that allow banks greater flexibility to innovate to 
compete in today's quickly evolving banking environment—without 
sacrificing important consumer protections or the health and safety of our 
banking system. 
 
The Future of Supervision 
 
To start, we must acknowledge the interconnectedness of the future of 
banking and the future of bank supervision. Supervision has to evolve 
because the banking industry is evolving. Available technology, analytical 
capabilities, and customer and workforce preferences are driving this 
evolution in how financial sector products and services are delivered. We 
recognize that our workforce, processes, and technology must align with  
these changes to ensure that an effective, transparent, and timely 
supervision program is maintained. 
 
Therefore, the Federal Reserve is embarking on an initiative to investigate 
the implications of these changes for the Federal Reserve's Supervision 
function. 
 
The goal of this initiative is to ensure our supervisory approaches 
accommodate a much broader range of activities while ensuring we don't 
create an unlevel playing field with unfair advantages, or unfair 
disadvantages, for some types of firms versus others. This will include 
investigating technology and innovative business practices that increase 
our agility and efficiency. 
 
Innovation is a way of life for banks, it should be for supervisors as well. 
 
But we must do this in a way that also preserves what we know works and 
what we learned can work during the pandemic. 
 
Before sharing my views on the underlying principles that need to guide our 
thinking on our future supervisory approaches, I'll first offer some thoughts 
on a few aspects of Federal Reserve supervision that I believe must be 
preserved even as we think expansively about the future: 
 
- The first being the Federal Reserve's Supervisory structure. Although 

the Fed's supervision and regulation of banks is the responsibility of the 
Board of Governors, the day-to-day supervision of banks is delegated to 
the Reserve Banks. This distributed system ensures we have most of our 
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examination workforce living and working in the same communities 
served by our community banks. This structure, perhaps more 
importantly, gives our examiners deep insights into thousands of local 
economies across the U.S. and helps us understand the local industries 
that are vital to the long-term health and success of these communities. 
This local knowledge is what enables our examiners to tailor our 
supervision of institutions based not only on the complexity of the bank 
but based on the unique characteristics of the industries they support. 

 
- The second is the Federal Reserve's direct outreach and engagement 

with banks and financial institutions. Since the 2008 financial crisis, 
the Federal Reserve has built an extensive communications 
infrastructure—through national programs, such as Ask the Fed®, and 
though hundreds of local Reserve Bank programs—to share important 
supervisory and regulatory information with banks.  

 
The goal was simple: provide a mechanism that enables us to quickly 
share information and perspectives with institutions outside of the 
exam process, provide timely and accurate responses to questions, and 
give the banks the tools they need to meet our supervisory expectations. 
I believe supervision works best when supervisors clearly communicate 
their expectations with banks—there shouldn't be any "surprises" about 
our expectations during an exam.  
 
In my calls with bankers, I'm reminded that one of the biggest sources 
of regulatory burden is regulatory and supervisory uncertainty. By 
clearly communicating our expectations, by engaging the industry 
directly to understand the impact of these expectations and, when 
appropriate, providing banks with tools and resources to meet those 
expectations, we reduce uncertainty for banks. 

 
We continued to expand our communication approach this past July 
with the launch of the Federal Reserve's Scaled CECL Allowance for 
Losses Estimator or SCALE tool. SCALE gives community banks a 
tangible tool to help with their calculation of loan loss allowance under 
the Current Expected Credit Losses methodology. Our effort to identify 
simple and practical ways to implement CECL that would help reduce 
costs and complexity for smaller community banks was supported by 
the Financial Accounting Standards Board. The launch of SCALE 
represents a significant cultural shift in how we intend to supervise in 
the future: when there is significant uncertainty around a new 
regulation, supervisory expectation, or practice, we will look beyond our 
traditional communications tools to find innovative ways to reduce that 
uncertainty. 
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So, what will this new approach to supervision look like and what principles 
will guide us? 
 
- First, we must maintain a firm commitment to preserving the stability, 

integrity, functionality, and diversity of our banking system. 
 
- Second, we must maintain consumer protection as we innovate and 

ensure that banks can safely offer financial products and services that 
consumers demand and are uniquely tailored to their circumstances 
and goals. 

 
- Third, as we adjust our supervisory approach, we must avoid adding 

new burdens on banks, particularly on those that maintain a more 
traditional business model. We must be consistent in how we view 
similar activities at similar institutions, but our approach must also 
allow for de novo banks and allow for greater innovation at our nation's 
banks. And we need to continue to provide examiners with the ability to 
tailor their expectations based on the risks posed by individual 
institutions. We must move even further beyond the "one size fits all" 
supervisory model that defined our approach in the past. 

 
- Fourth, we must enhance transparency around our supervisory 

expectations for safety and soundness and consumer compliance 
matters and be timelier in our feedback to banks. We must fully 
leverage our distributed structure to delegate decision making to our 
Reserve Banks, without diminishing the Board's important 
policymaking and oversight role over the supervision of banks. 

 
- And fifth, we must ensure that we are always able to adjust our 

supervisory expectations effectively and efficiently as conditions 
warrant to enable banks to be more flexible in serving their 
communities and in providing credit to the areas of our economy that 
most need it. 

 
When I spoke at this conference in 2019, I discussed a number of very 
practical problems that we needed to solve. These included understanding 
how technology, competition, regulation, and other factors drive industry 
consolidation, quantifying the benefits community banks provide to their 
communities, and defining the full economic effects a community bank has 
on its community. 
 
As we move forward with modernizing our supervisory approach, these 
questions remain at the forefront of our thinking. But, based on our 
experiences of the past few years, we also have a number of new questions 
that we'll need to address if we are to be successful. 
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For example, what do banks see as the most transformative technological 
innovations that will drive changes to their business models? How do 
banking institutions prefer to interact with their supervisors, and what do 
they think makes for a successful relationship between the supervisor and 
the supervised? 
 
The factors that are identified through this initiative as having the greatest 
potential influence on future bank business models will vary based on 
several factors, including size, complexity, geography, staff capacity, and 
business strategy, but, taken together, they will give us important insights 
into how we, as bank supervisors, might need to evolve our supervisory 
practices as the bank business model evolves. 
 
And as we consider our own evolution in the face of these changes, we will 
need to ask ourselves: 
 
- What changes to the Federal Reserve System Supervision function's 

workforce, processes and technology are necessary to execute our 
supervisory activities given the factors affecting the industry? 

 
- How should the Federal Reserve structure its supervisory activities 

across its portfolios of supervised firms? 
 
- Where are we aligned across the Supervision function in conducting our 

work? Where might we be out of alignment? 
 
- Should innovations in technology, such as artificial intelligence, be used 

to better accomplish supervision? 
 
In the future, I look forward to sharing our progress on this initiative and 
providing specific examples of how our supervisory practices are evolving 
alongside those of the industry. 
 
Times of crisis, such as the COVID-19 pandemic, provide us a unique 
opportunity to see how our banking system operates under stress—and to 
see both the strengths of our current system of supervision as well as 
opportunities for improvement. 
 
The lessons we learned over the past 18 months, supported by research 
from this conference and from other sources, offer important lessons on 
how we can appropriately evolve our supervisory approaches. 
 
What we learn over the next two days from the researchers, policymakers, 
and community bankers presenting during this year's conference 
proceedings will factor into our overall thinking as we embark on this 
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journey to modernize our supervisory practices and develop new 
supervisory approaches that can meet the needs of today, and the 
challenges of tomorrow. 
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Number 5 

ESMA to focus on supervision, sustainability, digitalisation and 
the Capital Markets Union in 2022 
 

 
 

The European Securities and Markets Authority (ESMA), the EU’s 
securities markets regulator, has published its 2022 Annual Work 
Programme (AWP), setting out its priority work areas for the next 12 
months to deliver on its mission to enhance investor protection and 
promote stable and orderly financial markets. 
 
The 2022 AWP has been developed at a time of significant change for 
ESMA with its new powers and responsibilities, growth in staff numbers 
and senior management changes.  
 
The key areas of focus for 2022 include: the exercise of new, and existing, 
supervisory powers for benchmarks and data service providers (DRSPs) as 
well as central counterparties (CCPs); its contribution to the European 
Union (EU) priorities on the development of the Capital Markets Union 
(CMU), sustainable finance and innovation; and the convergence of 
supervisory and regulatory practices across the EU.  
 
In addition, it will continue to monitor the impact of the United Kingdom’s 
withdrawal from the EU on the evolution of EU and global capital markets. 
 
Natasha Cazenave, Executive Director, said: 
 
“ESMA faces another year of change and challenge in 2022, with new  
supervisory powers for benchmarks and data service providers, significant  
contributions expected to support the EU’s priorities through single 
rulebook and supervisory convergence work and further enhancements to 
our role as an EU capital markets data hub.  
 
“This is an ambitious work schedule that aims to respond to the challenges  
faced by the EU, its capital markets, and its citizens. This includes 
developing the retail investor base to support the Capital Markets Union, 
promoting sustainable finance and long-term oriented markets, and 
dealing with the opportunities and risks posed by digitalisation and 
innovation in the financial sector.” 
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To read more: 

https://www.esma.europa.eu/sites/default/files/library/esma20-95-1430
_2022_annual_work_programme.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.esma.europa.eu/sites/default/files/library/esma20-95-1430_2022_annual_work_programme.pdf
https://www.esma.europa.eu/sites/default/files/library/esma20-95-1430_2022_annual_work_programme.pdf


P a g e  | 28 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 6 

ESRB risk dashboard 
 

 
 

The ESRB risk dashboard is a set of quantitative and qualitative indicators 
of systemic risk in the EU financial system.  
 
The composition and presentation of the ESRB risk dashboard were 
reviewed in the fourth quarter of 2019. 
 
Unless otherwise indicated, all EU indicators relate to the 27 Member 
States of the EU (the EU 27),  excluding the United Kingdom. 
 
In addition, all data series cover the 19 countries in the euro area for the 
whole time series. 
 
For statistics based on the balance sheet of the monetary financial 
institution (MFI) sector,  as well as statistics on financial markets and 
interest rates, the series relate to the composition of the EU/euro area in 
the period covered (changing composition). 
 
Statistics based on the balance sheet of the MFI sector are unconsolidated. 
 
Additional indicators to support the assessment of systemic risk in the EU 
financial system are available in the  Macroprudential Database: 
 http://sdw/browse.do?node=9689335 
 

 

http://sdw/browse.do?node=9689335
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To read more: 
https://www.esrb.europa.eu/pub/pdf/dashboard/esrb.risk_dashboard210
924~addd11ae6f.en.pdf 
 

https://www.esrb.europa.eu/pub/pdf/dashboard/esrb.risk_dashboard210924~addd11ae6f.en.pdf
https://www.esrb.europa.eu/pub/pdf/dashboard/esrb.risk_dashboard210924~addd11ae6f.en.pdf
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Number 7 

European Insurance Overview 2021 
 

 
 

The Annual European Insurance Overview is published by EIOPA as an 
extension of its statistical services in order to provide an easy-to-use and 
accessible overview of the European (re)insurance sector.  
 
The report is based on annually reported Solvency II information. This 
ensures that the data has a high coverage in all countries and is reported in 
a consistent manner across the EEA. 
 
The report is objective, factual and data driven and does not contain 
analysis or policy messages. All indicators used in the report are calculated 
from the reported data from undertakings.  
 
While the topics and indicators covered is intended to be relatively stable 
over time, the report will be adapted to respond to changes in micro 
prudential and supervisory priorities.  
 
It will therefore support the supervisory community and industry with 
highly relevant and easily-accessible data at European level.  
 
This report is based on Annual reporting for 2020 and as such UK are 
included, any EEA figures will be shown as EEA + UK.  
 
The report is published with all charts data available for download in 
separate excel files. 
 
To read more: 
https://www.eiopa.europa.eu/document-library/insurance-overview-repor
t/european-insurance-overview-2021_en 
 

 
 
 
 
 

https://www.eiopa.europa.eu/document-library/insurance-overview-report/european-insurance-overview-2021_en
https://www.eiopa.europa.eu/document-library/insurance-overview-report/european-insurance-overview-2021_en
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Number 8 

The hard yards 
Andrew Bailey, Governor, Bank of England 
 

 
 

I am going to speak this evening about the state of the economy and about 
monetary policy as the recovery from Covid unfolds. The title of this speech, 
The Hard Yards, is I think a saying that originated in sailing, though I 
associate it more with forward play in rugby.  
 
I remember saying, around a year ago when the recovery looked rapid, that 
the hard yards were yet to come, and while I don’t want to claim any great 
prescience, it appears to be turning out that way. Nor do I have any claim to 
originality – Milton Friedman and Anna Schwartz wrote in their monetary 
history of the US that the most notable feature of the revival of the US 
economy after 1933 was not its rapidity but its incompleteness. 
 
I, and other MPC members, have also used the analogy of a bridge to 
describe the role of economic policy in the age of Covid, the bridge to the 
other side of Covid. We are still on that bridge. 
 
The rate of recovery has slowed over recent months, and that slowing is 
continuing. Relative to the fourth quarter of 2019, on the latest data to July, 
the level of GDP was 3.5% lower. That’s around one percentage point below 
the level consistent with the August Monetary Policy Report. There is a 
crucial distinction here between growth rates and levels of activity. It is 
inevitable in a bounce-back that the growth rate will slow as the recovery 
nears its end-point. It is not though inevitable – or desirable – that the 
previous level is not regained. 
 
Recovery in some consumer-facing services appears to have been delayed. 
We had seen a recovery in activities such as eating in restaurants, but 
activity is levelling off, notwithstanding our contribution this evening. 
Consistent with the impact of supply bottlenecks and disruption, 
construction output fell in July, and manufacturing output stalled. Surveys 
and the reports of the Bank’s Agents, suggest the impact of these 
supply-chain issues is broadening out. 
 
Pulling this together, the recovery has slowed and the economy has been 
buffeted by additional shocks. The switch of demand from goods to 
services, as Covid has faded in terms of its economic impact, has not taken 
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place to date on the scale expected. Meanwhile, supply bottlenecks and 
labour shortages have weighed on output, and are continuing. Indeed the 
number of high profile supply bottlenecks appears to be increasing. I must 
say that when I heard that we were suffering a shortage of wind to generate 
power, I was tempted to ask, “and when are the locusts due to arrive”. 
 
A number of these supply bottlenecks are not obviously a product of Covid, 
though others are. It is also possible that the economic fragility created by 
Covid has amplified the impact of other shocks – either that or the gods 
really are against us. I think it is more likely Covid amplifying at work. 
 
I want now to turn to the labour market, because here we appear to have a 
big puzzle. Let’s start with the very good news. So far we have not seen a 
major upturn in unemployment or substantial corporate distress, despite 
one of the largest economic downturns in history. That is a notable success 
for economic policy all round. Put simply, if the authorities have the tools 
and the credibility, they can do a lot to help. And, it follows, that in such a 
situation they should do just that, they should not hold back. 
 
But we are left with a puzzle in the labour market. Data from HMRC suggest 
that there were around 1.7mn jobs covered by the furlough scheme in July, 
and as a reminder it comes to an end later this week. The number of 
advertised job vacancies was at a record level in August of over 1mn. The 
number of people unemployed in the three months to July was 186,000 
higher than immediately pre-Covid, and the number of inactive people was 
634,000 higher. Now, of course, it is possible to reconcile these numbers, 
but to do so involves a lot of movement of people from furlough, 
unemployment and inactivity, in ways not so far seen. 
 
There are a number of possible outcomes to this puzzle, which have 
different implications for the labour market. The first is that the furloughed 
workers will largely be re-absorbed into their old jobs, and so even with a 
further reduction in unemployment and inactivity, we are left with an 
excess of job vacancies.  
 
If these excess vacancies are associated with shortages of workers in 
particular sectors, this may push up on wages. This could also happen if 
furloughed workers do not return to their old jobs, but are not suitable for 
those jobs and sectors where there are a high number of vacancies. In other 
words, there is a mismatch in the labour market. Such an outcome is likely 
to raise the rate of unemployment consistent with stable wage growth i.e. 
the NAIRU. 
 
The second outcome is different. Vacancies may be temporarily higher, and 
above their steady state level in the short-run, if firms are anticipating that 
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it will be harder to find workers in the future when unemployment falls. In 
that scenario, demand picks up, the impact of matching frictions in the 
labour market dissipate over time, and both vacancies and unemployment 
fall. The NAIRU would be less affected in this scenario. 
 
Another possible explanation is that the level of advertised vacancies is 
elevated due to employers overestimating the growth of demand to come 
just as the speed of the recovery falls off. In this case, some of the vacancies 
turn out not to be jobs as employers change their mind, or at least hiring is 
put back. 
 
The implications of these labour market outcomes are quite different for 
growth, inflation, and thus monetary policy, which illustrates the 
uncertainty we face. 
 
Before turning to inflation, I want to say something on earnings. On the 
face of it, headline earnings are elevated. Pay growth of around 8% for July 
(the latest available number) is very high. But there are a couple of 
Covid-related distortions that have been pushing up on this growth: there is 
a large base effect from the fall in average earnings last year, and a 
compositional effect from the pattern of impact of Covid on activity across 
the economy and how that relates to typical pay rises by type of job.  
 
All of that said, we think the rate of growth of earnings in an underlying 
sense is probably around the 4% level – higher than we saw before Covid, 
and somewhat higher than we would expect to see in these economic 
conditions. But, there is another interesting development. The dispersion of 
pay growth has risen quite markedly – so for the high numbers we read 
about, there are also low ones. I am going to come back to this point. 
 
The final piece of the economic picture I want to cover is inflation. Having 
been well below target last year and into this year, it has risen above 
rapidly, to 3.2% in August. Much of the latest rise reflects base effects from 
last year, but we have also seen unusually strong rises in some items, 
including some foodstuffs, used cars and accommodation. Our forecast in 
August had inflation rising to 4% by the end of this year, and developments 
since then mean that inflation is likely to rise to slightly above 4%. The 
major contributors to the further increase are not base effects but rather the 
strength we are now seeing in goods and energy prices. 
 
Our view is that the price pressures will be transient – demand will shift 
back from goods to services, global supply chains are likely to repair 
themselves, and many commodity prices have demonstrated mean 
reverting tendencies over time. But, the pressures are very much still with 
us, and there is still we believe pass-through to retail prices to come, and 
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manufacturers’ output prices are still rising rapidly. Added to that is the 
uncertainty around how the labour market puzzle resolves itself, and how 
that will affect employment and earnings. Meanwhile, just to remind, the 
recovery is weakening. A lot therefore turns on how effectively supply 
capacity is rebuilt and over what time, and how the labour market evolves. 
These are truly hard yards. 
 
For most of the rest of my time, I am going to turn to the setting of 
monetary policy. Monetary and fiscal policy have operated independently 
but consistently – unsurprisingly I would emphasise – to provide the bridge 
through Covid, supported I should add by the stability of the financial 
system and macroprudential policy. 
 
We have had to rely on asset purchases to do a lot of the work because of the 
proximity of interest rates to the lower bound. There is plenty of debate 
around QE, some parts of that debate are better founded than others. I am 
not going to cover that in any detail tonight you will be relieved to hear, 
save to make a few points relevant to the current context.  
 
First, we do think that the impact of QE is most pronounced in conditions 
of market instability, as we saw in March last year. Second, we think that a 
larger part of the impact of QE comes from the initial announcement of the 
stock of assets to be purchased, rather than the subsequent flow of 
purchases. As a reminder, the current round was announced last November 
when things looked bleak on the Covid front. 
 
This begs a pertinent question: what impact do you get from continuing 
purchases in market financial conditions, and particularly at a time when 
inflation is rising as it is? The reason in my view is that QE does have an 
effect in stable conditions, and it is an important one, though I should 
emphasise on the second part of the question that because we regard the 
current upturn in inflation as transient, our view on the continuing role of 
QE is conditioned by our forecast in August that had inflation returning to 
target within an acceptable period of time. 
 
One channel through which QE operates is to keep rates further along the 
curve down relative to where they would be otherwise. In that sense, the 
transmission mechanism is somewhat different to a change in Bank Rate, 
though the outcomes will likewise be seen in activity and inflation. For all 
the noise about QE, the key thing for me is that it has thereby contributed to 
keeping stable the cost of finance for companies during the Covid period, 
and that has been very important both for monetary and financial stability. 
 
QE has also provided insurance against the sort of market volatility and 
dysfunction that we saw at the outset of Covid. It has therefore helped to 
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prevent any liquidity-driven rise in yields, should such an event have 
occurred and in particular ensuring that the corporate sector was supported 
through this crisis. That said, the current programme of asset purchases is 
currently scheduled to end in December. 
 
It follows that the monetary policy response, if we need to make one, to the 
inflation pressure should involve Bank Rate not QE. There is no reason to 
beat about the bush on this point. 
 
Let me turn to that response. The MPC’s task is to set monetary policy to 
meet the inflation target, and in a way that helps to sustain growth and 
employment. The remit makes clear that it is appropriate to focus on 
inflation in the medium term, which is appropriate given the lags between 
changes in monetary policy and the impact on inflation. In our view, there 
are good reasons why the current above target inflation will be temporary, 
as I described earlier. 
 
In considering how to use monetary policy, it is also important to 
understand the nature of the shocks that are causing higher inflation. The 
shocks that we are seeing are restricting supply in the economy relative to 
the recovery of demand. This is important because monetary policy will not 
increase the supply of semi-conductor chips, it will not increase the amount 
of wind (no, really), and nor will it produce more HGV drivers. Moreover, 
tightening monetary policy could make things worse in this situation by 
putting more downward pressure on a weakening recovery of the economy. 
 
But what is crucial here is whether and how expectations of future inflation 
respond to these supply shocks, and thereby embed rising inflation. The 
most commonly talked about mechanism goes from higher inflation 
expectations, to companies feeling able to raise prices and employees 
asking for higher wages, to wage pressure and more persistent inflation. In 
this way, what start out as relative changes in price levels for some goods 
and services can become generalised and turn into persistent inflation. I 
take this risk very seriously, it has form so to speak.  
 
That’s a world where people expect further price rises and thus seek to hold 
lower money balances relative to income than they otherwise would. But, in 
a world where people expect the price rises to be temporary and reversed, 
they will delay spending, and hold higher money balances relative to 
income than they otherwise would, and the growth of demand will be 
weaker. As a pertinent example, will second hand car prices stay elevated? 
Now, of course, it all depends on how badly you need that car, and in reality 
some price levels may stay elevated and some may not. 
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Monetary policy should not respond to supply shocks which do not become 
generalised through their impact on inflation expectations. In more modern 
times, and certainly in the life of the MPC, supply shocks have tended to be 
temporary in terms of their impact on inflation. But if that is not likely to be 
the case in our assessment, we will step in and adjust policy as needed. 
Nothing has changed in our approach. 
 
To illustrate this approach, let me briefly summarise the announcement we 
made at the end of our meeting last week, drawing out the differences of 
view, which are very reasonable differences. The MPC emphasised that the 
inflation target applies at all times, with a clear focus on medium-term 
prospects for inflation rather than transient factors. The judgements 
required by this medium-term focus are particularly important and 
challenging at a time like this of very large shocks to the economy. 
 
For most members of the MPC, the outlook for the labour market – as I 
described earlier – is highly uncertain and to some degree likely to be 
resolved in fairly short order, and this justified a wait and see approach on 
policy in view of the continuing belief that higher inflation will be 
temporary.  
 
Within this view, some members put more emphasis on the continuing 
shortfall in the level of GDP relative to pre-Covid, while others emphasised 
the continuing direction of travel towards closing that gap and the evidence 
of cost pressures accompanying the closing. But all of this group were of the 
view that the stimulus to monetary policy enacted in response to Covid 
would need to start to unwind at some point, that unwind should be 
enacted by an increase in Bank Rate, and if appropriate would not need to 
wait for the end of the current asset purchase programme. 
 
The other view places more weight on current evidence of cost and price 
increases and accompanying signs of labour market and capacity pressures, 
leading to more persistent excess demand and higher inflation. Moreover, a 
policy change now would contribute to ensuring medium-term inflation 
expectations remain well anchored. 
 
From this, I would draw out a number of important points. The great 
strength of the MPC process is that nine reasonable and I would say well 
informed people can differ on these interpretations, and we do so 
transparently. But, all of us believe that there will need to be some modest 
tightening of policy to be consistent with meeting the inflation target 
sustainably over the medium-term. Recent evidence appears to have 
strengthened that case, but there remain substantial uncertainties and we 
are monitoring the situation closely. 
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Let me finish with a thought which builds on the whole area of supply 
shocks. As I mentioned earlier, we are seeing currently a much greater 
dispersion of wage settlements. What if this is the beginning of a more 
far-reaching structural change in the economy which alters relative pay 
across occupations? To be clear, I am making no prediction here, but rather 
asking the question in the context of monetary policy.  
 
The first thing to say is that such changes do happen. Since the 1980s, we 
have seen a structural increase in the pay gap between higher and lower 
earners. We have also seen more structural changes in retirement ages over 
a longer time. So, structural changes can happen. It is not the job of 
monetary policy to prevent such changes, but rather to ensure that they do 
not have negative consequences for monetary stability, such as dislodging 
inflation expectations. On this point, it is worth remembering that an 
important reason why we have a positive rather than zero inflation target is 
to enable such changes in relative earnings to happen in a world of 
downward nominal wage rigidities. 
 
I started by quoting Friedman and Schwartz, and so I will end by doing the 
same. They emphasised the need to distinguish a change in price (or wage) 
levels from a persistent increase in the rate of changefootnote[3]. In my 
view, drawing this distinction is a crucial issue that we will be dealing with 
for some time. And of course, since it involves predictions of the future, for 
policymakers the task will not be easy. 
 
In conclusion, the yards will be hard I’m afraid, and we must stick to the 
task. 
 
I am grateful to Nishat Anjum, Jamie Bell, Justin Beresford, Ben 
Broadbent, Alan Castle, Pavandeep Dhami, Jonathan Haskel, Andrew 
Hauser, Karen Jude, Catherine Mann, Dave Ramsden, Fergal Shortall, 
Sophie Stone and Silvana Tenreyro for their assistance in helping me 
prepare these remarks. 
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Number 9 

Simulating wartime decisions helps prepare for the real thing 
 

 
 

On August 17, Alaskan officials reported 81 cases of an unidentified 
hemorrhagic fever, similar to but more contagious than the Ebola or 
Marburg viruses, on the Alaskan island of St. Paul in the Bering Strait.  
 
Within a day, 24 infected people had died. The outbreak occurred two 
weeks after the United States was accused of sinking the Russian ship 
Ulana.  
 
Americans had attempted to search Ulana because they suspected it of 
carrying biological warfare materials to Russia’s recently solidified ally 
North Korea.  
 
Four U.S. Marines died in the skirmish, as well as almost all of the Russian 
ship’s crew.  
 
In addition, a group of South Korean tourists—one of whom had North 
Korean ties—visited St. Paul three days before the first infection was 
discovered.  
 
These combined events have led to an increasingly volatile situation 
between the United States, Russia, and multiple countries in the 
Asian-Pacific. 
 
If you’re thinking you missed some major breaking news, you can breathe 
a sigh of relief. This all takes place in a fictional version of 2039; it’s a 
scenario that was played out in a tabletop exercise (TTX)—a 
mini-wargame— titled St. Paul Syndrome II, in March of 2021. 
 
Pieces on a board 
 
A wargame, according to deceased wargaming expert Francis J. McHugh of 
the United States Naval War College, “is a simulation, in accordance with 
predetermined rules, data, and procedures, of selected aspects of a conflict 
situation.” It’s essentially a pretend war. 
 
Wargaming has been around for hundreds of years. “John Clerk, a 
landsman with no actual experience in the ways of the sea, revolutionized 
British 18th-century naval tactics by using a tabletop for an ocean and 
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wooden blocks to represent ships,” McHugh explained in Fundamentals of 
War Gaming, which was published in 1960.  
 
The United States has used similar techniques for a long time. According to 
a 2015 article by then Deputy Secretary of Defense Bob Work and Vice 
Chairman of the Joint Chiefs of Staff General Paul Selva, during the 1920s 
and 1930s, “militaries the world over struggled to adapt to new inventions 
such as radar and sonar, as well as rapid improvements in wireless 
communications, mechanization, aviation, aircraft carriers, submarines, 
and a host of other militarily relevant technologies.”  
 
During this time, the United States military began to lean heavily on 
wargaming to play out the possibilities of these new developments and their 
impact on warfare. 
 
“Wargaming is strategic analysis,” says Rich Castro, the retired director of 
the Strategic Analyses and Assessments Office at Los Alamos National 
Laboratory. “The Lab’s participation is important because wargaming is an 
analytical tool that brings together many different thoughts, combining the 
expertise of the Department of Defense, Department of Energy, and the 
national laboratories.” 
 
Wargames help leaders consider different scenarios and think about how 
they might play out so they can prepare to make quick decisions in the 
event that a similar scenario actually takes place. “Things are moving so 
fast, technology moves so fast, you have to think faster,” Castro says.  
 
“We don’t have the luxury of thinking about these problems in the 
long-term. There are a lot of changes in our adversaries—cyber, space, 
nuclear, conventional—that didn’t exist during the Cold War. They all come 
together now in an escalation ladder. You have to play this out or you’re 
caught completely off guard.” 
 
Full-scale wargames are played at different locations in the United States, 
often at the Naval War College in Rhode Island, with hundreds of 
participants present from all across the country.  
 
The basic structure is that a group of analysts from the organization 
running the game write a scenario— usually focused on a particular region, 
technology, or situation that is pertinent to current concerns—to be played 
out over the course of one or two weeks. Preparation for the game usually 
takes several months. 
 
Players are assigned to teams that represent countries; a control group 
determines the outcome of team decisions, actions, and interactions with 
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other country teams. The control group also represents countries that do 
not have assigned teams. More than 30 large-scale wargames are held 
annually across the nation, and players from Los Alamos are invited for a 
particularly important reason—their nuclear expertise. 
 
The nuclear niche 
 
According to Tim Goorley, Los Alamos’ lead wargaming consultant for 
nuclear effects, Los Alamos provides expertise on what happens to people, 
aircraft, sea vessels, and satellites, for example, in the event of a nuclear 
detonation. That information is then fed into the game to help the players 
on both sides understand what possible actions they could take next. 
 
Laboratory personnel provide expertise in person at wargames, and they’re 
consulted ahead of the games during the long, complicated process of 
scenario creation. For example, one game incorporated whether it was 
possible to have a new weapon, and, if such a weapon existed, how many 
the United States might own. Goorley called some Los Alamos engineers to 
see whether such a weapon could be produced in the timeframe required by 
the game and whether it could be deployed and used in the way the game 
planners wanted. 
 
The Los Alamos scrimmage 
 
Another way in which wargames are useful is that they help debunk 
commonly believed myths about nuclear weapons.  
 
Many wargames end with the detonation of a nuclear weapon, assuming 
that’s a game-over event.  
 
But, according to Goorley, that’s not true at all; things are just getting 
started.  
 
“People don’t realize how much you can still do just a few miles or days out 
from ground zero,” he says. “You need to keep going through the game for 
about a week or two after the detonation to fully understand the effects.”  
 
Although many films show city blocks being instantly vaporized by a 
nuclear weapon, or show an electromagnetic pulse sending a huge part of 
the country back to the dark ages, those scenarios are not realistic, and 
realism is vital to productive wargames.  
 
As Goorley puts it, the Laboratory “takes the falling sky and puts it back 
up.” 
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Experts from Los Alamos are also able to give particular insight into 
adversaries’ policy and technical capabilities. “It takes a nuclear weapons 
designer to catch a nuclear weapons designer,” Goorley explains. 
 
Although full-scale wargames are the longest and most detailed versions, 
smaller versions referred to as tabletop exercises exist, in which fewer 
people play out a scenario in a shorter timeframe.  
 
Los Alamos has been conducting tabletop exercises for several years, the 
most recent being the St. Paul Syndrome II scenario. 
 
St. Paul Syndrome II was a collaboration between the Laboratory’s Office of 
National Security and International Studies (NSIS) and the Center for 
Strategies and International Studies (CSIS), a Washington, D.C., think tank 
with whom the Lab has partnered. In fact, the most recent TTX was a replay 
of a scenario (St. Paul Syndrome I) that different participants played out in 
the summer of 2020.  
 
By keeping that scenario secret, Los Alamos and CSIS were able to use it 
again with new players who, through their different decisions, revealed 
entirely new options and pathways for the unfolding events. “I have learned 
never to expect particular outcomes,” says Ian Williams, an International 
Security Program fellow and deputy director for the CSIS Missile Defense 
Project. “Even when running the same scenario with participants of similar 
professional backgrounds, we see teams take a wide variety of strategies 
and actions.” 
 
St. Paul Syndrome I and II were developed “to explore how decision makers 
respond to a multi-domain national security conflict,” says Paula Knepper, 
an NSIS program manager. “In this case, we have nuclear and bioweapons 
as well as an issue related to the Arctic.” 
 
The scenario was “the most complex one that we have done so far,” 
Williams says. “Rather than have one major crisis that all the teams were 
focused on, the scenario had each team facing a different issue that 
overlapped with the vital interests of the other country teams. This 
dramatically increased the potential friction points between countries.”  
 
NSIS is in charge of choosing Laboratory participants and filling each team 
roster. An invitation is quite desirable at Los Alamos; for St. Paul Syndrome 
II, the rosters were filled in less than 24 hours. “One of our objectives is 
staff development,” Knepper says.  
 
“We keep in mind creating opportunities for Laboratory staff to extend 
their professional networks. We also look for team diversity—experiences, 
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organizations, technical backgrounds, etc. We find that diverse teams have 
the most insightful and creative outcomes.”  
 
Wargames are as realistic as possible and are based on current intelligence, 
so most are conducted at top secret levels so real intelligence agents can 
attend and contribute what they know.  
 
The recent TTX between Los Alamos and CSIS, however, was not classified, 
so the lessons learned from it can be put to broader use. TTXs can be 
unclassified because they focus on scenarios that take place years in the 
future, in a world that is only a possibility. 
 
Los Alamos is a particularly useful ecosystem for wargames and small-scale 
exercises alike because of the close proximity and working relationships of 
people from many areas of expertise, including engineers, infrastructure 
experts, policy experts, and scientists from myriad fields.  
 
“The Laboratory is a unique place,” Castro says, “in that it can pull together 
a team to quickly address multi-domain issues, and everyone can be 
sequestered in an area just to concentrate on one problem. I don’t know 
other places that you can do that.” 
 
The coronavirus pandemic threw a wrench into that unique capability in 
that teams were not able to sequester in person for the past  two TTXs, but 
CSIS and NSIS quickly adapted to build a virtual game space.  
 
Personnel from CSIS ran the game and were assigned to help the country 
teams, but all of the players were Lab employees.  
 
Some were scientists from fields including nuclear engineering, 
astrophysics, geophysics, and biosecurity and public health. Others were 
from intelligence systems, international studies, and international threat 
reduction. 
 
Most Los Alamos players had never participated in a wargame before. “It 
was really neat hearing how people with different academic and 
professional backgrounds approached problems,” says Caleb Schelle, a 
shock and vibration testing engineer. “I was one of the younger members on 
the team, and I appreciated learning how more experienced scientists and 
engineers chose their words and actions thoughtfully.”  
 
Amanda Evans, a scientist in chemical and biological threats, also valued 
the insight of her colleagues during the TTX. “Building our team’s 
interactions was a very positive experience,” she says, “as was learning from 
more experienced colleagues.” 
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Kickoff 
 
Before the TTX began, participants were divided into teams, each team 
representing a country—the United States, Russia, China, and Japan. Team 
members prepared by reading historical background information that was 
available to all teams plus some country-specific information provided by 
their countries’ intelligence services.  
 
Teams also received information about their own countries’ military 
capabilities and strategic positions, along with information about that of 
other countries—to the best of their intelligence agencies’ knowledge. They 
then began to make decisions to play out the scenario, all over the course of 
just four days. 
 
On the first day of the TTX, after meeting all together, the country teams 
broke into separate groups and got to work examining the current state of 
the scenario and determining their main objectives.  
 
At the end of each day, each team must submit its “turn,” which includes its 
objectives and actions—both public and covert.  
 
The time spent in groups is used to discuss how to make those decisions, to 
read and discuss new information as it comes in throughout the day from 
the control group, and, at times, to communicate with other countries. 
 
Early in the day, the United States team learned from the Centers for 
Disease Control and Prevention that the St. Paul virus was a form of 
Marburg virus that had been developed in a Soviet laboratory in the 1980s, 
meaning that the outbreak was a bio-attack made by either Russia or 
Russian-aided North Korea.  
 
The American team’s response to this news was much more peaceful than 
many might have guessed. “It was interesting to see how the U.S. team did 
not really view it as an attack,” observes NSIS Director John Scott. “They 
appeared to be most concerned about containing the outbreak on the 
island.” 
 
Meanwhile, the Russian team began to launch misinformation campaigns 
to place blame on the United States for the Ulana sinking, China worked to 
disrupt American power in the Pacific, and Japan, faced with growing 
anti-American sentiment among its citizens, strategized the best ways to 
restore peace to both the region and its own people. 
 
Over the next four days, teams worked to destabilize relationships between 
other countries, solidify their allies, secure military positions, avoid war, 
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gather and decipher intelligence, get their political parties re-elected, and 
stop an outbreak of a disease with a 99 percent fatality rate. They moved 
their military ships around, demanded that each other remove ships from 
certain areas, and communicated with each other via confidential channels. 
They issued public statements to each other and to their own citizens. 
 
Teams also received a great deal of information that threw them for loops. 
For example, uncovered intelligence determined that the Russians had 
scuttled the Ulana (sunk their own ship) and blamed it on the Americans. 
Information was also revealed that the Ulana was carrying equipment for 
bioweapons, yet it seemed that Russia was not directly involved in releasing 
Marburg on St. Paul Island. 
 
To read more: 

https://discover.lanl.gov/publications/national-security-science/2021-su
mmer/wargames 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

https://discover.lanl.gov/publications/national-security-science/2021-summer/wargames
https://discover.lanl.gov/publications/national-security-science/2021-summer/wargames
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Number 10 

Selecting and Hardening Remote Access VPN Solutions 
 

 
 

Virtual Private Networks (VPNs) allow users to remotely connect to a 
corporate network via a secure tunnel.  
 
Through this tunnel, users can take advantage of the internal services and 
protections normally offered to on-site users, such as email/collaboration 
tools, sensitive document repositories, and perimeter firewalls and 
gateways.  
 
Because remote access VPN servers are entry points into protected 
networks, they are targets for adversaries.  
 
This joint NSA-CISA information sheet provides guidance on: 
 
- Selecting standards-based VPNs from reputable vendors that have a 

proven track record of quickly remediating known vulnerabilities and 
following best practices for using strong authentication credentials.   

 

- Hardening the VPN against compromise by reducing the VPN server’s 
attack surface through: 

 

 
 
Active Exploitation 
 
Multiple nation-state Advanced Persistent Threat (APT) actors have 
exploited public Common Vulnerabilities and Exposures (CVEs) to 
compromise vulnerable VPN devices.  
 
In some cases, exploit code is freely available online. Exploitation of these 
public CVEs can enable a malicious actor to perform: 
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- Credential harvesting 
- Remote code execution of arbitrary code on the VPN device 
- Cryptographic weakening of encrypted traffic sessions 
- Hijacking of encrypted traffic sessions 
- Arbitrary reads of sensitive data (e.g., configurations, credentials, keys) 

from the device 
 
These effects usually lead to further malicious access through the VPN, 
resulting in large-scale compromise of the corporate network or identity 
infrastructure and sometimes of separate services as well. 

 
To read more: 

https://media.defense.gov/2021/Sep/28/2002863184/-1/-1/0/CSI_SELE
CTING-HARDENING-REMOTE-ACCESS-VPNS-20210928.PDF 
 

 
 
 

 
 
 

 
 
 
 

 
 
 

 
 
 
 

 
 
 

 
 
 
 

 
 

https://media.defense.gov/2021/Sep/28/2002863184/-1/-1/0/CSI_SELECTING-HARDENING-REMOTE-ACCESS-VPNS-20210928.PDF
https://media.defense.gov/2021/Sep/28/2002863184/-1/-1/0/CSI_SELECTING-HARDENING-REMOTE-ACCESS-VPNS-20210928.PDF
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  


