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Monday, October 17, 2022 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends, 
 
The scale of the challenge presented by 
digital assets requires partnerships between 
government actors and the private sector, 
which can enhance the capacity of regulators and law enforcement to 
quickly and effectively investigate and disrupt criminal activity.  
 
This is part of the new report from the US Attorney General, Pursuant to 
Section 5(b)(iii) of Executive Order 14067, with title: The Role Of Law 
Enforcement In Detecting, Investigating, And Prosecuting Criminal 
Activity Related To Digital Assets. We read: 
 
“To begin, the private sector plays the first line of defense in detecting and 
monitoring suspicious activity that takes place through their institutions 
and on their own platforms. Entities with robust AML/CFT programs and 
KYC procedures can play a crucial role in helping to mitigate the risks posed 
by the illicit use of digital assets to their customers and organizations, and 

http://www.risk-compliance-association.com/
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to build trust, transparency, and stability in the digital assets markets.  
 
Private sector organizations can also be victims of a wide array of digital 
assets-related crime, ranging from thefts and frauds to attacks, exploits, 
and hacks.  
 
In all these instances, timely sharing of information and cooperation with 
law enforcement are important not only to protect other companies from 
future victimization, but also to best position law enforcement to 
investigate and disrupt the criminal actors.  
 
Because criminal actors using these technologies can victimize targets 
quickly, move funds nearly instananeously across the globe, and take steps 
to attempt to cover their tracks, investigations involving digital assets must 
be fast-moving.  
 
Private sector cooperation with law enforcement is therefore critical to 
efforts to investigate and disrupt the illicit use of digital assets, including 
through sharing information about criminal attacks; seizing online 
infrastructure used in these attacks; apprehending and prosecuting those 
responsible; and seizing digital assets to be returned to victims, where 
appropriate.  
 
Private sector actors also play a role in providing services to the 
government that may be difficult for the government to replicate at similar 
efficiency, such as blockchain analytics tools, which serve as a key 
component of almost any cryptocurrency-related investigation.  
 
For example, financial regulatory agencies use multiple complementary 
third-party tools to identify, trace, and attribute digital asset transactions 
on all major and most minor cryptocurrency and stablecoin blockchains.  
 
Currently, these tools support hundreds of tokens and use methods such as 
clustering algorithms, web scraping, and scam database monitoring that 
enable an investigator to link and attribute a wide range of transactions to 
real-world individuals and entities.  
 
The tools generate transaction graphs, which allow agencies to understand 
and then present the complex associations to juries and courts in 
subsequent prosecutions.  
 
Other regulators and law enforcement agencies use similar products from 
the private sector to help enhance the government’s investigations and 
enforcement capabilities. 
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The Department also strongly supports information sharing between the 
private sector and the government, and will further explore the potential of 
such cooperation in the digital asset space.  
 
Existing initiatives designed to target the traditional financial sector could 
be expanded and adapted to ensure that they accommodate VASPs and 
other players in the digital asset sector.  
 
For instance, Section 314(a) of the Patriot Act requires the Secretary of the 
Treasury to adopt regulations to encourage regulatory and law enforcement 
authorities to share with financial institutions information regarding 
individuals, entities, and organizations engaged in or reasonably suspected, 
based on credible evidence, of engaging in terrorist acts or money 
laundering activities.” 
 
This is an excellent paper, no question about that. But we should avoid the 
word encourage (above) in so important reports. Encouraging to share is 
about carefully considering or taking into account the need to share, but it 
is non-binding. In my experience, regulatory and law enforcement 
authorities are so busy, that struggle to do what is mandatory, there is no 
time for anything optional.  
 
I know, Wolfgang von Goethe believed that correction does much, but 
encouragement does more. But he was not working in law enforcement.  
 
Read more at number 1 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 (Page 6) 
The Report of the Attorney General Pursuant to Section 5(b)(iii) of 
Executive Order 14067: 

The Role Of Law Enforcement In Detecting, Investigating, And 
Prosecuting Criminal Activity Related To Digital Assets 
 

 
 

Number 2 (Page 12)  

Federal Reserve Board invites comment on updates to 
operational risk-management requirements for certain 
systemically important financial market utilities (FMUs) 
supervised by the Board 
 

 
 

Number 3 (Page 14) 

EIOPA publishes supervisory statements on exclusions related to 
systemic events and the management of non-affirmative cyber 
exposures 
 

 
 

Number 4 (Page 17) 

PCAOB Chair Williams Delivers Remarks at CII Fall Conference 
 

 
 

Number 5 (Page 23)  

Basel III Monitoring Report 
The report sets out the impact of the Basel III framework, including the 
December 2017 finalisation of the Basel III reforms and the January 2019 
finalisation of the market risk framework. 
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Number 6 (Page 27) 

Banks’ exposures to cryptoassets – a novel datase 
 

 
 

Number 7 (Page 31)  

Message received and understood 
Dave Ramsden, Deputy Governor, Markets and Banking, conference by the 
Lietuvos bankas and the Bank for International Settlements (BIS) on the 
“Future of Central Banking” 
 

 
 

Number 8 (Page 38) 

Constructing a Table Top Exercise (TTX): a Practical Guide 
 

 
 

Number 9 (Page 40) 

Open Radio Access Network Security Considerations 
 

 
 

Number 10 (Page 44) 

New crackdown on fraud and money laundering to protect UK 
economy 
Wide ranging reforms designed to bear down on kleptocrats, organised 
criminals and terrorists abusing the UK’s open economy have been 
introduced into Parliament. 
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Number 1 
The Report of the Attorney General Pursuant to Section 5(b)(iii) of 
Executive Order 14067: 

The Role Of Law Enforcement In Detecting, Investigating, And 
Prosecuting Criminal Activity Related To Digital Assets 
 

 
 

On March 9, 2022, the President issued an Executive Order on Ensuring 
Responsible Development of Digital Assets (hereinafter Executive Order).  
 
Section 5(b)(iii) of the Executive Order directed the Attorney General to 
submit a report on the role of law enforcement in detecting, investigating, 
and prosecuting criminal activity related to digital assets, and further 
directed that the report “shall include any recommendations on regulatory 
or legislative actions, as appropriate.”  
 
The Attorney General now issues that report (the Report), in an effort led 
by the Department of Justice’s National Cryptocurrency Enforcement Team 
(NCET), in consultation with the Secretary of the Treasury (Treasury) and 
the Secretary of Homeland Security (DHS), and with input from multiple 
federal regulatory agencies.  
 
The Department of Justice (Department) has previously reported on law 
enforcement’s efforts in the digital assets space.  
 
In 2018, the initial report of the Attorney General’s CyberDigital Task Force 
described how criminals were increasingly using one class of digital 
assets—virtual currencies—to advance their illicit activities and conceal 
their earnings, explained steps the Department was taking to trace 
transactions and seize ill-gotten gains, and recommended that the 
Department continue to evaluate the threats posed by cryptocurrencies.  
 
Two years later, the Cyber-Digital Task Force published the Cryptocurrency 
Enforcement Framework, a report that chronicled categories of illicit uses 
of cryptocurrency by malicious actors, identified legal authorities and 
partnerships the Department had relied upon to combat criminal and 
national security threats involving cryptocurrency, and discussed 
approaches for addressing the public safety challenges related to 
cryptocurrency. 
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More recently, in June 2022, the Attorney General submitted to the White 
House a report under Section 8(b)(iv) of the Executive Order on how to 
strengthen international law enforcement cooperation for detecting, 
investigating, and prosecuting criminal activity related to digital assets.  
 
This International Law Enforcement Cooperation Report detailed the 
features of digital asset transactions that differentiate them from traditional 
financial transactions and explained how those features may affect 
transnational investigations; described several ways in which U.S. law 
enforcement agencies and regulators have responded to the challenges 
posed by cross-border digital asset investigations; and concluded with 
recommendations to bolster enforcement and improve international 
cooperation.  
 
The International Law Enforcement Cooperation Report also contained 
annexes that, among other things, described recent international training 
efforts conducted by federal law enforcement agencies and regulators, and 
provided multiple examples of cross-border investigations involving digital 
assets in which cooperation between U.S. law enforcement agencies and 
their foreign counterparts was integral to success.  
 
This Report is a companion to the International Law Enforcement 
Cooperation Report and serves as an update to the Cryptocurrency 
Enforcement Framework.  
 
Following a structure similar to that of the Cryptocurrency Enforcement 
Framework, Part II of this Report delineates three principal categories of 
illicit uses of digital assets, with an added focus on an area—decentralized 
finance, or DeFi—that has gained prominence since 2020.  
 
Part II also includes case studies of successful law enforcement efforts to 
investigate, prosecute, and otherwise disrupt digital asset crimes in spite of 
the investigative challenges.  
 
Part III of this Report describes initiatives that the Department and other 
law enforcement agencies have established to more effectively detect, 
investigate, prosecute, and otherwise disrupt crimes relating to digital 
assets, and to seize and forfeit those assets that constitute ill-gotten gains.  
 
In Part IV, this Report addresses the Executive Order’s request for 
recommendations on appropriate regulatory and legislative actions. It 
proposes actions designed to enhance law enforcement’s ability to gather 
evidence and prosecute crimes; strengthen certain laws and penalty 
provisions that play an important role in digital asset prosecutions; support 
proposed regulations that would enhance customer-identification efforts 
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and other anti-money-laundering requirements under the Bank Secrecy 
Act; and ensure that law enforcement and regulatory agencies have 
adequate resources to conduct the technologically sophisticated 
investigations inherent in the digital assets space. 
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HYDRA AND GARANTEX  
 
The Hydra case is a recent example of the Department’s efforts to take 
down darknet marketplaces and bring their operators to justice in 
collaboration with domestic and overseas partners.  
 
On April 5, 2022, the Department announced the seizure of Hydra Market, 
the world’s largest and longest-running darknet marketplace, and criminal 
charges against Dmitry Olegovich Pavlov, the Russian national who 
allegedly administered Hydra’s servers since the site’s creation in 
November 2015. 
 
Hydra enabled mostly Russian-speaking users to buy and sell illegal drugs 
and other illicit goods and services, such as stolen financial information, 
fraudulent identification documents, and hacking tools and services using 
cryptocurrency.  
 
In fact, Hydra accounted for an estimated 80 percent of all darknet 
market-related cryptocurrency transactions in 2021, and until its 
shutdown, the marketplace had received approximately $5.2 billion in 
cryptocurrency.  
 
Hydra also provided an in-house mixing service to launder bitcoin, and 
Hydra sellers themselves often offered an array of money laundering and 
socalled “cash-out” services that allowed Hydra users to convert their 
bitcoin into other forms of currency.  
 
Some users even set up shell accounts for the sole purpose of moving 
money through Hydra’s bitcoin wallets as a laundering technique.  
 
The Hydra investigation benefitted from the cooperation of multiple 
domestic and foreign government agencies, including with the German 
Federal Criminal Police (the Bundeskriminalamt), who carried out the 
seizure of the Hydra servers and cryptocurrency wallets containing $25 
million worth of bitcoin.  
 
The same day that law enforcement took down Hydra, the Department of 
the Treasury’s Office of Foreign Assets Control took three related actions:  
 
(1) imposed sanctions on Hydra;  
 
(2) publicly identified more than 100 virtual currency addresses associated 
with the entity’s operations that had been used to conduct illicit 
transactions; and  
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(3) imposed sanctions on Garantex, a virtual currency exchange formerly 
registered in Estonia, for operating or having operated in the financial 
services sector of the Russian Federation economy.  
 
Analysis revealed that more than $100 million in known Garantex 
transactions were associated with illicit actors and darknet markets, 
including approximately $2.6 million from Hydra. 
 
The Hydra investigation illustrates the Department’s commitment to a 
multi-agency, crossborder approach to identifying and disrupting unlawful 
activities involving cryptocurrency. 
 
To read more: https://www.justice.gov/ag/page/file/1535236/download 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.justice.gov/ag/page/file/1535236/download
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Number 2 

Federal Reserve Board invites comment on updates to 
operational risk-management requirements for certain 
systemically important financial market utilities (FMUs) 
supervised by the Board 
 

 
 

The Federal Reserve Board has invited comment on updates to operational 
risk-management requirements for certain systemically important financial 
market utilities (FMUs) supervised by the Board.  
 
FMUs provide essential infrastructure to clear and settle payments and 
other financial transactions upon which the financial markets and the 
broader economy rely to function effectively.  
 
The proposed updates generally provide more specificity to the existing 
requirements. 
 
The broad operational risk, technology, and regulatory landscape in which 
FMUs operate has evolved significantly since the Board last updated its risk 
management requirements for FMUs in 2014.  
 
New challenges have emerged, such as the global pandemic and cyber 
events, while new technological advancements may improve resilience. The 
proposed changes would promote effective risk management in this rapidly 
evolving risk environment. 
 
"In light of the rapidly evolving risk landscape, the proposed changes will 
help ensure that key financial market utilities operate with a high level of 
resilience and remain a source of strength for the financial system," said 
Vice Chair Lael Brainard. 
 
The proposal addresses four key areas: incident management and 
notification; business continuity management and planning; third-party 
risk management; and review and testing of operational risk management 
measures.  
 
For example, the proposal would explicitly require FMUs to establish an 
incident management framework and would emphasize the need for FMUs 
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to continue to advance their cyber resilience capabilities. The proposed 
updates are largely consistent with existing measures that FMUs take to 
comply with the current requirements. 
 
Comments on the proposed changes must be submitted within 60 days 
from the date of publication in the Federal Register. 
 
For media inquiries, email media@frb.gov or call (202) 452-2955. 
 
To read more: 

https://www.federalreserve.gov/newsevents/pressreleases/bcreg2022092
3a.htm 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220923a.htm
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220923a.htm


P a g e  | 14 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 3 

EIOPA publishes supervisory statements on exclusions related to 
systemic events and the management of non-affirmative cyber 
exposures 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published two Supervisory Statements on: 
 
- exclusions related to systemic events such as pandemic, natural 

catastrophes or large cyber-attacks, and on 
 
- the management of non-affirmative cyber exposures. 

 
You may visit: 

https://www.eiopa.europa.eu/document-library/supervisory-statement/su
pervisory-statement-exclusions-insurance-products-related_en 
 

 
 
https://www.eiopa.europa.eu/document-library/supervisory-statement/su
pervisory-statement-management-of-non-affirmative-cyber_en 
 

 

https://www.eiopa.europa.eu/document-library/supervisory-statement/supervisory-statement-exclusions-insurance-products-related_en
https://www.eiopa.europa.eu/document-library/supervisory-statement/supervisory-statement-exclusions-insurance-products-related_en
https://www.eiopa.europa.eu/document-library/supervisory-statement/supervisory-statement-management-of-non-affirmative-cyber_en
https://www.eiopa.europa.eu/document-library/supervisory-statement/supervisory-statement-management-of-non-affirmative-cyber_en
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Supervisory statement on exclusions in insurance products in relation to 
risks arising from systemic events 
 
As the frequency of systemic events increases, there is a risk that insurance 
products covering them become unaffordable or unavailable.  
 
At the same time, products covering such events or products silent about 
the coverage may explicitly exclude them in the future.  
 
These developments have the potential to further widen existing protection 
gaps, which can have a detrimental effect on consumers and make our 
economies and societies less resilient. 
 
EIOPA’s supervisory statement aims to promote supervisory convergence 
in how national competent authorities assess the treatment of exclusions as 
part of the product design and terms and conditions drafting process.  
 
The statement seeks to ensure that the interests of existing and prospective 
policyholders are duly taken into account when products are developed or 
revised or when events casting doubt on the scope of the coverage 
materialise.  
 
Beyond general contract clarity and language simplicity requirements, 
EIOPA recommends that national competent authorities monitor whether 
insurance manufacturers appropriately assess the terms and conditions and 
the scope of coverage whenever the risk arising from a systemic event 
becomes uninsurable or there is lack of clarity as to whether the risk is 
covered or not. 
 
More broadly, beyond general product oversight and governance 
requirements, when new products are developed, EIOPA recommends 
assessing the target market’s needs, objectives and characteristics with 
respect to the exclusion of risks arising from systemic events – including 
when determining whether risks stemming from systemic events are 
covered or not. 
 
While there may be a limit to insurability, EIOPA is of the view that 
consumers and small businesses can assess the risks involved better – 
including those stemming from systemic events – when coverage is clear 
and aligned to the target market’s needs.  
 
The supervisory statement therefore advocates greater clarity and specific 
tailoring to the target market. 
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To read more: 

https://www.eiopa.europa.eu/media/news/eiopa-publishes-supervisory-st
atements-exclusions-related-systemic-events-and-management_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/media/news/eiopa-publishes-supervisory-statements-exclusions-related-systemic-events-and-management_en
https://www.eiopa.europa.eu/media/news/eiopa-publishes-supervisory-statements-exclusions-related-systemic-events-and-management_en
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Number 4 

PCAOB Chair Williams Delivers Remarks at CII Fall Conference 
 

 
 

Thank you, Jeff [Mahoney] and everyone at CII for inviting me to be a part 
of your conference. And thank you for the work you do on behalf of Main 
Street investors from firefighters to schoolteachers. 
 
Before we begin, I want to issue the standard disclaimer that the views that 
I express here are my own and are not necessarily the views of the other 
Board Members or the PCAOB staff. 
 
China 
 
The PCAOB inspects and investigates registered public accounting firms in 
more than 50 jurisdictions around the world. These inspections and 
investigations are two of the most important tools we use to protect 
investors. 
 
But, for more than a decade, our access in mainland China and Hong Kong 
has been restricted, potentially putting investors at risk. 
 
On August 26th, we took a first step toward opening up our access in 
mainland China and Hong Kong when I joined the China Securities 
Regulatory Commission and the Ministry of Finance of the People’s 
Republic of China in signing the most detailed and prescriptive agreement 
we have ever reached. 
 
On paper, the agreement guarantees the PCAOB complete access to inspect 
and investigate any firm we choose, with no loopholes and no exceptions. 
 
Specifically, there are three key provisions. 
 
One: The PCAOB has sole discretion to select the firms, audit engagements 
and potential violations it inspects and investigates – without consultation 
with, nor input from, Chinese authorities. 
 
I have said before, and I will say again: voluntarily delisting is not an escape 
hatch for avoiding PCAOB scrutiny. Our inspections and investigations are 
retrospective. 
 
If a company delists this year, we still need to know whether wrongdoing 
occurred in previous years. 
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Two: Procedures are in place for PCAOB inspectors and investigators to 
view complete audit work papers with all information included and for the 
PCAOB to retain information as needed. 
 
Any interference with our ability to retain information as needed is a 
dealbreaker. 
 
Three: The PCAOB has direct access to interview and take testimony from 
all personnel associated with the audits the PCAOB inspects or investigates. 
 
Now we must find out whether what we have on paper holds up in practice. 
 
I want to be very clear: the time for negotiations is over. The agreement has 
been signed. And it must be followed completely. 
 
Last week, PCAOB teams began arriving in Hong Kong where they will 
conduct inspections of firms in both mainland China and Hong Kong. 
 
As with all inspections, they will look at various factors, including the audits 
of specific selected companies and the overall quality control systems of the 
audit firms themselves. They will review audit opinions that firms sign 
directly, and audit work those firms perform on behalf of others. 
 
I have been asked many times how long this process will take. The answer 
depends in part on China’s cooperation. 
 
Our team will work swiftly and thoroughly. China must cooperate just as 
swiftly and thoroughly in return. 
 
One thing is certain: by the end of this year, the PCAOB will make 
determinations whether the PRC authorities have allowed us to inspect and 
investigate completely or they have continued to obstruct. 
 
The Holding Foreign Companies Accountable Act demands complete 
access. The agreement we signed with our Chinese counterparts guarantees 
complete access. And the PCAOB will accept nothing less than complete 
access when we make our determinations by the end of this year. 
 
When I say no loopholes and no exceptions, I mean none. 
 
Before we move on, I want to thank our dedicated teams of PCAOB 
professionals who have stepped up to do this important work. 
 
Their sacrifices will help keep investors protected. And protecting investors 
is what this is all about. 
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Enforcement 
 
From workers saving for retirement to parents saving to put their kids 
through college, and anyone who depends on the soundness of our capital 
markets to invest and build for their future, protecting investors guides 
everything we do at the PCAOB. 
 
And we have three critical tools to help us achieve that mission: standards, 
inspections, and enforcement. 
 
Each of them serves a key function on its own. But they are strongest when 
they work together. 
 
High standards set the foundation for high quality audits. 
 
Quality inspections tell us where our standards could be improved, and 
they shine a light on audit deficiencies that can lead to investigations and 
enforcement actions. 
 
Strong enforcement encourages compliance with our standards, and it 
informs where we should focus our inspections. 
 
Together, all three help keep investors protected. 
 
Last month, the Board released our draft strategic plan outlining goals to 
modernize our standards, enhance our inspections, and strengthen our 
enforcement. 
 
Much of that work is already well underway. 
 
For example, earlier this year, the Board announced one of the most 
ambitious standard-setting agendas in the PCAOB’s history. Nine months 
into the first year of this new Board, we are already working to update more 
than 25 standards within eight standard-setting projects. 
 
Our inspections team is constantly adjusting to be responsive to new and 
emerging risks across the globe – whether it’s SPACs and de-SPAC 
transactions, cryptocurrencies, or how firms are addressing the effects of 
supply chain disruptions and rising costs on company operations. 
 
Today, I’d like to focus on enforcement. 
 
As our strategic plan makes clear, this Board is approaching enforcement 
with a renewed vigilance. 
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While we cannot talk about ongoing enforcement actions, I can assure you: 
we intend to use every tool in our enforcement toolbox and impose 
significant sanctions, where appropriate, to ensure there are consequences 
for putting investors at risk and that bad actors are removed. This includes 
substantial monetary penalties and significant or permanent individual 
bars and firm registration revocations. 
 
We are looking at how we identify cases, the types of cases we pursue, and 
the sanctions we impose. 
 
First, we are expanding our case identification process. 
 
We are strengthening the process for our inspections team to refer potential 
violations they find for investigation and enforcement. 
 
We are looking for patterns and conducting more sweeps. Sweeps enable us 
to get additional information from a number of firms at the same time on 
areas where we suspect that violations may be occurring. They make it 
harder for those violating our rules or standards to hide. 
 
We are working closely with our fellow watchdog agencies to identify 
potential cases. 
 
And we are encouraging the public to report potential violations. You can 
learn more about how to do so on the tips and referrals page at 
www.pcaobus.org. 
 
Second, we are expanding the types of cases we are pursuing. 
 
For any violation of PCAOB standards that is serious enough to put 
investors at risk, the excuse that “it only happened once” simply won’t cut 
it. We will not hesitate to bring cases that hinge on only a single, serious 
wrongful act, whether reckless or negligent. 
 
We aren’t just pursuing individual wrongdoing – we’re holding firms 
accountable in more situations, including for failing to appropriately staff 
or respond to the risks of an audit. 
 
And we are going after cases where firms’ quality controls aren’t up to 
standard to keep investors protected. 
 
Third, we’re making sanctions count. 
 



P a g e  | 21 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Under this Board, we’ve more than doubled our average penalties against 
individuals compared to the last five years. This includes the largest money 
penalty ever imposed on an individual in a settled case. 
 
At the same time, we’ve increased our average penalties against firms by 
more than 65%. 
 
In the past five years, the PCAOB assessed penalties against individuals less 
than half of the time and firms only about 86% of the time. This year it’s 
100%. 
 
Just last week, we announced a settled disciplinary order permanently 
revoking a firm’s registration and barring the firm’s owner, as well as 
imposing a significant penalty, for interfering with the Board’s inspection 
process. 
 
It was the first settled action in PCAOB history with both a permanent 
revocation or bar and a significant penalty. And it demonstrates our 
commitment to remove bad actors from the profession and to deter 
misconduct. 
 
Those who break the rules should know we won’t be constrained by the 
types of cases the PCAOB has pursued in the past. We won’t be limited to 
the level of penalties that have been seen before. And we will seek 
admissions of wrongdoing in appropriate cases – for example, where the 
conduct is intentional or egregious. 
 
We mean business when it comes to enforcement because we can’t afford 
not to. 
 
As Senator Paul Sarbanes said shortly after he joined Republicans and 
Democrats to create the PCAOB 20 years ago: “If you don’t protect the 
interests of the investors, it deals a major blow to the workings of the 
economic system. The U.S. capital markets have established a reputation 
for integrity because we have a system designed to screen out people who 
are trying to cut the corners and rig the system.” 
 
The PCAOB is proud to be part of that system Senator Sarbanes talked 
about because we know what’s at stake. 
 
At the beginning of this speech, I told you the PCAOB inspects and 
investigates in more than 50 countries. That is because companies around 
the world seek out U.S. capital markets as the gold standard. 
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But the integrity of our capital markets is not inevitable. It takes vigilance to 
guard against negligence, recklessness, and fraud that threatens our system 
and the people who depend on it. 
 
At the PCAOB we are working hard to bring that vigilance to our standards, 
inspections, and enforcement every day.  
 
You may visit: 
https://pcaobus.org/news-events/news-releases/news-release-detail/pcao
b-chair-williams-delivers-remarks-at-cii-fall-conference 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-chair-williams-delivers-remarks-at-cii-fall-conference
https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-chair-williams-delivers-remarks-at-cii-fall-conference
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Number 5 

Basel III Monitoring Report 
The report sets out the impact of the Basel III framework, including the 
December 2017 finalisation of the Basel III reforms and the January 2019 
finalisation of the market risk framework. 
 

 
 

To assess the impact of the Basel III framework on banks, the Basel 
Committee on Banking Supervision monitors the effects and dynamics of 
the reforms.  
 
For this purpose, a semiannual monitoring framework has been set up on 
the risk-based capital ratio, the leverage ratio and the liquidity metrics 
using data collected by national supervisors on a representative sample of 
institutions in each country.  
 
Since the end-2017 reporting date, the report also captures the effects of the 
Committee’s finalisation of the Basel III reforms. 
 
This report summarises the aggregate results using data as of 31 December 
2021. It includes special features on Banks’ exposures to cryptoassets – a 
novel dataset and Capital buffers and total CET1 requirements including 
Pillar 2.  
 
The Committee believes that the information contained in the report will 
provide relevant stakeholders with a useful benchmark for analysis. 
Information considered for this report was obtained by voluntary and 
confidential data submissions from individual banks and their national 
supervisors.  
 
On jurisdictional level, there may be mandatory data collections ongoing 
which also feed into this report.  
 
Data were included for 182 banks, including 117 large internationally active 
(“Group 1”) banks, among them all 30 G-SIBs, and 65 other (“Group 2”) 
banks. 
 
Members’ coverage of their banking sector is very high for Group 1 banks, 
reaching 100% coverage for some countries, while coverage is lower for 
Group 2 banks and varies by country.  
 
In general, this report does not take into account any transitional 
arrangements such as grandfathering arrangements. Rather, the estimates 
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presented generally assume full implementation of the Basel III 
requirements based on data as of 31 December 2021.  
 
No assumptions have been made about banks’ profitability or behavioural 
responses, such as changes in bank capital or balance sheet composition, 
either since this date or in the future.  
 
Furthermore, the report does not reflect any additional capital 
requirements under Pillar 2 of the Basel III framework, any higher loss 
absorbency requirements for domestic systemically important banks, nor 
does it reflect any countercyclical capital buffer requirements. 
 

 
 
• Compared with the end-June 2021 reporting period, the average Common 
Equity Tier 1 (CET1) capital ratio under the initial Basel III framework 
increased slightly to 13.3% for Group 1 banks. The increase to 17.2% for 
Group 2 banks is driven by sample changes.  
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• The average impact of the final Basel III framework on the Tier 1 
Minimum Required Capital (MRC) of Group 1 banks is lower (+2.4%) when 
compared to the 3.3% increase at end-June 2021.  
 
• The total capital shortfalls under the fully phased-in final Basel III 
framework as of the end-December 2021 reporting date for Group 1 banks 
further decreased to €0.1 billion in comparison to end-June 2021 at €2.3 
billion.  
 
• Applying the 2022 minimum TLAC requirements and the initial Basel III 
framework, one of the 25 G-SIBs reporting total loss-absorbing capacity 
(TLAC) data reported an aggregate incremental shortfall of €7.5 billion.  
 
• Group 1 banks’ average Liquidity Coverage Ratio (LCR) decreased from 
143.8% to 141.3% while the average Net Stable Funding Ratio (NSFR) 
increased from 124.5% to 125.1%. For Group 2 banks, there was also a 
decrease for the LCR and a significant increase by more than four 
percentage points for the NSFR. The latter is driven by sample changes. 
 

 
 
• The balanced data set for Group 1 banks showed a slight increase in initial 
Basel III capital ratios in H2 2021, driven by an increase in Tier 1 capital 
that was higher than the increase in RWA. Capital ratios are at the highest 
level since the beginning of the exercise. The overall CET1 capital ratios for 
Group 1 banks in the balanced data set were 13.3% in June 2021.  
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• Currently, the Tier 1 capital ratios are higher in Europe than in the 
Americas and the rest of the world region. However, when compared with 
data starting from 2011, this relationship used to be reversed before 2014. 
 
The report: https://www.bis.org/bcbs/publ/d541.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

https://www.bis.org/bcbs/publ/d541.pdf
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Number 6 

Banks’ exposures to cryptoassets – a novel datase 
 

 
 

Since 2018, the Basel Committee has been pursuing a multi-pronged set of 
analytical, supervisory and policy initiatives related to cryptoassets.  
 
As part of this work, a new cryptoasset data collection template was 
introduced starting with the current Basel III monitoring exercise based on 
end-2021 data.  
 
The template was specifically designed to support the Committee’s two 
consultative documents on the prudential treatment of banks’ cryptoasset 
exposures, which were published on 10 June 2021 and 30 June 2022. 
 
It collects granular information on banks’ holdings of cryptoassets, 
including information at the level of individual cryptoassets. This special 
feature provides some analysis on banks’ exposures to cryptoassets based 
on the data collected.  
 
Overall, 19 banks submitted cryptoasset data – 10 from the Americas, seven 
from Europe and two from the rest of the world (Graph , left panel).  
 
All reporting banks are Group 1 banks, except for three Group 2 banks (of 
these, two Group 2 banks do not participate in the wider Basel III 
monitoring exercise and appear to specialise in cryptoassets).  
 
These banks make up a relatively small part of the wider sample of 182 
banks considered in the Basel III monitoring exercise – 2.4% of total RWA, 
and 7.2% of overall leverage ratio exposure measure (LREM) (Graph 1, 
right panel), with banks from the Americas contributing to approximately 
three quarters of these amounts. 
 
As this is the first data collection using the new template, the results in this 
special feature are subject to a number of data quality caveats and potential 
biases.  
 
As the cryptoasset market is fast evolving, it is difficult to ascertain whether 
some banks have under- or over-reported their exposures to cryptoassets, 
and the extent to which they have consistently applied the same approach 
to classifying any exposures.  
 
As such, while they are helpful in providing a broad indication of banks’ 
cryptoasset activity, they should interpreted with a degree of caution. 
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Overall amounts  
 
Total cryptoasset exposures reported by banks amount to approximately 
€9.4 billion. In relative terms, these exposures make up only 0.14% of total 
exposures on a weighted average basis across the sample of banks reporting 
cryptoasset exposures. 
 
When considering the whole sample of banks included in the Basel III 
monitoring exercise (ie also those that do not report cryptoasset 
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exposures), the amount shrinks to 0.01% of total exposures (Graph 2, left 
panel).  
 
Cryptoasset exposures are distributed unevenly across reporting banks, 
with two banks making up more than half of overall cryptoasset exposures, 
and four more banks making up just below 40% of the remaining exposures 
(Graph 2, right panel). 
 

 
 

Composition across cryptoassets  
 
Reported cryptoasset exposures are primarily composed of Bitcoin (31%), 
Ether (22%) and a multitude of instruments with either Bitcoin or Ether as 
the underlying cryptoassets (25% and 10% respectively).  
 
Together, these make up almost 90% of reported exposures (Graph 3). 
 
Focusing on the top 20 reported cryptoassets by exposure amount, other 
relatively significant reported cryptoassets include Polkadot (2% of 
reported exposures), Ripple XRP (2%), Cardano Ada (1%), Solana (1%), 
Litecoin (0.4%) and Stellar (0.4%).  
 



P a g e  | 30 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

These exposures would likely be classified as Group 2 cryptoassets under 
the current consultative proposal of the Basel Committee. 
 
Banks also reported, in smaller amounts, a stablecoin (USD coin) and 
tokenised assets (not shown). 
 

To read more: https://www.bis.org/bcbs/publ/d541_crypto.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.bis.org/bcbs/publ/d541_crypto.pdf
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Number 7 

Message received and understood 
Dave Ramsden, Deputy Governor, Markets and Banking, conference by the 
Lietuvos bankas and the Bank for International Settlements (BIS) on the 
“Future of Central Banking” 
 

 
 

Introduction 
 
Thank you very much for the invitation to join this panel today and I am 
very sorry I can’t be with you in Vilnius. Real-time market developments 
kept me here in London, but I’m grateful to the organisers from the Central 
Bank of Lithuania and from the BIS for allowing me to contribute virtually 
to the Bank’s 100th birthday conference. 
 
I really welcome the focus of this panel on data since having access to fast, 
accurate, appropriately structured data is critical in equipping central 
banks with the knowledge they need to function in order to meet their 
objectives. 
 
The Bank of England’s mission to deliver monetary and financial stability is 
a broad and deep one. We need a similarly broad pool of data of varying 
depths to fulfil our mission. In 15 minutes I cannot hope to do justice to the 
variety of data we need to get a clear picture of the economy, the financial 
system as a whole and the firms we regulate in order to frame action. Last 
year the Bank and PRA published our data strategy, joint with the FCA, 
setting out how we will transform our collection and use of data to fulfil our 
responsibilities as a supervisor and regulator. 
 
In my time today I will focus on my Bank responsibilities for payments and 
give a real-life example of why having real-time data matters and also point 
to how we could make payments data even more useful through the 
message that communicates the data.  
 
I will conclude with a brief recap on UK financial market developments this 
week and highlight the use we are making of real-time data to respond to 
those developments to meet our objective for financial stability. 
 
Use of real-time payments data 
 
The Covid-19 pandemic continues to impact on us in many ways and to 
change how we do things. In the context of today’s panel the pandemic 
acted as a catalyst for extending use of the Bank’s payments data. 
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Right from its start in March 2020 we knew that the pandemic and the 
necessary response to it would have very serious but also very different 
impacts on different sectors of the economy. But it was much less easy to be 
confident of the scale of those differential impacts and over what time 
frame.  
 
Extracting a signal from an understandably very noisy and very uncertain 
situation was complicated by the fact that many of the sources we 
traditionally rely on were not that high frequency or were only available 
with a lag. To get a clearer and faster real-time snapshot of the economy, 
the Bank, like many other institutions, turned to new sources of more 
timely information. 
 
One such source was CHAPS, the UK’s high value payments system, which 
we have operated within the Bank of England since 2017. This provides 
individual payment-level data on corporate revenues received from debit 
and credit card expenditure. As the operator of CHAPS, this transactional 
data is accessible in real time to the Bank. 
 
Such data will only ever give a partial picture and the Bank’s Monetary 
Policy Committee and the staff who support them, are experienced in 
contextualising and framing such data in nowcasting and other 
applications. The most obvious benefits of the data were its timeliness, 
granularity and availability.  
 
GDP data is published with a lag of weeks and sometimes months whereas 
we had a proxy for it in two days. The CHAPS data provided signals on 
sectoral performance. And it was coming in to the Bank via our payments 
systems at a time when a lot of official data couldn’t even be collected 
because of the pandemic. 
 
The MPC referred to the use it made of the data in supporting its policy 
response in its March 2020 minutes and subsequently. In case anyone is 
worried that we kept this public good to ourselves be assured that as soon 
as we could we made it available to our statistical authority the ONS who 
included it in the regular data release they developed as one of their 
responses to the pandemic. 
 
Improving the quality of payments data 
 
I’ve provided what is hopefully a relevant case study but it’s a narrow one. 
There is a much broader agenda to ensure that the availability of payments 
data can meet the demands of the modern financial system. 
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Payment systems were originally developed in different jurisdictions to 
meet the needs of the users at the time, with little focus on interoperability 
or future-proofing. In the UK, as in many countries, the data standards 
developed piecemeal as the payment and underlying technology systems 
developed.  
 
The historical challenge of transmitting a file of a certain size with the 
computing power available a quarter of a century ago has left many of us, 
including the UK, with a legacy of only being able to gather and hold a very 
limited amount of information in a payment message. In the most widely 
used current payment message, Swift MT, the remittance field is just 4 
unstructured lines of 35 characters. 
 
Without a structure to the payment message or even the possibility of 
including the full information, the additional information often included in 
a message, cannot be easily signposted or transmitted. 
 
To give one very important illustration, the critical activity of AML checks 
become trickier to achieve and more false positives are flagged, increasing 
global payment costs and delays for end-users like corporates and small 
businesses that they have to pass on. It is often difficult if not impossible to 
quickly ascertain the ‘purpose’ of a payment. 
 
RTGS and ISO 20022: enhancing the quality of payments data 
 
In the UK the way that payments are made and settled is being transformed 
with the renewal of the Bank’s Real Time Gross Settlement (RTGS) Service. 
This is the critical infrastructure which delivers final and risk free 
settlement and virtually every sterling payment is settled over RTGS 
eventually. 
 
As an integral part of upgrading its hard payments infrastructure the Bank 
is joining to global push to enhance the soft infrastructure of payments by 
introducing ISO 20022 messages in the renewed RTGS and in CHAPS. 
 
As everyone at this conference will no doubt be aware ISO 20022 is a 
gamechanger for the financial system. It is an open international data 
standard that allows financial institutions to communicate through a 
common data language. It will enable financial systems to understand each 
other wherever they are in the world.  
 
One of you could walk down the road and send a payment from a local bank 
branch in Kaunas and the information conveyed within the message would 
be the same information as available to my local bank here in London. 
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ISO 20022 also allows for more structured and enhanced data, which can 
be user driven. In other words it can develop according to the user’s needs 
either through adapting the language by adding new data fields or by 
adapting to meet different technology needs. 
 
As I have said this is an international effort, with different jurisdictions 
making the transition at different times and some have already gone live. 
The ECB is due to transition their system this November.  
 
In the UK from next spring CHAPS users will be able to send payments 
containing richer data, such as a purpose code which describes the type of 
payment being made, a Legal Entity Identifier for the financial institutions 
in the payment chain and structured remittance data relevant to the both 
the debtor and creditor in any particular payment. 
 
I will flag just three of the potential benefits: improved “straight through 
processing” with less need for manual intervention in our payments 
systems; a more sophisticated approach to compliance and regulatory 
requirements; and the promise of wider systemic resilience through 
increased interoperability between systems. 
 
Given the focus on real-time in today’s session let me give one example of 
how the ISO 20022 message standard could transform how we approach 
fraud and financial crime. The harm to UK consumers and businesses and 
to the UK financial sector of just one type of fraud - Authorised Push 
Payment (APP) scams – is very considerable – losses due to APP scams 
were £583.2m in 2021.  
 
The introduction of a purpose code to the relevant payments message 
should make it possible to identify these frauds much faster. 
 
Many cross-border payments lag domestic payments in terms of cost, 
speed, access and transparency so the benefits from enhancing payments 
data are clear.  
 
Cross-border payments are by their nature more complex than purely 
domestic ones. They involve more, and in some cases numerous, 
intermediaries, time zones, jurisdictions and regulations. In some 
instances, a cross-border payment can take several days and can cost up to 
10 times more than a domestic payment. 
 
That is why enhancing cross-border payments was set as a priority in 2020 
by the G20 and the UK has been playing a leading role in the 
comprehensive work programme led by the FSB and which the CPMI and 
the BIS more broadly are closely involved in. 
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One of the main frictions in the cross-border space is where the same 
transaction must be reviewed multiple times to ensure that the parties are 
not exposing themselves to illicit finance under different national 
regulations and sanctions lists.  
 
The current costs of AML/CFT compliance are significant. Experience with 
complementary innovations such as digital IDs has already demonstrated 
the potential for cost savings. There is also a significant time and resource 
benefit as sanctions alerts have typically been generated on a far greater 
number of transactions than actually are “true” hits.  
 
The mismatch between an alert and identification of a sanctioned 
transaction creates extra layers of review which extend transaction 
timelines and add cost – particularly where additional manual controls are 
needed. 
 
The G20/FSB Roadmap on cross-border payments is, amongst other 
things, focussed on how a more effective use of and greater standardisation 
of data could help to streamline AML/CFT and sanctions compliance.  
 
This would reduce the number of “false positive” rates on transactions and 
reduce the costs of checks. This is one example of how a common approach 
to using payment data globally, harmonising our implementation of 
payment message standards and tackling potential barriers to sharing 
payment data across jurisdictions could reap significant benefits.  
 
The G20 roadmap for cross-border payments highlights key actions for 
jurisdictions, system operators and the wider financial system and 
payments industry to undertake and I would encourage all of us who are 
involved to redouble our efforts. Through that collective effort we will make 
payments, quicker, smoother and cheaper for all. 
 
The benefits of richer, more structured data, including payments data, will 
only be fully realised if data users are able to access and extract value from 
the ever increasing pool of data they now have access to.  
 
The financial sector has been at the forefront of using artificial intelligence 
techniques such as machine learning to extract value from the explosion of 
timely data they now have access to, as the Bank’s surveys have found.  
 
It’s obvious why as adoptions of technologies like machine learning have 
the potential to make financial services and markets more efficient, 
accessible and tailored to consumer needs. 
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I don’t have time to do anything like justice to this subject today but before I 
leave it let me just return to the example of fraud detection and anti-money 
laundering.  
 
Here machine learning is particularly useful for card authorisations that 
flow through the payments chain, very much in real-time. As transactions 
are processed, the machine learning applications assigns a risk score and 
this allows card issuers to block potential fraud losses before the 
transaction proceeds. 
 
The Bank, PRA and FCA will publish a Discussion Paper later this year on 
how the current UK regulatory framework applies to artificial intelligence 
and machine learning. The paper will also explore how policy can best 
support further safe and responsible adoption and whether additional 
clarification of existing regulation may be helpful. 
 
Financial market developments: a real-time case study 
 
Let me return from the possible futures represented by the adoption of AI 
to the here and now and the financial market developments we have seen 
this week in the UK which have meant that I haven’t been able to join you in 
Vilnius. 
 
As is the case for all central banks the Bank utilises various data to provide 
detailed coverage of financial market developments, ranging from real time 
quantitative data from wholesale markets through to qualitative market 
intelligence (MI).  
 
We complement the views of external market contact base with the views of 
our own specialist experts among Bank staff.  The Bank’s focus is primarily 
around those financial markets closest to our mission. 
 
The backdrop to the latest events is that financial markets globally have 
been volatile in recent months, with increases in government bond yields 
and falls in risky asset prices.  
 
While largely orderly in most markets, pressures were observed in parts of 
the financial system, including challenging liquidity conditions across some 
markets. This has naturally put us, along with other central banks and 
supervisors on alert for further signs of strain and the attendant risks of 
dysfunction. 
 
UK financial assets saw significant repricing since the start of this week, 
particularly affecting long-dated UK government debt. Were dysfunction in 
this market to continue or worsen, there would be a material risk to UK 
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financial stability. This would lead to an unwarranted tightening of 
financing conditions and a reduction of the flow of credit to the real 
economy. 
 
On 28 September, yesterday, the Bank’s Financial Policy Committee, which 
I’m a member of, noted the risks to UK financial stability from dysfunction 
in the gilt market. It recommended that action be taken and welcomed the 
Bank’s plans for temporary and targeted purchases in the gilt market on 
financial stability grounds at an urgent pace. These operations have started, 
with the first one carried out yesterday afternoon. 
 
These purchases will be strictly time limited until 14 October. They are 
intended to tackle a specific problem in the long-dated government bond 
market. The purchases will be unwound in a smooth and orderly fashion 
once risks to market functioning are judged to have subsided. 
 
The Bank’s MI function has informed these actions by providing the Bank’s 
policy committees with detailed, real-time information on market 
functionality and tradeability.  
 
Having an extensive and established, regular and on-going, in-depth MI 
relationship – not only with the community of banks operating in the 
London markets, but also with the end users of government bonds and 
wider UK rates markets asset managers, pension funds and liabilities 
managers – enabled us to get clear understanding of the pressures that 
were building in real time.  
 
Conclusion 
 
I started my remarks today by talking about how things have changed since 
the start of the pandemic and I finished them by focussing on events this 
week. I hope the Bank’s perspective on why we use real-time data and how 
they contribute to how we achieve our mission for monetary and financial 
stability have been useful to today’s session and I look forward to the 
discussion. 
 

 
 
 
 
 



P a g e  | 38 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 8 

Constructing a Table Top Exercise (TTX): a Practical Guide 
 

 
 

A table top exercise (TTX) derives from military wargaming, a practice 
invented in Prussia in the early 19th century to develop officers and 
doctrine.  
 
In military terms, course of action (COA) analysis is a conscious attempt to 
visualize the flow of operations of force strengths and dispositions, 
adversary capabilities, and possible COAs and any civilian activities in the 
area of operations.  
 
Wargaming is the primary means to conduct this analysis. It is a disciplined 
process, with rules and steps, to determine the chance of success each 
friendly COA has verses selected adversary COA. 
 
The value of this analysis is the identification of effects that potential 
adversary actions could have on friendly COAs, thus the goal is to improve 
those friendly COAs.  
 
Wargaming enables a team to identify difficulties and coordination 
problems as well as probable consequences of these planned actions.  
 
The psychological experience of the game itself leaves players more open to 
new, creative, and unexpected ideas and outcomes. It boosts receptivity to 
new options in a way that other forms of learning do not. 
 
By offering safe and controlled environments in which participants can 
measure their ability to confront a given situation, exercises can help 
ensure participants are equipped with the appropriate skills and knowledge 
to address future disruptive events.  
 
Even if the parameters of a real crisis will always differ from those of a 
controlled exercise, they remain effective venues for increasing the level of 
preparedness and risk awareness.  
 
At a basic level, they constitute opportunities for networking and for 
developing new contacts from across sectors, including with international 
organisations and partners. 



P a g e  | 39 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

German military developed the “red teaming” (simulation) method in the 
19th century. It allowed force to get a better command of unpredictable 
events – “frictions” – in military conflicts.  
 
The friction, like weather, terrain, lacking or false intelligence, logistics 
problems, or movement and effect of troops deployed - all of these had 
incalculable effects on the success of the original plan. 
 
Games help people think through “wicked problems”, such as 
counterinsurgencies, major wars, great–power competition, or pandemics. 
 

 
 
To read more: 

https://stratcomcoe.org/publications/constructing-a-table-top-exercise-tt
x-a-practical-guide/247 
 

 
 

https://stratcomcoe.org/publications/constructing-a-table-top-exercise-ttx-a-practical-guide/247
https://stratcomcoe.org/publications/constructing-a-table-top-exercise-ttx-a-practical-guide/247
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Number 9 

Open Radio Access Network Security Considerations 
 

 
 

Mobile network operators provide cell services with a vast deployment of 
antennas and radios on cell towers connected to base station equipment.  
 
The base station equipment converts the wireless signals to data consisting 
of text messages, phone calls, streaming videos, and all the other pervasive 
apps offered today.  
 
The mobile network industry calls the radios, cell towers, and base station 
equipment converting wireless signals to data the Radio Access Network 
(RAN). This assessment considers the security of a mobile industry 
initiative toward an Open RAN. 
 
The DoD characterizes Open RAN in a new line-of-effort for the 5G Strategy 
Implementation Plan: “RANs are traditionally vendor-locked, vertically 
integrated telecommunications architectures that enable wireless 
communications, such as 4G, 5G, and subsequent generations of 
communications technologies. By disaggregating RAN architectures – thus 
making them ’Open’ - more companies can pursue innovation on advanced 
5G network architectures and related security.” 
 
The Enduring Security Framework (ESF) Open RAN Working Panel 
assessed the security considerations associated with implementing an Open 
RAN as architected and specified by the O-RAN Alliance. 
 
The working panel focused on current designs and specifications for 
Open RAN architectures, and considered how these security considerations 
compared to, or are distinct from, traditional, proprietary RANs.  
 
The ESF Working Panel also addressed the additional resources required to 
fulfill the vision of interoperable, multi-vendor RAN powered by cloud 
services and software. 
 
The working panel focused on security considerations for several key 
technical aspects of the Open RAN: multi-vendor management, the Open 
Fronthaul connecting radios to base station equipment, a new RAN 
application framework comprising rApps and xApps, Artificial Intelligence 
/ Machine Learning (AI/ML) in the RAN, and other general network 
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considerations including open source software, virtualization / 
cloudification, and distributed denial-of-service. 
 
The working panel found security concerns and potential for their 
mitigations across these key technical aspects from Open RAN architecture.  
 
The working panel identified Open RAN security considerations with 
applications, open source software, supply chain, and zero trust 
to be consistent with the same concerns found in the Information and 
Communications Technology (ICT) industrial sector, and Open RAN needs 
to adopt ICT best practices to mitigate these concerns.  
 
Since Open RAN is adopting technologies found in 5G core networks 
such as multi-vendor core network functions and 5G cloud infrastructures, 
any Open RAN would benefit from following the best security practices 
applied today in 5G specifications, deployments, and operations.  
 
Open RAN brings new capabilities with an xApps/rApps application 
frameworks and AI/ML technology.  
 
The ICT industrial sector is also confronting security considerations with 
software application frameworks and AI/ML technology, and Open RAN 
must do so as well. 
 
The O-RAN Alliance defined Open Fronthaul network connecting radios to 
base station equipment is built with an IT infrastructure but must perform 
like a real-time system.  
 
Many proprietary RANs operate today on a similar IT infrastructure, so 
Open RAN shares these IT security concerns.  
 
Like all commercial high-speed radio networks, real-time system 
requirements of both proprietary fronthaul and Open Fronthaul networks 
push the boundaries of high-speed performance and the ability of 
cryptographic security mechanisms to keep up, all while keeping unit 
deployment and operations costs down.  
 
Differing Open Fronthaul deployment scenarios for consumer, enterprise, 
and military applications will drive the required mitigations to meet the 
security objectives and Open RAN cost goals within the Open Fronthaul. 
 
Security considerations always emerge in new open systems aiming for 
improved cost, performance, and supply chain benefits. Open RAN shares 
these security considerations too, and, with continuing efforts by the Open 
RAN ecosystem, they can be overcome. 



P a g e  | 42 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                
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To read more: 
https://media.defense.gov/2022/Sep/15/2003077576/-1/-1/0/ESF_OPE
N_RADIO_ACCESS_NETWORK_SECURITY_CONSIDERATIONS.PDF 
 

 
 
 
 
 
 
 
 
 

https://media.defense.gov/2022/Sep/15/2003077576/-1/-1/0/ESF_OPEN_RADIO_ACCESS_NETWORK_SECURITY_CONSIDERATIONS.PDF
https://media.defense.gov/2022/Sep/15/2003077576/-1/-1/0/ESF_OPEN_RADIO_ACCESS_NETWORK_SECURITY_CONSIDERATIONS.PDF
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Number 10 

New crackdown on fraud and money laundering to protect UK 
economy 
Wide ranging reforms designed to bear down on kleptocrats, organised 
criminals and terrorists abusing the UK’s open economy have been 
introduced into Parliament. 
 

 
 

The Economic Crime and Corporate Transparency Bill will strengthen the 
UK’s reputation as a place where legitimate businesses can thrive while 
driving dirty money out of the UK. Through the reforms, anyone who 
registers a company in the UK will need to verify their identity, tackling the 
use of companies as a front for crime or foreign kleptocrats. 
 
The reforms to Companies House – its biggest upgrade in 170 years – will 
also see the organisation armed with new powers to check, challenge and 
decline incorrect or fraudulent information, making it a more active 
gatekeeper over company creation. The investigation and enforcement 
powers of Companies House will also be upgraded, enabling the 
organisation to cross check data with public and private partners, as well as 
reporting suspicious activity to security agencies and law enforcement. 
 
The Bill will also help prevent the abuse of limited partnerships – including 
those registered in Scotland, for money laundering and other nefarious 
purposes – by tightening registration and transparency requirements for 
these entities. 
 
Law-abiding businesses and investors across the UK will benefit from 
simplified filing requirements and a more reliable companies register to 
inform business and lending decisions. The reforms will ensure that small 
business owners, consumers and the public are better protected from 
fraudulent use of their identities and addresses. 
 
Business Secretary Jacob Rees-Mogg said: 
 
“We want the UK to be the best place in the world to invest and start a 
business, but we must not allow this openness to be exploited by fraudsters 
misusing the identities of innocent people, or corrupt elites attempting to 
disguise their dodgy dealings. 
 
This historic Bill will equip Companies House and law enforcement with the 
tools they need to root out criminals attempting to hide their activities 
without burdening law-abiding companies with unnecessary bureaucracy. 
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Above all, via strict enforcement measures, we are telling investors that the 
UK is open for legitimate business only.” 
 
Home Secretary Suella Braverman said: 
 
“The UK is no home for dirty money. The government has taken 
unprecedented action to prevent kleptocrats and organised criminals from 
abusing our open economy, and this Bill will go even further. 
 
Through this Bill we are giving our law enforcement agencies greater 
powers and intelligence capabilities to stay one step ahead of the criminals 
intent on keeping their corrupt assets out of reach.” 
 
Security Minister Tom Tugendhat said: 
 
“As the former chair of the Foreign Affairs Committee, I commended the 
government on the swift legislative action it took on dirty money following 
the invasion of Ukraine, but I implored them to go even further. 
 
I am delighted that today we are introducing reforms that will make it much 
harder for kleptocrats to shield their ill-gotten gains and treat the UK as 
their safe deposit box. As Security Minister, I am committed to delivering 
this vital piece of legislation to strengthen our fight against economic 
crime.” 
 
Law enforcement will also benefit from greater powers to compel 
businesses to hand over information which could be related to money 
laundering or terrorist financing. Red tape around confidentiality liability 
will be eased to enable businesses to share information to more proactively 
prevent and detect economic crime including fraud and sanctions evasion. 
 
The new law will make it easier and quicker for law enforcement agencies 
such as the National Crime Agency to seize, freeze and recover cryptoassets 
– the digital currency increasingly used by organised criminals to launder 
profits from fraud, drugs and cybercrime. 
 
The use of this digital currency has significantly increased in recent years, 
with the Metropolitan Police reporting a big rise in cryptocurrency seizures 
last year. Strengthening powers in the Proceeds of Crime Act will modernise 
the legislation to ensure agencies can keep pace with the rapid technological 
change and prevent assets from funding further criminality. 
 
The package of measures will build upon the earlier Economic Crime 
(Transparency and Enforcement) Act, brought in following Russia’s 
invasion of Ukraine. The act has made it much quicker to impose tough 
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sanctions on Putin’s cronies – freezing their UK assets and cutting off funds 
to the Kremlin’s war machine – as well as establishing the recently 
launched Register of Overseas Entities to root out corrupt oligarchs 
attempting to hide ill-gotten gains through UK property. 
 
Director General of the National Crime Agency Graeme Biggar said: 
 
“Domestic and international criminals have for years laundered the 
proceeds of their crime and corruption by abusing UK company structures, 
and are increasingly using cryptocurrencies. These reforms – long awaited 
and much welcomed – will help us crack down on both.” 
 
Companies House Chief Executive Louise Smyth said: 
 
“We welcome the measures outlined in this Bill, which represent the most 
significant and far-reaching changes to the UK’s company register in over 
170 years of history and will enable us to play a much stronger role in 
making the UK a great place to do business. 
 
If agreed, these changes will allow us to actively improve and maintain the 
integrity of the register like never before; inspire greater trust in our data, 
crack down on economic crime and further drive confidence in the UK 
economy. 
 
While the scale and scope of these changes should not be underestimated, 
the work already done through our wide-ranging and ongoing 
transformation programme puts us in a strong position to implement them 
as quickly and efficiently as possible.” 
 
To read more: 

https://www.gov.uk/government/news/new-crackdown-on-fraud-and-mo
ney-laundering-to-protect-uk-economy 
 

 
 
 
 
 
 
 
 

https://www.gov.uk/government/news/new-crackdown-on-fraud-and-money-laundering-to-protect-uk-economy
https://www.gov.uk/government/news/new-crackdown-on-fraud-and-money-laundering-to-protect-uk-economy
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

