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Monday, October 26, 2020 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
It is hard to believe that we must discuss with boards of 
directors terms like mixers, tumblers, and chain hopping.  
Jurisdictional arbitrage is again on the table, but this is an 
old concept.  
 
In 2018, the US Attorney General established a Cyber-Digital Task Force 
within the U.S. Department of Justice, to evaluate the impact that advances 
in technology have had on law enforcement’s ability to keep citizens safe.  
 
I have just read the excellent Report of the Attorney General’s Cyber 
Digital Task Force. 
 
According to the report, the acceptance of anonymity enhanced 
cryptocurrencies (AEC) such as Monero, Dash, and Zcash—by MSBs and 
darknet marketplaces, has increased the use of this type of virtual currency.  
 
Because AECs use non-public or private blockchains, use of these 
cryptocurrencies may undermine the AML/CFT controls used to detect 
suspicious activity by MSBs and other financial institutions, and may limit 
or even negate a business’s ability to conduct AML/CFT checks on customer 
activity and to satisfy BSA requirements.  
 
Some AECs, however, offer features, such as public view keys, that 
potentially can facilitate the fulfilment of AML/CFT obligations, 
depending upon the implementation of such features. 
 
The Department considers the use of AECs to be a high-risk activity that is 
indicative of possible criminal conduct. In most circumstances, the 
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Department does not liquidate seized or forfeited AECs, as doing so allows 
them to re-enter the stream of commerce for potential future criminal use.  
Companies that choose to offer AEC products should consider the increased 
risks of money laundering and financing of criminal activity and should 
evaluate whether it is possible to adopt appropriate AML/CFT measures to 
address such risks.  
 
AECs are often exchanged for other virtual assets like bitcoin, which may 
indicate a cross-virtual-asset layering technique for users attempting to 
conceal criminal behavior. This practice is commonly referred to as “chain 
hopping”.  
 
 “Mixers” and “tumblers” are entities that attempt to obfuscate the source 
or owner of particular units of cryptocurrency by mixing the cryptocurrency 
of several users prior to delivery of the units to their ultimate destination.  
 
For a fee, a customer can send cryptocurrency to a specific address that is 
controlled by the mixer.  
 
The mixer then commingles this cryptocurrency with funds received from 
other customers before sending it to the requested recipient address.  
 
Websites or companies offering mixing or tumbling services are engaged in 
money transmission, and therefore are MSBs subject to the BSA and other 
similar international regulations.  
 
In addition to facing BSA liability for failing to register, conduct AML 
procedures, or collect customer identification, operators of these services 
can be criminally liable for money laundering because these mixers and 
tumblers are designed specifically to conceal or disguise the nature, the 
location, the source, the ownership, or the control of a financial transaction. 
 
Chain hopping is frequently used by individuals who are laundering 
proceeds of virtual currency thefts. Chain hopping is often viewed as a 
potential way to obfuscate the trail of virtual currency by shifting the trail of 
transactions from the blockchain of one virtual currency to the blockchain 
of another virtual currency. 
 
Because of the global and cross-border nature of transactions involving 
virtual assets, the lack of consistent AML/ CFT regulation and supervision 
over VASPs across jurisdictions—and the complete absence of such 
regulation and supervision in certain parts of the world—is detrimental to 
the safety and stability of the international financial system. 
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This inconsistency also impedes law enforcement’s ability to investigate, 
prosecute, and prevent criminal activity involving or facilitated by virtual 
assets.  
 
For example, illicit financial flows denominated in virtual assets may move 
to companies and exchanges in jurisdictions where authorities lack 
regulatory frameworks requiring the generation and retention of records 
necessary to support investigations. 
 

 
 
Read more at Number 1 below. Welcome to the top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
 

 
 

 

mailto:lekatis@risk-compliance-association.com
http://www.risk-compliance-association.com/
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Number 1 

Report of the Attorney General’s Cyber Digital Task Force  
 

 
 

Innovation can drive a society forward. But innovation does not occur in a 
vacuum.  
 
Public policy can establish background conditions that help the innovative 
spirit thrive—or create an environment in which that spirit is inhibited, or 
suppressed.  
 
Even in societies where transformative scientific and technological 
advancements are achievable, public policy again plays a critical mediating 
role. In the wrong hands, or without appropriate safeguards and oversight, 
these advancements can facilitate great human suffering.  
 
Just ask the political enemies of authoritarian regimes that deploy 
surveillance tools Orwell never could have imagined. Or, closer to home, 
listen to the child victims of unspeakable sexual exploitation whose images 
and livestreamed abuse are so easily transmitted across the internet.  
 
Technological innovation and human flourishing are complementary 
concepts, but the former does not guarantee the latter.  
 
Good public policy—and the fair and equitable enforcement of such 
policy—can help bring the two into alignment.  
 
And even as too much regulation undoubtedly stifles innovation (and 
human flourishing, too), the absence of law’s protections can endanger 
progress across both dimensions.  
 
It takes careful consideration, and a deep and ongoing immersion in the 
facts, to understand when, and how, law should intervene.  
 
Once law’s empire has established its root in a particular domain, it 
requires equally careful consideration (and humility on the part of 
government officials) to ensure that regulation goes no further than is 
required—that government action, in other words, reflects enforcement 
only of “those wise restraints that make us free.” 
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This Enforcement Framework  
 
In 2018, Attorney General Jeff Sessions established a Cyber-Digital Task 
Force within the U.S. Department of Justice to evaluate the impact that 
recent advances in technology have had on law enforcement’s ability to 
keep our citizens safe.  
 
Acknowledging the many ways in which technological advances “have 
enriched our lives and have driven our economy,” the Attorney General also 
noted that “the malign use of . . . technolog[y] harms our government, 
victimizes consumers and businesses, and endangers public safety and 
national security.” 
 
The Task Force issued a comprehensive report later that year. That report 
identified particular threats currently confronting our society, ranging from 
transnational criminal enterprises’ sophisticated cyber enabled schemes, to 
malign foreign influence operations, to efforts to compromise our nation’s 
critical infrastructure.  
 
The report also identified a number of emerging threats whose contours are 
still developing, and recommended further examination of their potential 
impact. Specifically, the report recommended that “the Department should 
continue evaluating the emerging threats posed by rapidly developing 
cryptocurrencies that malicious cyber actors often use.” 
 
This Cryptocurrency Enforcement Framework represents the fruits of the 
Task Force’s efforts. 
 
At the outset, it bears emphasizing that distributed ledger technology, upon 
which all cryptocurrencies build, raises breathtaking possibilities for 
human flourishing.  
 
These possibilities are rightly being explored around the globe, from within 
academia and industry, and from within governments— including our own.  
 
It should be no surprise, for example, that researchers within the U.S. 
National Institute of Standards and Technology “have been investigating 
blockchain technologies at multiple levels: from use cases, applications and 
existing services, to protocols, security guarantees, and cryptographic 
mechanisms.” 
 
Or that the U.S. Department of Defense’s recently-issued Digital 
Modernization Strategy specifically identifies blockchain technology as 
having “promise to provide increased effectiveness, efficiency, and 
security.” 
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Or that the U.S. Food and Drug Administration recently released a detailed 
vision for how it plans to deploy blockchain for food safety-related 
purposes. 
 
Or that—in the cryptocurrency space specifically—“the Federal Reserve is 
active in conducting research and experimentation related to distributed 
ledger technologies and the potential use cases for digital currencies,” 
including by partnering with the Massachusetts Institute of Technology to 
“build and test a hypothetical digital currency oriented to central bank 
uses.” 
 
Without doubt, cryptocurrency represents a transformative way to store 
and exchange value. But as the following pages make clear, despite its 
relatively brief existence, this technology already plays a role in many of the 
most significant criminal and national security threats our nation faces.  
 
As the Task Force has found, illicit uses of cryptocurrency typically fall into 
three categories:  
 
(1) financial transactions associated with the commission of crimes;  
 
(2) money laundering and the shielding of legitimate activity from tax, 
reporting, or other legal requirements; or  
 
(3) crimes, such as theft, directly implicating the cryptocurrency 
marketplace itself.  
 
Part I of this Enforcement Framework examines in detail each of those 
categories. Our society is not powerless in the face of these threats.  
 
As Part II demonstrates, the government has legal and regulatory tools 
available at its disposal to confront the threats posed by cryptocurrency’s 
illicit uses.  
 
Interagency partnership is critical for effectively leveraging those tools.  
 
The Department of Justice has built strong working relationships with its 
regulatory and enforcement partners in the Securities and Exchange 
Commission, the Commodity Futures Trading Commission, and the U.S. 
Department of the Treasury (including FinCEN, OFAC, and the IRS), 
among others, to enforce federal law in both its civil and criminal aspects.  
 
We have actively participated in international regulatory and criminal 
enforcement efforts, as well. Those efforts are paying off.  
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The past year alone has witnessed the indictment and arrest of the alleged 
operator of the world’s largest online child sexual exploitation market, 
involving an enforcement action that was coordinated with the disruption 
of that darknet market, the rescue of over 20 child victims, and the seizure 
of hundreds of thousands of dollars’ worth of bitcoin; the largest-ever 
seizure of cryptocurrency in the terrorism context, stemming from the 
dismantling of terrorist financing campaigns running into the millions of 
dollars involving Hamas’s military wing, al-Qaeda, and ISIS; the first-ever 
imposition of economic sanctions for virtual-asset-related malicious cyber 
activity; and a novel (and successful) use of the federal securities laws to 
protect investors in the cryptocurrency space, resulting in the disgorgement 
of over $1.2 billion in ill-gotten gains in a single case. We expect these 
enforcement trends to continue.  
 
This report concludes in Part III with a discussion of the ongoing challenges 
the government faces in cryptocurrency enforcement—particularly with 
respect to business models (employed by certain cryptocurrency exchanges, 
platforms, kiosks, and casinos), and to activity (like “mixing” and 
“tumbling,” “chain hopping,” and certain instances of jurisdictional 
arbitrage) that may facilitate criminal activity. 
 

 
 
To read more: https://www.justice.gov/ag/page/file/1326061/download 
 

https://www.justice.gov/ag/page/file/1326061/download


P a g e  | 10 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

 

 

 



P a g e  | 11 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



P a g e  | 12 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 2 

The Basel Committee's initiatives on climate-related financial 
risks 
Kevin J Stiroh, co-chair of the Task Force on Climate-related Financial 
Risks of the Basel Committee on Banking Supervision and Executive Vice 
President of the Federal Reserve Bank of New York, at the panel session on 
"New regulatory and policy landscape for sustainable finance", 2020 IIF 
Annual Membership Meeting. 
 

 
 

Thank you for the invitation to participate in the 2020 IIF Annual 
Membership Meeting. I am pleased to share my perspective regarding the 
current regulatory and policy initiatives in the area of sustainable finance.  
 
My remarks are being made in my capacity as co-chair of the Task Force on 
Climate-related Financial Risks (TFCR), which is part of the work of the 
Basel Committee on Banking Supervision.  
 
I should note that my prepared remarks and subsequent comments made 
as part of the panel discussion may not necessarily reflect the views of the 
Basel Committee or its members, or those of the Federal Reserve System or 
the Federal Reserve Bank of New York. 
 
The Basel Committee's mandate is to strengthen the regulation, supervision 
and practices of banks worldwide with the purpose of enhancing financial 
stability.  
 
It is the primary global standard setter for the prudential regulation of 
banks and provides a forum for cooperation on banking supervisory 
matters.  
 
As part of its work, the Committee exchanges information on developments 
in the banking sector and financial markets to help identify current or 
emerging risks for the global financial system. 
 
The Committee noted that climate change may result in physical and 
transition risks that could potentially impact the safety and soundness of 
individual financial institutions and have broader financial stability 
implications for the banking system. 
 
In February 2020, the Basel Committee established the TFCR to undertake 
work on climate-related financial risks. I am acting as a co-chair of the task 
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force, along with Frank Elderson, Executive Director of Supervision at the 
Netherlands Bank.   
 
In the first phase of work, the TFCR conducted a stocktake of members' 
existing regulatory and supervisory initiatives on climate-related financial 
risks.  
 
The results of the stocktake were published in April 2020. I am pleased to 
share some of the key findings from that work. 
 
All respondents noted that climate change may result in risks that could 
potentially have financial stability implications for the banking system.  
 
The majority of authorities considered it appropriate to address 
climate-related financial risks within their existing regulatory and 
supervisory framework.  
 
In addition, a large majority of members have conducted research related to 
the measurement of climate-related financial risks.  
 
At the same time, respondents identified a number of operational 
challenges in developing a robust framework to assess risks, including data 
gaps, methodological challenges and difficulties in mapping the 
transmission of climate risks to the banking system.  
 
The report also noted that a majority of authorities have taken measures to 
raise awareness of climate-related financial risks among banks.  
 
Approximately two fifths of members have issued, or are in the process of 
issuing, more principles-based guidance regarding climate-related financial 
risks.  
 
However, it is important to note that the majority of members have not 
factored, or have not yet considered factoring, the mitigation of such risks 
into the prudential capital framework. 
 
To read more: https://www.bis.org/speeches/sp201014.htm 
 

 
 
 

https://www.bis.org/speeches/sp201014.htm
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Number 3 

Opening remarks - Launch of the Artificial Intelligence Public 
Private Forum 
Sir David Ramsden, Deputy Governor for Markets and Banking of the Bank 
of England, at the Launch of the Bank of England and the Financial 
Conduct Authority's Artificial Intelligence Public Private Forum, London. 
 

 
 

Over the past few years, we’ve seen a huge expansion in the use digital 
technologies across society and across the economy.  
 
And this has affected all of us in some way, whether we’re shopping online 
or listening to music, streaming a film or engaging with friends and 
colleagues on social-media platforms, our lives have been transformed by 
remarkable innovation and technological advances.  
 
And Artificial Intelligence is increasingly at the heart of those innovative 
technologies.  
 
Artificial Intelligence and Machine Learning are growing very rapidly in 
complexity, sophistication, and importance for society, the economy as a 
whole, and financial services in particular.  
 
AI is already embedded in many of the things we use every day, from mobile 
phones and tablets, to online shopping platforms.  
 
It forms the core of many of the technologies that are becoming increasingly 
familiar, such as biometric devices or autonomous vehicles.  
 
And this is likely to accelerate as smaller and smarter devices become more 
widely used and embedded in homes and workplaces, in retail and 
consumer products, across the so-called Internet-of-Things and as the 
global context changes rapidly due to the COVID crisis.  
 
And those same AI systems and processes are being used today across the 
financial sector to bring benefits to consumers, to firms, and to the UK 
financial system as a whole.  
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AI-driven online platforms may, for example, help customers manage their 
money and savings more effectively, as well as make the processing of loan 
applications or insurance claims easier, quicker, and more transparent.  
 
Financial firms may, in turn, benefit from AI in making efficiency and 
productivity gains, in tailoring products to customers’ needs, and in more 
effective ways of combating financial crime.  
 
AI may also boost the overall efficient functioning and resilience of 
financial markets and the wider economy.  
 
Clearly, the world is a very different place today from the one we started 
this year with; and while the COVID crisis has had, and will continue to 
have, a profound impact on the economy, and on the households and 
businesses that drive it, it has also increased and focused interest in the 
potential uses of AI in tackling some of the many immediate problems and 
challenges precipitated by the crisis.  
 
For example, many businesses, including financial firms, are looking to use 
AI, sometimes combined with alternative data sources, for enhancing 
customer engagement, for driving more automation of internal processes, 
and for improving virtual working environments.  
 
In a recent survey of the banks and insurers we regulate, conducted as part 
of our ongoing monitoring of the impact of COVID-19 by the Bank’s Fintech 
Hub along with colleagues from the PRA, around 45% of those firms that 
participated reported that the crisis has led to an increase in the importance 
of AI and data science applications for their future operations, with around 
55% reporting no change, and none noting a decrease.  
 
The survey also looked at changes in firms’ investment plans and resource 
commitments for AI projects as well as areas where the crisis has had an 
impact on existing applications across different business lines. 
 
To read more: https://www.bis.org/review/r201012b.pdf 
 

 
 
 
 
 

https://www.bis.org/review/r201012b.pdf
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Number 4 

Guide to Reading the PCAOB’s New Inspection Report 
 

 
 

The Public Company Accounting Oversight Board (PCAOB or Board) 
inspects registered audit firms to assess each firm’s compliance with 
PCAOB standards and rules as well as other applicable regulatory and 
professional requirements. 
 
Our inspections are designed to review portions of a firm’s issuer audits and 
evaluate elements of a firm’s system of quality control.  
 
The PCAOB provides each firm inspected with a report, which summarizes 
any deficiencies identified during the inspection. 
 
Until now, the format of PCAOB inspection reports has remained largely 
unchanged since the Board’s first reports were issued more than fifteen 
years ago.  
 
Through our external engagement activities, we have received feedback 
that our report could more effectively meet the needs of our stakeholders.  
 
To address what we heard, and to advance our strategic objective to provide 
clearer and more useful information to the public, the Board and staff 
developed a new inspection report that: 
 
- Streamlines the content to enhance readability for investors, audit 

committee members, preparers, audit firms, and the general public; 
 

- Utilizes new charts and graphs to make the information more digestible 
and accessible; 

 
- Reduces the amount of technical and boilerplate language; and 

 
- Provides access to a new, refined document that describes general, 

non-firm specific information about what and how we inspect, rather 
than repeating such information in each report. 

 
In addition to these changes, our reports include some new information, 
such as a classification system for audits with deficiencies presented in Part 
I.A. For annually inspected firms, we now also provide PCAOB inspections 
data for the three most recent inspection years.  
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Furthermore, while we continue to highlight deficiencies we identify in the 
audit work to support the firm’s opinion(s) on an issuer’s financial 
statements and/or ICFR, our new reports include a new section discussing 
certain other instances of non-compliance with our standards or rules. 
 
This document provides an overview of each section of the report, 
highlighting the key information we communicate and changes from our 
previous report format.  
 

 
 

Our new report includes five main parts, which may differ between 
annually and triennially inspected firms: 
 
1. Introductory Sections: An executive summary, table of contents, and an 
overview of the report’s contents and our inspections approach. 
 
2. Overview of the Inspection and Historical Data by Inspection Year: 
Information on the scope of our inspections and on the nature and extent of 
deficiencies identified. 
 
3. Part I – Inspection Observations: 
 
3a. Part I.A: Deficiencies that were of such significance that we believe the 
firm, at the time it issued its audit report(s), had not obtained sufficient 
appropriate audit evidence to support its opinion(s) on the issuer’s financial 
statements and/or ICFR. 
 
3b. Part I.B: Deficiencies that do not relate directly to the sufficiency or 
appropriateness of evidence the firm obtained to support its opinion(s) but 
nevertheless relate to instances of non-compliance with PCAOB standards 
or rules. 
 
4. Part II – Observations Related to Quality Control: Criticisms of, or 
potential defects in, the firm’s system of quality control. Part II deficiencies 
are not publicly disclosed when the report is first issued. 
 
5. Appendix A – Firm’s Response to the Draft Inspection Report: 
The firm’s response to a draft of the report, excluding any portion granted 
confidential treatment. 
To read more:  
https://pcaobus.org/Inspections/Documents/Inspections-Report-Guide.p
df 

https://pcaobus.org/Inspections/Documents/Inspections-Report-Guide.pdf
https://pcaobus.org/Inspections/Documents/Inspections-Report-Guide.pdf
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Number 5 

EIOPA’s approach to the supervision of product oversight and 
governance 
 

 
 

The Insurance Distribution Directive (IDD) Product Oversight and 
Governance (POG) requirements aim at ensuring that the interests of 
customers take prime importance during product design and throughout 
the lifecycle of a product, including within arrangements for its 
distribution. 
 
This document aims at providing more clarity for insurance manufacturers 
and distributors on the supervisory approach to POG requirements.  
 
It can be of useful support for insurance manufacturers and distributors 
when implementing their own POG policies, so they can better engage with 
their supervisors. It is, however, for information purposes only and it is 
neither binding on NCAs, nor on insurance distributors and insurance 
manufacturers.  
 
It does not amend or form any part of the IDD or the Commission 
Delegated Regulation (EU) 2017/2358 (POG-DR).  
 
Ultimately, it is the responsibility of all insurance manufacturers and 
distributors to ensure adequate implementation of POG requirements. 
 
This document is structured as follows: 
 
› Section 1 (the introduction) outlines the approach and aim of POG 
supervision. 
 
› Section 2 sets out the supervisory approach for assessing whether: 
 
2a. Manufacturers have developed and implemented adequate systems and 
controls for their POG process; 
 
2b. Product distribution arrangements have been properly implemented by 
distributors, to be aligned with manufacturers’ distribution strategy and 
ensure products are sold within the right target market. 
 
› Section 3 outlines the supervisory approach for establishing whether 
manufacturers have in place the right processes and procedures to perform 
an adequate target market assessment. 
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› Section 4 presents the supervisory approach for assessing whether 
manufacturers have appropriately tested the insurance product, including 
with regard to product complexity and whether customers’ interests and 
needs – throughout the product lifecycle – have been adequately and 
sufficiently assessed in the testing phase. 
 
› Section 5 describes the supervisory approach for assessing whether 
manufacturers have developed an appropriate distribution strategy – 
considering the target market and products’ characteristics. 
 
› Section 6 presents the supervisory approach for assessing whether 
manufacturers adequately monitor and regularly review products, either for 
ad hoc reviews or at appropriate intervals. 
 
To read more:  
https://www.eiopa.europa.eu/sites/default/files/publications/reports/eio
pa-approach-to-the-supervisions-of-product-overshight-governance_0.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/sites/default/files/publications/reports/eiopa-approach-to-the-supervisions-of-product-overshight-governance_0.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/reports/eiopa-approach-to-the-supervisions-of-product-overshight-governance_0.pdf
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Number 6 

Stress-testing banks during the Covid-19 pandemic 
Patrizia Baudino 
 

 
 

Highlights 
 
- In response to the Covid-19 pandemic, a number of authorities that 

regularly conduct stress tests on individual banks adjusted their 
approach. They performed ad hoc exercises to assess the vulnerability of 
banking sectors as a whole. These exercises are different from regular 
ones in terms of key features such as objectives, design and 
methodologies, and communication. 
 

- In the short term, such stress tests can support the assessment of the 
pandemic’s impact at an aggregate level.  

 
- As the pandemic evolves and its impact is better understood, authorities 

can further adjust their stress tests and refine their key features 
accordingly. That will allow for a more granular, bank-level assessment. 
It may also help authorities to achieve the necessary balance between 
keeping banks safe and sound, and ensuring an adequate flow of credit 
to the real economy. 

 
Introduction 
 
When the Covid-19 pandemic struck, the official sector responded by 
implementing support measures and adopting expansionary monetary and 
fiscal policies.  
 
Prudential authorities provided regulatory relief in various ways, with the 
aim of maintaining an adequate flow of credit to the real economy, while 
preserving financial stability. 
 
Banks generally had comfortable capital and liquidity buffers before the 
pandemic hit. This, together with the unprecedented number of response 
measures, has helped to contain its initial impact on the banking sector. 
However, the deep economic impact of the pandemic is likely to weaken the 
solvency position of banks.  
 
As a consequence, an assessment of banks’ resilience would be in order. 
That assessment may help in the design of supervisory actions for the more 
vulnerable institutions without jeopardising an accommodative prudential 
policy stance. 
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To achieve this, stress tests can be useful to authorities in two ways. In the 
short term, they can be used as a tool to analyse and communicate how the 
pandemic can affect the banking sector as a whole. 
 
For this, the exercises need to be changed to accommodate the specific 
features of the pandemic shock. With more time and a greater 
understanding of the pandemic’s impact on the economy, there may be 
scope for a more ambitious use of these tests.  
 
Further refinements of this tool can make it suitable to identify specific 
pockets of vulnerability and firm-specific supervisory action. 
 
Section 2 summarises some specific adjustments to stress tests in response 
to the Covid-19 pandemic.  
 
Section 3 discusses how three authorities have adjusted their regular 
exercises to provide an initial assessment of the impact of the pandemic on 
the banking sector.  
 
Section 4 concludes with reflections about the relevance of stress tests 
during the pandemic and the possible expansion of their use from a 
first-response tool to a more a precise instrument applied to individual 
banks. 
 
Stress tests under the Covid-19 pandemic – design options 
 
Stress tests of banks by authorities have become a regular feature of 
supervisory activities across various jurisdictions.  
 
They are forward-looking exercises aimed at evaluating the impact of severe 
but plausible scenarios on the resilience of banks.  
 
Their results are often used to ask banks to adjust their capital or liquidity 
positions and, in some cases, to validate their capital distribution policies. 
 
There are several challenges in conducting a stress testing exercise during a 
crisis, such as the Covid-19 pandemic, in comparison with normal times.  
 
First, in a crisis, the initial shock has already materialised. Moreover, the 
impact of the Covid-19 shock on banks is especially difficult, given that it 
originated outside the economy and the financial system, and its 
transmission channels are not well known. 
 
To address this problem, authorities may adjust their stress test 
programmes in two steps.  
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Initially, adjustments will be more limited, allowing for a system-wide 
assessment only.  
 
Over time, adjustments can be more thorough and allow for an assessment 
of the impact for each bank.  
 
The first step can nonetheless be justified by the urgency to assess the 
possible implications of the pandemic for the flow of credit to the 
economy and to prepare for possible supervisory and, if needed, bank 
resolution responses. 
 
In order to identify the type of changes that may be necessary, it is helpful 
to break down a typical stress test exercise into its main components, ie its 
objectives and three key features, ie governance, implementation (technical 
requirements and design) and outcomes, including communication. 
 
In terms of objectives, in normal times stress tests tend to focus on the 
resilience of individual banks and their capacity to absorb future shocks.  
 
In a crisis, this microprudential objective remains, but it is accompanied by 
an equally important macroprudential objective, ie to measure the 
aggregate impact on the financial system.  
 
In the Covid-19 crisis, stress tests can also help to evaluate under what 
conditions banks could continue providing credit, and what risks this would 
entail for them. 
 
Stress tests could also be used to get a sense of the possible implications of a 
collective action problem leading to aggregate lending being too low, 
compared with the social optimum.  
 
Combined with the exceptional measures taken in response to the 
pandemic, these tests can help authorities balance the risk of a deep 
economic contraction with that of putting the banking sector’s viability 
under threat. 
 
Whether a stress test has both a top-down and a bottom-up component is 
part of the governance of the exercise.  
 
If both are included, as in many regular exercises, the process to complete a 
stress test usually takes more time.  
 
It will take even longer during the Covid-19 crisis, when convergence 
between the top-down and the bottom-up components will be especially 
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difficult given the lack of suitable models to assess such a unique shock. In a 
crisis, authorities can therefore decide to be more nimble by including 
only the top-down part.  
 
This allows authorities to obtain and publish a more timely assessment of 
the financial sector impact and facilitates a swift policy response.  
 
In the Covid-19 context, taking this approach in the first instance may also 
help to free up bank resources, as banks have been called upon to support 
several Covid-related response measures.  
 
However, running only the top-down component comes at the cost of lower 
precision, if no updated bank information is collected.  
 
This approach can also deliver a weaker impact on banks’ behaviour and 
choices, if they are not informed of their own results. 
 
Turning to implementation/methodological features, both the scenario 
design and models may need to be revised for an initial shock such as a 
pandemic. T 
 
his is due to the considerably different nature of the shock, compared with 
standard macroeconomic shocks in regular stress tests. 
 
To read more: https://www.bis.org/fsi/fsibriefs11.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.bis.org/fsi/fsibriefs11.pdf
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Number 7 

SPOTLIGHT 
Staff Update and Preview of 2019 Inspection Observations 
 

 
 

The Public Company Accounting Oversight Board (PCAOB) is committed to 
improving audit quality and promoting compliance with professional 
standards and our rules.  
 
One of the ways in which we aim to do this is through our inspections.  
 
This staff update and preview shares certain observations from the 2019 
inspections of audits of issuers prior to issuance of the inspection reports.  
 
This update includes information on our continued efforts to transform our 
inspections process, our most recent inspection observations, and 
perspectives from our target team work related to multi-location audits.  
 
Auditors may find this information useful as they plan and perform their 
audits, and audit committees may find it useful as they engage with their 
auditors.  
 
We previously provided initial observations from our review of the first 
phase of implementation of critical audit matters for large accelerated filers 
with a fiscal year ending on or after June 30, 2019. 
 
In 2019, we inspected approximately 175 audit firms, reviewing portions of 
approximately 710 audits that generally had financial years ended during 
2018.  
 
We also inspected key elements of audit firms’ system of quality control.  
 
We conducted these inspections in the U.S. and in approximately 30 
jurisdictions around the world.  
 
The results described here include our non-U.S. inspections of 
approximately 55 triennially inspected audit firms, where we reviewed 
portions of approximately 150 related audits. 
 
INSPECTION TRANSFORMATION ACTIVITIES  
 
In late 2018, we announced a number of interrelated projects to evaluate 
how we plan, conduct, and report on our inspections.  
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In 2019, we began to transform certain aspects of our inspection process, 
including:  
 
- Incorporating unpredictability into more areas of our inspections 

process;  
 

- Deploying a team to target specific areas of focus or emerging risk 
across firms;  

 
- Expanding our inspection procedures to compare approaches firms are 

taking to monitor their systems of quality control;  
 

- Refining our inspection methodology to focus more on the firm’s system 
of quality control;  

 
- Designing a new format for our inspection reports; and y Enhancing our 

engagement with audit committee chairs of certain U.S. issuers whose 
audits we inspected. 

 
OBSERVATIONS OF GOOD PRACTICES  
 
Through our inspections this past year, we identified good practices that we 
believe enhance audit quality. A good practice could be a procedure, 
technique, or methodology that is appropriately comprehensive and 
suitably designed in relation to an audit firm’s size and the nature and 
complexity of the audit firm’s practice.  
 
Good practices we observed include:  
 
- Interactive meetings and coaching workshops. Some firms 

implemented interactive engagement team meetings, often tied to 
particular audit milestones, and coaching workshops among 
engagement team members.  
 
These meetings and workshops assist auditors in (1) identifying how the 
financial statements might be materially misstated and (2) identifying 
and assessing the risks of material misstatement.  
 
The understanding of the business processes informs that identification 
and assessment of risks.  
 
We observed fewer deficiencies when auditors performed timely and 
rigorous risk assessments, along with appropriately designed and 
executed audit procedures to address the corresponding risks.  
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- Earlier involvement of the engagement quality reviewer (EQR). Some 
firms focused on emphasizing the importance of setting expectations for 
the EQR’s involvement in planning discussions, while others required 
an EQR to review mandatory templates used by the engagement team in 
performing and documenting various aspects of the audit.  
 
Explicitly requiring the involvement of the EQR in the earlier stages of 
the engagement may result in earlier identification of potential audit 
challenges and more time for the engagement team to appropriately 
respond to any matters identified by the EQR for further follow-up.  
 

- Narrative descriptions of quality control. Firms created narratives of 
their quality control process or prepared process flow maps that were 
tied to their quality objectives and controls, from which the firms could 
monitor engagement performance and enhance the effectiveness of 
their root cause analyses.  

 
- Increased partner involvement when planning tests of controls.  

 
Some engagement team leaders held planning meetings with staff prior 
to performing tests of controls to specifically discuss the flow of 
transactions related to significant accounts and disclosures and the 
identified risks of material misstatement.  

 
These discussions, along with robust risk assessment procedures, 
improve the staff’s ability to determine whether the controls identified 
for testing were designed effectively to meet the control objective and 
mitigate the risks of material misstatement.  

 
- Use of firm specialists during audit planning to assist with the risk 

assessment.  
 

Involvement of firm specialists in audit planning may enhance the 
ability of auditors to more effectively identify and assess risks of 
material misstatement and develop overall audit responses and 
procedures to address the assessed risks.  

 
For example, when determining the allowance for loan losses (ALL), 
companies often use models, which can be complex and involve 
significant management judgment.  

 
Depending on the complexity and size of the loan portfolio, issuers may 
design and operate controls over the model validation process in which 
the control owners are specialists themselves.  
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Some firms involved auditor specialists in risk assessment activities, 
including in upfront discussions with the issuer’s control owners, so 
that auditor specialists provided input to the identification and 
assessment of risks of material misstatement related to the ALL.  

 
Some firms also involved the specialist in the development of audit 
procedures to address such risks, including tests of relevant controls.  

 
- Implementing coaching programs and refining audit tools for specific 

audit areas. We also observed positive results at firms that developed 
coaching programs or refined existing audit tools to target historical 
deficiencies identified.  

 
For example, we observed improvement in the auditing of estimates at 
firms that implemented coaching programs, made engagement teams 
accountable for engaging with the assigned coaches, and monitored the 
programs.  

 
In addition, in response to the new revenue accounting standard, ASC 
606, Revenue from Contracts with Customers, certain firms developed 
templates and training tools to assist auditors in testing controls and 
performing substantive procedures. 

 

To read more: 
https://pcaobus.org/Inspections/Documents/Staff-Preview-2019-Inspecti
on-Observations-Spotlight.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaobus.org/Inspections/Documents/Staff-Preview-2019-Inspection-Observations-Spotlight.pdf
https://pcaobus.org/Inspections/Documents/Staff-Preview-2019-Inspection-Observations-Spotlight.pdf
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Number 8 

UK National Sentenced to Prison for Role in “The Dark Overlord” 
Hacking Group 
Defendant Conspired to Steal Sensitive Personally Identifying Information 
from Victim Companies and Release those Records on Criminal 
Marketplaces unless Victims Paid Bitcoin Ransoms 
 

 
 

A United Kingdom national pleaded guilty today to conspiring to commit 
aggravated identity theft and computer fraud, and was sentenced to five 
years in federal prison.  
 
U.S. District Judge Ronnie White for the Eastern District of Missouri 
sentenced Nathan Wyatt, 39, who participated in a computer hacking 
collective known as “The Dark Overlord,” which targeted victims in the St. 
Louis area beginning in 2016.   
 
Wyatt was extradited from the United Kingdom to the Eastern District of 
Missouri in December 2019.  Judge White also ordered Wyatt to pay 
$1,467,048 in restitution. 
 
“Nathan Wyatt used his technical skills to prey on Americans’ private data 
and exploited the sensitive nature of their medical and financial records for 
his own personal gain,” said Acting Assistant Attorney General Brian C. 
Rabbitt of the Justice Department’s Criminal Division.  “Today’s guilty plea 
and sentence demonstrate the department’s commitment to ensuring that 
hackers who seek to profit by illegally invading the privacy of Americans 
will be found and held accountable, no matter where they may be located.” 
 
“The Dark Overlord has victimized innumerable employers in the United 
States, many of them repeatedly, said U.S Attorney Jeff Jensen of the 
Eastern District of Missouri.  “I am grateful to the victims who came 
forward despite ransom threats and to the prosecutors and agents who were 
the first to catch and punish a member of The Dark Overlord in the United 
States.” 
 
“Cyber hackers mistakenly believe they can hide behind a keyboard,” said 
Special Agent in Charge Richard Quinn of the FBI’s St. Louis Field Office.  
“In this case, the FBI demonstrated once again that it will impose 
consequences on cyber criminals no matter how long it takes or where they 
are located.” 
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Wyatt admitted that, beginning in 2016, he was a member of The Dark 
Overlord, a hacking group that was responsible for remotely accessing the 
computer networks of multiple U.S. companies without authorization.  
Victims in the Eastern District of Missouri included healthcare providers, 
accounting firms, and others.   
 
Wyatt admitted that The Dark Overlord co-conspirators acted by obtaining 
sensitive data from victim companies, including patient medical records 
and personal identifying information, and then threatening to release the 
companies’ stolen data unless the companies paid a ransom of between 
$75,000 and $350,000 in bitcoin.  
 
Wyatt further admitted that he participated in the conspiracy by creating, 
validating, and maintaining communication, payment, and virtual private 
network accounts that were used in the course of the scheme to, among 
other things, send threatening and extortionate messages to victims within 
the Eastern District of Missouri.  
 
The investigation was conducted by the FBI’s St. Louis Field Office.  
Support was also provided by the FBI’s Atlanta Field Office.  The Justice 
Department’s Office of International Affairs coordinated the extradition of 
Wyatt.  The department thanks law enforcement authorities in the United 
Kingdom, including the Metropolitan Police Service, for their substantial 
assistance in the investigation. 
 
Senior Counsel Laura-Kate Bernstein of the Criminal Division’s Computer 
Crime and Intellectual Property Section and Assistant U.S. Attorney 
Gwendolyn Carroll prosecuted the case. 
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Number 9 

Russian Hacker Sentenced to Over 7 Years in Prison for Hacking 
into Three Bay Area Tech Companies 
 

 
 

Yevgeniy Alexandrovich Nikulin was sentenced to 88 months in prison for 
hacking into LinkedIn, Dropbox, and the now-defunct social networking 
company formerly known as Formspring, announced United States 
Attorney David L. Anderson and FBI Special Agent in Charge John L. 
Bennett. The sentence was handed down by the Honorable William H. 
Alsup, U.S. District Judge. 
 
The sentence follows a guilty verdict after a 6-day jury trial.  A jury found 
that Nikulin, 32, of Russia, hacked into computers belonging to LinkedIn, 
Dropbox, and Formspring, damaged computers belonging to LinkedIn and 
Formspring by installing malware on them, stole and used the login 
credentials for employees at LinkedIn and Formspring, and sold and 
conspired with others to sell customer data he stole as a result of his hacks.  
 
Evidence at trial showed that Nikulin was located in Moscow when he 
hacked into a computer belonging to a Bay Area-based LinkedIn employee 
and installed malicious software on it, allowing him to control the computer 
remotely and to use the employee’s credentials to access LinkedIn’s 
corporate VPN.  
 
Once he had access to corporate systems, Nikulin stole a database 
containing LinkedIn users’ login information, including encrypted 
passwords.   
 
In addition, the evidence demonstrated that Nikulin was behind similar 
intrusions and thefts of data at Dropbox and at Formspring.   
 
The Court also found that Automattic, parent company of Wordpress.com, 
was the victim of an intrusion by defendant, although there was no evidence 
that defendant stole any customer credentials.  
 
Nikulin was arrested while traveling in the Czech Republic on October 5, 
2016, and extradited to the United States to face trial on March 30, 2018.  
 
When discussing the reasons for imposing the 88-month prison term, 
Judge Alsup made clear that he hoped the sentence would send a message 
to deter anyone, including persons living overseas, from engaging in similar 
conduct.  
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Nikulin’s trial began in March, but proceedings were suspended after just 
two days in light of the COVID-19 pandemic and ensuing closure of the 
federal courthouse.   
 
The trial resumed on July 7, 2020, with the defendant, the attorneys, and 
Judge Alsup wearing masks, and the courtroom configured to allow social 
distancing by all participants.   
 
Witnesses testified from behind a glass panel to allow testimony to be given 
while maintaining social distancing.   
 
The trial was broadcast via Zoom to allow the public to view the 
proceedings without entering the courthouse.  
 
Nikulin was convicted of selling stolen usernames and passwords, in 
violation of 18 U.S.C. § 1029(a)(2); installing malware on protected 
computers, in violation of 18 U.S.C. § 1030(a)(5); conspiracy, in violation of 
18 U.S.C. § 371; computer intrusion, in violation of 18 U.S.C. § 
1030(a)(2)(C); and aggravated identity theft, in violation of 18 U.S.C. § 
1028A(1). 
 
Nikulin has been in U.S. custody since his extradition from the Czech 
Republic and will begin serving his sentence immediately.  
 
Assistant U.S. Attorneys Michelle J. Kane and Katherine Wawrzyniak are 
prosecuting the case with the assistance of Helen Yee, Jessica Rodriguez 
Gonzalez, and Kim Richardson.   
 
The prosecution is the result of an investigation by the Federal Bureau of 
Investigation, with the assistance of authorities in the Czech Republic, the 
U.S. Secret Service and the U.S. Department of Justice’s Criminal Division, 
Office of International Affairs. 
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Number 10 

The No Manning Required Ship (NOMARS) Program kicks off 
trade space analysis and conceptual design for long-endurance 
Unmanned Surface Vessels (USV) 
 

 
 

DARPA has awarded seven contracts for work on Phase 1 of the NOMARS 
program, which seeks to simultaneously explore two competing objectives 
related to unmanned surface vessels (USV) ship design:  
 
(1) the maximization of seaframe performance when human constraints are 
removed; and  
 
(2) achieving sufficient vessel maintenance and logistics functionality for 
long endurance operations with no human crew onboard.  
 
NOMARS aims to disrupt conventional naval architecture designs through 
creative trade space explorations that optimize useable onboard room 
considering a variety of constraints.  
 
This should pave the way for more capable, affordable small warships that 
can be procured and maintained in large numbers. 
 
Autonomous Surface Vehicles, LLC, Gibbs & Cox Inc., and Serco Inc. 
received Phase 1 Track A awards, and will work toward developing novel 
NOMARS demonstrator conceptual designs.  
 
These awards will focus on maximizing vessel performance gain across new 
design criteria, with potential considerations to include: unusual hull 
forms, low freeboard, minimizing air-filled volumes, innovative materials, 
repurposing or eliminating "human space" exploring distributed system 
designs, and developing architectures optimized for depot-maintenance. 
 
Barnstorm Research Corporation and TDI Technologies, Inc. received 
Phase 1 Track B awards, and will develop robust approaches to ship 
health-monitoring via novel Self-Adaptive Health Management (SAHM) 
architectures, which will be pivotal to achieving NOMARS at-sea endurance 
and reliability objectives.  
 
InMar Technologies and Siemens Corporation also received Phase 1 Track 
B awards; the former will develop new techniques for morphing hull 
structures to maximize performance, while the latter will implement 
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toolsets previously developed through the DARPA TRADES program to 
design optimized material structures for novel NOMARS ship concepts. 
NOMARS is expected to uncover future benefits through improved 
understanding and design of unmanned surface warships.  
 
In Phase 1, performers will conduct large trade space exploration studies 
which will provide insights and tools for future USV ship development 
programs.  
 
Following this, Phases 2 and 3 of the program will build prototype 
hardware demonstrating some of these concepts, culminating in an 
"X-ship" seaframe that can be used for demonstration, testing, and future 
ship design experiments. 
 
NOMARS isn’t only focused on the ship. Understanding how unmanned 
ships can be optimally designed for cost-effective, scalable maintenance is a 
critical piece of the design trades being explored.  
 
At the conclusion of this program, it is envisioned that NOMARS will have 
significantly improved our knowledge and understanding of how to build 
large numbers of affordable and reliable unmanned warships.  
 
This, along with insights about ways flotillas of such ships can be effectively 
maintained and operated, will enable new capabilities for the U.S. Navy. 
 
To read more: https://www.darpa.mil/news-events/2020-10-13 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.darpa.mil/news-events/2020-10-13
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 

https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations like Accenture, American Express, USAA etc. 
consider the Certified Risk and Compliance Management Professional 
(CRCMP) program a preferred certificate. There are CRCMPs in 32 
countries.  
 
You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
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For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
4. IARCP Authorized Certified Trainer (IARCP-ACT) 
Program - This is an additional advantage on your 
resume, serving as a third-party endorsement to your 
knowledge and experience.  
 
Certificates are important when being considered for a 
promotion or other career opportunities. You give the necessary assurance 
that you have the knowledge and skills to accept more responsibility. 
 
To learn more, you may visit:  
https://www.risk-compliance-association.com/IARCP_ACT.html 
 
5. Approved Training and Certification Centers 
(IARCP-ATCCs) - In response to the increasing demand 
for CRCMP training, the International Association of Risk 
and Compliance Professionals is developing a world-wide 
network of Approved Training and Certification Centers 
(IARCP-ATCCs). 
  
This will give the opportunity to risk and compliance managers, officers, 
and consultants to have access to instructor led training at convenient 
locations that meet international standards.  
  
ATCCs use IARCP approved course materials and have access to IARCP 
Authorized Certified Trainers (IARCP-ACTs). 
 
To learn more: 
https://www.risk-compliance-association.com/Approved_Centers.html 

http://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/IARCP_ACT.html
https://www.risk-compliance-association.com/Approved_Centers.html
http://www.risk-compliance-association.com/Approved_Centers.html

