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Top 10 risk and compliance related news stories and world events that (for
better or for worse) shaped the week's agenda, and what is next.

I have just read again the Revised Guidance on
Model Risk Management (SR 26-2), from the
Board of Governors of the Federal Reserve
System, the Federal Deposit Insurance
Corporation, and the Office of the Comptroller of
the Currency. The first lines are:

"Use of models within the banking and financial services industries continues to
grow in complexity and scope. Advances in technology along with increased
competition have driven banking organizations to leverage innovative approaches
to improve efficiencies, better mitigate risks, and help maximize profits."

Anything powerful enough to improve risk management, is also powerful enough
to create new risks. It’s a bit like Schrodinger's cat. Until the regulator opens the
box, your model is both compliant and non-compliant at the same time.

This duality is almost inevitable. The tools that enhance legal certainty
(standardization, automation, sophisticated modeling) also introduce layers of
abstraction, complexity, and dependency that can undermine that same certainty.
You reduce human error, but you increase model risk. You improve consistency,
but you risk systemic mistakes. You gain efficiency, but you lose explainability.
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So yes, something can absolutely be both good and bad for risk, compliance, and
legal certainty, often simultaneously, and sometimes for exactly the same reason.

On the positive side, the expansion in model usage enables institutions to achieve
a higher degree of consistency, traceability, and scalability in areas such as credit
underwriting, market risk measurement, anti-money laundering surveillance, and
capital adequacy assessments. From a legal standpoint, it supports enhanced
auditability and evidentiary robustness, which are critical in supervisory reviews,
internal investigations, and litigation contexts. Properly governed models can
reinforce a defensible position that decisions are based on systematic,
non-arbitrary methodologies. This contributes to demonstrating compliance with
principles of sound risk management, fiduciary duties, and, in certain
jurisdictions, administrative law requirements of reasoned decision-making.

On the negative side, the increase in complexity and scope introduces significant
vulnerabilities. The more pervasive and intricate model ecosystems become, the
greater the opacity, particularly when advanced statistical or machine learning
techniques are employed. This opacity raises fundamental concerns regarding
explainability, accountability, and the ability to meet regulatory expectations for
transparency.

Increased reliance on models creates concentration risk at the methodological
level, where systemic errors, flawed assumptions, or data biases can propagate
across multiple business lines, potentially leading to widespread regulatory
breaches, misreporting, or consumer harm. Legal exposure is further amplified in
enforcement scenarios where supervisory authorities may argue that institutions
failed to maintain adequate model validation, governance, or documentation.

The second sentence of the paper attributes this evolution to advances in
technology and increased competition, which have driven banking organizations
to adopt innovative approaches.

From a positive perspective, technological advancement, particularly in
computational power, data availability, and algorithmic sophistication, enables
institutions to refine risk sensitivity and responsiveness. This can lead to more
accurate capital allocation, improved stress testing, and enhanced fraud detection
capabilities.

In competitive markets, innovation becomes a mechanism through which
institutions can meet evolving customer expectations while maintaining
compliance with prudential and conduct requirements. Legally, the adoption of
innovative approaches can demonstrate that an institution is aligning with the
regulatory expectation of maintaining state-of-the-art systems and controls, a
concept that appears implicitly in various supervisory regimes and explicitly in
certain technology risk management guidelines. Moreover, innovation can
support compliance with obligations to monitor, detect, and report risks in real
time, thereby reducing the likelihood of regulatory sanctions.

From a negative perspective, the interplay between rapid technological
advancement and competitive pressure can undermine robust governance

International Association of Risk and Compliance Professionals (IARCP)



Page |3
structures. Institutions may be incentivized to deploy models and technologies
without fully mature validation, testing, or legal review processes. This creates a
misalignment between innovation cycles and regulatory compliance cycles. In
legal terms, this exposes institutions to claims of negligence, breach of duty of
care, or failure to adhere to internal control standards.

Competition driven innovation leads institutions to push the boundaries of
permissible practices, increasing the risk of supervisory intervention. The
adoption of emerging technologies such as artificial intelligence introduces novel
legal uncertainties, including issues related to intellectual property, data
provenance, algorithmic bias, and cross-border data transfers. These
uncertainties are particularly acute when regulatory frameworks lag behind
technological developments, creating a fragmented or ambiguous compliance
landscape.

The Revised Guidance on Model Risk Management is a good example of a
fundamental paradox within modern financial regulation. The same forces that
enable greater precision, efficiency, and competitiveness also generate heightened
complexity, opacity, and legal risk.

In theory, for risk and compliance professionals, the challenge lies in constructing
governance frameworks that can reconcile innovation with accountability,
ensuring that model usage remains both operationally effective and legally
defensible. Model uncertainty is reviewed, validated, documented, escalated, and
signed off by enough committees to become compliant uncertainty.

Innovation that improves risk is one of those beautiful oxymorons, right up there
with controlled disruption. Because in practice, innovative risk improvement
usually means we have introduced a brand new, not yet well understood risk, in
order to fix an old well understood one.

Best regards,

@yg Lepatrr

George Lekatis
President of the IARCP
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Introducing an Advanced Specialization in Hybrid Risk and Resilience
management, exclusively for CRCMPs.

We are thrilled to announce the launch of the Certified Risk and Compliance
Management Professional in Hybrid Risk and Resilience Management -
CRCMP(HR2M), online training and certification program.

It builds on the solid foundation of the CRCMP designation and equips
participants with cutting-edge knowledge to understand, identify, assess, and
effectively manage complex hybrid risks.

The program prepares CRCMPs to strengthen organizational resilience across
interconnected domains, including geopolitical and regulatory risk,
counterintelligence, and supply chain resilience, while advancing capabilities in
hybrid threat psychology, hybrid stress testing, and crisis management, ensuring
readiness for an increasingly complex risk landscape.

Enrollment in the CRCMP(HR2M) program is restricted to professionals who
have already passed the CRCMP exam. To preserve the credibility and value of
this credential, the association does not allow substitutions, equivalency credits,
or waivers of any kind. The curriculum assumes mastery of the CRCMP body of
knowledge.

Learn more and view the full course synopsis:
https://www.risk-compliance-association.com/CRCMP HR2M.htm

International Association of
Risk and Compliance Professionals (IARCP)™
1200 G Street NW Suite 800
Washington DC 20005-6705 USA
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The quiet erosion of central bank independence
Isabel Schnabel, Member of the Executive Board of the ECB, at the Fifth Annual Charles
Goodhart Lecture
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Federal Reserve Board releases results from two surveys of senior financial
officers at banks about their views on discount window operating days and their
strategies and practices for managing reserve balances
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RESEARCH & ANALYSIS
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ESMA identifies areas for further supervisory convergence on compliance and
internal audit in the funds sector
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Central bank policy in an evolving cash landscape
Burkhard Balz, Member of the Executive Board of the Deutsche Bundesbank, at the
Banknote Conference, Washinton DC
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Central bank Governors appointed to lead BIS Board and key groups
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Optimizing impact from Islamic social finance for poverty alleviation - models
and way forward

Abdul Rasheed Ghaffour, Governor of the Central Bank of Malaysia (Bank Negara
Malaysia), at the World Bank-International Center for Education in Islamic Finance
(INCEIF) High-Level Roundtable Discussion, Kuala Lumpur

MX@Z&

Thinking carefully before adopting agentic Al
When it comes to using agentic Al, make sure you can walk before you run.
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Microsoft Exchange Server Spoofing Vulnerability
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What’s New in Android Security and Privacy in 2026
Eugene Liderman, Director, Android Security & Privacy Team

Google
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Report on Vulnerabilities in Private Credit
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STABILITY
BOARD

Executive Summary

Private credit has expanded significantly, especially in the United States, the euro
area and the United Kingdom.

While definitions may vary, this report refers to private credit as nonbank direct
lending to medium-sized companies negotiated on a bilateral basis. Such total
private credit lending is estimated at between $1.5 trillion and $2 trillion (as at
the end of 2024).

The United States has the largest market, followed by the euro area and the
United Kingdom, all of which have seen the most growth globally. Growth in
private credit is driven by several factors.

These include changes to post-crisis bank regulation, borrower demand for (and
the ability of private lenders to offer) tailored financing solutions and fast
execution, as well as attractive yields and diversification opportunities for
investors.

Private credit can support economic activity by offering alternative credit
solutions to borrowers, though it also presents potential vulnerabilities. It can
provide financing to underserved sectors and more tailored credit solutions and
can help diversify lending across the financial system. Investment portfolios may
benefit from private credit allocations.

This report focuses on potential vulnerabilities around bank interlinkages and
lenders’ credit exposures, and highlights data challenges for effective monitoring.
Private credit remains untested to a prolonged economic downturn and so
warrants close attention.

The private credit ecosystem involves a range of intertwined bank and nonbank
participants. Asset managers undertake lending and manage private credit funds
and operate alongside banks, institutional investors, and private equity firms.

Asset managers typically act as general partners that are responsible for making
lending decisions with a fiduciary obligation to investors, such as insurance
companies and pension funds. Some asset managers may also own insurers, who
act as limited partners.

General partners may allocate a portion of their own balance sheet to lending
and/or co-invest alongside limited partners. Banks and private credit funds are
interconnected through financing arrangements and strategic partnerships
between banks and asset managers.
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Box 1: Private credit definitions

There is no common definition of private credit; instead, there are currently different taxonomies
used by market participants and authorities. Private credit is understood through several
overlapping categories of definitions, partially reflecting its diverse and evolving nature, as noted below.
The lack of a harmonised definition of private credit among market participants and authorities hinders
the ability to effectively assess the market at a global level. For example, the scope and size of private
credit can vary significantly as different asset classes are considered including uncertainty even when
the same asset class parameters are applied (Graph 1.1).

lllustration of the range of private credit market size estimates Graph 1.1
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Estimates of assets under management (AUM) in USD trillions across a variety of sources (see below) with underlying data between
2023-2025. Where a range of estimates exist, the lower bound is in a lighter shade while the higher bound estimate is darker. The left y-
axis displays the size of all activity types except “other” while the right y-axis cormesponds only to the “other” activity type. The ranges in
the figure illustrate the differences in estimates across sources. The different colours in the chart represent expanding different definitions
of private credit. Colours in the chart reflect expanding definitions of private credit: red (direct lending) represents the namrowest scope,
with blue and green activity types progressively broadening the definition.

* The alternative industry estimate builds on the categories displayed to the left and also adds additional types of private credit such as
agricultural lending, residential mortgage lending. and supply chain financing,

Sources: Pitchbook, McKinsey, AIMA, Goldman Sachs, S&P Global, Apollo, OeNB and FSB calculations.

Direct credit exposures from banks to private credit funds are mostly in the form
of credit lines.

The available data suggests that direct bank lending to private credit funds is
relatively small, but uncertainty around the magnitude of these exposures is
relatively large: member data captures around $220 billion of drawn and
undrawn credit lines, while estimates from commercial data suggest the amounts
could be more than twice as large.

Both estimates represent a relatively small share of banks’ total assets and CET1
capital. However, the report identifies other sources of linkages which could
heighten credit vulnerabilities.

This includes riskier fund portfolio financing (a form of securitised lending
allowing funds to take on leverage), banks providing revolving credit facilities to
companies that are simultaneously borrowing from private credit funds, and
private credit-focused partnerships between banks and asset managers becoming

more commaon.
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Schematic 1: Stylised private credit ecosystem
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To learn more:
https://www.fsb.org/uploads/P060526.pdf
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The quiet erosion of central bank independence
Isabel Schnabel, Member of the Executive Board of the ECB, at the Fifth Annual Charles
Goodhart Lecture

Central bank independence is at risk. That was the key message conveyed by
Jerome Powell at his final press conference, explicitly referring to the “legal
attacks” on the Federal Reserve. That a sitting Fed Chair felt compelled to make
such a statement publicly says something about the times we are in.

Political attacks on central bank independence are deeply disconcerting. They risk
doing lasting damage by sowing doubt about the institution's ability to act free of
political consideration, weakening the anchor underpinning long-term inflation
expectations.

What makes the current moment particularly concerning is that direct political
pressure is not arriving in isolation. It comes on top of structural forces that are
quietly eroding the conditions under which independent monetary policy is

effective.
e ~

EUROPEAN CENTRAL BANK

EUROSYSTEM

The quiet erosion
of central bank
independence

Isabel Schnabel
Member of the Executive Board
of the ECB

Two of these forces will be the focus of my remarks this evening.
The first is the sustained increase in government debt to levels that risk creating a

tension between price stability and fiscal sustainability, giving rise to fiscal
dominance.
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The second is the renewed momentum towards financial deregulation, which by
reducing the resilience of the financial system can create the conditions for
financial dominance — the implicit need to prioritise financial stability over price
stability.

I will argue that preserving central bank independence rests not only on sound
legal foundations, but also on robust fiscal and regulatory frameworks that secure
both debt sustainability and financial stability, as well as on a clear commitment
by central banks to operate within the boundaries of their mandate.

Pre-pandemic disinflation eased pressure on central bank independence

The broad acknowledgement of the importance of central bank independence for
economic stability has been one of the most significant shifts in economic
governance over the past four decades.

By the turn of the millennium, independence had become the norm in advanced
economies and was spreading rapidly through the emerging world.

Its intellectual foundations were forged in response to the Great Inflation of the
1970s, which exposed the time inconsistency problem of monetary policy: even
well-intentioned policymakers are tempted to exploit short-term trade-offs,
leaving the economy with higher inflation and no lasting output gains.

The solution was institutional: monetary policy was to be de-politicised and
delegated to an independent authority — one that is deliberately more
inflation-averse, or “conservative”, than society at large — and it should be guided
by a clear, legally protected price stability mandate.

The legal implementation and practical application of this solution was far from
uniform, as differences emerged across countries regarding the design and extent
of central bank autonomy.

In this landscape, the ECB stands out as one of the most independent central
banks in the world. Its autonomy is uniquely fortified by an international treaty,
and its institutional strength is bolstered by a political culture that recognises the
importance of central bank credibility for economic stability.

The following decades vindicated this institutional solution in the euro area and
beyond.

Central bank independence helped anchor inflation expectations. Inflation fell
and stayed low across advanced economies (Slide 2, left-hand side). At the same
time, output and inflation volatility declined in what became known as the Great
Moderation (Slide 2, right-hand side).

The improvement in outcomes, however, was not down to better monetary
institutions alone. From a price stability perspective, macroeconomic conditions
in the period from 1990 to 2019 markedly diverged from those that had prevailed
before.
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Independent central banks contributed to lower and more stable inflation
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From the 1990s onwards, rapid globalisation, and the growing role of China in
particular, expanded the global supply of labour and goods and intensified import
competition, generating persistent disinflation. In their attempt to control
inflation, central banks were largely pushing on an open door.

Maintaining price stability in such an environment did not test institutional
resolve in the way envisaged in the 1970s and 1980s. The challenge of the 2010s
was the opposite: to lift rather than restrain inflation.

That task also required resolve, but of a different kind, namely the willingness to
deploy unconventional and often controversial instruments — such as large-scale
asset purchases — to defend price stability from below.

Central banks tightened forcefully when inflation surged despite rising debt servicing costs
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Persistent disinflation also mitigated the tension between price stability and fiscal

sustainability, as historically low interest rates gave governments substantial
leeway (Slide 3).

Determined response to post-pandemic inflation surge established monetary
dominance

So, when inflation surged across the world in 2021, the key question was whether
independent central banks had the courage to tighten policy even when higher
interest rates could push the economy into renewed recession and worsen fiscal
metrics by raising debt servicing costs.

The verdict is clear: central banks acted decisively, reflecting what independence
was designed to deliver — the capacity to prioritise long-term price stability over
short-term economic and political gains.

This was true regardless of their concrete mandates as central banks with a dual
mandate also prioritised price stability when it came under threat.

A second question was whether the credibility central banks had earned over
previous decades could reduce the need for aggressive tightening — by anchoring
inflation expectations and preventing wage-price dynamics from spiralling.

The answer was reassuring.
In many countries, long-term inflation expectations remained broadly anchored,

reducing inflation persistence and thereby compressing the sacrifice ratio — the
output cost per unit of inflation reduction (Slide 4).

Anchored inflation expectations lowered the cost of disinflation after the pandemic
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The contrast with the 1970s is striking: back then, unanchored inflation
expectations turned a supply shock into a wage-price spiral, requiring a deep
recession to break it. This time, central bank credibility allowed for a soft landing.
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But the episode also revealed the challenges independent central banks can face
as the environment becomes more demanding.

In the summer of 2022, when markets sharply repriced monetary policy
expectations and started to move in a disorderly fashion, the ECB launched the
Transmission Protection Instrument (TPI) (Slide 5, left-hand side).

When uncertainty is elevated, self-reinforcing dynamics can emerge that disrupt
price discovery. In a currency union, markets are more vulnerable to such
dynamics, as country-specific risks may lead to fragmentation (Slide 5, right-hand
side).

The TPI was designed to address such vulnerabilities: countering unwarranted
and disorderly dynamics that impair market functioning and hinder the smooth
transmission of monetary policy.

To mitigate moral hazard, the TPI sets clear conditions for the purchases of
sovereign bonds, ensuring that the instrument is only used in countries that
pursue sound and sustainable fiscal and macroeconomic policies.

By reducing the risk of fragmentation, the announcement of the TPI created the
conditions for the ECB to increase rates to the extent needed to ensure price
stability, thereby shielding and reinforcing its independence.

The Bank of England's intervention in September 2022 served the same purpose:
to restore market functioning at times of sudden disruption without
compromising its monetary policy stance.

To learn more:
https: //www.ecb.europa.eu/press/key/date/2026 /html/ecb.sp260507 1~d5aeq
88ece.en.html

Slides: https://www.bis.org/review/r260511l slides.pdf
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Federal Reserve Board releases results from two surveys of senior financial

officers at banks about their views on discount window operating days and their
strategies and practices for managing reserve balances

RESEARCH & ANALYSIS

The Federal Reserve Board released results from two surveys of senior financial
officers at banks about their views on discount window operating days and their
strategies and practices for managing reserve balances. The Senior Financial
Officer Survey is used by the Board to obtain information about banks' reserve
balance management strategies and practices, their expectations around the size
of their balance sheets and deposit balances their activity in money markets, and
their views regarding the discount window.

The first survey was conducted between January 30, 2026, and February 9, 2026,
and includes responses from banks that held a median asset size of less than $5
billion.

The second survey was conducted in collaboration with the Federal Reserve Bank
of New York between March 20, 2026, and March 30, 2026, and includes
responses from banks that held around three-fourths of total banking system
reserve balances at the time of the survey.

Background .................ooo oo ee s s N1
Part 1: Questions about Balance Sheet Management ... 1
Part 2: Questions about Preferred REServe LeVEIS ..c.cviiriciiciiieiiier s rerins e e s ne e rananane 2
Part 3: Questions about Money Markets ... e e ee e e e e e e e amennas 3
Part 4: Questions about Standing Repo Operations ... s 4

RESUIES ...ttt ees e e ae s e eeeemneeeensessnmsnneesseessnnnnsennnnes T
Part 1: Balance Sheet Management .. s s s s s s e s e an 7
Part 2: Preferred RESErve LEVEIS .. snis s s s s s s s sa san s sassssnsns 9
Part 3: Money Market QUESLIONS ...iiiiiiiiiii i s s e e e ees LD
Part 4: Standing Repo Operations ... s s s s san s sssans 20

Background

In March 2026, the Federal Reserve conducted a Senior Financial Officer Survey
(SFOS) to systematically gather views from a representative sample of banks on
their reserve balance management strategies and the Federal Reserve’s standing
repurchase agreement (SRP) operations.

The March SFOS was distributed to senior financial officers at 100 banks,
representing a wide range of asset sizes and business models, on March 20, 2026,
with replies due by March 30, 2026.

This summary includes responses from 92 banks, comprising 57 domestic banks
and 35 foreign banking organizations (FBOs).
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In aggregate, respondents held around three-fourths of the total reserve balances
in the banking system at the time of the survey.

Question 1: This question asks about your expectations for the potential changes in your institu-

tion’s total balance sheet size and its deposit levels over the next 12 months. Please estimate

the percentage likelihood (on a scale of O to 100 percent) that each of the scenarios occurs in the
next 12 months. (The total percentage points must add up to 100.)

1. Over the next 12 months, the size of my institution’s balance sheet will...
Average response
All respondents Domestic Foreign
(n=92) (n=5T7) (n = 35)
i. Increase more than 5 percent from its current level 338 33.4 344
ii. Remain flat or increase less than or equal to 5 percent 56.1 56.2 56.1
iii. Decrease from its current level 101 105 95
Note: n represents the total number of respondents who provided numeric responses.
2. Over the next 12 months, the level of my institution’s total deposit levels will...
Average response
All respondents Domestic Foreign
(n=92) (n=57) (n = 35)
i. Increase more than 5 percent from its current level 38 34.6 274
ii. Remain flat or increase less than or equal to 5 percent 576 55.4 61.3
iii. Decrease from its current level 10.5 10.1 113
MNote: n represents the total number of respondents who provided numeric responses.

Question 2A: In December 2025, the Federal Open Market Committee directed the Federal
Reserve Bank of New York to conduct reserve management purchases (RMPs) to maintain an

ample level of reserves. Since the initiation of RMPs, has your institution:

1. Adjusted its reserves and/or liquidity management strategy? (Select one):

All respondents Domestic Foreign
Banks | Percent Banks | Percent Banks Percent
Yes 5 54 4 70 1 29
No 87 94.6 53 93.0 34 97.1
Total 92 100.0 57 100.0 35 100.0
2. Adjusted the frequency of liquidity management discussions with senior officers? (Select one):
All respondents Domestic Foreign
Banks | Percent Banks Percent Banks | Percent
Yes, it increased the frequency. 7 16 3 5.3 4 114
Yes, it decreased the freguency. 2 22 0 0 2 57
No, no change. 83 90.2 54 94.7 29 829
Total 92 100.0 57 100.0 35 100.0

Note: Question 2B was shown only to respondents that answered “Yes” in response to
question 2A(1).
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Question 3B: On a scale of 1 (low confidence) to 5 (high confidence), what level of confidence do

you have in your institution’s forecast of your net deposit outflows and reserve levels on or around
tax payment dates in April 20267 (Select one):

All respondents Domestic Foreign
Banks | Percent Banks Percent Banks Percent
1 1 11 1 18 0 0
2 1 11 1 1.8 0 0
3 22 239 11 19.3 11 314
4 51 55.4 37 64.9 14 40.0
5 17 18.5 7 12.3 10 286
Total 92 100.0 57 100.0 35 100.0

RESEARCH & ANALYSIS

Senior Financial Officer Survey Results

March 2026

To learn more:
https: //www.federalreserve.gov/newsevents/pressreleases/other20260514a.htm
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ESMA identifies areas for further supervisory convergence on compliance and
internal audit in the funds sector

TESMA

The European Securities and Markets Authority (ESMA), the EU’s financial
markets regulator and supervisor, has published the results of its 2025 Common
Supervisory Action (CSA) on the compliance and internal audit functions of fund
managers, carried out in with the participation of all EU and EEA national
supervisors.
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The EU-wide review found that most fund managers comply with key
requirements under the AIFMD and UCITS framework. At the same time, the CSA
identified governance weaknesses, particularly in the independence of control
functions, the quality and implementation of internal policies, and the way senior
management and boards exercise oversight.

While most entities had relevant policies and procedures in place, national
competent authorities (NCAs) observed significant differences in their quality and
practical implementation, notably depending on the size, nature and complexity
of market participants concerned.

The report also sets out examples of good and poor practices identified across the
compliance and internal audit functions, highlighting where controls were
effective and where further strengthening is needed.

The CSA was conducted under a common assessment framework. NCAs carried

out supervisory activities throughout 2025, using desk-based reviews and, where
appropriate, on-site inspections.
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Next steps

While acknowledging the overall positive outcome of the CSA, ESMA encourages
NCAs to follow up on the breaches and vulnerabilities identified, to better
understand their root causes and to ensure that effective remedial actions are
implemented in a timely manner. ESMA will continue to promote exchanges
among NCAs on this topic, including through follow-up supervisory actions, to
further enhancing supervisory convergence across the EU funds sector.

Key findings

The majority of NCAs assessed the overall level of compliance of their supervised
entities with the relevant provisions as satisfactory. However, the CSA exercise
revealed areas for improvement, that may be more pronounced in some
jurisdictions.

The report details several good and poor practices highlighted by NCAs in the area
of compliance and internal audit functions. NCAs stated their intention to
follow-up on individual cases where vulnerabilities or potential breaches were
identified.

ESMA also positively notes the comprehensive supervisory work performed by
NCAs in line with the common CSA assessment framework, active cooperation
throughout the CSA exercise and high participation rate as all 27 EU and 3 EEA
NCAs performed supervisory activities under the CSA.

Poor practices

Some internal audit reports lacked quality
and clarity, often missing clear descriptions,
Lack of quality and clarity of internal objectives, scope, and thorough
audit reports explanations of findings. As a result, senior
management or the board could not reliably
use these reports for taking informed
decisions or effective follow-up actions.

Some internal audit engagements had overly
broad themes, causing controls to lack

Insufficient internal audit details, sufficient detail.
missed deficiencies and weak
follow-up The proportionality principle was not always

properly applied, as it did not adequately
reflect the entity’s size and significance in the
local market, regardless of its position within
the wider group, and it often relied on
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group-level interpretations of certain
regulatory requirements. Certain

deficiencies were missed by internal audit
and only found during supervisory review.

Additionally, some weaknesses received
neither formal recommendations nor
adequate follow-up, despite supervisory
attention.

Where internal audit was entrusted to a

ST R e s group entity, the internal audit policy of the

L lalls Ly group entity was not formally made
applicable to the local entity.

No internal audit coverage of The compliance function was never made

compliance subject to an internal audit.

To learn more:
https://www.esma.europa.eu/press-news/esma-news/esma-identifies-areas-furt
her-supervisory-convergence-compliance-and-internal

https: //www.esma.europa.eu/sites/default/files/2026-05/ESMA34-1436284137
-2305 Final Report on the Common Supervisory Action on Compliance
and Internal Audit Functions.pdf
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Niber 5
Central bank policy in an evolving cash landscape

Burkhard Balz, Member of the Executive Board of the Deutsche Bundesbank, at the
Banknote Conference, Washinton DC

1 Introduction: From Monument to Money

Ladies and gentlemen,
It is a privilege to address such a distinguished gathering here in Washington. A
city of powerful institutions and enduring symbols.

Just a short distance from here stands one of them: the Washington Monument.
Today, we see it as a completed landmark — a towering symbol of American
history with global reach, admired by millions of visitors every year. Yet behind
this impressive presence lies a long and sometimes difficult construction history,
with interruptions and delays stretching over decades. In this sense, its story is
also a lesson in perseverance and public responsibility.

The idea to honour George Washington dates back to the 1780s. But for decades
progress stalled. When construction finally began in 1848, it soon ran into
trouble: funding dried up, political disputes erupted, and by 1854 work stopped.
For more than twenty years, a half-finished stump stood on this ground — a
monument to good intentions without follow-through.

Only when the federal government stepped in, strengthened the foundations and
provided stable funding was the monument completed in the 1880s. And even
since then, it has not been a “set and forget” structure. Earthquakes, storms and
the effects of time have required repeated repairs and modernisation — including
the elevator.

The Washington Monument reminds us: even the most impressive structures
need solid foundations and ongoing stewardship. The same is true for our
payment systems — complex architectures of rules, infrastructure and trust. They
cannot be built once and left alone. They require solid foundations, continuous
maintenance and, at times, decisive public action.

So let me shift perspective. Imagine our payment system as a high-rise building;:
digital payments are the elevators, and cash is the staircase — a fundamental part
of the design, indispensable when things go wrong. And let’s be honest: some of us
simply feel more comfortable on the stairs — no matter how fancy the elevator is.
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2 Inside the High-Rise: How We Pay Today

With that image in mind, let us step inside and watch people move from floor to
floor. Most take the elevators — our digital payments: cards, mobile wallets,
e-payment methods. In many countries, they are now the default way to navigate
the building.

The staircase, by contrast, is used less. This is cash at the point of sale. In
advanced economies its share has been declining for years.

In Germany, about 51 % of transactions are made in cash, down from 58 % in
2021—and the share continues to decline. Yet the building is not emptying. More
people keep their place inside — holding cash as a store of value — even as they
climb the stairs less for everyday payments. Cash is not disappearing; only the
way it is used is changing: an observation also referred to as the “banknote
paradox”.

But even this picture is starting to shift: in many countries, cash in circulation is
now falling relative to the size of the economy, suggesting that its future role as a
store of value may be less certain than it once seemed. This shift shapes how we
must design and safeguard payments. As more people rely on elevators,
management optimises: staircases narrow, doors are harder to find, lights are
dimmed.

In economic terms: with less cash use at the point of sale, cash infrastructure
shrinks, acceptance becomes patchier and unit costs rise. A downward spiral
could follow: the staircase grows harder to find and less convenient, so fewer use
it; declining usage and acceptance lead to further cuts; higher costs make
maintenance even less attractive.

Meanwhile, the elevators change, too. They grow faster, carry more people and are
often operated by global players headquartered far from this building. They are
extremely efficient — but also highly interconnected, dependent on electricity,
networks and complex IT.
From the lobby, everything looks impressive and efficient. In the control room, we
see vulnerabilities: cyber risks, single points of failure and geopolitical tensions
that can cascade across borders.
In short, inside our monetary high-rise we see three trends:

» declining everyday use of the staircase — cash at the point of sale;

» continued demand for a place in the building — cash as a store of value;

» and increasing reliance on the elevator system — private digital payments.

These shifts bring new forms of convenience and speed, but also greater
concentration and fragility. This raises a crucial question for central banks: how
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do we keep the building safe, inclusive and resilient—not only on sunny days, but
when the lights flicker or the ground begins to shake?

We know from right here in Washington what shaking ground can do. In 2011, an
earthquake damaged the Washington Monument and closed it for almost three
years. It survived because it was carefully inspected, stabilised and restored. And
for those inside when the quake struck, the instinct was clear: they did not wait for
the elevator — they left the monument the old-fashioned way, by using the stairs.

This episode teaches something fundamental. In crisis, people reach for the most
reliable exit — often the simplest, most time-tested option. Imagine a high-rise
with no staircase at all: no matter how modern it looks, it would never feel safe.

The lesson is clear. Even the strongest landmarks are vulnerable to sudden
shocks. Resilience is not a luxury; it is a necessity.

The same holds for our payment systems. We cannot rely on efficiency and
routine maintenance alone. We must prepare for the unexpected — for crises,
cyber threats and disruptions that can shake the very foundations of our monetary
architecture. This brings us to a policy crossroads.

3 Choosing Our Priorities: Cost Efficiency, Resilience, Responsibility

As stewards of this monetary high-rise, we are at a crossroads. The decline of cash
at the point of sale is not a technical footnote but a strategic challenge. Do we stay
passive and let the downward spiral continue, or do we reinforce the foundations
to keep the building safe for all? Passivity would erode inclusiveness and
resilience. Action needs conviction, investment and clear priorities. Is maximal
cost efficiency still our North Star — or must stability and public responsibility
come first? Don’t get me wrong. Cost efficiency matters: it keeps elevators
running, lowers costs and supports innovation.

To learn more:
https://www.bundesbank.de/en/press/speeches/central-bank-policy-in-an-evolv
ing-cash-landscape-996892
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Central bank Governors appointed to lead BIS Board and key groups

Py
> BIS Board of Directors elects Fabio Panetta, Governor of the Bank of Italy,

as its new Chair

» Gabriel Galipolo, Governor of the Central Bank of Brazil, is appointed
Chair of the meeting of Governors of major emerging market economies

» Michele Bullock, Governor of the Reserve Bank of Australia, is appointed
Chair of the Asian Consultative Council

» Kazuo Ueda, Governor of the Bank of Japan, is appointed Chair of the
Committee on the Global Financial System

The Board of Directors of the Bank for International Settlements (BIS) has elected
Fabio Panetta, Governor of the Bank of Italy, as its new Chair.

Mr Panetta will serve a three-year term, starting 3 June, as Chair of the Board,
which is responsible for determining the strategic and policy direction of the BIS,
supervising its Management and fulfilling the specific tasks given to it by the
Bank's Statutes.

He will succeed Francois Villeroy de Galhau, Governor of the Bank of France, who
previously announced his decision to leave the Bank of France and will step down
as Chair on 2 June.

Central bank Governors also announced a number of other appointments to lead
key groups at the BIS, which has a mandate to support global monetary and
financial stability and acts as a hub for central banks and other financial
regulatory and supervisory authorities across the globe.

Gabriel Galipolo, Governor of the Central Bank of Brazil, was appointed Chair of
the meeting of Governors of major emerging market economies (EMEs), a venue
for the exchange of views on macroeconomic and financial developments and
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risks and on other relevant matters in EMEs. Mr Galipolo will replace Eddie Yue,

Chief Executive of the Hong Kong Monetary Authority. He starts a three-year
term on 1 September.

Michele Bullock, Governor of the Reserve Bank of Australia, was appointed Chair
of the Asian Consultative Council, a vehicle for communication and coordination
between BIS members in the Asia-Pacific and the BIS on matters of interest and
concern to the Asian central banking community. Ms Bullock replaces Nguyen Thi
Hong, former Governor of the State Bank of Vietnam, for a two-year term starting
11 May.

Kazuo Ueda, Governor of the Bank of Japan, was appointed Chair of the
Committee on the Global Financial System, a central bank forum for monitoring
financial sector developments and analysing their implications for financial
stability and central bank policy. He replaces Chang Yong Rhee, former Governor
of the Bank of Korea, for a three-year term starting 12 May.

Committee on the Global Financial System - Overview

The Committee on the Global Financial System (CGFS) monitors financial sector
developments and analyses their implications for financial stability and central bank

policy.

CGFS mandate CGFS activities
Governors expressed their gratitude to Mr Villeroy de Galhau, Mr Yue, Ms Hong,

and Mr Rhee for their leadership and wished Mr Panetta, Mr Galipolo, Ms
Bullock, and Mr Ueda every success in their new roles.

To learn more:
https://www.bis.org/press/p260512.htm
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Optimizing impact from Islamic social finance for poverty alleviation - models
and way forward
Abdul Rasheed Ghaffour, Governor of the Central Bank of Malaysia (Bank Negara

Malaysia), at the World Bank-International Center for Education in Islamic Finance
(INCEIF) High-Level Roundtable Discussion, Kuala Lumpur

It is a pleasure to be here this morning. Let me begin by thanking the World Bank
Group, INCEIF University, the Centre of Excellence for Islamic Social Finance
and ISRA Institute for bringing us together for this important discussion.

I would also like to acknowledge Ms Judith Green and Professor Emeritus Dato'
Dr. Mohd Azmi for their leadership, as well as their continued cooperation and
contributions in advancing the agenda of Islamic social finance globally. Ms
Judith, thank you for your continued partnership and leadership in advancing
this important agenda.

The breadth of institutions represented here - Majlis Agama Islam Negeri, zakat
and wagqf institutions, ministries, financial institutions, academia, and
international partners — reflects both the strength of our ecosystem and the
responsibility we share.

At its core, Islamic social finance is about people. It is about dignity, opportunity,
and the ability for individuals and families to move forward with confidence. The
instruments we often speak about-zakat, waqf, sadaqah, qard-are not ends in
themselves. They are means to achieve the objectives of Shariah, to protect and
uplift lives, and to create a more just and balanced society.

Malaysia is fortunate to have a well-established foundation in this space. Our
zakat and waqf institutions are structured, our governance frameworks are
evolving, and there is strong commitment across both public and private sectors.
Yet, we must also recognise that the challenges we are addressing today have
become more complex.

Rising living costs, income pressures, and broader global developments are
affecting households and communities in ways that require more than
incremental responses. These realities remind us that resilience is not only about
macroeconomic stability, but also about how effectively support reaches those
who need it most, and, more importantly, how it meaningfully transforms their
lives.
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This brings us to a simple but important reflection: While assistance has reached
many, the outcomes are not always as enduring as we would hope. Support is
often provided at different points, by different institutions, with different
objectives. But these efforts do not always come together as a coherent journey for
the individual. As a result, we see cases where vulnerability is temporarily
alleviated, but not necessarily resolved.

Moving forward, the focus must shift from individual or siloed interventions to
integrated outcomes. The question is not only how much we disburse, but
whether we are enabling sustained improvement in livelihoods. This requires us
to think of Islamic social finance not as a collection of instruments, but as a
connected system that supports individuals from vulnerability towards resilience
and, ultimately, independence.

Encouragingly, we are already seeing this approach begin to take shape. There are
growing efforts to link social finance with entrepreneurship, employment, and
financial protection. One example is the "iTEKAD" initiative.

It began as an initiative to support microentrepreneurs through a combination of
social finance, financing, and capacity building to help small businesses grow. It
has since expanded to include protection, recognising the importance of resilience
in the face of income shocks, and more recently, employment pathways that
support access to more stable sources of income.

Initiatives like this demonstrate how social finance, when combined with financial
services and real economic opportunities, can contribute to more lasting
outcomes. Achieving this at scale will depend on how well the ecosystem comes
together, Zakat institutions, particularly the State Islamic Religious Councils, play
a critical role in addressing immediate needs and safeguarding trust.

Wadf offers the potential for long-term, sustainable solutions that benefit
communities over generations. In this space, it is worth to explore innovative
instruments such as cash wagqf linked-sukuk to more effectively mobilise
philanthropic and market-based capital.

Financial institutions, including Islamic banks, bring the ability to extend services
at scale, supported by financial expertise and delivery capabilities. Government
agencies set a clear direction and ensure alignment with national priorities, while
academia and research institutions contribute insights and innovation. The
opportunity lies in how these roles are connected.

To learn more:
https://www.bis.org/review/r260512c.htm

International Association of Risk and Compliance Professionals (IARCP)


https://www.bis.org/review/r260512c.htm

Page | 28
Nlonbor 8

Thinking carefully before adopting agentic Al
When it comes to using agentic Al, make sure you can walk before you run.

|National Cyber

Security Centre

Agentic Al tools are starting to appear in real organisations, not just research labs.
These tools don’t just generate content or predictions; they can plan, make
decisions and take actions on your behalf.

This capability can be beneficial, including in cyber defence, but it can also
introduce new risks if used without care. 'Careful adoption of agentic Al services’
is new joint guidance, co-authored by the NCSC with international partners, that
sets out why organisations should start small, use agents only for low-risk tasks,
and apply established cyber security controls from the outset. You may visit:
https://www.cyber.gov.au/business-government/secure-design/artificial-intellig
ence/careful-adoption-of-agentic-ai-services

This guidance was co-authored by the Australian Signals Directorate’s Australian Cyber Security
Centre (ASD's ACSC), the United States Cybersecurity and Infrastructure Security Agency (CISA)
and National Security Agency (NSA), the Canadian Centre for Cyber Security (Cyber Centre), the
New Zealand National Cyber Security Centre (NCSC-NZ) and the United Kingdom National Cyber
Security Centre (NCSC-UK). Throughout this guidance, these organisations are referred to as the
‘authoring agencies’. This guidance discusses key cyber security challenges and risks associated
with the infroduction of agentic Al into IT environments, as well as best practices for securing
agentic Al systems.
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Figure 1. Agentic Al System Diagram

This blog summarises the key points from that guidance, and will be of use to
anyone involved in the design, development, deployment and operation of agentic
Al systems.

What is agentic AI?

Agentic Al represents the next step for the most advanced generative Al (also
known as ‘frontier AI’). Rather than outputting a prediction or new content,
agentic systems can access data sources, remember context, make decisions, use
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tools, and take actions in pursuit of a goal. They can operate without continuous

human intervention and even create sub-agents to complete specific tasks. This is
what makes them useful, but also more hazardous than non-agentic Al tools.

Scenario example:

An organisation deploys agentic Al fo manage procurement approvals and vendor
communications autonomously. To reduce friction, the organisation grants the agent
broad access to financial systems, email and contract repositories, evaluating
permissions only at initial deployment. Over time, other agents come to rely on the
procurement agent’s outputs and implicitly trust its actions. When a malicious actor
compromises a low-risk tool integrated into the agent’s workflow, they inherit the agent's
excessive privileges, allowing them to modify contracts and approve payments without
triggering alerts. By issuing carefully crafted requests, the malicious actor exploits the
agent’s privileges to perform actions a normal user could not. This is an example of o
‘confused deputy’ pattern, where a frusted agent is misused to perform unauthorised
actions. By executing actions under a trusted agent identity, the system produces audit
logs that appear legitimate and delay detection. The incident demonstrates how over-
privileged agents, implicit trust relationships and weak identity controls can amplify the

impact of a single compromise in agentic Al systems.

Agentic Al increases the risk

Many risks associated with agentic Al are not new: access control, secure
development, supply chain risk, monitoring, incident response and accountability
are all still relevant concerns. Agentic Al systems also inherit known LLM risks
like susceptibility to jailbreaking and prompt injection, with security challenges
evolving as the technology matures.

However, the extra autonomy and complexity of agentic systems can increase the
attack surface and make behaviour harder to predict, test and govern. Additional
risks include:

> broader access — agents can be permitted to access external systems, data
and tools in ways that non-agentic Al systems are not

» unpredictable behaviour — especially when goals can be interpreted in ways
that a human would not expect

> harder to spot problems — particularly when actions occur faster than
humans can meaningfully review them

> challenging to explain — while the workings of non-agentic frontier Al
systems are notoriously difficult to interpret, the range of behaviours and
tools available to agents make it even more challenging to explain a
particular course of action
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Approach adoption very carefully

If an agent is over-privileged or poorly designed, a single failure can quickly
become a serious incident. It is crucial, therefore, to think before you deploy.
Specifically you should:

> consider what could go wrong and how failures or misuse could affect
operations

> reflect on whether Al is really needed, or whether a process could be
simplified, removed or automated in a lower-risk way

» deploy agentic Al incrementally, starting with tightly bounded pilots using
clearly defined tasks, and build confidence in the system before you expand
the scope

Insist on human accountability

A system may take an action, but humans remain accountable for:
the decision to deploy it

the access it was granted

the safeguards around it
the consequences of its operation

YV VYV

You should be clear about who owns an agentic system, who approves its access,
who monitors its behaviour, who reviews incidents, and ultimately who can stop
it. These responsibilities should be defined before the agent is connected to real
systems or data and, crucially, responsible individuals should be empowered and
incentivised to intervene if necessary.

To learn more:
https://www.ncsc.gov.uk/blogs/thinking-carefully-before-adopting-agentic-ai

https://www.cyber.gov.au/business-government/secure-design/artificial-intellig
ence/careful-adoption-of-agentic-ai-services
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Nlonbor 9
Microsoft Exchange Server Spoofing Vulnerability
CVE-2026-42897

2 Microsoft MSRC

How could an attacker exploit this vulnerability?

An attacker could exploit this issue by sending a specially crafted email to a user.
If the user opens the email in Outlook Web Access and certain interaction
conditions are met, arbitrary JavaScript can be executed in the browser context.

How do I protect my Exchange Server from this vulnerability?

The Exchange Emergency Mitigation Service will provide mitigation
automatically, and is on by default. If it is not already enabled on your Exchange
Server, you need to enable Exchange Emergency Mitigation Service. You can find
more information and instruction in the Exchange blog here:

https://techcommunity.microsoft.com/blog/exchange/addressing-exchange-serv

er-may-2026-vulnerability-cve-2026-42897/4518498

Why are there no links to updates in the Security Update Table?

Microsoft is supplying a temporary mitigation for this vulnerability through the
Exchange Emergency Mitigation Service. We are working on developing and
testing a more permanent fix which we will provide when it meets our quality
standards.

To learn more:
https://msre.microsoft.com/update-guide/vulnerability/CVE-2026-42897
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What’s New in Android Security and Privacy in 2026
Eugene Liderman, Director, Android Security & Privacy Team

Google

We're always strengthening and growing Android’s industry-leading, AI-powered
protections and advanced safeguards to ensure that every user is shielded from
the evolving landscape of threats. As we look ahead at the rest of 2026, our focus
is on scaling these intelligent defenses to be even more seamless and powerful.
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Enhancing our protections for banking scam calls

Scammers are impersonating financial institutions to trick users into transferring
money or revealing their account information. Using internet-based calling
systems to change their caller ID, also known as “spoofing”, scammers can make
their call appear as if it’s coming from a familiar, trusted business, like your bank
or financial institution.

These spoofed calls are one of the drivers of social engineering scams and
financial fraud, which cause an estimated $980M in annual losses worldwide.

To combat this, we’re working with select banks and financial institutions to help
protect their customers with verified financial calls, a new phone call spoofing
protection feature designed to keep your money and personal information safe. It
protects users by automatically ending phone calls from spoofed numbers
impersonating participating financial apps.

If you have a participating bank or financial institution’s app installed and have
signed in, Android works quietly in the background to verify incoming calls.
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» When you receive a call that appears to be from your bank or financial
institution, Android asks the app for confirmation to see if they are actually
calling you.

» If the app confirms that no phone call is being made, the system ends the
call.

» Your bank or financial institution may also designate numbers as
inbound-only, meaning they never use them to call customers. Incoming
calls from these numbers will be ended directly.

TriBank « now v
¢ Incoming call

T

Security & privacy « now
Likely scam call ended

For your protection, your phone ended a
call the TriBank app identified as a likely
scam

Settings

We’ll begin rolling this out on Android 11+ devices with Revolut, Itad, and
Nubank in the coming weeks, before expanding it to more banks later this year. To
learn more about how interested banks and financial apps can participate, please
see our developer documentation.

Expanding Live Threat Detection, Chrome app safety, and Advanced Protection

Live Threat Detection is a real-time security feature that uses on-device Al to
analyze app behavior and alerts you if an app starts acting suspiciously. We're
enhancing this protection to find and protect against more apps looking to scam
or abuse users.

First, we're rolling out new warnings about suspicious behavior that could be
potentially harmful. This covers SMS forwarding, where an app forwards a
message to another number, and accessibility overlay, in which an app uses the
accessibility permission to continuously display imperceptible content on the
screen that could be used to trick you into taking an unintended action.
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With dynamic signal monitoring, we’re taking a big step forward in detecting
abusive behaviors by monitoring application system interaction for known
suspicious patterns in real time. That allows us to warn you about apps that start
doing things like changing or hiding their icon and then launching from the
background or abusing accessibility permissions.

We’re also able to push down rules dynamically to better protect against new and
emerging threat behaviors. Dynamic signal monitoring will be enabled on
Android 17 devices, with protections rolling out in the second half of the year.

®

&  Live threat detection

Continuously scans your apps to detect
suspicious behavior, and alerts you if threats are
detected

9

Unsafe app found
Wifi Booster

This app may put your device or data at risk

Uninstall |

Keep app

For Chrome on Android, we’re improving app safety by adding another layer of
protection at download time. If you have Safe Browsing turned on and want to
download an app, we’ll evaluate the APK for known malware and stop you before
you download it.

Last year we launched Advanced Protection, which enables our strongest
protections against scams, fraud, and targeted attacks through a single toggle on
your Android device.

We’ve been continuously enhancing the protections with key upgrades like USB
protection and Intrusion Logging, a capability that we developed in partnership
with Amnesty International and Reporters Without Borders, among others.

Intrusion Logging enables persistent and privacy-preserving forensics logging to
allow for investigation of devices in the event of a suspected compromise.

USB protection is now available in Advanced Protection on all Pixel devices
running Android 16+, and it will be coming to more Android devices soon.
Intrusion Logging is currently rolling out to all devices running the Android 16
December update and newer.
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Now, with Android 17, we're expanding our core advanced protections by
removing access to the accessibility service from all apps that are not labeled as
accessibility tools. We’re also disabling device-to-device unlocking and Chrome
WebGPU support and integrating scam detection for chat notifications.

Later in the year, we're enabling Android Enterprise support for Advanced
Protection, so organizations can turn on this protection by policy for managed
devices.

Providing stronger protections against device theft

We've continued focusing on protecting users against device theft because a lost
device not only represents the cost of the phone, but can often lead to financial
loss through fraud. We recently announced updates to strengthen our protections
against theft, including added controls for Failed Authentication Lock and
expanded protection with Identity Check.

We'’re enhancing Find Hub’s Mark as lost feature in Android 17 with the ability to
lock a phone with biometric authentication, in addition to the regular device
passcode or PIN. This means that thieves who may have obtained your passcode
or PIN won'’t be able to turn off device tracking or re-access your phone if you
mark it as lost. Triggering Mark as lost also enables additional protections like
hiding Quick Settings and disabling new Wi-Fi and Bluetooth connections.

‘ f .
|

2-step verification 2-step verification
Enter your PIN Use Fingerprint Unlock

Mark as lost

b oefoooo
o |

Jimmy’s phone
it works
Your device will be locked with 2-step

verification, including Fingerprint or
Face Unlock

s You'll be notified when its location
becomes avail lable

Payment cards will be removed from
your Google Wallet

Following a successful pilot in Brazil, we are expanding default-on theft
protections globally to help protect more users. These features will now be
enabled by default on all new Android 17 devices, as well as those freshly reset or
upgraded to the latest OS.
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Additionally, in markets with high demand, including Argentina, Chile, Colombia,
Mexico, and the UK, we are extending these protections to all devices running
Android 10 or higher. Once active, features like Remote Lock and Theft Detection
Lock will be automatically enabled, providing immediate protection if your device
is snatched or stolen.

With Android 17, we are making it harder for thieves to access your data. On
supported devices, we've significantly reduced the number of times someone can
guess the PIN or password, and added longer wait times between failed attempts.
This shuts down attackers who try to rapidly guess their way into your phone.
We've also made several refinements to how the lock screen shows information
after failed attempts have been made.

To streamline device recovery, a device’s IMEI can now be accessed via the lock
screen on devices running Android 12 or higher. Law enforcement, device
manufacturers, or mobile network operators can use this unique device identifier
to quickly verify device ownership and return it to you. This feature can be
disabled at any time in your device settings.

Strengthening controls to protect your privacy

To give users more control of location sharing, in Android 17 we’re introducing a
new location button that allows users to share their precise location temporarily
for specific tasks while a specific app is open. This is ideal for quick tasks, like
finding a nearby cafe, as it grants access for that exact moment without requiring
permanent permissions and repeated prompts. By ensuring data is shared only
during active use, this update offers a significant privacy win that eliminates
unnecessary tracking while keeping you in total control of your location details.

©

Allow Local Cafe to access
precise location when you
choose to share it?

Precise
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We're also elevating location access transparency so it’s even more clear when an
app is using your location. Similar to camera and microphone indicators, this
updated location indicator will appear at the top of your screen when your
location is accessed. You can tap the indicator to see exactly which apps have
recently accessed your location and manage those permissions immediately
through a "Recent app use" dialog.

Finally, we’re giving you more privacy and control when providing contact access
to other apps with our new contact picker. In the past, apps often had to request
broad access to your entire address book just to connect you with a single friend.

Now, developers have a new, intentional way to ask for access to specific contacts
only. Apps requesting contacts access can also specify which fields they need, and
access to the contacts will be temporary to help ensure you only provide limited
access. Many apps will be encouraged to use the location button and contact
picker to comply with Google Play policy.

Verifying your Android GMS build is legitimate

While the vast majority of approved GMS Android devices provide a secure and
reliable experience, some bad actors have begun distributing unofficial, modified
versions of the OS designed to look like legitimate software. These malicious
versions are created to deceive you by mimicking the official OS while secretly
compromising the integrity of your device.

To combat this, we are introducing Android OS verification in Android 17.

Launching initially on Pixel devices, this new feature helps you verify that your
device is running an official, widely distributed build of the Android OS.

(~ o )

< Android OS verification

#*

T
° (9

© Noissues detected

° Play Protect status

Approved

International Association of Risk and Compliance Professionals (IARCP)



Page | 38
Alongside this feature, we are taking another step toward ecosystem-wide
transparency by utilizing a public, append-only ledger. This provides
cryptographic proof that production Google applications across Android,
including foundational GMS APISs, are the authentic versions released by Google.

We see this ledger as a transparent "Source of Truth" that anyone can audit at any
time. If a Google-signed app isn't on this ledger, we didn't intend to release it. For
Pixel users, this works with our existing Pixel System Image Transparency to
prove that both the system itself and the apps running on it are official production
software.

To learn more:
https://blog.google/security/whats-new-in-android-security-privacy-2026/
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Disclaimer

Despite the great care taken to prepare this newsletter, we cannot guarantee that
all information is current or accurate. If errors are brought to our attention, we
will try to correct them, and we will publish the correct information to the
LinkedIn pages of the Association.

Readers will make their own determination of how suitable the information is for
their usage and intent. The Association expressly disclaims all warranties, either
expressed or implied, including any implied warranty of fitness for a particular
purpose, and neither assumes nor authorizes any other person to assume for it
any liability in connection with the information or training programs provided.

The Association and its employees will not be liable for any loss or damages of any
nature, either direct or indirect, arising from use of the information provided on
this newsletter, or our web sites.

We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a recommendation
or endorsement of the views expressed within them. Links to other web sites are
presented as a convenience to users. The Association does not accept any
responsibility for the content, accuracy, reliability, or currency found on external
web sites.

This information:

- is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;

- should not be relied on in the particular context of enforcement or similar
regulatory action;

- is not necessarily comprehensive, complete, or up to date;

- is sometimes linked to external sites over which the association has no
control and for which the association assumes no responsibility;

- is not professional or legal advice (if you need specific advice, you should
always consult a suitably qualified professional);

- is in no way constitutive of interpretative;
- does not prejudge the position that the relevant authorities might decide to
take on the same matters if developments, including Court rulings, were to lead it

to revise some of the views expressed here;

- does not prejudge the interpretation that the Courts might place on the
matters at issue.
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Please note that it cannot be guaranteed that these information and documents
exactly reproduce officially adopted texts. It is our goal to minimize disruption
caused by technical errors. However, some data or information may have been
created or structured in files or formats that are not error-free and we cannot
guarantee that our service will not be interrupted or otherwise affected by such
problems.

Readers that are interested in a specific topic covered in the newsletter, must
download the official papers, must find more information, and must ask for legal
and technical advice, before making any business decisions.

General Terms and Conditions for all visitors:
https://www.risk-compliance-association.com/Privacy.htm
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International Association of Risk and Compliance Professionals (IARCP)

The International Association of Risk and Compliance Professionals (IARCP) is a
global community of experts working in risk and compliance management that
explore career avenues and acquire lifelong skills. The IARCP is a business unit of
Compliance LLC, a company incorporated in Wilmington, NC, and offices in
Washington, DC, a provider of risk and compliance training and certification in
fifty-seven countries.

To learn more: https://www.risk-compliance-association.com/Privacy.htm

Our training and certification programs:

1. Certified Risk and Compliance Management Professional (CRCMP), distance
learning and online certification program. You may visit:
https://www.risk-compliance-association.com/Distance Learning and Certific
ation.htm

The CRCMP has become one of the most recognized certificates in risk
management and compliance. There are CRCMPs in fifty-seven countries.
Companies and organizations around the world consider the CRCMP a preferred
certificate.

You can find more about the demand for CRCMPs at:
https: //www.risk-compliance-association.com/CRCMP Jobs Careers.pdf

i iation of Risk and Ci i P i (IARCP)
1200 G Street NW, Suite 800, Washington, DC 20005-6705 USA
Tel: 202-449-9750, Web: www.risk-compliance-association.com
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2. Advanced Specialization, Certified Risk and Compliance Management
Professional in Hybrid Risk and Resilience Management - CRCMP(HR2M),
online training and certification program. You may visit:
https://www.risk-compliance-association.com/CRCMP HR2M.htm

The CRCMP(HR2M) program is designed to extend the capabilities of CRCMPs
into the advanced domains of hybrid risk and resilience. This advanced
specialization:

1. Moves from traditional risk and compliance frameworks into the management
of multi-vector, cross-domain, and asymmetric threats that transcend
conventional boundaries.

2. Develops expertise in hybrid risk governance.

3. Equips with the skills to design cross-sector resilience strategies, integrate
governance across silos, and align risk frameworks with organizational,
regulatory, and geopolitical realities.

4. Provides practical methodologies for hybrid stress testing, assisting
organizations to withstand hybrid risks.

5. Advances the careers of CRCMPs by adding specialized expertise in hybrid risk
and resilience, and offering strategic, cross-sector perspectives that are highly
valued by organizations and boards.

International Association of
Risk and Compliance Professionals (IARCP)™
1200 G Street NW Suite 800
Washington DC 20005-6705 USA

This is to certify that on October 4, 2025

John Anderson

fully p d the examination for the certificate

Certified Risk and Compliance Management Professional in
Hybrid Risk and Resilience Management - CRCMP(HR2M)™

¢ /thl( Legts

George Lekatis, president of the IARCP

Enrollment in the CRCMP(HR2M) program is restricted to professionals who
have already passed the Certified Risk and Compliance Management Professional
(CRCMP) exam.

To preserve the credibility and value of this credential, the association does not
allow substitutions, equivalency credits, or waivers of any kind. The curriculum
assumes mastery of the CRCMP body of knowledge.
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3. Certified Information Systems Risk and Compliance Professional (CISRCP),
distance learning and online certification program.

You may visit:
https://www.risk-compliance-association.com/CISRCP Distance Learning an

d Certification.htm

Certified Information Systems Risk and Compliance Professional
(CISRCP), distance learning and online certification program

Overview

One of the most common (and costly) mistakes organizations make in the
areas of risk management, compliance, IT, information security, and privacy,
is relying solely on expert opinions that are not grounded in relevant laws
and regulations. While professional expertise and technical insight are
essential, they must be aligned with the legal and regulatory frameworks that
govern these domains.

Without this alignment, organizations risk exposure to significant legal,
financial, and reputational damage. For example, implementing information
security controls based only on best practices, without accounting for legal
requirements, can leave critical compliance gaps. Using risk management
frameworks without tailoring them to specific regulatory requirements leaves

organizations exposed to risk and compliance challenges.

4. Certified Cyber (Governance Risk and Compliance) Professional CC(GRC)P,
distance learning and online certification program. You may visit:
https://www.risk-compliance-association.com/CC GRC P Distance Learnin

and Certification.htm

Certified Cyber (Governance Risk and Compliance) Professional -
CC(GRC)P, distance learning and online certification program

Overview

There are still companies and organisations that consider cyber risk a
technical risk. But even the most advanced organizations must adapt and build
their risk management framework on the foundation that we now operate in a
fundamentally different world, one where cyber risk is a core component of
hybrid risk. The old mindset is dangerously outdated. Today, cyber operations
are embedded in economic warfare, political conflict, supply chain disruption,
and military strategy. Cyber risk today is not just about protecting networks,
it’s about protecting societies from hybrid threats.

A hybrid risk management framework should identify primary cyber threats,
map their cascading effects on financial, legal, and business operations, and

develop cross-functional response strategies.
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5. Certified Risk and Compliance Management Professional in Insurance and
Reinsurance CRCMP(Re)I, distance learning and online certification program.
You may visit: https://www.risk-compliance-association.com/CRCMP Re Ihtm

Certified Risk and Compliance Management Professional in
Insurance and Reinsurance - CRCMP(Re)l, distance learning and

online certification program
Overview

In the aftermath of the global financial erisis of 2007—2009, and more
recently the COVID-19 pandemic and the macroeconomic shocks triggered by
inflation, geopolitical tensions, and climate-related events, the insurance and
reinsurance sectors have faced escalating pressure to adapt to increasingly
complex, interconnected, and systemic risks that challenge traditional risk
models. These crises revealed not only the extraordinary complexity of risk
exposures in the industry, but also the gaps in risk comprehension,
governance, and compliance preparedness.

Mispriced risk, regulatory blind spots, and insufficient oversight contributed
significantly to systemic instability. For insurers and reinsurers, the stakes
remain immense. These firms serve as financial shock absorbers across
society, and when their risk frameworks falter, the consequences ripple across
markets, governments, and policyholders alike.

6. Travel Security Trained Professional (TSecTPro), distance learning and online
certification program. You may visit:
https://www.risk-compliance-association.com/TSecTPro Distance Learning a

nd Certification.htm

Travel Security Trained Professional (TSecTPro), distance learning

and online certification program
Overview

Professionals love international travel. For so many board members, senior
executives, managers and employees, business travel taken for work purposes
is also an opportunity for pleasure and satisfaction. It is about visiting new
places, meeting new people, eating delicious food, having fun. For many,
emotional or physical intimate relationships play a central role in the overall
travel experience.

Intimacy refers to the closeness and connection — from intellectual intimacy
(sharing thoughts, ideas, and professional experience) to emotional and sexual
intimacy.

Travelers hate to think that travel also means increased risk, health challenges,
legal uncertainty, and new unique threats. They often do not understand (or
prefer to ignore) what it means to become subjects to the laws and the legal
system of the countries they are visiting.

Our reading room:
https: //www.risk-compliance-association.com/Reading Room.htm
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Reading Room, International Association of Risk and Compliance Professionals (IARCP)

Welcome to the Top 10 risk and compliance management news stories and world events that, for
better or worse, defined this week’s agenda — and a look ahead at what's coming next. This is the
newsletter from the International Association of Risk and Compliance Professionals (IARCP).

You may contact:

Lyn Spooner
Email: lyn@risk-compliance-association.com

George Lekatis

President of the IARCP

1200 G Street NW, Suite 800

Washington, DC 20005, USA

Tel: (202) 449-9750

Email: lekatis@risk-compliance-association.com
Web: www.risk-compliance-association.com
HQ: 1220 N. Market Street Suite 804,
Wilmington, DE 19801, USA

Tel: (302) 342-8828
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