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better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
I love my daily newspapers, but I also enjoy reading EDGAR 
(not Edgar Allan Poe, I mean the Electronic Data Gathering, 
Analysis, and Retrieval filings by corporations, funds, and 
individuals with the SEC). I have just read several disclosures 
about how major companies are affected by the COVID crisis. For example, 
this is what a major US bank has recently disclosed in the form 10-K 
(annual report, for the fiscal year that ended on December 31, 2020): 
 
“The financial services industry and the securities and other financial 
markets have been materially and adversely affected in the past by 
significant declines in the values of nearly all asset classes, by a serious lack 
of liquidity and by high levels of borrower defaults.  
 
In addition, concerns about the COVID-19 pandemic, European sovereign 
debt risk and its impact on the European banking system, the impact of 
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Brexit, the imposition of tariffs and actions taken by other countries in 
response, and potential or actual changes in interest rates and other market 
conditions, have resulted, at times, in significant volatility while negatively 
impacting the levels of client activity. 
 
General uncertainty about economic, political and market activities, and 
the scope, timing, and impact of regulatory reform, as well as weak 
consumer, investor and CEO confidence resulting in large part from such 
uncertainty, has in the past negatively impacted client activity, which can 
adversely affect many of our businesses.  
 
Periods of low volatility and periods of high volatility combined with a lack 
of liquidity, have at times had an unfavorable impact on our market-making 
businesses. 
 
Financial institution returns may be negatively impacted by increased 
funding costs due in part to the lack of perceived government support of 
such institutions in the event of future financial crises relative to financial 
institutions in countries in which governmental support is maintained.”  
 
“While financial markets have rebounded from the significant declines that 
occurred earlier in the pandemic and global economic conditions showed 
signs of improvement during the second half of 2020, many of the 
circumstances that arose or became more pronounced after the onset of the 
COVID-19 pandemic persisted at the end of the year, including: 
 
(i) muted levels of business activity across many sectors of the economy, 
relatively weak consumer confidence and high unemployment;  
 
(ii) elevated levels of market volatility;  
 
(iii) the federal funds rate and yields on U.S. Treasury securities near zero;  
 
(iv) substantial uncertainty about whether previously announced merger 
and acquisition deals will be completed or restructured;  
 
(v) heightened credit risk with regard to industries that have been most 
severely impacted by the pandemic, including oil and gas, gaming and 
lodging, and airlines;  
 
(vi) greater emphasis by investors on liquidity products, which generate 
lower fees, relative to risk assets, resulting in these products comprising a 
higher share of AUS as compared to the pre-pandemic composition; and  
 



P a g e  | 3 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

(vii) higher cyber security, information security and operational risks as a 
result of work-from-home arrangements. 
 
Depending on the duration and severity of the pandemic going forward, as 
well as the effects of the pandemic on consumer and corporate confidence, 
the conditions noted above could continue for an extended period and other 
adverse developments may occur or reoccur, including: 
 
(i) a repeat, or worse, of the decline in the valuation of equity, fixed-income 
and commodity markets that occurred at the outset of the pandemic;  
 
(ii) further declines in U.S. interest rates, to zero or below;  
 
(iii) market dislocations that may make hedging strategies less effective or 
ineffective;  
 
(iv) a reduction in fees on AUS due to declines in the valuation of assets or a 
protracted trend toward asset classes that generate lower fees;  
 
(v) disruption in the new issuance markets for debt and equity, leading to a 
decline in activity;  
 
(vi) a deterioration in the liquidity profile of corporate borrowers, resulting 
in additional draws on credit lines;  
 
(vii) defaults by consumers or corporate clients on loans; and  
 
(viii) greater challenges in valuing derivative positions and associated 
collateral, leading to significant increases in collateral calls and valuation 
disputes. 
 
The effects of the COVID-19 pandemic on economic and market conditions 
have in the past and may in the future also increase demands on our 
liquidity as we meet client needs. Likewise, these adverse developments 
have in the past and may in the future affect our capital and leverage 
ratios.”  
 
“Governmental authorities worldwide have taken increased measures to 
stabilize the markets and support economic growth. The continued success 
of these measures is unknown, and they may not be sufficient to address 
future market dislocations or avert severe and prolonged reductions in 
economic activity. We also face an increased risk of client disputes, 
litigation, and governmental and regulatory scrutiny as a result of the 
effects of the COVID-19 pandemic on economic and market conditions. 
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The length of the pandemic and the efficacy of the extraordinary measures 
that have been put in place to address it are unknown. Until the pandemic 
subsides, we may experience draws on lines of credit, reduced activity levels 
in investment banking, reduced revenues in our asset management and 
wealth management businesses and increased client defaults, including 
defaults in unsecured loans.  
 
Even after the pandemic subsides, the U.S. economy, as well as most other 
major economies, may continue to experience a recession, and we 
anticipate our businesses would be materially and adversely affected by a 
prolonged recession in the U.S. and other major markets.” 
 
This is an interesting disclosure, and we can usually trust EDGAR filings. A 
couple of months ago, the Securities and Exchange Commission announced 
that a firm will pay a $200 million penalty to settle charges for disclosure 
failures. 
 
Welcome to the top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

Moving Forward Together – Enforcement for Everyone 
SEC Commissioner Caroline A. Crenshaw 
 

 
 

I want to thank the Council of Institutional Investors for inviting me today. 
You are tireless advocates for investors and staunch proponents of good 
corporate governance.  The agenda for this year’s meeting covers a number 
of timely topics that are top of mind for me as well – from the impact of 
COVID-19 on members, to drivers behind the SPAC boom, to diversity and 
inclusion at U.S. companies.   
 
I’m pleased you are also talking about sustainable finance, proxy voting 
issues and ESG ratings.  Further, I share CII’s prioritization of clawbacks 
and transparency as to executive pay, stock trades and share buybacks.   
 
Today I have been asked to speak about what’s next for the SEC.  Before I 
do that, I will make the usual disclaimer that the views I express today are 
my own, and do not necessarily reflect those of staff, my fellow 
commissioners, or the agency. 
 
In thinking about what I wanted to discuss today, of course I considered 
policy matters that I would like to see the Commission prioritize in the near 
term: Regulation Best Interest, the improvements needed in the proxy 
process, the need to finish implementing Dodd-Frank, and continuing 
updates to our market infrastructure.  But I kept coming back to something 
even more foundational: our enforcement program.   
 
I want to talk about the central role enforcement plays in fulfilling our 
mission, how investors and markets benefit, and how a decision made 15 
years ago has taken us off course.  And I’ll explain how changing tack now 
will yield better outcomes in all these areas. 
 
Over the years, Commissioners on both sides of the political aisle have 
agreed that a strong enforcement program incentivizes compliance with the 
securities laws, and that enforcement helps to promote a market that 
inspires investor confidence, creating a level playing field for market 
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participants.  But Commissioners have had different views about when 
corporate penalties further those goals. 
 
It is clear to me that the Commission has historically placed too much 
emphasis on factors beyond the actual misconduct when imposing 
corporate penalties – including whether the corporation’s shareholders 
benefited from the misconduct, or whether they will be harmed by the 
assessment of a penalty.  
 
This approach is fundamentally flawed.  This approach, more concerningly, 
could allow companies to profit from fraud as it unnecessarily limits the 
Commission’s ability to craft appropriately tailored penalties that more 
effectively deter misconduct.  If we are going to confront the novel issues 
today’s markets present and deter ever more complicated and hard to 
detect frauds, we must revisit our approach. 
 
This is a subject that I imagine matters to you as investors and market 
participants, because, unless there is a financial incentive to follow the 
rules, we know there is a temptation to break them.  We know there is a 
temptation to spend money on operations at the expense of investing in 
compliance. 
 
To help deal with those misaligned incentives, the Commission was given 
civil penalty authority, allowing it to tailor remedies to misconduct and 
effectively deter malfeasance to promote a fair market.   
 
Fairness yields better results for everyone.  As CII members, you hold 
tremendous influence in the market and can help promote greater 
compliance with the securities laws, so I appreciate your time and attention 
today as I share my views. 
 
***** 
 
In order to protect investors and promote our capital markets, we need not 
only dedicated staff and well-crafted regulations, but also for those 
regulations to be applied in a manner that promotes fairness.   
 
This, in turn, will promote growth and success.  And it is not a platitude; the 
last 90 years or so present a long-running event study that proves it.  To a 
large extent, our current regulatory system emerged in direct reaction to 
abuses that were revealed following the stock market crash of 1929. 
 
The ’33 Act, and the legislation that followed, addressed weaknesses and 
failings of markets that had too long favored the rich and well-connected, 
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who too often used their positions and advantages to treat retail investors 
as victims or marks, rather than owners. 
 
The enactment of prudent regulation changed that dynamic, as did the 
creation of an enforcement regime that has evolved over time to better 
address violations. 
 
The stability of our regulatory system has allowed our markets to prosper. 
 
Many studies have confirmed that companies that play by the rules do 
better in the long-term, but only if their competition plays by the same 
rules. 
 
It is unfortunate, but not surprising when companies fail to honor rules if 
they see competitors reaping (short-term) benefits by skirting them or 
outright cheating.   
 
Aggressive but even-handed enforcement, without fear or favor, protects 
law-abiding corporate citizens.  It also incentivizes everyone to behave 
fairly and focus on operations rather than on racing to the bottom. 
 
Against this backdrop, I have been, and will continue to be, focused on 
vigorous enforcement of our existing laws and regulations.  As I’ll explain 
further, enforcement best advances our agency’s goals when it concentrates 
the costs of harm with the person or entity who committed the violation.  
For these reasons, ensuring that the violator pays the price is key to a 
successful enforcement regime and to promoting fair and efficient markets 
more broadly. 
 
This “price” that I mention—the amount corporations have to pay when 
they violate the securities laws, has been a topic that the Commission and 
many commissioners have addressed over the years.  In 2006, a 
unanimous, five-member Commission issued a statement discussing a 
multitude of factors that the Commission will consider when deciding 
whether to assess a penalty against a corporation. 
 
In addition to stating that “corporate penalties are an essential part of an 
aggressive and comprehensive” enforcement program and contribute to the 
Commission’s ability to deter misconduct, the 2006 statement suggested 
that the Commission should be careful not to impose penalties that unduly 
burden shareholders.   
 
Since then, when assessing penalties, the Commission has looked at 
whether a corporation’s shareholders benefited from misconduct, or 
whether they will be harmed by the assessment of a penalty because the 
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costs may be passed on to shareholders.  This myopic approach is flawed 
and the reason why we need to make a change.   
 
First, corporate penalties should be tied to the egregiousness of the actual 
misconduct – not just the benefit or impact on the shareholders.  It is 
common sense and bedrock to our law enforcement regime that worse 
conduct comes with stiffer penalties.   
 
I agree with former Commissioner Luis Aguilar’s observation that focusing 
on how and whether the penalty will impact the wrongdoer and its 
shareholders takes the focus off the actual misconduct at issue. Even the 
unanimous 2006 statement acknowledged that corporate penalties must be 
tailored to the violation. 
 
Second, the Commission should not treat the presence or absence of a 
shareholder or corporate benefit as a threshold issue to imposing a penalty.  
Let me explain.  The rationale behind looking to whether a violation 
conferred an improper benefit on shareholders stems from the view that it 
is unfair to impose a penalty if shareholders will be harmed by that penalty, 
unless the shareholders also benefited from the violation. 
 
While this rationale was the subject of many speeches following the release 
of the 2006 statement, time has revealed its limitations.  Corporate benefit 
calculations are quite simply incomplete.  
 
This is because the shareholder benefit stemming from a violation is not 
limited to the assets the company acquired as a result of its violation, nor is 
it just the inflated stock price shareholders enjoyed. Corporate benefits 
include economic and intangible benefits that the company obtained when 
the market was in the dark about the full extent of the violation. 
 
How do we identify and measure the benefits conferred by a good 
reputation, or determine the impact of dripping bad information out 
through multiple disclosures over time?  How do we adequately measure 
the impact fraud has on the market?  Does undisclosed fraud effectively 
reduce a company’s capital costs? 
 
And what if there is a stock buyback during the period the share price is 
inflated?  Does that harm shareholders because the company is spending 
money to repurchase its stock, or does it actually further benefit them by 
potentially raising earnings per share (EPS)? 
 
And one significant benefit we seem to have overlooked is the benefit all 
investors receive by encouraging companies to obey the law or face 
penalties. 



P a g e  | 11 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

If we are going to consider the benefit to shareholders, we need to consider 
all of the benefits.  I disagree with the notion that a corporation should pay 
any less of a penalty simply because the total benefit it received from its 
misconduct is difficult to quantify with exact precision.   
 
If that were the case, corporations might actually profit from their fraud.  
That is a bad outcome and not what the securities laws were intended to 
achieve.   
 
I want to say one additional thing about the shareholder harm concern.  It 
is not clear to me that SEC penalties actually harm investors. 
 
I am interested in seeing any and all data or studies on this point.  If the 
penalties are sufficiently high to motivate the company to remediate 
problems, strengthen internal controls, clarify lines of responsibility, and 
prioritize individual accountability, those are all changes that likely lead to 
better future outcomes, and higher profits for shareholders.   
 
Moreover, rarely do investors realize harms or gains by things that happen 
on a particular day, especially if they hold the shares for a period that 
exceeds the duration of the event’s impact.   
 
Finally, if we limit penalties to instances where shareholders benefited from 
the violation, then we’re doing no more than disgorging the proceeds of 
corporate wrongdoing.  Penalties are intended to incentivize compliance, 
and higher penalties can be effective in deterring violations that are 
particularly hard to detect. 
 
There becomes less of an incentive for shareholders to invest in companies 
that choose to follow the law if there are no repercussions for investing in 
those that do not.  And for policy reasons, I think such an approach is likely 
to jeopardize the integrity of our capital markets in the long-term.   
 
Simply put, a single-minded focus on having companies pay a calculated 
corporate benefit will not appropriately deter fraud or ensure fair and 
efficient markets.  If our penalties were limited in such a way, the price of 
getting caught might not be high enough to deter misconduct. 
 
So what should we do?  In addition to gathering additional data that can 
better inform how we assess corporate penalties, we need to consider the 
impact of the other factors identified in the 2006 statement on penalties.  
This, includes the degree to which a corporation self-reported its conduct, 
cooperated with law enforcement investigations, and then self-remediated 
violations.   
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Cooperation provides companies with a potential path toward reducing or, 
perhaps, entirely avoiding penalties because it promotes and protects 
investors’ long-term interests. 
 
Issuers should take note that the Commission takes cooperation and 
self-reporting seriously. 
 
I want to make clear, however, that cooperation credit is not afforded to 
companies that merely respond to Enforcement Division requests, or to 
those that offer to conduct a not-so-independent investigation led by 
corporate counsel. 
 
Meaningful cooperation requires a commitment to proactively identifying 
and remediating wrongdoing, as well as holding accountable those 
individuals responsible for misconduct.  It’s about substantially shortening 
the staff’s investigation and working with the staff toward an efficient 
resolution. 
 
Additionally, because corporate benefits and shareholder harm are rather 
amorphous concepts, moving forward the Commission should focus on 
setting penalties that are based on the actual misconduct and reflect the 
extent of cooperation with the Division of Enforcement staff.  We should 
consider the extent of harm to victims and, if we know it, the number of 
harmed investors.   
 
Penalties should be higher for violations that cause more harm, either on 
their own or in the aggregate when considering their frequency.  Similarly, 
we should also impose higher penalties on violations that are more difficult 
for us to detect.  There is a greater need to deter conduct that requires more 
Commission resources to uncover, investigate and address. 
 
The pervasiveness or complicity within the organization is another relevant 
consideration.  Corporate culture comes from the top, and there is a strong 
need to incentivize companies to foster a culture of compliance – not 
misconduct.  If companies believe they can profit from violations and are 
unlikely to be caught, they are more likely to break the rules. 
 
We can help solve this by giving at least equal, if not even greater weight to 
the other factors mentioned in the 2006 statement. 
 
That is how we will be most effective in deterring harmful misconduct – 
and we should remember that deterrence was a primary reason the 
Commission was given penalty authority in the first place. 
 
***** 
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The SEC has a three part mission, and protecting a company’s shareholders 
is part of that, but not at the expense of the larger market, particularly when 
there are other companies – and shareholders – who have committed to 
and invested in compliance.   
 
So in setting penalties, we can’t look only at the impact the penalty will have 
on a particular group of investors who own shares in the specific violating 
entity.  As the Commission noted 15 years ago, we must examine the impact 
more broadly. 
 
We must think about the impact on all investors, and that will help ensure 
fair and efficient markets.  Every enforcement decision we make effects 
multiple constituencies in myriad ways.  Therefore, we must consider those 
impacts and seek the right balance.  We must correct this course. 
 
Thank you for your time and attention today and I look forward to your 
questions. 
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Number 2 

Study Indicates That Humidity in Breath Makes Cotton Masks 
More Effective at Slowing the Spread of COVID-19 
Cotton fabrics become better filters when exposed to humid conditions. 
Synthetic fabrics do not. 
 

 
 

Researchers have come up with a better way to test which fabrics work best 
for masks that are meant to slow the spread of COVID-19. By testing those 
fabrics under conditions that mimic the humidity of a person’s breath, the 
researchers have obtained measurements that more accurately reflect how 
the fabrics perform when worn by a living, breathing person.  
 
The new measurements show that under humid conditions, the filtration 
efficiency — a measure of how well a material captures particles — 
increased by an average of 33% in cotton fabrics. Synthetic fabrics 
performed poorly relative to cotton, and their performance did not improve 
with humidity. The material from medical-procedure masks also did not 
improve with humidity, though it performed in roughly the same range as 
cottons. 
 
This study, conducted by scientists at the National Institute of Standards 
and Technology (NIST) and the Smithsonian’s Museum Conservation 
Institute, was published in ACS Applied Nano Materials. 
 
An earlier study by the same research team showed that dual-layer masks 
made of tightly woven cotton fabrics with a raised nap, such as flannels, are 
particularly effective at filtering breath.  
 
That study was conducted under relatively dry conditions in the lab, and its 
main finding still stands.  
 
“Cotton fabrics are still a great choice,” said NIST research scientist 
Christopher Zangmeister. “But this new study shows that cotton fabrics 
actually perform better in masks than we thought.” 
 
The researchers also tested whether humidity makes the fabrics harder to 
breathe through and found no change in breathability.  
 

The Centers for Disease Control and Prevention (CDC) recommends that 
people wear masks to slow the spread of COVID-19. When worn correctly, 
those masks filter out some of the virus-filled droplets that an infected 



P a g e  | 15 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

person exhales and also offer some protection to the wearer by filtering 
incoming air. 
 
This study is one of several, conducted by NIST and other organizations, 
that contributed to the first standards for fabric masks meant to slow the 
spread of COVID-19. Those standards were recently released by the 
standards-developing organization ASTM International.  
 
The filtration efficiency of cotton fabrics increases in humid conditions 
because cotton is hydrophilic, meaning it likes water. By absorbing small 
amounts of the water in a person’s breath, cotton fibers create a moist 
environment inside the fabric. As microscopic particles pass through, they 
absorb some of this moisture and grow larger, which makes them more 
likely to get trapped. 
 
To read more: 
https://www.nist.gov/news-events/news/2021/03/study-indicates-humidi
ty-breath-makes-cotton-masks-more-effective-slowing 
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Number 3 

EU Cybersecurity Initiatives in the Finance Sector 
 

 
 

The European Commission plays an active role in developing the EU's 
overall strategy and in designing and implementing EU policies for the 
financial sector.  
 
It evaluates and reports on these policies on a regular basis.  
 
These initiatives fall under the responsibility of the European Commission. 
 
The European Commission issued the Fintech action plan in 2018, which 
purpose is to achieve stronger cyber resilience. It does this by: 
 
- Facilitating information sharing on cyber threats among market 

participants; 
 
- Promoting higher supervisory convergence and enforcement of IT risk 

management; 
 
- Increasing EU coordination in cyber threat testing using a common 

threat-intelligence lead method, such as TIBER-EU. 
 
In 2020, the digital finance strategy sets out general lines on how Europe 
can support the digital transformation of finance in the coming years, while 
regulating its risks.  
 
The strategy sets out four main priorities: 
 
- removing fragmentation in the Digital Single Market, 
 
- adapting the EU regulatory framework to facilitate digital innovation, 
 
- promoting data-driven finance, 
 
- addressing the challenges and risks with digital transformation, 

including enhancing the digital operational resilience of the financial 
system. 

 
The EC recently published its legislative proposal on Digital Operational 
Resilience Act ('DORA').  
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The ever-increasing dependency of the financial sector on software and 
digital processes means that information communication technologies 
(ICT) risks are inherent in finance. 
 
The Commission, therefore, proposes that all financial entities ensure they 
can withstand all types of ICT-related disruptions and threats.  
 
Credit institutions, payment and e-money institutions, insurance 
companies and other financial entities will have to respect strict standards 
to prevent and limit the impact of ICT-related incidents.  
 
The EC also sets an oversight framework on service providers (such as Big 
Techs) which provide critical ICT services to financial entities. 
 
The main task of the European Banking Authority (EBA) is to contribute to 
the creation of the European Single Rulebook, aiming at providing a single 
set of harmonised prudential rules for financial institutions throughout the 
EU.  
 
On ICT/cyber-related topics, the EBA has produced a number of regulatory 
documents including guidelines, recommendations, opinions and other 
non-regulatory public statements.  
 
The EBA develops technical standards, guidelines, opinions and other legal 
instruments aimed at enhancing the cyber resilience of credit institutions, 
payment institutions, investment firms, and electronic money institutions. 
 
The EBA has established two relevant structures, which are working on 
cyber-related matters. 
 
The first is the Sub-Committee on Payment Services, which is working on 
PSD2 related aspects and involves experts from the competent authorities.  
 
The second structure is the Task Force on IT Supervision (TFIT).  
 
TFIT involves ICT experts from Member States who are assisting in areas 
related to convergence of supervisory practices for supervision of IT and IT 
related risks.  
 
Additionally, it helps in developing a consistent and effective framework for 
the assessment of IT risks and other prudential risks, which may arise from 
the use of innovative technologies (FinTech) in supervised institutions. 
 
The EBA Guidelines on ICT and security risk management establish 
requirements for credit institutions, investment firms, payment institutions 
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and electronic money institutions in the EU/EEA on the mitigation and 
management of their information and communication technology (ICT) 
risks and aim to ensure a consistent and robust approach across the Single 
Market.  
 
In November 2019, the EBA published Guidelines on ICT and security risk 
management (EBA/GL/2019/04), which require management and 
mitigation of ICT and security risks through the establishment of sound 
internal governance and the use of an internal control framework setting 
clear responsibilities for financial institutions’ staff, including for the 
management bodies. 
 
The EU Delegated Regulation on strong customer authentication is based 
on the EBA's Regulatory Technical Standards on strong customer 
authentication and secure communication and is applicable to credit 
institutions, payment institutions, and electronic money institutions. 
 
The requirements cover a range of security measures, which aim at 
enhancing customer protection, increase the security of electronic 
payments and decreasing the risk of fraud.  
 
The requirements also cover standards for secure communication between 
third party providers and account servicing payment service providers 
established in the EU/EEA in the process of provision of payment initiation 
services or account information services.  
 
The Regulation was developed by the EBA in close cooperation with the 
ECB. The EBA Guidelines on incident reporting under PSD2 set out the 
criteria, thresholds and methodology to be used by credit institutions, 
payment institutions, and electronic money institutions in the EU/EEA.  
 
The guidelines determine whether an operational or security incident 
related to the provision of payment services, should be considered major 
and, therefore, be notified to the competent authority in the home Member 
State.  
 
The guidelines were developed by the EBA in close cooperation with the 
ECB. 
 
EBA Guidelines on the reporting of retail payment fraud under PSD2.  
 
The Guidelines aimed at contributing to the objective of PSD2 of enhancing 
the security of retail payments in the EU by requiring credit institutions, 
payment institutions and electronic money institutions to collect and report 
data on payment transactions and fraudulent payment transactions. 
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To read more: 

https://www.enisa.europa.eu/publications/EU_Cybersecurity_Initiatives
_in_the_Finance_Sector 
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Number 4 
International Association of Insurance Supervisors (IAIS) 

IAIS Roadmap 2021-2022 
 

 
 

The IAIS' 2021-2022 Roadmap sets out an ambitious vision for the 
activities that will be undertaken in the coming years to support 
insurance supervisors and stable insurance markets. You may visit: 
https://www.iaisweb.org/page/about-the-iais/public-roadmap 
 
Assessing and mitigating risks to the stability of the global insurance sector, 
while helping our Members to address accelerating risks and opportunities, 
sit at the heart of the IAIS Roadmap. 
 
The 2021-2022 Roadmap presents a broad range of planned projects in 
four broad areas aligned with the High Level Goals (HLGs) as set out in our 
2020-2024 Strategic Plan: 
 
• Risk assessment and the maintenance of financial stability, including 
ongoing assessment of potential vulnerabilities arising from the impact of 
Covid-19; 
 
• Delivering on key post-crisis reforms, including further refinement of the 
Insurance Capital Standard (ICS) during the current five-year monitoring 
period and the consistent implementation of the Holistic Framework; 
 
• Supporting members in addressing the risks and opportunities of key 
trends, especially those accelerated by the Covid-19 crisis.  
 
Activities include:  
 
- work to address climate-related risk and sustainability;  

 
- supervisory perspectives on the pandemic protection gap;  

 
- measures to increase operational resilience of insurers;  

 
- supervisory guidance on responding to digital innovation and 
cyber risk;  
 
- supporting activities to implement risk-based solvency regimes in 

emerging markets and developing economies; and  
 

https://www.iaisweb.org/page/about-the-iais/public-roadmap
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- new endeavours in the area of diversity and inclusion. 
 

• Implementation support and assessment, specifically reinforcing our 
extensive programme of Member support to help insurance supervisors 
understand and implement our standards, through training, peer exchange 
platforms and implementation assessment exercises. 
 

 
 
To read more: 
https://www.iaisweb.org/page/news/newsletter/file/95948/iais-newslette
r-february-march-2021 
 

 
 

 

 

 

 

 

 

 

 

 

https://www.iaisweb.org/page/news/newsletter/file/95948/iais-newsletter-february-march-2021
https://www.iaisweb.org/page/news/newsletter/file/95948/iais-newsletter-february-march-2021
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Number 5 

EBA launches discussion paper on integrated reporting 
 

 
 

- The EBA invites stakeholders to provide feedback on feasibility of 
options to increase efficiencies and reduce costs for the entire reporting 
ecosystem.  

 
- The core areas to set up an integrated system include a data dictionary, 

a central data collection point and related governance. 
 
- The discussion paper builds on existing experiences and tools for 

integration of reporting as well as evidence on current challenges. 
 
The European Banking Authority (EBA) published a discussion paper on 
the feasibility study of an integrated reporting system to collect feedback for 
the preparation of its final Report in this area.  
 
The discussion paper outlines possible options around the main building 
blocks of a possible integrated system including a single data dictionary and 
single reporting system across supervisory, resolution and central bank 
statistical data. The consultation runs until 11 June 2021. 
 
The discussion paper presents a range of options around the main areas 
needed for the development of an integrated and consistent reporting 
system: a data dictionary and a central data collection point, together with 
the related governance aspects.  
 
Each of the areas are essential components of a reporting process and their 
design, as part of an integrated system, would influence the way the current 
reporting process is conducted. 
 
The study builds on a fact-finding and research phase as well as on the 
experience of all relevant authorities in integrating reporting and private 
sector stakeholders’ views on current challenges and potential solutions.  
 
The discussion paper is neutral on outcomes and serves as a basis for 
further discussions with the aim of gathering additional evidence and 
opinions.  
 
Therefore, it does not make concrete proposals for any possible 
implementation. 
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Consultation process 
 
Comments to this discussion paper can be sent to the EBA by clicking on 
the “send your comments” button on the consultation page. Please note that 
the deadline for the submission of comments is 11 June 2021. All 
contributions received will be published following the end of the 
consultation, unless requested otherwise. 
 
A workshop will be organized in the form of a webinar on 4 May from 14:00 
to 16:00 CET. The EBA invites interested stakeholders to register via this 
link using the password Workshop.2021 
 
The dial-in details will be communicated in due course. 
 
Legal basis and background 
 
Article 430c of the Capital Requirements Regulation (CRR) mandates the 
EBA to develop a Report on the feasibility regarding the development of a 
consistent and integrated system for collecting statistical, resolution, and 
prudential data. 
 
The EBA was mandated to produce such a study to investigate ways to 
potentially reduce reporting costs and increase efficiencies by having 
common definitions and requirements, streamlining processes, facilitating 
data sharing and increasing coordination among authorities. 
 
The feedback received will serve as a basis for the development of the final 
feasibility study, whose main objective is to identify ways to streamline the 
reporting processes, reduce the financial and administrative burden and 
increase efficiencies going forward, considering the principle commonly 
referred to as ‘define once, report once’. 
 

 
 

 

 

 

 



P a g e  | 24 

____________________________________________________________ 
International Association of Risk and Compliance Professionals (IARCP)                

Number 6 

Attorney General Merrick Garland Addresses the 115,000 
Employees of the Department of Justice on His First Day 
 

    
 

Former Acting U.S. Attorney General Monty Wilkinson’s Remarks: 
 
Good morning. 
 
It's my honor to welcome Merrick Garland back to the Department of 
Justice as the 86th Attorney General of the United States. I'd also like to 
recognize the Attorney General's wife Lynn, his brother-in-law Mitchell and 
his nieces Laura and Andrea. In many respects, this is a welcome home 
ceremony for the Attorney General.  
 
Before his appointment to the U. S. Court of Appeals for the District of 
Columbia Circuit, he served with distinction in a number of positions here 
at Main Justice and as an Assistant U. S. Attorney in the District of 
Columbia. 
 
I first met the Attorney General approximately 25 years ago when he was 
the Principal Associate Deputy Attorney General. I have always admired his 
intellect, his integrity, his commitment to public service and his humility. 
He recognizes the traditions of the Department and trusts and respects its 
career civil servants. He sees his role as being the lawyer for the people of 
the United States and making decisions that are based on the law and the 
facts devoid of political considerations.  
 
During his confirmation hearing a few weeks ago, Attorney General 
Garland said: “It is a fitting time to reaffirm that the role of the Attorney 
General is to serve the rule of law and to ensure equal justice under the 
law.” As he further noted, this is a moment too, for recognizing “[the] 
employees of the Department and its law enforcement agencies, and their 
commitment to serve the cause of justice and protect the safety of our 
communities.” 
 
This is an important period in the history of our venerated institution, and 
we are grateful to you Mr. Attorney General, for your willingness once again 
to answer the call to duty. We look forward to continuing to serve in the 
Department of Justice under your leadership. Thank you very much. 
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 U.S. Attorney General Merrick Garland’s Remarks: 
 
Thank you so much for those kind words, Monty. 
 
As Monty said, we first met when I was working for the Deputy Attorney 
General. Monty was an Assistant U.S. Attorney. Initially a prosecutor and 
then a supervisor of prosecutors, Monty later jumped to the Department’s 
offices that make everything work. First to the Executive Office for U. S. 
Attorneys and then to the Justice Management Division. And for the past 
seven weeks, Monty has ensured that the Department continued to work 
and to honor its proud traditions during the leadership transition between 
new administrations. I am deeply grateful. 
 
On January 7th of this year, when the President Elect announced his 
intention to nominate me for Attorney General, I spoke to the American 
people. On February 22nd, when my Senate Judiciary Committee hearing 
began, I spoke to the United States Congress.  
 
Today, I want to speak to you, the more than 115,000 employees of the 
United States Department of Justice. Now I had hoped to be standing 
before more of you today in this Great Hall, but the circumstances of the 
ongoing pandemic will not permit it. That, however, is a small 
disappointment compared to the hardships that many of you have suffered 
and the additional burdens you have borne as a consequence of the 
pandemic. 
 
I have to tell you that when I walked in the door of Main Justice this 
morning, it really did feel like I was coming home. I first walked into this 
building when I was 26 years old. I was here for a job interview and I was 
awestruck. This is a beautiful hall and this is a beautiful building built in the 
midst of the Great Depression. But, it was the ideal of justice to which it is a 
monument that was truly awe inspiring.  
 
Everywhere I looked there were serious people pursuing the cause of 
Justice. I left the interview wanting the job badly. The way I'm sure each of 
you felt after your DOJ interview. The way we want everyone who 
interviews at DOJ to feel. I know that was how I felt every time I came back 
to interview for another Justice Department position and after leaving my 
first position for private practice, I did come back many times to serve in a 
variety of positions both career and non-career.  
 
Along the way, I worked with DOJ attorneys, agents and staff in every 
component of the Department and across the width and breadth of this 
country. Altogether, I served under five Attorneys General appointed by 
four Presidents. I know that some of you have notched up plenty more. 
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The Department of Justice has also been a large part of the lives of people 
who are close to me. My younger sister followed me to DOJ where she 
served as a career attorney in the Civil Division. More than 35 of my former 
law clerks went on to serve at the Justice Department in both career and 
non-career positions. Many of my closest friends are veterans of the 
Department with both career and non-career service.  
 
For all of you and for me, public service is more than a job. It is a calling. All 
of you have chosen the Department of Justice over other places where you 
might have used your skills and where you might have earned a higher 
salary. I am grateful beyond words for your service to this country. All of us 
are united by our commitment to the rule of law and to seeking equal justice 
under law.  
 
We are united by our commitment to protecting our country as our oath 
says, “from all enemies foreign and domestic,” and by our commitment to 
enforcing our country's laws and to ensuring the civil rights and the civil 
liberties of our people. The only way we can succeed and retain the trust of 
the American people is to adhere to the norms that have become part of the 
DNA of every Justice Department employee since Edward Levy’s stint as 
the first post-Watergate Attorney General. 
 
As I said at the announcement of my nomination, those norms require that 
like cases be treated alike. That there not be one rule for Democrats and 
another for Republicans; One rule for friends and another for foes; One rule 
for the powerful and another for the powerless; One rule for the rich and 
another for the poor; Or different rules depending upon one's race or 
ethnicity.  
 
At his swearing in, Attorney General Levy said: “If we are to have a 
government of laws and not of men, then it takes dedicated men and 
women to accomplish this through their zeal and determination, and also 
through fairness and impartiality. And I know that this Department always 
has had such dedicated men and women.” I, too, know that this Department 
has and always has had such dedicated people. I am honored to work with 
you once again. Together, we will show the American people by word and 
deed that the Department of Justice pursues equal justice and adheres to 
the rule of law. Thank you. 
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Number 7 

Cyber-attack on the European Banking Authority - Update 3 
 

 
 

The European Banking Authority (EBA) has established that the scope of 
the event caused by the recently widely notified vulnerabilities was limited 
and that the confidentiality of the EBA systems and data has not been 
compromised. 
 
Thanks to the precautionary measures taken, the EBA has managed to 
remove the existing threat and its email communication services have, 
therefore, been restored. 
 
Since it became aware of the vulnerabilities, the EBA has taken a proactive 
approach and carried out a thorough assessment to appropriately and 
effectively detect any network intrusion that could compromise the 
confidentiality, integrity and availability of its systems and data. 
 
The analysis was carried out by the EBA in close collaboration with the 
Computer Emergency Response Team (CERT-EU) for the EU institutions, 
agencies and bodies, the EBA’s ICT providers, a team of forensic experts 
and other relevant entities. 
 
Besides re-securing its email system, the EBA remains in heightened 
security alert and will continue monitoring the situation. 
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Number 8 
Office for Targeted Violence and Terrorism Prevention 

Threat Assessment and Management Teams 
 

 
 

Overview 
 
Threat assessment and management teams are effective proactive and 
protective measures that are designed to prevent – not predict – potential 
acts of targeted violence and terrorism.  
 
Through identifying and managing potential threats, these teams provide 
alternatives to investigation and/or prosecution for bystanders who are 
actively seeking intervention assistance with a known individual at risk of 
mobilizing to violence. 
 
Effective threat assessment and management teams are multi-disciplinary 
and may include education administrators, mental health and social service 
providers, faith leaders, medical personnel, law enforcement, technology 
experts, and others.  
 
While it is important for law enforcement to be involved to ensure a 
comprehensive and inclusive approach – and to intervene if the threat 
escalates – partnerships with multidisciplinary partners are crucial, as the 
primary goal of this approach is to provide individuals with support 
services before the threat rises to a level requiring law enforcement. 
 

 
 
Static vs. Dynamic Factors 
 
Both static and dynamic factors play a role in threat assessment. Because 
dynamic factors change over time, these may be influenced through 
intervention.  
 
Dynamic factors are used for the short-term assessment of violence, 
including targeted violence. Dynamic factors are the main focus of threat 
assessment and management teams, as behavioral changes can be easily 
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identified by bystanders and offer critical insights as to where an individual 
should be referred. 
 
Assessing an individual’s behavior involves accumulating evidence and data 
over time. As evidence and data change, the overall assessment is changed 
leading to a flexible approach to case management. 
 

 
 

To read more: 

https://www.dhs.gov/sites/default/files/publications/threat_assessment_
and_management_teams.pdf 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

https://www.dhs.gov/sites/default/files/publications/threat_assessment_and_management_teams.pdf
https://www.dhs.gov/sites/default/files/publications/threat_assessment_and_management_teams.pdf
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Number 9 

New major interventions to block encrypted communications of 
criminal networks 
 

 
 

Judicial and law enforcement authorities in Belgium, France and the 
Netherlands have in close cooperation enabled major interventions to block 
the further use of encrypted communications by large-scale organised 
crime groups (OCGs), with the support of Europol and Eurojust.  
 
The continuous monitoring of the illegal Sky ECC communication service 
tool by investigators in the three countries involved has provided invaluable 
insights into hundreds of millions of messages exchanged between 
criminals.  
 
This has resulted in the collection of crucial information on over a hundred 
of planned large-scale criminal operations, preventing potential life 
threatening situations and possible victims. 
 
During an action day on 9 March 2021, a large number of arrests were 
made, as well as numerous house searches and seizures in Belgium and the 
Netherlands.   
 
The operation is an essential part of the continuous effort of judiciary and 
law enforcement in the EU and third countries to disrupt the illegal use of 
encrypted communications, as was already displayed last year following the 
successful de-encryption of the EncroChat communication platform.  
 
As of mid-February, authorities have been able to monitor the information 
flow of approximately 70 000 users of Sky ECC. Many users of EncroChat 
changed over to the popular Sky ECC platform, after EncroChat was 
unveiled in 2020.  
 
By successfully unlocking the encryption of Sky ECC, the information 
acquired will provide insights into criminal  activities in various EU 
Member States and beyond and will assist in expanding investigations and 
solving serious and cross-border organised crime for the coming months, 
possibly years. 
 
Law enforcement in all three countries has been on a continuous stand by 
during the last month to be able to provide rapid reactions to possible 
dangerous criminal activities when required. The newly acquired 
information will now be analysed further. 
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Investigations into the tool started in Belgium, after mobile phones seized 
during searches showed the use of Sky ECC  by suspects.  
 
Worldwide, approximately 170 000 individuals use the tool, which has its 
own infrastructure and applications and is operated from the United States 
and Canada, using computer servers based in  Europe.  
 
On a global scale, around three million messages are being exchanged each 
day via Sky ECC. Over 20 percent of the users are based in Belgium and the 
Netherlands.  
 
Europol has and will continue to provide the authorities of Belgium, 
Netherlands and other affected countries with tactical, technical and 
financial support and will be dealing with this important flow of 
information on criminal activities in order to prevent threats to life and 
major crimes. 
 

 
 
Eurojust has provided advice and support regarding cross-border judicial 
cooperation and organised 12 coordination meetings to enable this 
collaboration.  
 
The Agency will continue to provide this support and stands ready for 
further advice and cross-border operational financial support to all 
Member States and countries involved, to ensure an adequate cross-border 
judicial cooperation. 
 
The following authorities participated in the operation:  
  

- Belgium: Federal Prosecutor’s Office, Public Prosecutor’s Office 
Antwerpen, Investigative Judge Office Mechelen, Federal Judicial 
Police, Federal Police and DSU Unit 
 

- France: National Jurisdiction against Organised Crime (JUNALCO), 
Central Directorate of the Judicial Police (DCPJ) 
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- The Netherlands: National Public Prosecution Service, Public 
Prosecutor’s Office Amsterdam, National Police 
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Number 10 

CISA announces transfer of the .gov top-level domain from U.S. 
general services administration 
 

 
 

The Cybersecurity and Infrastructure Security Agency (CISA) announced 
today it will begin overseeing the .gov top-level domain (TLD) in April 2021. 
CISA is working closely with the U.S. General Services Administration, who 
currently oversees the TLD, to ensure a seamless transition of daily 
operations for .gov customers. 
 
“Using .gov and increasing trust that government communications are 
authentic will improve our collective cybersecurity,” said Eric Goldstein, 
Executive Assistant Director for CISA’s Cybersecurity Division.  
 
“People see a .gov website or email address and know they are interacting 
with an official, U.S.-based government organization. Using .gov also 
provides security benefits, like two-factor authentication on the .gov 
registrar and notifications of DNS changes to administrators, over other 
TLDs. We’ll endeavor to make the TLD more secure for the American public 
and harder for malicious actors to impersonate.” 
 
.gov is one of the six original TLDs in the internet’s domain name system 
(DNS). The TLD is actively used by each branch of the federal government, 
every state in the nation, hundreds of counties and cities, and many tribes 
and territories as they serve the public on the internet. The DOTGOV Act of 
2020 shifted responsibility for managing .gov to CISA as the nation’s 
civilian cybersecurity agency. 
 
Because the TLD is central to the availability and integrity of thousands of 
online services relied upon by millions of users, .gov is critical 
infrastructure for governments throughout the country and all aspects of its 
administration have cybersecurity significance. Under the actions required 
by the Act, CISA will work to increase security and decrease complexity for 
our government partners. 
 
What’s happening next 
 
In the coming months and years, CISA intends to provide a user-centered 
platform for DNS management, help government organizations maintain 
better awareness of the security threats their .gov systems are exposed to, 
and offer additional services to support the privacy, reliability, accessibility, 
and speed of .gov domains. 
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The DOTGOV Act reports Congress’ finding that “the .gov internet domain 
should be available at no cost or a negligible cost” to U.S.-based 
government organizations. CISA is working on this – and we ask for your 
patience.  
 
The way .gov domains are priced is tied closely with the service contract to 
operate the TLD, and change in the price of a domain is not expected until 
next year. The Act also contemplates the use of Homeland Security Grants 
for “migrating any online service” to .gov, a process we will work out with 
FEMA. 
 
To learn more, see CISA and GSA’s blog post at 
https://home.dotgov.gov/moving-to-cisa 
 

 
 

 
 
 
 
 
 
 
 
 
 

https://home.dotgov.gov/moving-to-cisa
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance Professionals 
 

You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime member.  
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become a Certified Risk and Compliance 
Management Professional (CRCMP), a Certified Information Systems Risk 
and Compliance Professional (CISRCP), a Certified Cyber (Governance 
Risk and Compliance) Professional - CC(GRC)P, and / or a Certified Risk 
and Compliance Management Professional in Insurance and Reinsurance - 
CRCMP(Re)I. 
 

 

 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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Companies and organizations around the world consider the Certified Risk 
and Compliance Management Professional (CRCMP) program a preferred 
certificate. There are CRCMPs in 32 countries. You can find more about the 
demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 
 
For the Certified Information Systems Risk and Compliance Professional 
(CISRCP) distance learning and online certification program, you may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm

