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W, @ 18, 2026

Top 10 risk and compliance related news stories and world events that (for
better or for worse) shaped the week's agenda, and what is next.

They call it the curse of dimensionality, and it
sounds like something from a fantasy novel, but

unfortunately, it’s real. It is a mathematical wall

we keep hitting as systems become more

complex. In quantum computing, the curse of
dimensionality is the reason why powerful models are so difficult to train.

We often assume that more data, more variables, and more complexity, lead to
better insight. The curse of dimensionality tells us the opposite. Beyond a certain
point, adding dimensions doesn’t improve decisions, it makes reliable analysis
exponentially harder, until insight begins to break down.

The term curse of dimensionality, introduced by Richard Bellman in the 1960s,
describes a fundamental problem. As the number of variables (dimensions)
increases, the volume of the space grows exponentially, making patterns harder to
detect and computation increasingly infeasible. In practical terms, every
additional variable multiplies the complexity of the problem. What looks like
more information quickly turns into less reliable knowledge. More data and more
variables do not automatically produce better decisions.

Richard Bellman fundamentally reshaped how complex problems are approached
and solved. Working in the 1950s on military logistics, control systems, and
decision making under constraints, Bellman was confronted with problems that
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were simply too large and too intricate to be solved in a single step. Traditional
methods quickly became infeasible as the number of variables and possible
decisions expanded. He asked the transformative question, what if an optimal
solution could be constructed incrementally, step by step?

This question led to the development of dynamic programming, a framework built
on a deceptively simple but powerful idea. Break a complex problem into smaller
subproblems, solve each of them once, and reuse their solutions.

A crucial part of his method was the introduction of the concept of a state,
representing the condition of the system at any given moment (whether defined
by position, available resources, time, or other relevant variables). Bellman
proposed working backwards. Instead of solving from start to end, he asked, if we
were at the final step, what would we do? We could solve the last step, then the
second to last, then the earlier. This is called backward induction.

In simple words, he started from the final stage, determined the optimal decision
at that point, and then move step by step toward the beginning, each time using
the solutions already derived for later stages. This method allowed him to
systematically build the overall solution from its components.

An example can make this idea clearer. Imagine a company trying to determine
the most cost-efficient way to transport goods across a network of cities. Each
route between cities has an associated cost, and the goal is to move from the origin
to the destination at the lowest total cost. Yes, we could evaluate every possible
route, but as the number of cities increases, the number of possible paths grows
exponentially, quickly becoming very difficult to compute.

Bellman’s insight changes the perspective entirely. Instead of analyzing all routes
at once, the problem is broken down into stages. For each city along the way, the
company determines the cheapest cost to reach the destination from that city, and
stores this information. Once the optimal costs from intermediate cities are
known, the best overall route can be constructed step by step, without
recomputing the same paths repeatedly. By solving each subproblem once and
reusing the results, a problem that initially appears overwhelming becomes
manageable.

Bellman was aware of the limitations of his own framework. In the course of his
work, he identified what he called the curse of dimensionality, the phenomenon
where the number of possible states grows exponentially with the number of
variables. Even with dynamic programming, this exponential growth can render
problems computationally infeasible. He highlighted a fundamental barrier that
continues to challenge researchers in fields ranging from artificial intelligence to
quantum computing.

Bellman gave us a method to tame complexity by breaking it into manageable
parts, and he also reminded us that complexity itself can grow beyond our
capacity to control it. His work remains foundational in any domain where
decisions must be made under constraints, including modern risk management,
optimization, and machine learning,.
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I have just read a very interesting paper from Los Alamos National Laboratory,
with title: Researchers show some quantum learning models are classically
simulable. Fix for quantum ‘curse of dimensionality’ may mitigate advantage
versus classical computing. Read more at number 8 below.

Note: A quantum model is classically simulable if a normal (non-quantum)
computer can efficiently reproduce what it does.

Best regards,

éémje Lepatrr

George Lekatis
President of the IARCP
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Introducing an Advanced Specialization in Hybrid Risk and Resilience
management, exclusively for CRCMPs.

We are thrilled to announce the launch of the Certified Risk and Compliance
Management Professional in Hybrid Risk and Resilience Management -
CRCMP(HR2M), online training and certification program.

It builds on the solid foundation of the CRCMP designation and equips
participants with cutting-edge knowledge to understand, identify, assess, and
effectively manage complex hybrid risks.

The program prepares CRCMPs to strengthen organizational resilience across
interconnected domains, including geopolitical and regulatory risk,
counterintelligence, and supply chain resilience, while advancing capabilities in
hybrid threat psychology, hybrid stress testing, and crisis management, ensuring
readiness for an increasingly complex risk landscape.

Enrollment in the CRCMP(HR2M) program is restricted to professionals who
have already passed the CRCMP exam. To preserve the credibility and value of
this credential, the association does not allow substitutions, equivalency credits,
or waivers of any kind. The curriculum assumes mastery of the CRCMP body of
knowledge.

Learn more and view the full course synopsis:
https://www.risk-compliance-association.com/CRCMP HR2M.htm

International Association of
Risk and Compliance Professionals (IARCP)™
1200 G Street NW Saite 800
Washington DC 20005-6705 USA
This is to certify that on October g, 2025
John Anderson
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Certified Risk and Compliance Management Professional in
Hybrid Risk and Resilience Management - CRCMP(HRZM)™
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TECHNOLOGY ASSESSMENT, United States Government Accountability Office
Hydrogen Energy
Technologies Offer Potential Benefits but Face Challenges to Widespread Use
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PCAOB Shares Perspectives From 2025 Conversations With Audit Committee
Chairs

The PCAOB released a new staff Spotlight publication, “2025 Conversations With
Audit Committee Chairs.”

Each year, the PCAOB’s Division of Registration and Inspections invites audit
committee chairs at U.S. public companies to share their perspectives and
observations with respect to their oversight of auditors’ work. Additionally,
PCAOB staff shares information and resources that may be beneficial to audit
committee chairs in their oversight role.

In 2025, the PCAOB staff gathered insights from more than 250 audit committee
chairs. This publication presents high-level observations and takeaways from this
engagement.

“Audit committees play an important role in amplifying the PCAOB’s work to
improve audit quality,” said PCAOB Chairman Demetrios (Jim) Logothetis. “I
look forward to increasing our direct engagement with audit committees as the
PCAOB pursues new and innovative ways to execute our mission.”

DRIVERS OF EFFECTIVE RELATIONSHIPS BETWEEN AUDIT COMMITTEES
AND AUDIT FIRMS

We asked audit committee chairs about the state of the relationships between
audit committees and audit firms, as well as key drivers that make those
relationships more effective.

Takeaways

> Strong, open, and transparent communication with audit firms: Audit
committee chairs regularly emphasized the value of frequent touchpoints —
including pre-meeting calls, executive sessions, and ad hoc discussions — to
foster trust and avoid surprises during more formal meetings.

» Proactive engagement and responsiveness from audit partners: Several
chairs appreciated it when audit partners proactively reached out to them
between meetings to flag emerging issues or provide inspection updates.

> Continuity and industry expertise within the audit engagement team: Audit
committee chairs often praised firms for maintaining low turnover on the
engagement team, which allows the team to build professional
relationships with the audit committee and management team and to
develop a strong knowledge base of the company and their respective
industry, resulting in efficiency and higher quality audit.
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» Continual improvement: While audit committee chairs interviewed
generally described the relationships with their firms positively,
participants also voiced an expectation of continual improvement,
including the use of technology when conducting audits, clearer
communication of emerging issues, and more proactive billing updates
when services overrun established budgets and increases in fees occur.

METHODS FOR ASSESSING THE EXTERNAL AUDITOR

While not required by PCAOB rules and standards, a formal, annual assessment
of the external auditor by the audit committee can be a beneficial process. When
asked about methods used for such assessments, 81% of audit committee chairs
said they perform an assessment of their auditor at least annually.

Takeaways

» Discussions with management and audit committee: Regular discussions
with management and audit committee members were the most commonly
cited method of assessing auditor performance when it comes to audit
quality, independence, engagement team expertise, and other areas. Many
audit committee chairs interviewed noted these assessments are informal
and continuous, with feedback gathered and communicated to firms
throughout the year via meetings or calls.

» Surveys: Participants revealed that surveys are frequently used to gather
structured feedback from management, audit committee members, and
other stakeholders who interact with the engagement team.

> Self-assessments by the audit firm: A firm’s self-assessment, evaluating the
firm’s competency, and audit quality, were mentioned as being useful
inputs for audit committees.

» Review of external data: Several audit committee chairs said that audit
committees often incorporate external indicators, such as PCAOB
inspection reports and peer review results, to benchmark auditor
performance.

TOP TECHNOLOGY RISKS DISCUSSED WITH AUDITORS

Technological advances are affecting the financial reporting processes of public
companies. Auditors are also expanding their use of technology-based tools,
including data analytics, to plan and perform audits. We asked audit committee
chairs about the technology risks or matters audit committees discussed with
their auditor.

Takeaways

» Cybersecurity: Consistent with past years, participants continued to cite
the many cybersecurity challenges faced by companies, such as data
breaches, ransomware attacks, and phishing incidents. For many audit
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committees, cybersecurity concerns are the subject of quarterly updates or
are the focus of dedicated cybersecurity committees.

» Al: While audit committee chairs acknowledged the potential of Al to
improve efficiency and audit quality, they are increasingly seeking insights
from their auditors on the potential impacts of Al on the company’s
financial reporting and controls in place to gauge risk. Several audit
committee chairs also raised questions about how Al implementation by
audit firms would impact fees.

> Audit firms’ use of technology tools to enhance audit quality and efficiency:
Participants noted that discussions with audit firms included the auditor’s
use of data analytics, proprietary audit platforms, and Al tools, specifically
how firms are using the technologies to support audit work (e.g., testing
and reviewing journal entries, research, etc.) and how they ensure the
appropriate design and consistent operation of the associated controls

To learn more:
https://assets.pcaobus.org/pcaob-dev/docs/default-source/documents/2025-co
nversations-with-audit-committee-chairs-spotlight.pdf

SPOTLIGHT

2025 Conversations With
Audit Committee Chairs
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Statistical release: BIS international banking statistics and global liquidity
indicators at end-December 2025
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« Cross-border bank credit grew by 11% year-on-year, the highest annual growth
rate since Q1 2008.

« Bank credit to emerging market and developing economies (EMDEs) expanded
by $42 billion in Q4 2025, which brought its annual growth rate up to 7%.

« The BIS global liquidity indicators show that foreign currency credit in US
dollars and euros continued to grow robustly, both globally and in EMDEs.

Cross-border bank claims and credit, by instrument Graph 1
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' Quarterly changes, adjusted for breaks in series and exchange rate fluctuations. = Credit is defined as the sum of loans and debt securities
on banks’ balance sheets. Annual growth is calculated based on adjusted changes

Source: BIS locational banking statistics by residence (LBSR)

Global cross-border bank credit posts a strong expansion

The BIS locational banking statistics (LBS) reveal that global cross-border bank
claims rose by $994 billion in the fourth quarter of 2025, on an exchange rate-
and breakadjusted basis (Graph 1.A).

This brought the total outstanding stock to $46 trillion.

Cross-border bank credit expanded by $656 billion in Q4 2025 and by 11% in
2025, its highest year-on-year (yoy) growth rate2 since Q1 2008 (Graph 1.B, black
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line). Its outstanding stock reached $38.1 trillion at end-2025. The expansion in

Q4 2025 was primarily driven by cross-border bank loans, which rose by $584
billion.

The growth rate of cross-border bank loans has been on a steady upward
trajectory since the second half of 2023 (red line). Meanwhile, banks’ debt
securities holdings have grown rapidly since 2023. Their yoy growth rate reached
13% in Q4 2023 and remained elevated at 12% in Q4 2025 (blue line).

While cross-border bank credit remains predominantly denominated in major
reserve currencies (ie US dollar, euro and Japanese yen), the importance of other
currencies has risen since 2019.

The trend was most pronounced among borrowers in emerging market and
developing economies (EMDEs), where the share of credit denominated in
non-major currencies increased significantly, from 21% at end-2019 to 29% at
end-2025 (Graph 2.A). The respective increase was much more subdued in
advanced economies (Graph 2.B).

To learn more: https://www.bis.org/statistics/rppb2604.pdf
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European Institutions agree Roadmap to achieve “One Europe, one Market” by
end of 2027

Europe's prosperity, security, global influence, and independence demand a
strong and competitive economy.

European
Commission

\
177 o

LA

In a world shaped by geopolitical rivalry, technological disruption, and economic
uncertainty, Europe's economic strategy must combine three mutually reinforcing
pillars: a stronger, fairer and more integrated Single Market, a trade policy that
diversifies partnerships and reduces strategic dependencies, and an industrial
policy that protects and strengthens Europe's capacity to produce, innovate and
compete in a manner that respects the European Pillar of social rights creating a
just transition that secures quality jobs and leaves no one behind.

Achieving this ambitious objective will require political endeavour, engagement,
and ambition from all institutional actors, at EU and national level.

With this Joint Roadmap, the European Parliament, the Council of the European
Union, and the European Commission commit to achieving One Europe, One
Market, in line with the objectives set out by the European Council in March
2026, through decisive progress in 2026 and by the end of 2027 at the latest
across the following five strategic building blocks:

(1) simplifying rules;

(2) a more integrated Single Market including by removing the ten most harmful
barriers;

(3) championing strong trade;

(4) reducing energy prices and decarbonising; and

(5) driving the digital and AI transformation.

The Roadmap is a political and operational commitment: it sets out in its annex
key legislative and policy initiatives across the five strategic building blocks and
corresponding timelines for agreement.

The three institutions commit to respecting these timelines and giving these
initiatives the highest political priority in a manner that respects the legislative

process and prerogatives of each institution.

Turning ambition into reality requires a sense of urgency, political ownership, and
measurable outcomes.
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» The Commission commits to proposing the legislative and policy initiatives set
out in the annex.

 The European Parliament and the Council commit to working towards a swift
agreement on all the legislative proposals set out in the annex, treating them as
political priorities embedded in the annual interinstitutional legislative
programming cycle.

» The Commission and Member States commit to stepping up implementation
and enforcement to ensure that commitments are fully delivered and have
measurable impact.

Delivery of the Roadmap will be visible and measurable. Building on the existing
monitoring process, the institutions will ensure regular stocktaking to oversee and
guide the implementation of this Roadmap.

The institutions will meet on a quarterly basis to review progress, identify
obstacles, coordinate actions, update and complete the annex as necessary, and
review the building blocks to encompass the social dimension of the Single
Market.

| Digital Euro
(Proposal: Q2 2023)
European Business Wallet
(Proposal: Q4 2025)
Digital Networks Act A
| (Proposal: Ol 2026) Q42027
EU Cybersecurity Act

End 2026

End 2026

nd 202
(Proposal: Q1 2026) Eod 2035
Cloud and Al Development Act 5
: 2027
| (Proposal: Q2 2026) bk
Chips Act 2 NADA
(Proposal: Q2 2026) Qeael
Quantum Act A
(Proposal: Q2 2026) ;. com
Al Gigafactories Q4 2026 onwards
(Proposal for investment projects: Q2 2026) (Launch of projects)

To learn more:
https://commission.europa.eu/document/download/5445de81-9481-4335-9902
-9756159bab614 en?filename=one-europe-one-market-roadmap.pdf
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A central bank. And bitcoin.
Ales Michl, Governor of the Czech National Bank, at The Bitcoin Conference
2026, Las Vegas, USA

Good morning. Today, I want to talk about a strange combination: A central bank.
And Bitcoin.

Most people do not put these two things together. I do.
In monetary policy, a central bank must be conservative. But it must think ahead.

When I became Governor of the Czech National Bank in mid-2022, inflation in
my country was close to 20 percent. Twenty percent.

It was a serious moment. When I took office, I said we would bring inflation back
to 2 percent within two years.

And we did. Not with magic. With discipline.

I said this clearly: Even before COVID, money was too cheap for too long. For too
long, the system promoted borrowing. For too long, our currency the Czech
koruna was weakened.

We changed that. We kept policy tighter for longer. We supported saving. And the
Czech koruna became strong. That, for me, is conservative monetary policy. Our
rule is simple: stay hawkish forever.

We also manage very large foreign exchange reserves. Very large. We manage
about 180 billion dollars in reserves. That is about 44 percent of Czech GDP.
Relative to the size of our economy, our reserves are among the largest in the
world.

So we have to build the right portfolio for the future.

Bonds are at the low end. Low risk. Low return. Stocks and gold can offer higher
returns. But they also bring higher risk.

The next point is the Czech National Bank’s portfolio. Over the past four years, we
increased the share of equities from 15 to 26 percent. We also increased the share
of gold from almost zero to 6 percent.
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We built a diversified portfolio. A higher expected return than before. Lower risk
than an all-stock portfolio. And even lower risk than an all-bond portfolio.

But then came the next question. Can we do more? Can we build an even stronger
portfolio for the future? This is where Bitcoin comes in.

The first time I used Bitcoin, I bought a coffee in Prague about ten years ago.
Today, that coffee comes to about 350 dollars. It was the most expensive coffee of
my life.

Bitcoin has had very high returns. But honestly, it looks risky. It is much more
volatile than other assets. One day, its price may be much higher. Or it could go to

zero. Yes, zero.

And that is true for other assets too. A stock can go to zero. Even a bond can fail.
That is why it is not wise to bet on just one asset.

We have to think about the whole portfolio.
The next point on the chart is what we found in our new analysis.

This is our model portfolio with 1 percent in Bitcoin. And here comes the
interesting part.

With 1 percent in Bitcoin, the expected return goes up. And the overall risk stays
about the same. That is what our new study shows.

Why?

Because Bitcoin has low long-term correlation with many traditional assets. It
does not move in the same way.

And that matters.

When you add an asset like this, the whole portfolio can work better. The return
can go up. And the risk can stay about the same.

That is diversification.

Over the long term, Bitcoin can provide returns that are not closely linked to other
assets. In some ways, it is similar to venture capital. But it is much more liquid.

So we started a separate test portfolio with Bitcoin.
A test portfolio. Not a revolution. Not a political statement. A test.

We will run it for two years. Then we will publish the results. Then we will decide
what comes next.
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Be conservative in monetary policy. Be innovative in how we work. This is the
future.

Thank you.
To learn more:

https://www.cnb.cz/en/public/media-service/speeches-conferences-seminars
resentations-and-speeches/A-Central-Bank.-And-Bitcoin./
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EIOPA’s risk dashboard for occupational pension funds flags market concerns as
geopolitical tensions persist

& oos

The European Insurance and Occupational Pensions Authority (EIOPA) released
its 2026 April risk dashboard for institutions for occupational retirement
provision (IORPs) today, noting that elevated geopolitical tensions and
uncertainty continue to shape the risk landscape for the European IORPs, with
market risks being a key concern.

2026 April IORP Risk Dashbeard

Risks Ly Trend (Past 3 month utiook (Next 12 manth

§ 33 3 9=33
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Higher inflation projections, driven by high energy prices amid conflicts in the
Middle East, is increasingly shaping the macroeconomic environment. Looking
ahead, high geopolitical tensions continue to weigh on the risk outlook, with
uncertainty surrounding the trajectory and duration of the war in Iran as well as
continued conflicts in other regions.

Financial markets are tested by geopolitical uncertainty. Bond spreads widened
and volatility in the equity and corporate markets spiked by end-March. Potential
vulnerabilities linked to high valuations along with growing doubts about whether
artificial intelligence can live up to investors’ high expectations are adding to
sensitivities related to adverse geopolitical developments.

Liquidity and funding risks remain contained, despite more negative valuations in
IORPs’ derivatives positions. Digitalisation and cyber risks remain relevant for
IORPs, reflecting continued concerns stemming from geopolitical tensions.
Despite the challenging environment, Europe’s IORP sector continues to
demonstrate resilience. The financial position of Defined Benefit (DB) IORPs
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have strengthened driven by the combined effect of strong investment returns,
higher equity prices and rising long-term interest rates.

Background

This IORP Risk Dashboard, based on the latest IORP reporting data with
reference up to the fourth quarter of 2025, summarises the main risks and
vulnerabilities in the IORP sector of the European Economic Area (EEA) for the
different schemes, i.e. defined contributions (DC) and defined benefits (DB),
through a set of risk indicators. The data is based on Q4 2025 regulatory reporting
collected from 625 IORPs. The IORP reporting information is complemented with
market data with a cut-off date of end-March 2026.

L]

Market and asset return risks increased to 3 high lovel with aquey and bond market volstlity spilng 3t end-March, reflecting hefghtenad concerns on the
evolution of the war in Iran and :m.‘ullgcnnr.l',':u rstabiity

Looking ahead, the risk outiook for the next 12 months & Increasing. Elevated valuations continuing to signal potertisl vuinerabilmes, amid doubts on Al
developments to meet expactations and hesghten sensithvity 1o adverse geopoltical deyeioprments

'

Liguidity neks are at medium level with 2 Increasng trend driven by the potential iquidey reeds stermming from the dervative positions of IORPL. The medlan

net market value of IORPs’ derratives grew shightiy mare negative, mardy driven by higher mterest rates

To learn more:
https://www.eiopa.europa.eu/eiopas-risk-dashboard-occupational-pension-fund
s-flags-market-concerns-geopolitical-tensions-persist-2026-04-30 en

International Association of Risk and Compliance Professionals (IARCP)


https://www.eiopa.europa.eu/eiopas-risk-dashboard-occupational-pension-funds-flags-market-concerns-geopolitical-tensions-persist-2026-04-30_en
https://www.eiopa.europa.eu/eiopas-risk-dashboard-occupational-pension-funds-flags-market-concerns-geopolitical-tensions-persist-2026-04-30_en

Page |19
Nlonbor 6

TECHNOLOGY ASSESSMENT, United States Government Accountability Office
Hydrogen Energy
Technologies Offer Potential Benefits but Face Challenges to Widespread Use

Hydrogen energy technologies offer long-duration energy storage, increased
transportation efficiencies, quiet operation, reduced air polluting emissions, and
potentially broad availability.

For example, hydrogen fuel cell power generation technologies could provide
quiet, clean backup power to data centers and other large-scale operations during
power outages.

These generation technologies could increase overall electricity grid security by
providing long-duration energy storage. Currently, hydrogen fuel cells provide
about 0.03 percent of utility-scale electricity generation.

Current and potential hydrogen energy technologies

Source Macrovecior/stock adobe com (images). | GAD-26-107932

However, hydrogen energy technologies have not been widely adopted because of
hydrogen’s relatively high cost and limited market.

Additionally, GAO identified four technical challenges to widespread use:

« Efficiency and safety. Hydrogen’s physical characteristics make it particulary
susceptible to efficiency losses, leakage, and emergency response risks.

« Infrastructure. Transport and storage infrastructure is generally lacking or
confined to certain regions of the U.S., and existing natural gas pipeline
infrastructure might not be suitable for hydrogen.

» Geography. Geographic constraints can increase transport and storage costs for
hydrogen users.

International Association of Risk and Compliance Professionals (IARCP)



Page | 20
 Regulation and permitting. Unclear federal jurisdiction and lack of standards
can slow down projects.

Since the 1950s, the U.S. has made periodic investments in hydrogen as a
potential power source and transportation fuel. Relevant past legislation cited
goals such as energy security and resilience, market competitiveness, and
prioritizing use of loweremission energy technologies.

GAO offers seven options that policymakers could consider to advance these goals
and address challenges to hydrogen energy use. GAO formulated these options for
five policy goals, identified through a review of historical congressional legislation
related to hydrogen energy. See tables 1—5 in this report for additional policy
options and details.

Figure 1: Four steps in the hydrogen energy supply chain

Hydrogen is the most abundant element in the universe, typically bound up in chemical compounds. To
use it for energy applications, it must be produced (separated into its pure form), transported, and stored.

Transport Storage End Use
From resources such as  Via pipeline or by road Inspecialized tanks asa  Potentially used in
natural gas and water, in cryogenic liquid gas or liquid, or under- many industries for
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Hydrogen Aircraft Design

While hydrogen provides more energy relative to weight than conventional fuels, it provides less
energy by volume, so it requires more space. Additionally, hydrogen cannot be stored in the wings
because its tanks are too bulky. Solutions range from placing the tank in the fuselage to complete
redesigns that integrate hydrogen storage.
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Figure 6: Using hydrogen as a fuel saves weight but requires more storage volume
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To learn more: https://www.gao.gov/assets/gao-26-107932.pdf
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Nlonbon 7
A quieter world for quantum
Researchers demonstrate ultra-low noise levels of an innovative qubit platform
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The latest study on an electron-on-neon qubit, invented at Argonne, shows its
strong potential to scale quantum information processing.

Quantum bits (qubits) are the fundamental building blocks of quantum
information processing. A novel qubit platform invented at the U.S. Department
of Energy’s (DOE) Argonne National Laboratory exhibits noise levels thousands
of times lower than those of most traditional qubits.

Noise refers to disturbances in the environment that diminish a qubit’s
performance. The platform was built by trapping single electrons on the surface of
frozen neon gas. The recent finding positions Argonne’s platform as a strong
contender in the field of high-performance quantum technologies.

The new study, jointly led by Argonne and the University of Notre Dame, was
published in Nature Electronics. Collaborating institutions included the
University of Chicago, Harvard University, Northeastern University and Florida
State University (FSU).

“In previous work, we demonstrated the outstanding performance of our
electron-on-neon qubit,” said Xu Han, an Argonne scientist and co-corresponding
author. “By thoroughly characterizing the qubit’s noise properties, this latest
study shows why its performance is so good. Our results prove that our technology
is promising for quantum information processing at larger scales.”

Quantum computing: Potentially transformative, but challenged by noise

Today’s computers and smartphones run on bits, which are tiny switches that can
be either 0 or 1. Quantum computers use a special kind of bit known as qubits that
can be 0 and 1 at the same time. What’s more, the state of one qubit can instantly
affect another qubit’s state, even if they are on opposite sides of the planet. Many
different types of physical objects can be used to build qubits, including electrons,
photons and loops of wire.

The remarkable properties of qubits can endow quantum computers with
exponentially greater computational power than that of classical computers. This
opens the door to solving challenging problems like inventing disease-curing
drugs and optimizing complex supply chains.

Yet, quantum computers are still an emerging technology. Qubits are extremely

sensitive to noise — tiny disturbances in the environment such as electromagnetic
fields, heat and particle vibrations. As a result, qubits tend to have short
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coherence times, meaning that they can only retain information for a fraction of a
second. This makes quantum computers very error-prone.

Most of today’s chip-based qubits are made of semiconducting or
superconducting materials. Semiconductors have controllable conductivity while
superconductors have no electrical resistance. In experiments, industry-leading
qubit platforms have performed reasonably well.

However, qubits based on both semiconducting and superconducting materials
are often challenged by noise from material defects, embedded charges and
fabrication variability. The electron-on-neon qubit has the potential to address
these limitations.

To learn more: https://www.anl.gov/article/a-quieter-world-for-quantum
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Nlonbor 8

Researchers show some quantum learning models are classically simulable
Fix for quantum ‘curse of dimensionality’ may mitigate advantage versus classical
computing

.@ Los Alamos

NATIONAL LABORATORY

Variational quantum computing is a hybrid quantum-classical approach that has
emerged as one of the most promising applications for quantum devices. But this
approach is hindered by the “barren plateau” phenomenon, which undermines
the approach’s machine learning training capabilities.

As a team of Los Alamos researchers suggest in a recent perspective piece in
Nature Communications, and as they go on to demonstrate with a simulated
quantum neural network, the architectures and techniques proposed to mitigate
or altogether avoid barren plateaus make them classically simulable.

“Barren plateaus typically result from what is known in the field as the ‘curse of
dimensionality,” where models need to navigate very big spaces, and finding the
solution is like finding a needle in a haystack,” said Marco Cerezo, Los Alamos
physicist and lead author on the perspective. “One avoids barren plateaus and
circumvents the curse of dimensionality by restricting the model to a small
subspace. But that solution might mean that the model can just as efficiently be
simulated classically.”

If the connection between the absence of barren plateaus (for example, by
restricting models to small subspaces) and classical simulability holds, the
remedy for barren plateaus may prove worse than the problem. The advantage
quantum computers have in solving machine learning tasks faster than classical
supercomputers would be limited only to those models with no barren plateaus.

Subspaces and classical simulability

Variational quantum computing’s hybrid approach aims to solve tasks by
classically optimizing the parameters of a quantum circuit, thus extending the
advantage of classical neural networks to the quantum realm. However, the
too-large space of possible quantum states (i.e., “the curse of dimensionality”)
leads to an extremely flat optimization landscape — a barren plateau, upon which
the approach’s algorithms fail.

The team’s recent research showed that the presence or absence of barren
plateaus is clearly linked to whether the algorithm operates within a small
subspace.

The team undertook a case-by-case analysis of all known models and techniques,
revealing a common pattern hidden in plain sight: Once the effective small
subspace was pinpointed and identified, one only needs to emulate what the
quantum computer does within it.
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That is, the quantum computer’s approach may be simulable by classical
computing. From all known barren plateau-free models, the team’s study found
that a classical computer could do the same thing that the quantum computer
does — a surprising result that undermined the quantum-only case for the
promising architectures and techniques for quantum machine learning.

The Los Alamos team recently undertook a concrete demonstration with a specific
architecture, with results published in PRX Quantum pointing to an end-to-end
simulability.

“It really seems the math is out to get us,” Cerezo said. “If you want to make an
entirely quantum architecture capable of processing information, you have barren
plateaus and the curse of dimensionality, and if you force the model to work in a
subspace, then the subspace is always sufficiently small that it can have classically
simulability. There seems to be no in-between or intermediate space.”

End-to-end simulability for quantum convolutional neural networks

To test their understanding of simulability, the team analyzed widely used
variants of quantum convolutional neural networks, an architecture considered
by many as one of the most promising models for quantum machine learning.

By identifying the correct subspace where the model acts, the team constructed
and trained a purely classical surrogate for quantum convolutional neural
networks. The surrogate matched or outperformed standard quantum
convolutional neural networks on all benchmark datasets, and they ran
simulations on as much as 1,024 qubits.

The test suggests that the success of the quantum networks could be attributed to
being benchmarked on simple problems, and the insight the team gleaned
indicates the need for non-trivial datasets to move forward with quantum
machine learning.

The caveats and the silver lining

The team’s study does not imply that quantum computers cannot operate in large
spaces. Indeed, successful quantum algorithms, such as those that simulate
quantum systems, avoid the curse of dimensionality by being extremely
structured and carefully navigating the large quantum spaces.

“Unlike standard quantum algorithms, where every logical operation has a
specific purpose, quantum machine learning algorithms follow the learning
methodology of classical neural networks, where one seeks to find the right
sequence of logical operations by training the algorithm based on data,” said
Laboratory postdoctoral researcher Nahuel Diaz. “This means that, by design,
they are unstructured and can get lost in the large spaces.”

The researchers show a path forward to beat barren plateaus without classical
simulability by emulating how standard quantum algorithms work. An example
provided by the team of a trainable but not simulable model may offer inspiration
in the building of new quantum learning algorithms.
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Finally, the team highlighted that a quantum computer might well be needed to
initialize the classical simulation. In this case, the authors proposed a new hybrid
paradigm, where quantum devices are used not to train a model, but to acquire
data to build an efficient classical algorithm.

To learn more:
https://www.lanl.gov/media/news/0409-quantum-learning-models
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FBI releases annual internet crime complaint report
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By Age Group
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How Al Could Be Used in Frauds/Scams

BEC: Chat generators can quickly create official-sounding emails mimicking a
company's CEO or other officials. These emails can contain phishing links or
directions to wire funds. Voice cloning can also be used to request wire payment or
provide employee. There are multiple BEC tactics, and not all are Al-enabled. In 2025,
businesses reported losses over $30 million to BEC scams involving Al.

Confidence/Romance Scams: Scammers are creating fake profiles and scripts
produced by Al chat generators to make speech more believable. In 2025, victims lost
over $19 million to Confidence/Romance scams with a likely Al-nexus. This type of
scam also includes grandparent scams, or “distress” scams, in which voice cloning
technology is used to mimic the sound of a loved one in distress. Victims claimed
losses over $5 million in 2025 to distress scams. This type of scam is evolving to
mimic other family members or close friends in different types of emergency
scenarios.

Employment: The use of voice spoofing, or potentially voice deepfakes, during online
interviews of the potential applicants. In these interviews, the actions and lip
movement of the person interviewed on-camera do not completely coordinate with
the audio of the person speaking. At times, actions such as coughing, sneezing, or
other auditory actions are not aligned with what is presented visually. From IC3
complaint data, there does not seem to be significant dollar loss associated as the
goal generally appears to be gaining access to private computer networks. In 2025,
victims reported losses of almost $13 million to Al-involved employment type scams.

Investment Scams: Subjects in investment scams often use Al to enhance their
conversations with potential victims allowing the scammers to quickly generate
thousands of conversations that appear different to each prospective victim.
Investment clubs employ Al-generated videos and voices of celebrities, CEOs, or
trusted figures to create fraudulent, high-stakes opportunities. These scams often
feature fake, professional-looking endorsements on social media or in video calls. This
makes it harder for victims to detect they are in a scam. In 2025, losses in Investment
complaints with a reported Al-nexus, surpassed $632 million. However, overall losses
to Investment scams exceeded $8 billion, demonstrating that many victims do not
realize the extent Al may be involved in scams.

To learn more:
https://www.ic3.gov/AnnualReport/Reports/2025 IC3Report.pdf
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Careful adoption of agentic Al services
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Agentic artificial intelligence (AI) systems increasingly operate across critical
infrastructure and defence sectors and support mission-critical capabilities.

As agentic Al systems play a growing operational role, it is crucial for defenders to
implement security controls to protect national security and critical infrastructure
from agentic Al-specific risks.

Agentic Al can automate repetitive, well-defined and low-risk tasks. However,
these additional opportunities come with additional risks.

Like other Al services, agentic Al can be misused or misappropriated, leading to
productivity losses, service disruption, privacy breaches or cyber security
incidents.

Organisations must therefore anticipate what could go wrong, assess how agentic
Al risk scenarios might affect operations and establish ongoing visibility and
assurance to maintain confidence in their agentic Al investments.

Where possible, organisations should also consider a full spectrum of solutions
for repetitive tasks, including reducing or eliminating low-value processes, which
may be lower risk compared to agentic Al solutions.

This guidance was co-authored by the Australian Signals Directorate’s Australian
Cyber Security Centre (ASD’s ACSC), the United States Cybersecurity and
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Infrastructure Security Agency (CISA) and National Security Agency (NSA), the
Canadian Centre for Cyber Security (Cyber Centre), the New Zealand National
Cyber Security Centre (NCSC-NZ) and the United Kingdom National Cyber
Security Centre (NCSC-UK).

Broader agentic Al security considerations
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Conclusion 25

Throughout this guidance, these organisations are referred to as the ‘authoring
agencies’. This guidance discusses key cyber security challenges and risks
associated with the introduction of agentic Al into IT environments, as well as
best practices for securing agentic Al systems.

The authoring agencies strongly recommend aligning agentic Al risks and
mitigation strategies with your organisation’s existing security model and risk
posture. The authoring agencies further recommend adopting agentic AI with
security in mind, assessing its use and never granting it broad or unrestricted
access, especially to sensitive data or critical systems. Additionally, organisations
should only use agentic Al for low-risk and non-sensitive tasks.

Scope and audience

This guidance primarily focuses on large language model (LLM)-based agentic Al
systems. It considers both threats to and vulnerabilities within agentic Al systems,
as well as risks arising from agentic Al behaviour. This includes risks introduced
through system components, integrations and downstream use.

The authoring agencies developed this guidance to support government, critical
infrastructure and industry stakeholders in understanding the key security
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challenges and risks posed by agentic Al It provides practical guidance to help

organisations that design, develop, deploy and operate agentic Al systems, to
make informed risk assessments and mitigations.

The guidance concludes with actionable recommendations to help organisations
prepare for and defend against emerging and future agentic Al threats.

Agentic Al system

LLM Agent - Planning and

.
@o Reasoning
»

v 4 -

a8

Tools External Data Memory

Figure 1. Agentic Al System Diagram
What is agentic AI?

Agentic Al systems are composed of one or more agents that fundamentally rely
on an Al model, such as an LLM, to interpret and reason about the state of the
world, make decisions and take actions.

As shown in Figure 1, LLM-based agentic Al systems contain the LLM itself,
alongside external tools, external data sources, memory and planning workflows.
These components enable the system to perceive its environment and, where
applicable, take action to achieve its goals.

Compared with traditional LLM systems, agentic Al systems distinguish
themselves by accomplishing underspecified objectives, acting autonomously,
following goal-directed behaviours and creating long-term plans.

Agentic Al systems are intended to operate without continuous human
intervention.

While a human typically designs and configures the system, some agentic Al
systems are also capable of autonomously creating, or ‘spawning’, sub-agents to
accomplish specific sub-tasks.

System design includes defining goals, providing conditions on which to act
(called ‘triggers’) and making information available to the AI service.

Agents have some key attributes, including:

« information input, such as user input, operating context and configuration
parameters
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« measurable goals identified from user directions, such as ‘minimise downtime
for this server’

« statistical models, such as LLMs to identify what actions to take

« action and execution privileges, such as permissions to interact with tools, users,
systems and operating environments

« tool or service access, such as system software and interfaces, to take identified
actions

 metrics, such as measurable indicators used by the designer to evaluate
operational effectiveness and improve efficiency

Scenario example:

An organisation deploys agentic Al to manage procurement approvals and vendor
communications autonomously. To reduce friction, the organisation grants the agent broad
access to financial systems, email and contfract repositories, evaluating permissions only at
initial deployment. Over time, other agents come to rely on the procurement agent's outputs
and implicitly trust its actions, When a malicious actor compromises a low-risk tool integrated
into the agent’s workflow, they inherit the agent's excessive privileges, allowing them to
modify contracts and approve payments without triggering alerts. By issuing carefully
crafted requests, the malicious actor exploits the agent’s privileges to perform actions a
normal user could not. This is an example of a ‘confused deputy’ pattern, where a trusted
agent is misused to perform unauthorised actions. By executing actions under a frusted
agent identity, the system produces audit logs that appear legitimate and delay detection.
The incident demonstrates how over-privileged agents, implicit trust relationships and weak
identity controls can amplify the impact of a single compromise in agentic Al systems.

To learn more:
https://media.defense.gov/2026/Apr/30/2003922823/-1/-1/0/CAREFUL%20A
DOPTION%200F%20AGENTIC%20A1%20SERVICES FINAL.PDF
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Disclaimer

Despite the great care taken to prepare this newsletter, we cannot guarantee that
all information is current or accurate. If errors are brought to our attention, we
will try to correct them, and we will publish the correct information to the
LinkedIn pages of the Association.

Readers will make their own determination of how suitable the information is for
their usage and intent. The Association expressly disclaims all warranties, either
expressed or implied, including any implied warranty of fitness for a particular
purpose, and neither assumes nor authorizes any other person to assume for it
any liability in connection with the information or training programs provided.

The Association and its employees will not be liable for any loss or damages of any
nature, either direct or indirect, arising from use of the information provided on
this newsletter, or our web sites.

We are not responsible for opinions and information posted by others. The
inclusion of links to other web sites does not necessarily imply a recommendation
or endorsement of the views expressed within them. Links to other web sites are
presented as a convenience to users. The Association does not accept any
responsibility for the content, accuracy, reliability, or currency found on external
web sites.

This information:

- is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;

- should not be relied on in the particular context of enforcement or similar
regulatory action;

- is not necessarily comprehensive, complete, or up to date;

- is sometimes linked to external sites over which the association has no
control and for which the association assumes no responsibility;

- is not professional or legal advice (if you need specific advice, you should
always consult a suitably qualified professional);

- is in no way constitutive of interpretative;
- does not prejudge the position that the relevant authorities might decide to
take on the same matters if developments, including Court rulings, were to lead it

to revise some of the views expressed here;

- does not prejudge the interpretation that the Courts might place on the
matters at issue.
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Please note that it cannot be guaranteed that these information and documents
exactly reproduce officially adopted texts. It is our goal to minimize disruption
caused by technical errors. However, some data or information may have been
created or structured in files or formats that are not error-free and we cannot
guarantee that our service will not be interrupted or otherwise affected by such
problems.

Readers that are interested in a specific topic covered in the newsletter, must
download the official papers, must find more information, and must ask for legal
and technical advice, before making any business decisions.

General Terms and Conditions for all visitors:
https://www.risk-compliance-association.com/Privacy.htm
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International Association of Risk and Compliance Professionals (IARCP)

L

The International Association of Risk and Compliance Professionals (IARCP) is a
global community of experts working in risk and compliance management that
explore career avenues and acquire lifelong skills. The IARCP is a business unit of
Compliance LLC, a company incorporated in Wilmington, NC, and offices in
Washington, DC, a provider of risk and compliance training and certification in
fifty-seven countries.

To learn more: https://www.risk-compliance-association.com/Privacy.htm

Our training and certification programs:

1. Certified Risk and Compliance Management Professional (CRCMP), distance
learning and online certification program. You may visit:
https://www.risk-compliance-association.com/Distance Learning and Certific
ation.htm

The CRCMP has become one of the most recognized certificates in risk
management and compliance. There are CRCMPs in fifty-seven countries.
Companies and organizations around the world consider the CRCMP a preferred
certificate.

You can find more about the demand for CRCMPs at:
https: //www.risk-compliance-association.com/CRCMP Jobs Careers.pdf
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2. Advanced Specialization, Certified Risk and Compliance Management
Professional in Hybrid Risk and Resilience Management - CRCMP(HR2M),
online training and certification program. You may visit:
https://www.risk-compliance-association.com/CRCMP HR2M.htm

The CRCMP(HR2M) program is designed to extend the capabilities of CRCMPs
into the advanced domains of hybrid risk and resilience. This advanced
specialization:

1. Moves from traditional risk and compliance frameworks into the management
of multi-vector, cross-domain, and asymmetric threats that transcend
conventional boundaries.

2. Develops expertise in hybrid risk governance.

3. Equips with the skills to design cross-sector resilience strategies, integrate
governance across silos, and align risk frameworks with organizational,
regulatory, and geopolitical realities.

4. Provides practical methodologies for hybrid stress testing, assisting
organizations to withstand hybrid risks.

5. Advances the careers of CRCMPs by adding specialized expertise in hybrid risk
and resilience, and offering strategic, cross-sector perspectives that are highly
valued by organizations and boards.

International Association of
Risk and Compliance Professionals (IARCP)™
1200 G Street NW Suite oo
Washington DC 20005-6705 USA
This is to certify that on October g, 2025
John Anderson

suceessfully passed the examination for the certificate

Certified Risk and Compliance Management Professional in
Hybrid Risk and Resilience Management - CRCMP(HRZM)™

Coorge Lebuntis, poesident of the IARCF

Enrollment in the CRCMP(HR2M) program is restricted to professionals who
have already passed the Certified Risk and Compliance Management Professional
(CRCMP) exam.

To preserve the credibility and value of this credential, the association does not
allow substitutions, equivalency credits, or waivers of any kind. The curriculum
assumes mastery of the CRCMP body of knowledge.
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3. Certified Information Systems Risk and Compliance Professional (CISRCP),
distance learning and online certification program.

You may visit:
https: //www.risk-compliance-association.com/CISRCP Distance Learning an

d Certification.htm

Certified Information Systems Risk and Compliance Professional
(CISRCP), distance learning and online certification program

Overview

One of the most common (and costly) mistakes organizations make in the
areas of risk management, compliance, IT, information security, and privacy,
is relying solely on expert opinions that are not grounded in relevant laws
and regulations. While professional expertise and technical insight are
essential, they must be aligned with the legal and regulatory frameworks that
govern these domains,

Without this alignment, organizations risk exposure to significant legal,
financial, and reputational damage. For example, implementing information
security controls based only on best practices, without accounting for legal
requirements, can leave critical compliance gaps. Using risk management
frameworks without tailoring them to specific regulatory requirements leaves
organizations exposed to risk and compliance challenges.

4. Certified Cyber (Governance Risk and Compliance) Professional CC(GRC)P,
distance learning and online certification program. You may visit:
https://www.risk-compliance-association.com/CC GRC P Distance Learnin

and Certification.htm

Certified Cyber (Governance Risk and Compliance) Professional -
CC(GRC)P, distance learning and online certification program

Overview

There are still companies and organisations that consider cyber risk a
technical risk. But even the most advanced organizations must adapt and build
their risk management framework on the foundation that we now operate in a
fundamentally different world, one where cyber risk is a core component of
hybrid risk. The old mindset is dangerously outdated. Today, cyber operations
are embedded in economic warfare, political conflict, supply chain disruption,
and military strategy. Cyber risk today is not just about protecting networks,
it's about protecting societies from hybrid threats.

A hybrid risk management framework should identify primary cyber threats,
map their cascading effects on financial, legal, and business operations, and
develop cross-functional response strategies.
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5. Certified Risk and Compliance Management Professional in Insurance and
Reinsurance CRCMP(Re)I, distance learning and online certification program.
You may visit: https://www.risk-compliance-association.com/CRCMP Re Ihtm

Certified Risk and Compliance Management Professional in
Insurance and Reinsurance - CRCMP(Re)l, distance learning and
online certification program

Overview

In the aftermath of the global financial erisis of 2007-2009, and more
recently the COVID-19 pandemic and the macroeconomic shocks triggered by
inflation, geopolitical tensions, and climate-related events, the insurance and
reinsurance sectors have faced escalating pressure to adapt to increasingly
complex, interconnected, and systemic risks that challenge traditional risk
models. These crises revealed not only the extraordinary complexity of risk
exposures in the industry, but also the gaps in risk comprehension,
governance, and compliance preparedness.

Mispriced risk, regulatory blind spots, and insufficient oversight contributed
significantly to systemic instability. For insurers and reinsurers, the stakes
remain immense. These firms serve as financial shock absorbers across
society, and when their risk frameworks falter, the consequences ripple across
markets, governments, and policyholders alike.

6. Travel Security Trained Professional (TSecTPro), distance learning and online
certification program. You may visit:
https://www.risk-compliance-association.com/TSecTPro Distance Learning a

nd Certification.htm

Travel Security Trained Professional (TSecTPro), distance learning
and online certification program

Overview

Professionals love international travel. For so many board members, senior
executives, managers and employees, business travel taken for work purposes
is also an opportunity for pleasure and satisfaction. It is about visiting new
places, meeting new people, eating delicious food, having fun. For many,
emotional or physical intimate relationships play a central role in the overall
travel experience.

Intimacy refers to the closeness and connection ~ from intellectual intimacy
(sharing thoughts, ideas, and professional experience) to emotional and sexual
intimacy.

Travelers hate to think that travel also means increased risk, health challenges,
legal uncertainty, and new unique threats. They often do not understand (or
prefer to ignore) what it means to become subjects to the laws and the legal
system of the countries they are visiting,

Our reading room:
https: //www.risk-compliance-association.com/Reading Room.htm
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You may contact:

Lyn Spooner
Email: lyn@risk-compliance-association.com

George Lekatis

President of the IARCP

1200 G Street NW, Suite 800

Washington, DC 20005, USA

Tel: (202) 449-9750

Email: lekatis@risk-compliance-association.com
Web: www.risk-compliance-association.com
HQ: 1220 N. Market Street Suite 804,
Wilmington, DE 19801, USA

Tel: (302) 342-8828
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