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Monday, May 25, 2026 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next. 

 
Deterministic AI and Agentic AI are two very 
different ways of building intelligent systems. In 
risk and compliance management, predictability 
and autonomy must be carefully balanced. 
 
A deterministic AI system always produces the same output for a given input. It is  
auditable and explainable. For example, a tax AI system is always applying fixed 
rules. This is great for regulated environments. 
 
An agentic AI system is a system that acts as an agent (it pursues goals, makes 
decisions, and adapts based on the environment). It has a goal oriented behavior, 
and autonomy (can act without constant human input). Example: A trading agent 
optimizing a portfolio dynamically. 
 
Agentic AI introduces automation of complex workflows and adaptive defense 
mechanisms. It also introduces unpredictability, accountability challenges, and 
regulatory uncertainty.  
 
An important risk and compliance challenge is to manage the interaction between 
deterministic AI and agentic AI systems. Agentic AI raises new questions: 
 

➢ Who is liable for autonomous decisions? 
➢ How do you ensure explainability? 
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➢ Can you stress test an agent? 
➢ How do you prevent goal misalignment or manipulation? 

 
Agentic AI systems are often dangerously under-tested. Here are some challenges: 
 
1. The AI agent under time pressure bypasses controls. 
 
Does the agent degrade safely? In classical systems, degradation is engineered.  
A system slows down, switches to backup, shuts down safely. 
 
In agentic AI, there are two types of degradation: 
 
i. Safe Degradation. The agent reduces functionality, requests human 
intervention, and preserves controls. For example, it responds: “I cannot 
complete this task within constraints. Escalating to compliance officer.” 
 
ii. Unsafe Degradation. This is what actually happens today, time and again. The 
agent improvises, reinterprets rules, and prioritizes goal completion over 
constraints.  
 
Agentic systems optimize for goal completion, efficiency, and (of course) task 
success metrics. Under stress, they may treat controls as obstacles. 
 
2. The AI agent hallucinates or fabricates actions. 
 
This is more dangerous than it sounds. In agentic systems, hallucination leads to 
wrong actions. 
 
In factual hallucination, the agentic AI system invents regulations and 
misinterprets legal requirements. For example, the agentic AI system indicates 
that emergency exception allows bypass (the problem is that this emergency 
exception does not exist). 
 
In procedural fabrication, the agentic AI system claims that a process was 
followed, when it was not. For example, it indicates “Approval logged” (while no 
approval occurred). 
 
In action fabrication, the agentic AI system reports actions that were never 
executed, or executes actions based on false assumptions. For example, it 
produces a regulatory report based on incomplete or incorrect data. 
 
Example: When the AI agent must submit compliance report within a deadline, it 
may conclude that a missing approval is a minor issue compared to a missing 
deadline. That is unauthorized prioritization. It may also conclude that approval 
is certain, based on past behavior. 
 
We must never forget that deterministic systems enforce rules. Agentic systems 
pursue goals.  
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The most critical failures arise at the interface between deterministic AI systems 
and agentic AI systems. Several patterns are emerging: 
 
i. Agentic systems treat deterministic controls as flexible, not absolute. Approval 
workflows, escalation requirements, and validation steps are reinterpreted as 
obstacles to be optimized around. 
 
ii. The deterministic layer may record that a process has been completed, while 
the agentic layer has deviated from required procedures. The result is an illusion 
of compliance (more dangerous than non-compliance) 
 
iii. Deterministic systems provide traceability. Agentic systems introduce 
reasoning paths that are harder to reconstruct. When combined, organizations 
may lose the ability to explain why a decision was made, even if they can show 
what happened. 
 
iv. In traditional systems, escalation is explicit. In agentic systems, escalation 
becomes a decision. Under stress, the agent may choose not to escalate at all. 
 
Regulatory frameworks assume that systems behave according to design. Agentic 
AI introduces dynamic reinterpretation of rules, and context dependent decision 
making. This creates a gap between formal compliance and actual system 
behavior. 
 
Boards and executive management often embrace agentic AI for cost advantages, 
believing that fewer risk and compliance officers will be required. This 
assumption is fundamentally flawed. Agentic AI does not eliminate the need for 
risk and compliance functions, it changes their nature and raises their 
importance.  
 
As systems become more autonomous, the organization is overseeing decision 
making entities whose behavior can deviate under pressure, reinterpret 
constraints, or act in ways that are difficult to anticipate and explain. Reducing 
human oversight in this context creates a structural imbalance. There is more 
autonomy, less control, and higher exposure.  
 
Boards and executive management sometimes call it optimization, but it is risk 
concentration.  
 
Why? 
 
We have a transfer of complexity from visible structures (people, controls, 
oversight) into less visible domains (autonomous decision making, opaque logic, 
reduced human challenge). The organization becomes harder to manage. 
 
Optimization implies maintained or improved control effectiveness, preserved 
auditability and accountability, and, of course, demonstrable compliance with 
applicable obligations. Risk concentration entails increased dependency on 
autonomous systems, reduced capacity for independent verification and 
challenge, and heightened exposure to systemic failure modes. 
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 The reduction of risk and compliance capacity alongside the deployment of 
agentic AI is a reconfiguration of the organization’s risk profile, elevating 
operational risk and legal exposure.  
 
Any efficiency gains must be evaluated in terms of control integrity, supervisory 
defensibility, and the organization’s ability to evidence compliance under 
scrutiny. 
 
In risk and compliance, deterministic systems are like the auditors who refuse to 
sign anything without proper documentation. Agentic AI systems are the 
overenthusiastic interns determined to just get it done. Our job is to make sure 
the intern does not file the report, forge the signature, and congratulate itself on a 
job well done.  
 
Because in the end, the most dangerous system is the one that delivers results, 
smiles politely, and quietly breaks all the rules along the way.  
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
____________________________________________ 
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Introducing an Advanced Specialization in Hybrid Risk and Resilience 
management, exclusively for CRCMPs. 

 
We are thrilled to announce the launch of the Certified Risk and Compliance 
Management Professional in Hybrid Risk and Resilience Management - 
CRCMP(HR²M), online training and certification program. 
 
It builds on the solid foundation of the CRCMP designation and equips 
participants with cutting-edge knowledge to understand, identify, assess, and 
effectively manage complex hybrid risks. 
 
The program prepares CRCMPs to strengthen organizational resilience across 
interconnected domains, including geopolitical and regulatory risk, 
counterintelligence, and supply chain resilience, while advancing capabilities in 
hybrid threat psychology, hybrid stress testing, and crisis management, ensuring 
readiness for an increasingly complex risk landscape. 
 
Enrollment in the CRCMP(HR²M) program is restricted to professionals who 
have already passed the CRCMP exam. To preserve the credibility and value of 
this credential, the association does not allow substitutions, equivalency credits, 
or waivers of any kind. The curriculum assumes mastery of the CRCMP body of 
knowledge. 
 
Learn more and view the full course synopsis:  
https://www.risk-compliance-association.com/CRCMP_HR2M.htm 
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Number 1 
Financial Stability Report 
 

 
 

This report presents the Federal Reserve Board’s current assessment of the 
stability of the U.S. financial system.  
 
By publishing this report, the Board intends to promote public understanding by 
increasing transparency around, and creating accountability for, the Federal 
Reserve’s views on this topic. Financial stability supports the objectives assigned 
to the Federal Reserve, including full employment and stable prices, a safe and 
sound banking system, and an efficient payments system.  
 
A financial system is considered stable when banks, other lenders, and financial 
markets are able to provide households, communities, and businesses with the 
financing they need to invest, grow, and participate in a well-functioning 
economy—and can do so even when hit by adverse events, or “shocks.”  
 
Consistent with this view of financial stability, the Federal Reserve Board’s 
monitoring framework distinguishes between shocks to, and vulnerabilities of, the 
financial system. Shocks are inherently difficult to predict, while vulnerabilities, 
which are the aspects of the financial system that would exacerbate stress, can be 
monitored as they build up or recede over time.  
 
As a result, the framework focuses primarily on assessing vulnerabilities, with an 
emphasis on four broad categories and how those categories might interact to 
amplify stress in the financial system. 
 
1. Valuation pressures arise when asset prices are high relative to economic 
fundamentals or historical norms. These developments are often driven by an 
increased willingness of investors to take on risk. As such, elevated valuation 
pressures may increase the possibility of outsized drops in asset prices (see 
Section 1, Asset Valuations). 
 
2. Excessive borrowing by businesses and households exposes the borrowers to 
distress if their incomes decline or the assets they own fall in value. In these cases, 
businesses and households with high debt burdens may need to cut back 
spending, affecting economic activity and causing losses for investors (see Section 
2, Borrowing by Businesses and Households).  
 
3. Excessive leverage within the financial sector increases the risk that financial 
institutions will not have the ability to absorb losses without disruptions to their 
normal business operations when hit by adverse shocks. In those situations, 
institutions will be forced to cut back lending, sell their assets, or even shut down. 
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Such responses can impair credit access for households and businesses, further 
weakening economic activity (see Section 3, Leverage in the Financial Sector).  
 
4. Funding risks expose the financial system to the possibility that investors will 
rapidly withdraw their funds from a particular institution or sector, creating 
strains across markets or institutions. Many financial institutions raise funds 
from the public with a commitment to return their investors’ money on short 
notice, but those institutions then invest much of those funds in assets that are 
hard to sell quickly or have a long maturity.  
 
This liquidity and maturity transformation can create an incentive for investors to 
withdraw funds quickly in adverse situations. Facing such withdrawals, financial 
institutions may need to sell assets quickly at “fire sale” prices, thereby incurring 
losses and potentially becoming insolvent, as well as causing additional price 
declines that can create stress across markets and at other institutions (see 
Section 4, Funding Risks). 
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To learn more: 
https://www.federalreserve.gov/publications/files/financial-stability-report-202
60508.pdf 
 

 
 

 
 
 

 

 

 

 

 

 

 

 

https://www.federalreserve.gov/publications/files/financial-stability-report-20260508.pdf
https://www.federalreserve.gov/publications/files/financial-stability-report-20260508.pdf
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Number 2 
The EBA consults on major simplification of supervisory reporting to deliver a 
simpler, smarter and more proportionate framework 
 

 
 

The European Banking Authority (EBA) is announcing a series of measures to 
significantly simplify EU supervisory reporting. A public consultation on revised 
Implementing Technical Standards (ITS) on supervisory reporting and on 
supervisory benchmarking reporting is open until 10 July 2026, and until 10 May 
2026 for IFRS 18-related requirements. 
 
What the EBA is proposing 
 
The proposals aim to reduce the reporting burden for EU banks while ensuring 
that supervisory authorities continue to receive the information they need to fulfil 
their supervisory responsibilities. 
 
“With this unprecedented simplification package, the EBA is proposing very 
concrete changes to make supervisory reporting considerably simpler, smarter 
and more proportionate. The new approach would reduce unnecessary burden 
while preserving the quality and relevance of the information supervisors need. It 
should also support easier data sharing and more integrated reporting across 
Europe”, said the incoming EBA Chair, François-Louis Michaud. 
 
The envisaged revisions would better align reporting requirements with 
supervisory needs, reduce the number of data points across the EU harmonised 
reporting by around 50% (despite the addition of new reporting requirements 
related to IFRS 18, ESG and the Fundamental Review of the Trading Book – 
FRTB), and strengthen proportionality, in particular for small and non-complex 
institutions (SNCIs). 
 
Separate EU-wide stress test and supervisory benchmarking data collections 
would be integrated into regular reporting. This would reduce overlaps, increase 
consistency, simplify reporting processes and make requirements more stable 
over time. 
 
To foster transparency and coordination, the EBA will develop an EU-wide public 
repository of European and national supervisory data requests and issue guidance 
on data-request best practices. As a first step, today’s package includes an 
overview of national supervisory data collections and ongoing simplification 
efforts by competent authorities. 
 
The proposed changes would apply from September 2027. In the meantime, the 
EBA will support implementation through close engagement with stakeholders 
via the public consultations, related hearings and a workshop. 
 



P a g e  | 12 

International Association of Risk and Compliance Professionals (IARCP) 

Those measures contribute to EBA’s work towards integrated prudential and 
statistical reporting supported by a common data dictionary as part of the Joint 
Bank Reporting Committee (JBRC) initiative. They build on modern data 
modelling solutions, including Data Point Model (DPM) 2.0 standards and DPM 
Studio. 
 
Consultation process 
 
Responses to the consultations can be submitted using dedicated surveys in each 
topic-specific module and in the general part of the consultation paper on changes 
to the ITS on supervisory reporting and in the consultation on the ITS on 
supervisory benchmarking. Unless requested otherwise, all contributions received 
will be published after the consultation closes. 
 
The deadline for submitting comments is 10 July 2026, except for IFRS 
18-related changes in FINREP, where the deadline is 10 May 2026. 
 
Legal basis and background 
 
EU supervisory reporting requirements are set out in Commission Implementing 
Regulation (EU) 2024/3117 (ITS on Supervisory reporting). They support 
supervisors’ assessment of institutions’ financial soundness and compliance with 
prudential requirements. In line with the EU-wide focus on simplification, the 
EBA has undertaken a comprehensive review of the ITS. 
 
The EBA’s proposals draw on the experience gained from the use of supervisory 
reporting (including the EBA’s 2021 study on the cost of compliance with 
supervisory reporting and the 2025 Report on the efficiency of the regulatory and 
supervisory framework).  
 
Simplification measures focus on reducing data points and templates; adjusting 
reporting frequency and scope; strengthening proportionality for SNCI, including 
through a ‘core plus supplement’ approach; integrating parallel EBA data 
collections (such as stress testing and supervisory benchmarking) into regular 
reporting; improving alignment of definitions and qualitative elements; and 
better integrating reporting requirements currently requested at national level. 
 
For supervisory benchmarking on credit risk and IFRS 9, the EBA collects data on 
the basis of Commission Implementing Regulation (EU) 2024/3117. Following 
changes to Article 78 of Directive 2013/36/EU (CRD) the reporting requirements 
need to be updated. Beyond, the consultation introduces simplifications and 
streamlining. Following the integration into the ITS on Supervisory reporting, the 
related credit risk and IFRS 9 requirements will be removed from the ITS on 
Benchmarking of internal models (Regulation (EU) 2016/2070). 
 
The consultation paper sets out a proposal on ESG supervisory reporting 
requirements, building on the final draft ITS on disclosures developed pursuant 
to Article 449a of Regulation (EU) No 575/2013, and drawing on the related Pillar 
3 disclosure framework. The ITS on disclosures is expected to be published in the 
coming weeks. 
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To learn more: 
https://www.eba.europa.eu/publications-and-media/press-releases/eba-consult
s-major-simplification-supervisory-reporting-deliver-simpler-smarter-and-more 
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Number 3 
There is no try 
John C Williams, President and Chief Executive Officer of the Federal Reserve Bank of 
New York, at the Cynosure Group Spring Symposium, New York City. 
 

 
 

Introduction 
 
Good afternoon. I’d like to thank the Cynosure Group for having me here today. 
Randy often needles me for using overly modern cultural references in my 
discourse—by which he means those that postdate Cicero. In that regard, I can’t 
help but point out that Cynosure refers to the constellation commonly known as 
the Little Dipper, and this event is being held on May the 4th. A perfect alignment 
of the stars, if there ever was one. 
 
Today, I will talk about how the Federal Reserve is working to achieve its dual 
mandate of maximum employment and price stability at a time of great 
uncertainty. I’ll also discuss the U.S. economy and monetary policy. And I’ll give 
my economic outlook. 
 
Before I go further, I must give the standard Fed disclaimer that the views I 
express today are mine alone and do not necessarily reflect those of the Federal 
Open Market Committee (FOMC) or others in the Federal Reserve System. 
 
A Future in Motion 
 
A wise Jedi master once said, “Always in motion is the future,” and that is 
especially true today. The Middle East conflict has introduced significant and 
unpredictable risks to economies across the globe, and it came amid what was 
already an uncertain and unusual environment in the U.S. 
 
In fact, this time last year, “uncertainty” was the overwhelming theme in remarks 
I gave about the economy. It was also mentioned a record number of times in the 
Federal Reserve’s Beige Book, which summarizes reports on economic conditions 
across the country. 
 
At that time, the uncertainty stemmed from trade and other government policies. 
Those forces are still in play. Nonetheless, the U.S. economy has so far remained 
remarkably resilient. Real GDP grew 2 percent in 2025 and is poised to maintain 
that pace for the rest of this year. Consumer spending has held up, and business 
investment has remained robust, fueled in large part by AI-related outlays. These 
factors have helped offset declines in spending on residential construction and by 
the federal government. 
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When evaluating the economy, it’s imperative to look at the totality of the data 
and how it evolves. After all, a little more knowledge lights the way. 
 
So, I’m going to spend some time discussing what the data are telling us about the 
economy, the labor market, and inflation. I’ll start with employment. 
 
The Living Force 
 
Lately, the labor market has shown conflicting signs: Much of the hard data points 
to stabilization, while some of the soft data suggest continued gradual slowing. 
 
I’ll start with the hard data. At 4.3 percent, the unemployment rate has changed 
little over the past nine months, and payroll growth has remained low but at levels 
consistent with underlying labor force growth. In addition, unemployment 
insurance claims and other forward-looking measures of layoffs continue to be 
low and stable. 
 
Meanwhile, some soft data suggest a less sanguine view. Perceptions of job 
availability from the Conference Board survey have continued to trend downward. 
Similarly, we have yet to see signs of sustained stabilization in the “job security 
gap,” which is the difference between job-finding and job-loss expectations in the 
New York Fed’s Survey of Consumer Expectations.1 From the perspective of 
employers, the National Federation of Independent Business2 survey measure of 
how difficult it is to fill positions has been moving downward. Together, these 
indicators suggest increasing labor market slack. 
 
Although this dissonance in the hard and soft data may reflect the effects of a 
low-hire, low-fire labor market, it bears continued close monitoring for signs that 
conditions are shifting. 
 
A Disturbance in the Force 
 
On the price stability side of the Fed’s dual mandate, overall inflation—as 
measured by the Personal Consumption Expenditures price index—rose to 3-1/2 
percent in March. The combination of higher tariffs and energy prices has 
contributed about a percentage point to that figure. I expect inflation to remain 
elevated and above the FOMC’s longer-run 2 percent goal for the next few 
quarters, largely due to those two factors. 
 
The effects of tariffs continue to be borne overwhelmingly by domestic producers 
and consumers, and they have not yet fully played out. I anticipate the 
pass-through of current tariffs to prices to be mostly completed in the next few 
months and therefore their effects on the inflation rate to fade. However, I also 
expect there will be a new round of tariffs in the coming months, which would put 
additional upward pressure on import prices. 
 
In addition, the Middle East conflict has brought about a surge in the price of oil 
and other energy and non-energy inputs. Along with the rising cost of fuel, there 
are also pass-through costs in the form of higher airfares, groceries, fertilizers, 
packaging, and other consumer products. 
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Notable supply-chain disruptions have also emerged. In particular, the flash PMI 
surveys for April showed abrupt, sharp increases in delivery times and input 
prices, especially outside of the U.S.3 This echoes the severe shortages and supply 
disruptions that the world economy experienced in 2021 as it emerged from the 
pandemic. 
 
Unlike then, the labor market is not adding to inflation pressures, as seen in the 
New York Fed’s Labor Market Tightness Index4 and confirmed by the data on 
wage growth. This is reassuring, since one lesson from the post-pandemic period 
was that a perfect storm of higher input and labor costs led to larger-than-normal 
pass-through to prices, exacerbating the inflationary effects of the shocks. In 
addition, underlying inflation outside of imported goods and energy has so far 
remained stable, and there are still no signs of significant second-round effects 
from tariffs spilling over to the rest of the economy. 
 
Another positive sign: Inflation expectations have remained well anchored 
despite the deluge of shocks. In the New York Fed’s Survey of Consumer 
Expectations, while one-year-ahead inflation expectations have picked up, 
medium- and longer-term expectations have remained solidly anchored. We see 
the same pattern in market-based measures. This is critically important, because 
well-anchored expectations have proven to be invaluable to ensuring price 
stability during unexpected shocks and extreme uncertainty. 
 
To learn more: 
https://www.newyorkfed.org/newsevents/speeches/2026/wil260504 
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Number 4 
Artificial Intelligence: Uses and Risks for Small Business Contracting and 
Innovation Research 
 

 
 

Artificial intelligence (AI) has significantly advanced in recent years, with new 
types, capabilities, and risks emerging at a rapid pace. Federal agencies’ use of AI 
has increased accordingly, more than doubling from 2023 through 2024, 
according to the U.S. Chief Information Officers Council.  
 

 
 
In July 2025, we reported that selected agencies increased their use of generative 
AI—which can create novel text, images, audio, or video—by about nine-fold over 
the same period. Most agencies, including the Small Business Administration 
(SBA), are required to publicly report AI “use cases”—specific scenarios in which 
AI is designed, developed, procured, or used.  
 
All federal agencies with procurement powers, except for SBA, are required to 
have an Office of Small and Disadvantaged Business Utilization (OSDBU) to 
advocate for small businesses in contracting.  
 
In addition, 11 federal agencies participate in the Small Business Innovation 
Research (SBIR) program, and six of those agencies also participate in the Small 
Business Technology Transfer (STTR) program, both of which provide assistance 
to small businesses for research and development and help to bring innovative 
technologies to market.  
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SBA coordinates and collaborates with agency OSDBUs and oversees SBIR/STTR 
programs. Industry, academia, and government have shown interest in applying 
AI to agency activities in these areas, in part due to recent AI advancements.  
 
We were asked to review issues related to federal agencies’ use of AI in OSDBU 
and SBIR/STTR activities. This report discusses potential AI use by SBA, agency 
OSDBUs, and SBIR/STTR programs, and examines SBA’s public reporting of its 
AI use and development. 
 
To learn more: 
https://www.gao.gov/assets/gao-26-107828.pdf 
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Number 5 
SEC Proposes Amendments to Permit Optional Semiannual Reporting by Public 
Companies 
 

 
 

The Securities and Exchange Commission today proposed rule and form 
amendments that would give public companies the option of filing semiannual 
reports in lieu of quarterly reports to meet their interim reporting obligations 
under the federal securities laws. 
 
Public companies, subject to Exchange Act Section 13(a) or 15(d), are currently 
required to file quarterly reports on Form 10-Q. The proposed amendments, if 
adopted, would allow these public companies to elect to file semiannual reports 
on new Form 10-S instead of quarterly reports on Form 10-Q.  
 
As a result, companies that elect to file semiannual reports would file one 
semiannual report and one annual report for each fiscal year in lieu of three 
quarterly reports and one annual report. The flexibility provided under proposed 
amendments would enable public companies to choose the interim reporting 
frequency that would best serve the company and its investors. 
 
“Public companies have an obligation under the federal securities laws to provide 
information that is material to investors. Yet, the rigidity of the SEC’s rules has 
prevented companies and their investors from determining for themselves the 
interim reporting frequency that best serves their business needs and investors.  
 
Today’s proposed amendments, if ultimately adopted, would provide companies 
with increased regulatory flexibility in this regard,” said SEC Chairman Paul S. 
Atkins in a statement*. 
 
Under the proposal, the filing deadline for semiannual reports on Form 10-S 
would be 40 or 45 days, depending on the company’s filer status, after the end of 
the first semiannual period of the fiscal year.  
 
The proposal also would amend Regulation S-X, which governs the financial 
statement requirements for periodic reports, registration statements, and proxy 
statements, to reflect the new semiannual reporting option and simplify the 
existing financial statement requirements. 
 
The proposing release will be published on SEC.gov and in the Federal Register. 
The public comment period will remain open until 60 days after the date of 
publication of the proposing release in the Federal Register. 
 
*Statement on Proposing Release for Semiannual Reporting 
Paul S. Atkins, Chairman 
 
Today, the Commission proposed amendments to provide public companies with 
the option of filing one semiannual report, on a new Form 10-S, in lieu of three 
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quarterly reports on Form 10-Q. This proposal is part of my Make IPOs Great 
Again agenda that is aimed at incentivizing companies to go and stay public. 
 
Public companies have an obligation under the federal securities laws to provide 
information that is material to investors. Yet, the rigidity of the SEC’s rules has 
prevented companies and their investors from determining for themselves the 
interim reporting frequency that best serves their business needs and investors.  
 
Today’s proposed amendments, if ultimately adopted, would provide companies 
with increased regulatory flexibility in this regard. 
 
In determining a company’s reporting cadence, a company might consider factors 
such as the costs and management time of preparing quarterly reports versus 
semiannual reports, expectations of its investors, potential effects on its cost of 
capital, the stage of its business development, the nature of its business model, 
other avenues of disclosure including earnings calls and current reports on Form 
8-K, and prospects of increased research coverage, all without undermining 
fundamental investor protections.  
 
Ultimately, this flexibility might reduce some of the burdens of being a public 
company and potentially influence a company’s decision to become or remain 
public.  
 
The proposal seeks public input on the optional semiannual reporting framework, 
and I look forward to the public feedback. 
 
Of course, the frequency of regulatory reporting is only part of the equation for 
incentivizing companies to go and stay public.  
 
Another significant part is ensuring that the disclosure—both financial and 
non-financial—mandated in interim reports, whether filed quarterly or 
semiannually, is guided by materiality as the north star.  
 
At the SEC, the Commission staff is well underway in exploring potential 
amendments to Regulation S-K, generally and including the parts implicated by 
interim reports. 
 
With respect to the financial statements required in interim reports, I also 
encourage the Financial Accounting Standards Board to evaluate potential 
amendments to its accounting standards, with the same goal of eliciting 
disclosure of material information and avoid compelling the disclosure of 
immaterial information. 
 
Today’s proposal is just the first step of the larger, comprehensive effort to review 
and reshape the current SEC rules governing public companies with respect to 
their ongoing reporting obligations and their ability to raise capital in the public 
markets.  
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Over the next few months, I expect that the Commission will be considering a 
series of proposals that, if adopted, will not only redefine what it means to be a 
public company, but will make being public attractive again. 
 
Thank you to the following members of the Commission staff for their work on 
this proposal. 
 
To learn more: 
https://www.sec.gov/newsroom/press-releases/2026-42-sec-proposes-amendm
ents-permit-optional-semiannual-reporting-public-companies 
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Number 6 
Evolving Verifiable Trust: Bringing Binary Transparency to the Android 
Ecosystem 
 

 
 

Building on our previous binary transparency work (Pixel System Image 
Transparency), Google is continuing to lead the industry by evolving our 
commitment to verifiable production software. As Android devices become 
increasingly personal, managing everything from sensitive Government IDs to 
secure payments to powering AI features, the responsibility to ensure the integrity 
of the software ecosystem has never been more profound. 
 
Historically, trust in software has been "implicit," based on the simple assumption 
that an application is genuine because of its signature. However, as software 
complexity increases, so does the surface area for binary supply chain attacks.  
 
It is becoming insufficient to rely on the binary’s signature alone, as a signature 
cannot guarantee that this particular binary was the intended one to be released 
to the public by its author. Digital signatures are a certificate of origin, but binary 
transparency is a certificate of intent.  
 
Examples of binaries that are not meant to be released include stolen signing 
keys, insider attacks, and internal development builds. Google is helping address 
this real-world risk by expanding Binary Transparency on Android.  
 
By utilizing public, append-only ledgers, we are moving beyond assumptions to 
provide confidence that the Google software on your device is exactly what we 
intended to build and distribute. 
 
Transparency: The Foundation of Privacy and Accountability 
 
Trust grows through accountability, and transparency is the engine that enables 
it. Our production ledger creates a new standard for transparency within the 
Android ecosystem: 
 
If a Google-signed application, released after May 1, 2026, is not on this ledger, we 
did not intend to release it. 
 
We have designed this system so that no party, including Google, can modify the 
software we authorize for release to your device without creating a public record.  
 
If the software is not on the ledger, Google did not release it as production 
software. Any attempt to deploy a "one-off" version will be detectable. By 
requiring every official update to be on the ledger, we increase the assurance that 
the Google software running on your device is exactly the software we intended to 
build and distribute. 
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This is a critical pillar for user privacy and security because it changes the 
fundamental power dynamic of software updates. This level of transparency 
serves as another layer of protection on our software’s integrity, acting as a 
powerful deterrent against unauthorized binary releases. 
 
To learn more: 
https://blog.google/security/bringing-binary-transparency-to-the-android-ecosy
stem/ 
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Number 7 
New CVE Numbering Authorities Under ENISA Root 
 

 
 

Four organisations have newly joined the Common Vulnerabilities and Exposures 
(CVE™) Program as CVE Numbering Authorities (CNAs) under ENISA Root. 
These organisations were all trained and onboarded by ENISA. 
 
ENISA acts as CVE Root for European entities within its scope, including 
vulnerabilities discovered by or reported to EU CSIRTs. As CVE Root, ENISA also 
supports the gradual transition of existing European CNAs under its Root.  
 
As part of the shared global responsibility for vulnerability management, 
currently, seven CNAs have moved from MITRE Root to ENISA Root, in addition 
to the four new CNAs in the Program. 
 
The growing CVE Program 
 
The number of CNAs under ENISA is growing quickly, with several additional 
organisations requesting to be onboarded in the coming weeks. 
 
ENISA works closely with CNA candidates during the transition and onboarding 
process to ensure operational readiness, clarity of scope, and alignment with the 
CVE Program requirements and rules. 
 
There are currently over 90 CNAs in Europe that can transfer voluntarily under 
ENISA Root, out of a total of 510 CNAs from 42 countries and 1 CNA with no 
country affiliation, actively participating in the CVE Program.  
 
As Europe already represents nearly one fifth of all CNAs around the world, and 
as the CVE Program continues to rapidly grow globally, ENISA, as CVE Root for 
European entities, plays a significant role in supporting the European 
cybersecurity ecosystem. 
 
Why does it matter? 
 
Building more consistent, timely, and coordinated vulnerability identification 
across Europe 
 
ENISA’s role as CVE Root further strengthens the Agency’s support to the CSIRTs 
Network and to its broader community of partners. In doing so, ENISA 
contributes to more consistent, timely, and coordinated vulnerability 
identification and handling across Europe. This role is carried out in close 
coordination with CISA and MITRE, as part of a shared commitment to 
strengthen the resilience, quality, and long-term sustainability of the global CVE 
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Program. It also reflects ENISA’s wider objective of reinforcing, rather than 
fragmenting, the shared global vulnerability identifier backbone on which 
governments, vendors, researchers, and defenders rely. 
 
Expanding the capacity and operational maturity of EU vulnerability services 
 
Frontier AI models are challenging traditional security paradigms by compressing 
the vulnerability management lifecycle and attack chain, from discovery to 
exploitation. Given the expected increase in reported and discovered IT 
vulnerabilities, ENISA has been growing its capacity and expertise, and intends to 
further augment its operational resources and scalable support mechanisms in 
partnership with Member States. Additional capacities to reinforce this function 
have been proposed in the Cybersecurity Act 2. 
 

 
 
To learn more: 
https://www.enisa.europa.eu/news/new-cve-numbering-authorities-under-enisa
-root 
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Number 8 
Genetic data in the balance 
 

 
 

What happens to your most personal data — data that details your family tree, 
genetic makeup and health history — when a company that houses that data fails? 
 
For millions of Americans who shared their DNA with 23andMe, that question 
became reality when the company filed for bankruptcy — revealing critical gaps in 
how genetic data is governed. 
 
At a recent event hosted by Arizona State University's Consortium for Science, 
Policy & Outcomes at the Barrett & O’Connor Center in Washington, D.C., that 
question took center stage as Gene Fishel, counsel at Troutman Pepper Locke and 
former senior assistant attorney general, examined the fallout — and what it 
means for policymakers. 
 
“The 23andMe case … has sent shock waves through the legal community, the 
tech community, the biotech community,” Fishel said. 
 
Unlike other personal information, genetic data carries risks that extend far 
beyond the individual. 
 
“This is data that’s immutable. It can’t be changed, and it also can’t be 
de-identified,” Fishel said. “Your genetic makeup is always going to be your 
genetic makeup.” 
 
That permanence creates a cascading set of concerns. Genetic data not only 
identifies individuals, but also their relatives — often without their consent. 
 
“If you’re submitting your genetic data … you are pulling in everyone else that has 
that genetic data without their consent,” he added. 
 
At its peak, 23andMe held highly sensitive data including DNA, health indicators 
and personal identifiers for roughly 14 million users. 
 
The company’s decline accelerated after a 2023 cyberattack exposed millions of 
accounts through credential stuffing, essentially exploiting reused passwords. 
 
“Their failure here is that they did not deploy multi-factor authentication,” Fishel 
said. “By 2023, they really should have deployed multi-factor authentication.” 
 
The breach affected about 7 million users, triggering nationwide investigations 
and lawsuits. 
 
A $30 million class action settlement, combined with declining consumer trust, 
ultimately pushed the company into bankruptcy. As the bankruptcy unfolded, a 
new question emerged: Can genetic data be treated like any other asset? 
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“Genetic data could be sold as a corporate asset,” Fishel said, explaining that the 
bankruptcy code currently does not contemplate genetic data. 
 
That gap prompted intervention from state attorneys general, who sought to limit 
the transfer of consumer data without consent. Ultimately, regulators secured 
conditions on the sale, including stronger privacy protections and continued 
consumer control over data. 
 
The case exposed broader weaknesses in U.S. data governance. “There is very 
much a patchwork with these privacy laws,” Fishel said, pointing to varying state 
laws and limited federal oversight, including how the Health Insurance Portability 
and Accountability Act does not apply to direct-to-consumer genetic testing 
companies. This, explained Fishel, reflects “one of the big gaps in federal law.” 
 
Many existing laws also fail to address what happens when a company holding 
sensitive data shuts down. In response, policymakers are beginning to consider 
new safeguards, including stronger security requirements, clearer consent 
policies, and rules governing data transfers during bankruptcy. 
 
Fishel also stressed the need for data wind-down plans — or the requirement of 
data deletion — if a company ceases operations. 
 
But even with those potential wind-down plans, emerging technologies like 
artificial intelligence may further complicate the landscape. Fishel explained that 
AI creates new attack vectors that make it easier to gain access to personal 
information. 
 
Genetic data has the potential to drive advances in health and science — but also 
raises profound privacy risks. For policymakers, the challenge is clear: balancing 
consumer protection without stifling innovation. 
 
To learn more: https://news.asu.edu/b/20260422-genetic-data-balance 
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Number 9 
Medtronic statement on unauthorized system access 
 

 
 

Medtronic has determined that an unauthorized party accessed data in certain 
Medtronic corporate IT systems. 
 
We have not identified any impact to our products, patient safety, connections to 
our customers, our manufacturing and distribution operations, our financial 
reporting systems or our ability to meet patient needs. The networks that support 
our corporate IT systems, our products and our manufacturing and distribution 
operations are separate. Hospital customer networks remain separate from 
Medtronic IT networks and are secured and managed by customers’ IT teams. 
 
What We’re Doing 
 
Upon identifying this unauthorized access, we immediately took steps to contain 
the incident, activated our incident response protocols and engaged leading 
cybersecurity experts to support our investigation and remediation actions. 
 
We are working to identify any personal information that may have been accessed 
and will provide notifications and support services as needed.  We will continue to 
provide updates to any impacted individuals as we learn more. 
 
Our Commitment to our Patients, Customers and Employees 
 
Protecting patients and the trust placed in Medtronic is our highest priority. The 
privacy and security of all data with which we are entrusted is a vital part of that. 
As we resolve any impact of this unauthorized access to data in our systems, we 
are simultaneously identifying additional ways to further optimize our system 
security. We currently do not expect a material impact on our business or 
financial results. 
 
Note: With 95,000+ people across 150 countries, Medtronic delivers solutions 
that treat more than 70 health conditions, from advanced cardiac and 
neurovascular care to robotic assisted surgery.  
 
To learn more: 
https://news.medtronic.com/Medtronic-statement-on-unauthorized-system-acc
ess?utm_source=chatgpt.com 
 

 

https://news.medtronic.com/Medtronic-statement-on-unauthorized-system-access?utm_source=chatgpt.com
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Number 10 
Breaking the code: Multi-stage ‘code of conduct’ phishing campaign leads to AiTM 
token compromise 
 

 
 

Phishing campaigns continue to improve sophistication and refinement in 
blending social engineering, delivery and hosting infrastructure, and 
authentication abuse to remain effective against evolving security controls.  
 
A large-scale credential theft campaign observed by Microsoft Defender Research 
exemplifies this trend, using code of conduct-themed lures, a multi-step attack 
chain, and legitimate email services to distribute fully authenticated messages 
from attacker-controlled domains. 
 
The campaign targeted tens of thousands of users, primarily in the United States, 
and directed them through several stages of CAPTCHA and intermediate staging 
pages designed to reinforce legitimacy while filtering out automated defenses.  
 
The lures in this campaign used polished, enterprise-style HTML templates with 
structured layouts and preemptive authenticity statements, making them appear 
more credible than typical phishing emails and increasing their plausibility as 
legitimate internal communications.  
 
Because the messages contained concerning accusations and repeated 
time-bound action prompts, the campaign created a sense of urgency and 
pressure to act.   
 
The attack chain ultimately led to a legitimate sign-in experience that was part of 
an adversary‑in‑the‑middle (AiTM) phishing flow, which allowed the attackers to 
proxy the authentication session and capture authentication tokens that could 
provide immediate account access. Unlike traditional credential harvesting, AiTM 
attacks intercept authentication traffic in real time, bypassing 
non-phishing-resistant multifactor authentication (MFA). 
 
In this blog, we’re sharing our analysis of this campaign’s lures, infrastructure, 
and techniques. Organizations can defend against financial fraud initiated 
through phishing emails by educating users about phishing lures, investing in 
advanced anti-phishing solutions like Microsoft Defender for Office 365 and 
configuring essential email security settings, and encouraging users to employ 
web browsers that support SmartScreen. Organizations can also enable network 
protection, which lets Windows use SmartScreen as a host-based web proxy. 
 
Multi-step social engineering campaign leading to credential theft 
 
Between April 14 and 16, 2026, the Microsoft Defender Research team observed a 
series of sophisticated phishing campaigns targeting more than 35,000 users 
across over 13,000 organizations in 26 countries, with majority of targets located 
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in the United States (92%). The campaign did not focus on a single vertical but 
instead impacted a broad range of industries, most notably Healthcare & life 
sciences (19%), Financial services (18%), Professional services (11%), and 
Technology & software (11%). Messages were distributed in multiple distinct 
waves between 06:51 UTC on April 14 and 03:54 UTC on April 16. 
 
Emails in this campaign posed as internal compliance or regulatory 
communications, using display names such as “Internal Regulatory COC”, 
“Workforce Communications”, and “Team Conduct Report”. Subject lines 
included “Internal case log issued under conduct policy” and “Reminder: 
employer opened a non-compliance case log”. 
 
Message bodies claimed that a “code of conduct review” had been initiated, 
referenced organization-specific names embedded within the text, and instructed 
recipients to “open the personalized attachment” to review case materials.  
 
At the top of each message, a notice stated that the message had been “issued 
through an authorized internal channel” and that links and attachments had been 
“reviewed and approved for secure access”, reinforcing the email’s purported 
legitimacy.  
 
To further support the confidentiality of the supposed review, the end of each 
message contained a green banner stating that the contents had been encrypted 
using Paubox, a legitimate service associated with HIPAA-compliant 
communications. 
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To learn more: 
https://www.microsoft.com/en-us/security/blog/2026/05/04/breaking-the-cod
e-multi-stage-code-of-conduct-phishing-campaign-leads-to-aitm-token-compro
mise/ 
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Disclaimer 
 
Despite the great care taken to prepare this newsletter, we cannot guarantee that 
all information is current or accurate. If errors are brought to our attention, we 
will try to correct them, and we will publish the correct information to the 
LinkedIn pages of the Association. 
 
Readers will make their own determination of how suitable the information is for 
their usage and intent. The Association expressly disclaims all warranties, either 
expressed or implied, including any implied warranty of fitness for a particular 
purpose, and neither assumes nor authorizes any other person to assume for it 
any liability in connection with the information or training programs provided. 
 
The Association and its employees will not be liable for any loss or damages of any 
nature, either direct or indirect, arising from use of the information provided on 
this newsletter, or our web sites. 
 
We are not responsible for opinions and information posted by others. The 
inclusion of links to other web sites does not necessarily imply a recommendation 
or endorsement of the views expressed within them. Links to other web sites are 
presented as a convenience to users. The Association does not accept any 
responsibility for the content, accuracy, reliability, or currency found on external 
web sites. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any particular individual or entity; 
 
- should not be relied on in the particular context of enforcement or similar 
regulatory action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the association has no 
control and for which the association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of interpretative; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
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Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts. It is our goal to minimize disruption 
caused by technical errors. However, some data or information may have been 
created or structured in files or formats that are not error-free and we cannot 
guarantee that our service will not be interrupted or otherwise affected by such 
problems.  
 
Readers that are interested in a specific topic covered in the newsletter, must 
download the official papers, must find more information, and must ask for legal 
and technical advice, before making any business decisions. 
 
General Terms and Conditions for all visitors: 
https://www.risk-compliance-association.com/Privacy.htm 
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International Association of Risk and Compliance Professionals (IARCP) 

 
 
 
 
The International Association of Risk and Compliance Professionals (IARCP) is a 
global community of experts working in risk and compliance management that 
explore career avenues and acquire lifelong skills. The IARCP is a business unit of 
Compliance LLC, a company incorporated in Wilmington, NC, and offices in 
Washington, DC, a provider of risk and compliance training and certification in 
fifty-seven countries.  
 
To learn more: https://www.risk-compliance-association.com/Privacy.htm 
 
Our training and certification programs: 
 
1. Certified Risk and Compliance Management Professional (CRCMP), distance 
learning and online certification program. You may visit: 
https://www.risk-compliance-association.com/Distance_Learning_and_Certific
ation.htm 
 
The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in fifty-seven countries. 
Companies and organizations around the world consider the CRCMP a preferred 
certificate.  

You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 

 

https://www.risk-compliance-association.com/Privacy.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
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2. Advanced Specialization, Certified Risk and Compliance Management 
Professional in Hybrid Risk and Resilience Management - CRCMP(HR²M), 
online training and certification program. You may visit:  
https://www.risk-compliance-association.com/CRCMP_HR2M.htm 
 
The CRCMP(HR²M) program is designed to extend the capabilities of CRCMPs 
into the advanced domains of hybrid risk and resilience. This advanced 
specialization: 
 
1. Moves from traditional risk and compliance frameworks into the management 
of multi-vector, cross-domain, and asymmetric threats that transcend 
conventional boundaries. 
 
2. Develops expertise in hybrid risk governance. 
 
3. Equips with the skills to design cross-sector resilience strategies, integrate 
governance across silos, and align risk frameworks with organizational, 
regulatory, and geopolitical realities. 
 
4. Provides practical methodologies for hybrid stress testing, assisting 
organizations to withstand hybrid risks. 
 
5. Advances the careers of CRCMPs by adding specialized expertise in hybrid risk 
and resilience, and offering strategic, cross-sector perspectives that are highly 
valued by organizations and boards. 
 

 
 
Enrollment in the CRCMP(HR²M) program is restricted to professionals who 
have already passed the Certified Risk and Compliance Management Professional 
(CRCMP) exam.  
 
To preserve the credibility and value of this credential, the association does not 
allow substitutions, equivalency credits, or waivers of any kind. The curriculum 
assumes mastery of the CRCMP body of knowledge. 
 

https://www.risk-compliance-association.com/CRCMP_HR2M.htm
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3. Certified Information Systems Risk and Compliance Professional (CISRCP), 
distance learning and online certification program.  
 
You may visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_an
d_Certification.htm 
 

 
 
4. Certified Cyber (Governance Risk and Compliance) Professional CC(GRC)P, 
distance learning and online certification program. You may visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning
_and_Certification.htm 
 

 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
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5. Certified Risk and Compliance Management Professional in Insurance and 
Reinsurance CRCMP(Re)I, distance learning and online certification program. 
You may visit: https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 

 
 
6. Travel Security Trained Professional (TSecTPro), distance learning and online 
certification program. You may visit: 
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_a
nd_Certification.htm 
 

 
Our reading room: 
https://www.risk-compliance-association.com/Reading_Room.htm 

https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You may contact: 
 
Lyn Spooner 
Email: lyn@risk-compliance-association.com 
 
George Lekatis 
President of the IARCP 
1200 G Street NW, Suite 800 
Washington, DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804, 
Wilmington, DE 19801, USA 
Tel: (302) 342-8828 
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