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Monday, September 11, 2023 
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
We have an interesting development. The US 
Department of Defense (DoD) announced 
the establishment of a generative artificial 
intelligence (AI) task force. 
 
According to the DoD, generative artificial intelligence (Al) capabilities 
such as Large Language Models (LLMs) are growing in popularity, 
capability, and impact around the globe. These capabilities are trained on 
massive datasets to generate content at a near-instantaneous speed to a 
level of detail and apparent coherence which would have previously 
required human authorship. 
 
These capabilities unlock new opportunities, just as they pose significant 
new and enduring risks. The DoD must explore the use of this technology to 
take advantage of these models' scale, speed, and interactive capabilities to 
improve the Department's mission effectiveness while identifying proper 

http://www.risk-compliance-association.com/
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protection measures, including safeguarding individuals' privacy and civil 
liberties, and mitigating risks.  
 
The Chief Digital and Artificial Intelligence Officer (CDAO) Generative AI 
and LLM Task Force, Task Force Lima, will focus the Department's 
exploration and responsible fielding of generative AI capabilities within and 
across the DoD, providing guidance and making recommendations for the 
relevant policy-making bodies to address. 
 
This is an interesting development. I remember the Final Report from the 
US National Security Commission on Artificial Intelligence (756 pages!) in 
2021. According to the report, no comfortable historical reference captures 
the impact of artificial intelligence (AI) on national security.  
 
AI is not a single technology breakthrough, like a bat-wing stealth bomber. 
The race for AI supremacy is not like the space race to the moon. AI is not 
even comparable to a general-purpose technology like electricity.  
 
However, what Thomas Edison said of electricity encapsulates the AI 
future: “It is a field of fields … it holds the secrets which will reorganize the 
life of the world.”  
 
Edison’s astounding assessment came from humility. All that he discovered 
was “very little in comparison with the possibilities that appear.” 
 
Read more at number 8 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449-9750 
Email: lekatis@risk-compliance-association.com 
Web: www.risk-compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828 
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Number 1 

PCAOB Launches New Online Tools to Help Users Find and 
Compare Inspection Report Data 
 

 
 

Visitors to the PCAOB website can now easily filter over 3,700 inspection 
reports by deficiency rate and more 
 
The Public Company Accounting Oversight Board (PCAOB) unveiled an 
array of website transparency enhancements that allow investors, audit 
committee members, and other stakeholders to better access and 
understand data from PCAOB inspection reports.  
 
Six new search filters, including Part I.A deficiency rate, are now live on the 
PCAOB’s Firm Inspection Reports page to help users analyze and compare 
more than 3,700 inspection reports. You may visit: 

https://pcaobus.org/oversight/inspections/firm-inspection-reports 
 

 
 
“PCAOB inspection reports provide investors, audit committees, and 
potential clients with important information they can use to make informed 
decisions. By making that information easier to find and compare, these 
new tools will empower users to hold firms accountable for producing 
high-quality audits,” said PCAOB Chair Erica Y. Williams. 
 

https://pcaobus.org/oversight/inspections/firm-inspection-reports
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Previously, visitors to the PCAOB website could only search inspection 
reports by four filters: firm name, country/geography, year when a report 
was published (i.e., approved by the Board), and whether a report includes 
public quality control criticisms. 
 
The enhancements released today add six new filters that can be applied to 
PCAOB inspection reports. The filters are: 
 
1. Inspection type: Users can filter according to whether a firm 
inspection report falls into the ‘annual’ or ‘triennial’ inspection frequency 
category for the inspection year. 
 
2. Total issuer audit clients: Users can now get a better and more 
immediate sense of the size of triennially inspected audit firms by sorting 
inspection reports according to the number of audit clients that firms had, 
as determined at the outset of the inspection. 
 
3. Part I.A deficiency rate: Users can now sort inspection reports 
according to the percentage of audits with Part I.A deficiencies. Part I.A of 
inspection reports discusses deficiencies, if any, that were of such 
significance that PCAOB staff believed the audit firm, at the time it issued 
its audit report(s), had not obtained sufficient appropriate audit evidence to 
support its opinion on the public company’s financial statements and/or 
internal control over financial reporting. 
 
4. Specific global network: Users can now refine search results so they 
include only firms that belong to a specific global audit firm network. 
 
5. Inspection year: Users can now filter inspection reports according to 
the year that the PCAOB’s inspectors completed the inspection, not just the 
year when the report was published. 
 
6. Audits reviewed: Users can search inspection reports by number of 
issuer audits that the PCAOB reviewed as part of its inspection. 
Additionally, users can now download the entire data set into three 
formats: CSV, XML, and JSON. These three formats maximize the ability of 
users to integrate PCAOB data into third-party applications for further 
analysis.  
 
“Each year, the hard work of the PCAOB’s inspection staff yields an 
extraordinary amount of useful information for investors and others,” said 
George R. Botic, Director of the PCAOB’s Division of Registration and 
Inspections. “We are strongly committed to making more of this 
information more accessible and insightful for PCAOB stakeholders, and 
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we are pleased that today’s website enhancements further that 
commitment.” 
 
Today’s website enhancements build on the transparency enhancements for 
inspection reports announced in May 2023. The PCAOB continues to work 
on projects this year that will further increase transparency for all external 
stakeholders. 
 
For more on PCAOB inspection reports and the inspection process, visit 
PCAOB’s Inspections page. 
 
To read more: 

https://pcaobus.org/news-events/news-releases/news-release-detail/pcao
b-launches-new-online-tools-to-help-users-find-and-compare-inspection-r
eport-data 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-launches-new-online-tools-to-help-users-find-and-compare-inspection-report-data
https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-launches-new-online-tools-to-help-users-find-and-compare-inspection-report-data
https://pcaobus.org/news-events/news-releases/news-release-detail/pcaob-launches-new-online-tools-to-help-users-find-and-compare-inspection-report-data
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Number 2 

Macro risks top insurers’ worry list according to EIOPA’s 
Insurance Risk Dashboard 
 

 
 

1. Risk levels for the European insurance sector remain broadly constant, 
with all risk categories pointing to medium risks with the exception of 
macro risk.  
 
Macro-related risks remain among the most relevant for the insurance 
sector.  
 
Forecasted GDP growth at global level further increased to 0.74%. CPI 
forecasts slightly decreased to 3.22%, yet remaining at high level.  
 
Credit risks is at medium level. The CDS spreads increased for financial 
secured bonds in the second quarter of 2023, while CDS spreads for other 
fixed income market segments receded slightly.  
 
Market risks decreased from high to medium level as volatility 
in equity market decreased and duration mismatch narrowed compared to 
the previous assessment. 
 
2. Liquidity and funding risks show an increase in cash holdings and a drop 
in the liquid assets ratio in the first quarter of 2023.  
 
Profitability and solvency risks show a drop in the investment return for life 
insurers in 2022 mainly due to the large increase of unrealized losses 
following the increase of interest rates.  
 
The distribution of the SCR ratio for insurance groups decreased. Similarly, 
life insurers reported a slight decline in the median SCR ratio.  
 
On the other hand, assets over liabilities increased due to the higher 
interest rates.  
 
Interlinkages and imbalances risks remain at medium level while insurance 
risks decreased in Q1-2023, with the median year-on-year premium growth 
for non-life insurance decreasing to end 2021 levels. 
 
3. Market perceptions show positive returns for insurance stocks, albeit an 
underperformance of life insurance stocks when compared to the market 
for the second quarter of 2023. 
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4. ESG related risks display an increasing trend with the median exposure 
towards climate relevant assets slightly increased to 3.3% of total assets. 
Moreover, the catastrophe loss ratio also deteriorated.  
 
On the other hand, the share of insurers’ investments in green bonds over 
total green bonds outstanding is stable compared to the previous quarter. 
 
5. Digitalization and cyber risks also display an increasing trend with the 
materiality of these risks for insurance as assessed by supervisors 
increasing in the first half of 2023.  
 
The frequency of cyber incidents impacting all sectors of activity, as 
measured by publicly available data, increased since the same quarter 
of last year. The indicator cyber negative sentiment indicates a decreasing 
concern in the second quarter of 2023. 
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To read more: 

https://www.eiopa.europa.eu/system/files/2023-07/July%202023%20Ris
k%20Dashboard.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/system/files/2023-07/July%202023%20Risk%20Dashboard.pdf
https://www.eiopa.europa.eu/system/files/2023-07/July%202023%20Risk%20Dashboard.pdf
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Number 3 

Annual Report 2022/23 
 

 
 

The Annual Report highlights how the BIS has helped central banks to 
navigate the complex policy landscape, while enabling and supporting its 
stakeholders during the year. 
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To read more (249 pages): 

https://www.bis.org/about/areport/areport2023.pdf 
 
 
 

https://www.bis.org/about/areport/areport2023.pdf
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Number 4 

Executive Order on Addressing United States Investments in 
Certain National Security Technologies and Products in 
Countries of Concern 
 

 
 

By the authority vested in me as President by the Constitution and the laws 
of the United States of America, including the International Emergency 
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National 
Emergencies Act (50 U.S.C. 1601 et seq.) (NEA), and section 301 of title 3, 
United States Code, 
 
     I, JOSEPH R. BIDEN JR., President of the United States of America, find 
that countries of concern are engaged in comprehensive, long-term 
strategies that direct, facilitate, or otherwise support advancements in 
sensitive technologies and products that are critical to such countries’ 
military, intelligence, surveillance, or cyber-enabled capabilities.   
 
Moreover, these countries eliminate barriers between civilian and 
commercial sectors and military and defense industrial sectors, not just 
through research and development, but also by acquiring and diverting the 
world’s cutting-edge technologies, for the purposes of achieving military 
dominance.   
 
Rapid advancement in semiconductors and microelectronics, quantum 
information technologies, and artificial intelligence capabilities by these 
countries significantly enhances their ability to conduct activities that 
threaten the national security of the United States.   
 
Advancements in sensitive technologies and products in these sectors will 
accelerate the development of advanced computational capabilities that will 
enable new applications that pose significant national security risks, such as 
the development of more sophisticated weapons systems, breaking of 
cryptographic codes, and other applications that could provide these 
countries with military advantages. 
 
     As part of this strategy of advancing the development of these sensitive 
technologies and products, countries of concern are exploiting or have the 
ability to exploit certain United States outbound investments, including 
certain intangible benefits that often accompany United States investments 
and that help companies succeed, such as enhanced standing and 
prominence, managerial assistance, investment and talent networks, 
market access, and enhanced access to additional financing.   
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The commitment of the United States to open investment is a cornerstone 
of our economic policy and provides the United States with substantial 
benefits.  Open global capital flows create valuable economic opportunities 
and promote competitiveness, innovation, and productivity, and the United 
States supports cross-border investment, where not inconsistent with the 
protection of United States national security interests.  However, certain 
United States investments may accelerate and increase the success of the 
development of sensitive technologies and products in countries that 
develop them to counter United States and allied capabilities. 
 
     I therefore find that advancement by countries of concern in sensitive 
technologies and products critical for the military, intelligence, 
surveillance, or cyber-enabled capabilities of such countries constitutes an 
unusual and extraordinary threat to the national security of the United 
States, which has its source in whole or substantial part outside the United 
States, and that certain United States investments risk exacerbating this 
threat.  I hereby declare a national emergency to deal with this threat. 
 
     Accordingly, I hereby order: 
 
     Section 1.  Notifiable and Prohibited Transactions.  (a)  To assist in 
addressing the national emergency declared in this order, the Secretary of 
the Treasury (Secretary), in consultation with the Secretary of Commerce 
and, as appropriate, the heads of other relevant executive departments and 
agencies (agencies), shall issue, subject to public notice and comment, 
regulations that require United States persons to provide notification of 
information relative to certain transactions involving covered foreign 
persons (notifiable transactions) and that prohibit United States persons 
from engaging in certain other transactions involving covered foreign 
persons (prohibited transactions).  
 
     (b)  The regulations issued under this section shall identify categories of 
notifiable transactions that involve covered national security technologies 
and products that the Secretary, in consultation with the Secretary of 
Commerce and, as appropriate, the heads of other relevant agencies, 
determines may contribute to the threat to the national security of the 
United States identified in this order.  The regulations shall require United 
States persons to notify the Department of the Treasury of each such 
transaction and include relevant information on the transaction in each 
such notification. 
 
     (c)  The regulations issued under this section shall identify categories of 
prohibited transactions that involve covered national security technologies 
and products that the Secretary, in consultation with the Secretary of 
Commerce and, as appropriate, the heads of other relevant agencies, 
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determines pose a particularly acute national security threat because of 
their potential to significantly advance the military, intelligence, 
surveillance, or cyber-enabled capabilities of countries of concern.  The 
regulations shall prohibit United States persons from engaging, directly or 
indirectly, in such transactions.  
 
     Sec. 2.  Duties of the Secretary.  In carrying out this order, the Secretary 
shall, as appropriate: 
 
     (a)  communicate with the Congress and the public with respect to the 
implementation of this order; 
 
     (b)  consult with the Secretary of Commerce on industry engagement and 
analysis of notified transactions; 
 
     (c)  consult with the Secretary of State, the Secretary of Defense, the 
Secretary of Commerce, the Secretary of Energy, and the Director of 
National Intelligence on the implications for military, intelligence, 
surveillance, or cyber-enabled capabilities of covered national security 
technologies and products and potential covered national security 
technologies and products; 
 
     (d)  engage, together with the Secretary of State and the Secretary of 
Commerce, with allies and partners regarding the national security risks 
posed by countries of concern advancing covered national security 
technologies and products; 
 
     (e)  consult with the Secretary of State on foreign policy considerations 
related to the implementation of this order, including but not limited to the 
issuance and amendment of regulations; and 
 
     (f)  investigate, in consultation with the heads of relevant agencies, as 
appropriate, violations of this order or the regulations issued under this 
order and pursue available civil penalties for such violations. 
 
     Sec. 3.  Program Development.  Within 1 year of the effective date of the 
regulations issued under section 1 of this order, the Secretary, in 
consultation with the Secretary of Commerce and, as appropriate, the heads 
of other relevant agencies, shall assess whether to amend the regulations, 
including whether to adjust the definition of “covered national security 
technologies and products” to add or remove technologies and products in 
the semiconductors and microelectronics, quantum information 
technologies, and artificial intelligence sectors.  The Secretary, in 
consultation with the Secretary of Commerce and, as appropriate, the heads 
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of other relevant agencies, shall periodically review the effectiveness of the 
regulations thereafter. 
 
     Sec. 4.  Reports to the President.  Within 1 year of the effective date of the 
regulations issued under section 1 of this order and, as appropriate but no 
less than annually thereafter, the Secretary, in coordination with the 
Secretary of Commerce and in consultation with the heads of other relevant 
agencies and the Director of the Office of Management and Budget, as 
appropriate, shall provide the President, through the Assistant to the 
President for National Security Affairs: 
 
     (a)  to the extent practicable, an assessment of the effectiveness of the 
measures imposed under this order in addressing threats to the national 
security of the United States described in this order; advancements by the 
countries of concern in covered national security technologies and products 
critical for such countries’ military, intelligence, surveillance, or 
cyber-enabled capabilities; aggregate sector trends evident in notifiable 
transactions and related capital flows in covered national security 
technologies and products, drawing on analysis provided by the Secretary 
of Commerce, the Director of National Intelligence, and the heads of other 
relevant agencies, as appropriate; and other relevant information obtained 
through the implementation of this order; and 
 
     (b)  recommendations, as appropriate, regarding: 
 
     (i)   modifications to this order, including the addition or removal of 
identified sectors or countries of concern, and any other modifications to 
avoid circumvention of this order and enhance its effectiveness; and 
 
     (ii)  the establishment or expansion of other Federal programs relevant 
to the covered national security technologies and products, including with 
respect to whether any existing legal authorities should be used or new 
action should be taken to address the threat to the national security of the 
United States identified in this order. 
 
     Sec. 5.  Reports to the Congress.  The Secretary is authorized to submit 
recurring and final reports to the Congress on the national emergency 
declared in this order, consistent with section 40l(c) of the NEA (50 U.S.C. 
1641(c)) and section 204(c) of IEEPA (50 U.S.C. 1703(c)).  
 
     Sec. 6.  Official United States Government Business.  Nothing in this 
order or the regulations issued under this order shall prohibit transactions 
for the conduct of the official business of the United States Government by 
employees, grantees, or contractors thereof. 
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     Sec. 7.  Confidentiality.  The regulations issued by the Secretary under 
this order shall address the confidentiality of information or documentary 
material submitted pursuant to this order, consistent with applicable law. 
 
     Sec. 8.  Additional Notifications and Prohibitions.  (a)  Any conspiracy 
formed to violate any regulation issued under this order is prohibited. 
 
     (b)  Subject to the regulations issued under this order, any action that 
evades or avoids, has the purpose of evading or avoiding, causes a violation 
of, or attempts to violate any of the prohibitions set forth in this order or 
any regulation issued under this order is prohibited. 
 
     (c)  In the regulations issued under this order, the Secretary may prohibit 
United States persons from knowingly directing transactions if such 
transactions would be prohibited transactions pursuant to this order if 
engaged in by a United States person.   
 
     (d)  In the regulations issued under this order, the Secretary may require 
United States persons to: 
 
     (i)   provide notification to the Department of the Treasury of any 
transaction by a foreign entity controlled by such United States person that 
would be a notifiable transaction if engaged in by a United States person; 
and 
 
     (ii)  take all reasonable steps to prohibit and prevent any transaction by a 
foreign entity controlled by such United States person that would be a 
prohibited transaction if engaged in by a United States person. 
 
     Sec. 9.  Definitions.  For purposes of this order: 
 
     (a)  the term “country of concern” means a country or territory listed in 
the Annex to this order that the President has identified to be engaging in a 
comprehensive, long-term strategy that directs, facilitates, or otherwise 
supports advancements in sensitive technologies and products that are 
critical to such country’s military, intelligence, surveillance, or 
cyber-enabled capabilities to counter United States capabilities in a way 
that threatens the national security of the United States; 
 
     (b)  the term “covered foreign person” means a person of a country of 
concern who or that is engaged in activities, as identified in the regulations 
issued under this order, involving one or more covered national security 
technologies and products; 
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     (c)  the term “covered national security technologies and products” 
means sensitive technologies and products in the semiconductors and 
microelectronics, quantum information technologies, and artificial 
intelligence sectors that are critical for the military, intelligence, 
surveillance, or cyber-enabled capabilities of a country of concern, as 
determined by the Secretary in consultation with the Secretary of 
Commerce and, as appropriate, the heads of other relevant agencies.  
Where applicable, “covered national security technologies and products” 
may be limited by reference to certain end-uses of those technologies or 
products; 
 
     (d)  the term “entity” means a partnership, association, trust, joint 
venture, corporation, group, subgroup, or other organization; 
 
     (e)  the term “person of a country of concern” means: 
 
     (i)    any individual that is not a United States person and is a citizen or 
permanent resident of a country of concern; 
 
     (ii)   any entity organized under the laws of a country of concern or with a 
principal place of business in a country of concern; 
 
     (iii)  the government of each country of concern, including any political 
subdivision, political party, agency, or instrumentality thereof, or any 
person owned, controlled, or directed by, or acting for or on behalf of the 
government of such country of concern; or 
 
     (iv)   any entity owned by a person identified in subsections (e)(i) 
through (e)(iii) of this section; 
 
     (f)  the term “person” means an individual or entity; 
 
     (g)  the term “relevant agencies” includes the Departments of State, 
Defense, Justice, Commerce, Energy, and Homeland Security, the Office of 
the United States Trade Representative, the Office of Science and 
Technology Policy, the Office of the Director of National Intelligence, the 
Office of the National Cyber Director, and any other department, agency, or 
office the Secretary determines appropriate; and 
 
     (h)  the term “United States person” means any United States citizen, 
lawful permanent resident, entity organized under the laws of the United 
States or any jurisdiction within the United States, including any foreign 
branches of any such entity, and any person in the United States. 
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     Sec. 10.  General Provisions.  (a)  The Secretary is authorized to take such 
actions and to employ all powers granted to the President by IEEPA as may 
be necessary to carry out the purposes of this order, including to: 
 
     (i)    promulgate rules and regulations, including elaborating upon the 
definitions contained in section 9 of this order for purposes of the 
regulations issued under this order and further prescribing definitions of 
other terms as necessary to implement this order; 
 
     (ii)   investigate and make requests for information relative to notifiable 
or prohibited transactions from parties to such transactions or other 
relevant persons at any time, including through the use of civil 
administrative subpoenas as appropriate; 
 
     (iii)  nullify, void, or otherwise compel the divestment of any prohibited 
transaction entered into after the effective date of the regulations issued 
under this order; and 
 
     (iv)   refer potential criminal violations of this order or the regulations 
issued under this order to the Attorney General. 
 
     (b)  Notwithstanding any other provision of this order, the Secretary is 
authorized to exempt from applicable prohibitions or notification 
requirements any transaction or transactions determined by the Secretary, 
in consultation with the heads of relevant agencies, as appropriate, to be in 
the national interest of the United States. 
 
     (c)  To the extent consistent with applicable law, the Secretary may 
redelegate any functions authorized hereunder within the Department of 
the Treasury.  All agencies of the United States Government shall take all 
appropriate measures within their authority to carry out the provisions of 
this order. 
 
     (d)  If any provision of this order, or the application of any provision of 
this order to any person or circumstance, is held to be invalid, the 
remainder of this order and its application to any other person or 
circumstance shall not be affected thereby. 
 
     (e)  Nothing in this order shall be construed to impair or otherwise 
affect: 
 
     (i)   the authority granted by law to an executive department or agency, 
or the head thereof; or 
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     (ii)  the functions of the Director of the Office of Management and 
Budget relating to budgetary, administrative, or legislative proposals. 
 
     (f)  This order shall be implemented consistent with applicable law and 
subject to the availability of appropriations. 
 
     (g)  This order is not intended to, and does not, create any right or 
benefit, substantive or procedural, enforceable at law or in equity by any 
party against the United States, its departments, agencies, or entities, its 
officers, employees, or agents, or any other person. 
 
To read more: 

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/0
8/09/executive-order-on-addressing-united-states-investments-in-certain
-national-security-technologies-and-products-in-countries-of-concern/ 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/08/09/executive-order-on-addressing-united-states-investments-in-certain-national-security-technologies-and-products-in-countries-of-concern/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/08/09/executive-order-on-addressing-united-states-investments-in-certain-national-security-technologies-and-products-in-countries-of-concern/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/08/09/executive-order-on-addressing-united-states-investments-in-certain-national-security-technologies-and-products-in-countries-of-concern/
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Number 5 

EBA publishes the results of its 2023 EU-wide stress test 
 

 
 

 - The results of the 2023 EU-wide stress test show that European banks 
remain resilient under an adverse scenario which combines a severe EU 
and global recession, increasing interest rates and higher credit spreads. 

 
 - This resilience of EU banks partly reflects a solid capital position at the 
start of the exercise, with an average fully-loaded CET1 ratio of 15% which 
allows banks to withstand the capital depletion under the adverse scenario. 

 
 - The capital depletion under the adverse stress test scenario is 459 bps, 
resulting in a fully loaded CET1 ratio at the end of the scenario of 10.4%. 
Higher earnings and better asset quality at the beginning of the 2023 both 
help moderate capital depletion under the adverse scenario. 

 
 - Despite combined losses of EUR 496bn, EU banks remain sufficiently 
capitalised to continue to support the economy also in times of severe 
stress. 
 
 - The high current level of macroeconomic uncertainty shows however the 
importance of remaining vigilant and that both supervisors and banks 
should be prepared for a possible worsening of economic conditions. 
 
The European Banking Authority (EBA) published the results of its 2023 
EU-wide stress test, which involved 70 banks from 16 EU and EEA 
countries, covering 75% of the EU banking sector assets. This stress test 
allows supervisors to assess the resilience of EU banks over a three-year 
horizon under both a baseline and an adverse scenario.  
 
The adverse scenario is characterised by severe negative shocks to 
economic growth, higher unemployment combined with higher interest 
rates and credit spreads.  
 
In terms of GDP decline, the 2023 adverse scenario is the most severe used 
in the EU wide stress up to now. The individual bank results promote 
market discipline and are used as part of the EU supervisory 
decision-making process. 
 
This year’s stress test includes some important enhancements compared to 
past stress test exercises. These enhancements include an increased sample 
with 20 more banks, the introduction of top-down elements for net fees and 
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commission income (NFCI), and a detailed analysis on banks’ sectoral 
exposures. 
 
To red more: 

https://www.eba.europa.eu/eba-publishes-results-its-2023-eu-wide-stress
-test 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eba.europa.eu/eba-publishes-results-its-2023-eu-wide-stress-test
https://www.eba.europa.eu/eba-publishes-results-its-2023-eu-wide-stress-test
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Number 6 

FSB Global Regulatory Framework for Crypto-Asset Activities 
 

 
 

The FSB is finalising its global regulatory framework for crypto-asset 
activities to promote the comprehensiveness and international consistency 
of regulatory and supervisory approaches.  
 
It consists of two distinct sets of recommendations: 
 
(i) High-level recommendations for the regulation, supervision and 
oversight of cryptoasset activities and markets (CA recommendations); 
 
(ii) Revised high-level recommendations for the regulation, supervision, 
and oversight of “global stablecoin” arrangements (GSC 
recommendations). 
 
The framework is based on the principle of “same activity, same risk, same 
regulation” and provides a strong basis for ensuring that crypto-asset 
activities and so-called stablecoins are subject to consistent and 
comprehensive regulation, commensurate to the risks they pose, while 
supporting responsible innovations potentially brought by the 
technological change.  
 
The recommendations focus on addressing risks to financial stability, and 
they do not comprehensively cover all specific risk categories related to 
crypto-asset activities. 
 
It takes account of lessons from recent events in crypto-asset markets. 
Central Bank Digital Currencies (CBDCs), envisaged as digitalised central 
bank liabilities, are not subject to these recommendations. 
 
The events of the past year have highlighted the intrinsic volatility and 
structural vulnerabilities of crypto-assets and related players. They have 
also illustrated that the failure of a key service provider in the crypto-asset 
ecosystem can quickly transmit risks to other parts of that 
ecosystem.  
 
As recent events have illustrated, if linkages to traditional finance were to 
grow further, spillovers from crypto-asset markets into the broader 
financial system could increase. 
 
The G20 has asked the FSB to coordinate the delivery of an effective 
regulatory, supervisory and oversight framework for crypto-assets, 
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including finalising the FSB’s high-level recommendations for the 
supervision and regulation of crypto-asset activities, and of so-called 
global stablecoins (GSCs), by July 2023.  
 
In addition, these recommendations, constituting a regulatory and 
supervisory framework for crypto-assets and stablecoins, will provide input 
to a joint paper with the International Monetary Fund (IMF) to be delivered 
to the G20 in September 2023, which will support a coordinated and 
comprehensive policy approach to crypto-assets by synthesising the policy 
findings from IMF work on macroeconomic and monetary issues and 
FSB work on supervisory and regulatory issues. 
 
The FSB and the sectoral standard-setting bodies (SSBs) have developed a 
shared workplan for 2023 and beyond, through which they will continue to 
coordinate work under their respective mandates to promote the 
development of a comprehensive and coherent global regulatory framework 
commensurate to the risks crypto-asset markets activities may pose to 
jurisdictions worldwide, including through the provision of more granular 
guidance by SSBs, monitoring and public reporting. 
 
To read more: https://www.fsb.org/wp-content/uploads/P170723-1.pdf 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.fsb.org/wp-content/uploads/P170723-1.pdf
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Number 7 

Director of National Intelligence Avril D. Haines Releases 
the 2023 National Intelligence Strategy for the Intelligence 
Community 
 

 
 

The Director of National Intelligence Avril D. Haines released the 2023 
National Intelligence Strategy (NIS), which provides strategic direction for 
the Intelligence Community (IC) over the next four years.  
 
“The National Intelligence Strategy articulates what the Intelligence 
Community will need to cultivate to be effective in the future: an 
information and technological edge, a broad array of partnerships, and a 
talented and diverse workforce as we pursue our vision of an IC that 
embodies America’s values,” said Director of National Intelligence Avril 
Haines.  
 
“It also highlights the expanding role of the IC in supporting the resilience 
of our national critical infrastructure and that of our allies and partners.” 
 
The six goals outlined in this NIS reflect key elements of the current 
strategic environment: the centrality of strategic competition between the 
United States and the People’s Republic of China (PRC) and the Russian 
Federation; the growing importance of emerging technologies, supply 
chains, and economic statecraft to national security; the increasing 
influence of sub-national and non-state actors; and the challenges 
stemming from the convergence of shared global challenges, such as 
climate change and health security. 
 
The NIS is a foundational document for the IC and reflects the input of 
leaders from each of the 18 intelligence elements, as it directs the 
operations, investments, and priorities of the collective. 
 
Additional IC leaders shared the following statements on the strategy’s 
announcement. 
 
Director Bill Burns, Central Intelligence Agency: “Today’s world is 
increasingly complicated and contested, and one in which humanity faces 
both peril and promise. We are in a transformative era marked by strategic 
competition, rapid technological change, and increasingly worrisome 
transnational threats. To meet this moment, we in the Intelligence 
Community must be agile and innovative. 
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The National Intelligence Strategy lays out how we must approach the 
transforming world in order to provide needed and timely insights by 
emphasizing the importance of investing in partnerships, technological 
innovation, diverse talent, and expertise to address issues from competition 
with China to climate change and global food insecurity.” 
 
General Paul Nakasone, Director, National Security Agency: “Our efforts to 
better understand the PRC’s intents and actions require the combined 
efforts of the IC, our allies, and partners. Together, we are developing 
capacity, capability, and resiliency to meet the pacing challenges of our 
nation and partners. The 2023 National Intelligence Strategy is geared 
toward making this process a robust reality. 
 
The NIS recognizes a growing competition between democracies and 
autocracies. Competition spurs innovation, fresh thinking, and, when 
necessary, action. The NIS identifies six priority goals that will protect not 
only our nation but also our partners in the years ahead.” 
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Director Chris Wray, Federal Bureau of Investigation: “The FBI and our 
Intelligence Community partners are constantly working to anticipate new 
threats to our national security and how to counter those challenges. The 
new National Intelligence Strategy is a vital guide for all members of the IC. 
 
We face an ever-growing list of challenges and threats to the Homeland, 
including China’s determined efforts to reshape the international order and 
threaten democratic ideals, cyberattacks and supply chain disruptions by 
hostile foreign nations and cyber criminals, and narcotics trafficking. As the 
strategy recognizes, partnerships, innovation, and building and retaining a 
talented and diverse workforce are the key to successfully answering the 
threats we face now and in the future.” 
 
United as a Community, the 18 intelligence elements will work together to 
ensure the IC is sufficiently agile, integrated, innovative, and resilient to 
inform national security and foreign policy decisions, resulting in a Nation 
that is secure and prosperous. 
 

 
 

To read more: 

https://www.dni.gov/files/ODNI/documents/National_Intelligence_Strat
egy_2023.pdf 
 

 

https://www.dni.gov/files/ODNI/documents/National_Intelligence_Strategy_2023.pdf
https://www.dni.gov/files/ODNI/documents/National_Intelligence_Strategy_2023.pdf
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Number 8 

DOD Announces Establishment of Generative AI Task Force 
 

 
 

The Department of Defense (DoD) announced the establishment of a 
generative artificial intelligence (AI) task force, an initiative that reflects the 
DoD's commitment to harnessing the power of artificial intelligence in a 
responsible and strategic manner. 
 
Deputy Secretary of Defense Dr. Kathleen Hicks directed the organization 
of Task Force Lima; it will play a pivotal role in analyzing and integrating 
generative AI tools, such as large language models (LLMs), across the DoD. 
 
"The establishment of Task Force Lima underlines the Department of 
Defense's unwavering commitment to leading the charge in AI innovation," 
Hicks said.  
 
"As we navigate the transformative power of generative AI, our focus 
remains steadfast on ensuring national security, minimizing risks, and 
responsibly integrating these technologies. The future of defense is not just 
about adopting cutting-edge technologies, but doing so with foresight, 
responsibility, and a deep understanding of the broader implications for 
our nation." 
 
Led by the Chief Digital and Artificial Intelligence Office (CDAO), Task 
Force Lima will assess, synchronize, and employ generative AI capabilities 
across the DoD, ensuring the Department remains at the forefront of 
cutting-edge technologies while safeguarding national security.  
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"The DoD has an imperative to responsibly pursue the adoption of 
generative AI models while identifying proper protective measures and 
mitigating national security risks that may result from issues such as poorly 
managed training data," said Dr. Craig Martell, the DoD Chief Digital and 
Artificial Intelligence Officer.  
 
"We must also consider the extent to which our adversaries will employ this 
technology and seek to disrupt our own use of AI-based solutions." 
 
Leveraging partnerships across the Department, Intelligence Community 
and other government agencies, the task force will help minimize risk and 
redundancy while pursuing generative AI initiatives across the Department.  
 
Artificial intelligence has emerged as a transformative technology with the 
potential to revolutionize various sectors, including defense. By leveraging 
generative AI models, which can use vast datasets to train algorithms and 
generate products efficiently, the Department aims to enhance its 
operations in areas such as warfighting, business affairs, health, readiness, 
and policy. 
 
"The adoption of artificial intelligence in defense is not solely about 
innovative technology but also about enhancing national security," said 
U.S. Navy Capt. M. Xavier Lugo, Task Force Lima mission commander and 
member of the CDAO's Algorithmic Warfare Directorate.  
 
"The DoD recognizes the potential of generative AI to significantly improve 
intelligence, operational planning, and administrative and business 
processes. However, responsible implementation is key to managing 
associated risks effectively." 
 
The CDAO became operational in June 2022 and is dedicated to integrating 
and optimizing artificial intelligence capabilities across the DoD.  
 
The office is responsible for accelerating the DoD's adoption of data, 
analytics, and AI, enabling the Department's digital infrastructure and 
policy adoption to deliver scalable AI-driven solutions for enterprise and 
joint use cases, safeguarding the nation against current and emerging 
threats. 
 
For more information about Task Force Lima, please visit the CDAO 
website at ai.mil. You can also connect with the CDAO on LinkedIn (@ DoD 
Chief Digital and Artificial Intelligence Office) and Twitter (@dodcdao). 
Additional updates and news can be found on the CDAO Unit Page on 
DVIDS. 
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To read more: 

https://media.defense.gov/2023/Aug/10/2003279040/-1/-1/1/ESTABLIS
HMENT_OF_CDAO_GENERATIVE_AI_AND_LARGE_LANGUAGE_M
ODELS_TASK_FORCE_TASK_FORCE_LIMA_OSD006491-23_RES_FI
NAL.PDF 
 

 
 
 
 
 
 
 
 

https://media.defense.gov/2023/Aug/10/2003279040/-1/-1/1/ESTABLISHMENT_OF_CDAO_GENERATIVE_AI_AND_LARGE_LANGUAGE_MODELS_TASK_FORCE_TASK_FORCE_LIMA_OSD006491-23_RES_FINAL.PDF
https://media.defense.gov/2023/Aug/10/2003279040/-1/-1/1/ESTABLISHMENT_OF_CDAO_GENERATIVE_AI_AND_LARGE_LANGUAGE_MODELS_TASK_FORCE_TASK_FORCE_LIMA_OSD006491-23_RES_FINAL.PDF
https://media.defense.gov/2023/Aug/10/2003279040/-1/-1/1/ESTABLISHMENT_OF_CDAO_GENERATIVE_AI_AND_LARGE_LANGUAGE_MODELS_TASK_FORCE_TASK_FORCE_LIMA_OSD006491-23_RES_FINAL.PDF
https://media.defense.gov/2023/Aug/10/2003279040/-1/-1/1/ESTABLISHMENT_OF_CDAO_GENERATIVE_AI_AND_LARGE_LANGUAGE_MODELS_TASK_FORCE_TASK_FORCE_LIMA_OSD006491-23_RES_FINAL.PDF
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Number 9 

CISA, NSA, FBI and International Partners Issue Advisory on the 
Top Routinely Exploited Vulnerabilities in 2022 
 

 
 

The following cybersecurity agencies coauthored this joint Cybersecurity 
Advisory (CSA): 
 
 - United States: The Cybersecurity and Infrastructure Security Agency 
(CISA), National Security Agency (NSA), and Federal Bureau of 
Investigation (FBI). 
 - Australia: Australian Signals Directorate’s Australian Cyber Security 
Centre (ACSC). 
 - Canada: Canadian Centre for Cyber Security (CCCS). 
 - New Zealand: New Zealand National Cyber Security Centre (NCSC-NZ) 
and Computer Emergency Response Team New Zealand (CERT NZ). 
 - United Kingdom: National Cyber Security Centre (NCSC-UK). 
 
This advisory provides details on the Common Vulnerabilities and 
Exposures (CVEs) routinely and frequently exploited by malicious cyber 
actors in 2022 and the associated Common Weakness Enumeration(s) 
(CWE).  
 
In 2022, malicious cyber actors exploited older software vulnerabilities 
more frequently than recently disclosed vulnerabilities and targeted 
unpatched, internet-facing systems. 
 
Key Findings  
 
In 2022, malicious cyber actors exploited older software vulnerabilities 
more frequently than recently disclosed vulnerabilities and targeted 
unpatched, internet-facing systems.  
 
Proof of concept (PoC) code was publicly available for many of the software 
vulnerabilities or vulnerability chains, likely facilitating exploitation by a 
broader range of malicious cyber actors.  
 
Malicious cyber actors generally have the most success exploiting known 
vulnerabilities within the first two years of public disclosure—the value of 
such vulnerabilities gradually decreases as software is patched or upgraded.  
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Timely patching reduces the effectiveness of known, exploitable 
vulnerabilities, possibly decreasing the pace of malicious cyber actor 
operations and forcing pursuit of more costly and time-consuming methods 
(such as developing zero-day exploits or conducting software supply chain 
operations).  
 
Malicious cyber actors likely prioritize developing exploits for severe and 
globally prevalent CVEs.  
 
While sophisticated actors also develop tools to exploit other 
vulnerabilities, developing exploits for critical, wide-spread, and publicly 
known vulnerabilities gives actors low-cost, high-impact tools they can use 
for several years.  
 
Additionally, cyber actors likely give higher priority to vulnerabilities that 
are more prevalent in their specific targets’ networks.  
 
Multiple CVE or CVE chains require the actor to send a malicious web 
request to the vulnerable device, which often includes unique signatures 
that can be detected through deep packet inspection. 
 
To read more: 

https://media.defense.gov/2023/Aug/03/2003273618/-1/-1/0/JOINT-CS
A-2022-TOP-ROUTINELY-EXPLOITED-VULNERABILITIES.PDF 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://media.defense.gov/2023/Aug/03/2003273618/-1/-1/0/JOINT-CSA-2022-TOP-ROUTINELY-EXPLOITED-VULNERABILITIES.PDF
https://media.defense.gov/2023/Aug/03/2003273618/-1/-1/0/JOINT-CSA-2022-TOP-ROUTINELY-EXPLOITED-VULNERABILITIES.PDF
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Number 10 

NIST CSWP 29 (Initial Public Draft) 
The NIST Cybersecurity Framework 2.0 
 

 
 

Date Published: August 8, 2023 
Comments Due: November 5, 2023 
 
This is the public draft of the NIST Cybersecurity Framework (CSF or 
Framework) 2.0. 
 
The Framework has been used widely to reduce cybersecurity risks since its 
initial publication in 2014. Many organizations have told NIST that CSF 1.1 
remains an effective framework for addressing cybersecurity risks.  
 
There is also widespread agreement that changes are warranted to address 
current and future cybersecurity challenges and to make it easier for 
organizations to use the Framework.  
 
NIST is working with the community to ensure that CSF 2.0 is effective for 
the future while fulfilling the CSF’s original goals and objectives. 
 
NIST seeks feedback on whether this draft revision addresses 
organizations’ current and anticipated future cybersecurity challenges, is 
aligned with leading practices and guidance resources, and reflects 
comments received so far.  
 
In addition, NIST requests ideas on the best way to present the 
modifications from CSF 1.1 to CSF 2.0 to support transition.  
 
NIST encourages concrete suggestions for improvements to the draft, 
including revisions to the narrative and Core. 
 
This draft includes an updated version of the CSF Core, reflecting feedback 
on the April discussion draft.  
 
This publication does not contain Implementation Examples or Informative 
References of the CSF 2.0 Core, given the need to frequently update them. 
Draft, initial Implementation Examples have been released under separate 
cover for public comment.  
 
NIST seeks feedback on what types of Examples would be most beneficial to 
Framework users, as well as what existing sources of implementation 
guidance might be readily adopted as sources of Examples (such as the 
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NICE Framework Tasks, for example). NIST also seeks feedback on how 
often Implementation Examples should be updated and whether and how 
to accept Implementation Examples developed by the community. 
 

 
 
As the CSF 2.0 is finalized, the updated Implementation Examples and 
Informative References will be maintained online on the NIST 
Cybersecurity Framework website, leveraging the NIST Cybersecurity and 
Privacy Reference Tool (CPRT).  
 
Resource owners and authors who are interested in mapping their 
resources to the final CSF 2.0 to create Informative References should 
reach out to NIST. 
 
To read more: 

https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20
/ipd 
 
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.ipd.pdf 

https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd
https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.ipd.pdf
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Disclaimer 
 
The Association tries to enhance public access to information about risk and 
compliance management.  
 
Our goal is to keep this information timely and accurate. If errors are brought to 
our attention, we will try to correct them. 
 
This information: 
 
- is of a general nature only and is not intended to address the specific 
circumstances of any individual or entity; 
 
- should not be relied on in the context of enforcement or similar regulatory 
action; 
 
- is not necessarily comprehensive, complete, or up to date; 
 
- is sometimes linked to external sites over which the Association has no 
control and for which the Association assumes no responsibility; 
 
- is not professional or legal advice (if you need specific advice, you should 
always consult a suitably qualified professional); 
 
- is in no way constitutive of an interpretative document; 
 
- does not prejudge the position that the relevant authorities might decide to 
take on the same matters if developments, including Court rulings, were to lead it 
to revise some of the views expressed here; 
 
- does not prejudge the interpretation that the Courts might place on the 
matters at issue. 
 
Please note that it cannot be guaranteed that these information and documents 
exactly reproduce officially adopted texts.  
 
It is our goal to minimize disruption caused by technical errors.  
 
However, some data or information may have been created or structured in files 
or formats that are not error-free and we cannot guarantee that our service will 
not be interrupted or otherwise affected by such problems.  
 
The Association accepts no responsibility regarding such problems incurred 
because of using this site or any linked external sites. 
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International Association of Risk and Compliance  
Professionals (IARCP) 

 
You can explore what we offer to our members: 
 
1. Membership – Become a standard, premium or lifetime 
member.  
 
You may visit: 
https://www.risk-compliance-association.com/How_to_become_member
.htm 
 
2. Weekly Updates - Visit the Reading Room of the association at: 
https://www.risk-compliance-association.com/Reading_Room.htm 
 
3. Training and Certification – Become:  
 
 - a Certified Risk and Compliance Management Professional (CRCMP),  
 
 - a Certified Information Systems Risk and Compliance Professional 
(CISRCP),  
 
 - a Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P,  
 
 - a Certified Risk and Compliance Management Professional in Insurance 
and Reinsurance - CRCMP(Re)I,  
 
 - a Travel Security Trained Professional (TSecTPro). 
 
 

The CRCMP has become one of the most recognized certificates in risk 
management and compliance. There are CRCMPs in 32 countries.  
 
Companies and organizations around the world consider the CRCMP a 
preferred certificate: 
 

 

https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/How_to_become_member.htm
https://www.risk-compliance-association.com/Reading_Room.htm
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You can find more about the demand for CRCMPs at: 
https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf 
 
For the Certified Risk and Compliance Management Professional (CRCMP) 
distance learning and online certification program, you may visit: 

https://www.risk-compliance-association.com/Distance_Learning_and_C
ertification.htm 

https://www.risk-compliance-association.com/CRCMP_Jobs_Careers.pdf
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/Distance_Learning_and_Certification.htm
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For the Certified Information Systems Risk and Compliance Professional 
(CISRCP), distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CISRCP_Distance_Learnin
g_and_Certification.htm 
 
For the Certified Cyber (Governance Risk and Compliance) Professional - 
CC(GRC)P, distance learning and online certification program, you may 
visit: 
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Lea
rning_and_Certification.htm 
 
For the Certified Risk and Compliance Management Professional in 
Insurance and Reinsurance - CRCMP(Re)I distance learning and online 
certification program, you may visit: 
https://www.risk-compliance-association.com/CRCMP_Re_I.htm 
 
For the Travel Security Trained Professional (TSecTPro), distance learning 
and online certification program, you may visit: 

https://www.risk-compliance-association.com/TSecTPro_Distance_Learn
ing_and_Certification.htm 
 
Certified Cyber (Governance Risk and Compliance) Professionals - 
CC(GRC)Ps, have a 50% discount for the Travel Security Trained 
Professional (TSecTPro) program ($148 instead of $297). 
 
You have a $100 discount after you purchase one of our programs. The 
discount applies to each additional program. For example, you can 
purchase the CRCMP program for $297, and then purchase the CISRCP 
program for $197 (instead of $297), the CC(GRC)P program for $197 
(instead of $297), the CRCMP(Re)I program for $197 (instead of $297), 
and the TSecTPro program for $197 (instead of $297). 
 
For instructor-led training, you may contact us. We can tailor all programs 
to meet specific requirements.  
 
 

https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CISRCP_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CC_GRC_P_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/CRCMP_Re_I.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm
https://www.risk-compliance-association.com/TSecTPro_Distance_Learning_and_Certification.htm

