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Monday, September 13 , 20 2 1  
Top 10 risk and compliance related news stories and world events that (for 

better or for worse) shaped the week's agenda, and what is next 

 
Dear members and friends,  
 
Supply chain refers to the ecosystem of processes, people, 
organizations, and distributors involved in the creation and 
delivery of a final solution or product.  
 
In cybersecurity, the supply chain involves a wide range of resources 
(hardware and software), storage (cloud or local), distribution mechanisms 
(web applications, online stores), and management software. 
 
We have a new paper from the European Network and Information Security 
Agency (ENISA) with title ñENISA threat landscape for supply chain 
attack sò. According to the paper, supply chain attacks leverage the 
interconnectedness of the global markets. When multiple customers rely on 
the same supplier, the consequences of a cyber-attack against this supplier 
are amplified, potentially resulting in a large -scale national or even 
cross-border impact.  
 

http://www.risk-compliance-association.com/
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For some products, such as software and executable code, the existence of a 
supply chain is opaque or even completely hidden to the end user.  
 
End-user software depends, directly or indirectly, on software provided by 
the supplier. Such dependencies include packages, libraries, and 
modules ð all of which are used pervasively to lower development costs and 
accelerate shipping times. 
 
The better protected against cyber-attacks organizations become, the more 
the attention shifts to suppliers. The math is simple, suppliers are becoming 
the weakest link  on the supply chain. At the same time, customers demand 
products that are more cybersecure but that remain at a low cost, two needs 
that it is not always possible to reconcile. 
 
Read more at number 1 below. Welcome to the Top 10 list. 
 
Best regards, 
 

 
George Lekatis 
President of the IARCP 
1200 G Street NW Suite 800,  
Washington DC 20005, USA 
Tel: (202) 449 -9750 
Email:  lekatis@risk-compliance-association.com 
Web: www.risk -compliance-association.com 
HQ: 1220 N. Market Street Suite 804,  
Wilmington DE 19801, USA  
Tel: (302) 342-8828  
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Number 1  (Page 5 )  

ENISA threat landscape for supply chain attacks 
 

 
 

Number 2  (Page 8 )  

BIS Bulletin  No 45,  
Regulating big techs in finance 
Agustín Carstens, Stijn Claessens, Fernando Restoy and 
Hyun Song Shin 
 

 
 

Number 3  (Page 1 1 )  

Risk Dashboard: European insurersô risk levels remain broadly 
stable 
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Report on EIOPA Supervisory Activities in 2020  
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EBA consults on new Guidelines on the role of AML/CFT 
compliance officers 
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Committee on Payments and Market Infrastructures publishes 
work programme for 2021-22 
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Number 7  (Page 23 )  

NIST Study on Kidsô Passwords Shows Gap Between Knowledge 
of Password Best Practices and Behavior 
 

 
 

Number 8  (Page 26 )  

Attackers use Morse code, other encryption methods in evasive 
phishing campaign 
Microsoft 365 Defender Threat Intelligence Team 
 

 
 

Number 9  (Page 29 )  

HOW DID THE NORDIC -BALTIC COUNTRIES HANDLE THE 
FIRST WAVE OF COVID-19? 
A STRATEGIC COMMUNICATIONS ANALYSIS - Published by the NATO 
Strategic CommunicationsCentre of Excellence 
 

 
 

Number 10  (Page 33 )  

Enabling Military Systems to Adapt to the Unexpected  
Program aims to provide physical systems with ability to adapt to 
unexpected events in real-time and effectively communicate system 
changes to human and AI operators 
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Number 1  

ENISA threat landscape for supply chain attacks 
 

 
 

Supply chain attacks have been a security concern for many years, but the 
community seems to have been facing a greater number of more organized 
attacks since early 2020.  
 
It may be that, due to the more robust security protection  that 
organizations have put in place, attackers successfully shifted towards 
suppliers.  
 
They managed to have signif icant impacts in terms of the downtime of 
systems, monetary losses and reputational damages, to name but a few.  
 
The importance of supply chains is attributed to the fact that successful 
attacks may impact a large amount number of customers who make use of 
the affected supplier.  
 
Therefore, the cascading effects from a single attack may have a widely 
propagated impact. 
 
This report aims at mapping and studying the supply chain attacks that 
were discovered from January 2020 to early July 2021.  
 
Based on the trends and patterns observed, supply chain attacks increased 
in number and sophistication  in the year 2020 and this trend is continuing 
in 2021, posing an increasing risk for organizations.  
 
It is estimated that  there will be four times more supply chain attacks in 
2021 than in 2020.  
 
With half of the attacks being attributed to  Advanced Persistence Threat 
(APT) actors, their complexity and resources greatly exceed the more 
common nontargeted attacks, and, therefore, there is an increasing need for 
new protective methods that incorporate suppliers in  order to guarantee 
that organizations remain secure. 
 
This report presents the Agencyôs Threat Landscape concerning supply 
chain attacks, produced with the support of  the Ad-Hoc Working Group on 
Cyber Threat Landscapes. 
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The main highlights of the report include the following:  
 
- A taxonomy to classify supply chain attacks in order to better analyse 

them in a systematic manner and understand the way they manifest is 
described. 

 
- 24 supply chain attacks were reported from January 2020 to early July 

2021, and have been studied in this report.  
 

- Around 50% of the attacks were attributed to well -known APT groups 
by the security community.  

 
- Around 42% of the analysed attacks have not yet been attributed to a 

particular group.  
 

- Around 62% of the attacks on customers took advantage of their trust in 
their supplier.  

 
- In 62% of the cases, malware was the attack technique employed. 

 
- When considering targeted assets, in 66% of the incidents attackers 

focused on the suppliersô code in order to further compromise targeted 
customers. 
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- Around 58% of the supply chain attacks aimed at gaining access to data 
(predominantly customer data,  including personal data and intellectual 
property) and around 16% at gaining access to people. 

 
- Not all attacks should be denoted as supply chain attacks, but due to 

their nature many of them are  potential vectors for new supply chain 
attacks in the future.   

 
- Organizations need to update their cybersecurity methodology with 

supply chain attacks in mind  and to incorporate all their suppliers in 
their protection and security verification.  

 
To read more: 
https://www.enisa.europa.eu/publications/threat -landscape-for-supply-ch
ain-attacks 
 

 
 

 
 
 
 
 

https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
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Number 2  

BIS Bulletin  No 45,  
Regulating big techs in finance 
Agustín Carstens, Stijn Claessens, Fernando Restoy and 
Hyun Song Shin 
 

 
 

Key takeaways  
 
- Big tech firms entering financial services can scale up rapidly with user 

data from their existing business lines in e-commerce and social media, 
and by harnessing the inherent network effects in digital services.  
 

- In addition to traditional policy concerns such as financial risks, 
consumer protection and operational resilience, the entry of big techs 
into financial services gives rise to new challenges surrounding the 
concentration of market power and data governance. 

 
- The current framework for regu lating financial services follows an 

activities-based approach where providers must hold licences for 
specific business lines. There is scope to address the new policy 
challenges by developing specific entity-based rules, as proposed in 
several key jurisdictions ï notably the European Union, China and the 
United States. 

 
The centrality of data in the digital economy has enabled the entry into 
financial services and rapid growth of big tech firms.  
 
Big techs have existing businesses in e-commerce and social media, among 
others, from which they can expand into finance.  
 
Their business model revolves around the direct interactions of users and 
the data generated as an essential by-product of these interactions.  
 
The distinguishing feature of big techs is that they can overcome limits to 
scale by utilising user data from their existing businesses to scale up rapidly 
by harnessing the inherent network effects in digital services.  
 
In turn, the greater user activity generates yet more data, reinforcing the 
advantages that come from network effects.  
 
In this way, big techs can establish a substantial presence in financial 
services very quickly through the so-called ñdata-networkactivitiesò (DNA) 
loop. 
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This gives rise to concerns about the emergence of dominant firms with 
excessive concentration of market power and a possibly systemic footprint 
in the financial system.  
 
The rapid growth of big tech firms in financial services presents various 
policy challenges.  
 
Some are variations of familiar themes that lie squarely within the 
traditional scope of central banks and financial regulators, such as the 
mitigation of financial risks and the oversight of operational resilience and 
consumer protection.  
 
Assessing big techsô resilience through a financial cycle will necessitate 
more systematic monitoring and understanding of big tech business models 
on the part of the authorities, for instance on whether learning algorithms 
may inject systematic biases to the detriment of financial stability.  
 
As well as issues that arise from traditional financial stability concerns, 
there are new and unfamiliar challenges stemming from the potential for 
excessive concentration of market power, as well as broader issues 
concerning data governance.  
 
These new challenges lie outside the traditional scope of the central bankôs 
remit, but they can nevertheless impinge on the central bankôs core mission 
of ensuring sound money as well as the integrity and smooth functioning of 
the payment system.  
 
While some central banksô oversight authority includes the competitive 
functioning and efficiency of the payment system, their mandates do not 
normally encompass the broad range of competition and data privacy 
issues that arise in relation to the activitie s of big techs in financial services.  
 
Nevertheless, since the central bank issues the unit of account in the 
economy, trust in the currency rests ultimately on the trust placed in the 
central bank itself.  
 
Any impact on the integrity of the monetary system arising from the 
emergence of dominant platforms ought to be a key concern for the central 
bank.  
 
This Bulletin reviews the policy challenges for central banks and financial 
regulators in their oversight of the activity of big tech firms in financial 
services, especially as it relates to the payment system.  
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Traditional demarcations tha t separate the roles of financial regulators 
from those of competition authorities and data privacy regulators may 
become blurred in the case of big techs in finance.  
 
Rules that were formulated with specific financial stability risks in mind 
(credit and liquidity risk, market risk etc) may be inadequate for addressing 
the unique combination of policy concerns to which big techs give rise.  
 
These concerns bear on the central bankôs core mission to maintain the 
integrity of the monetary system. In this reg ard, the central bank should 
work more closely with competition and data privacy authorities.  
 

 
 
To read more: https://www.bis.org/publ/bisbull45.pdf  
 

 
 
 
 
 
 
 

https://www.bis.org/publ/bisbull45.pdf
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Number 3  

Risk Dashboard: European insurersô risk levels remain broadly 
stable 
 

 
 

The European Insurance and Occupational Pensions Authority (EIOPA) 
published today its Risk Dashboard based on the first quarter of 2021 
Solvency II data. 
 
Risk Dashboard July 2021 (Q1-2021 Solvency II Data)  
 

 
 

Note:  The structural break as of Q1 2020 related to the Brexit withdrawal 
agreement and represented with a dashed line indicates a break in the 
number of undertakings of the time series and rebalance of the country 
weights. Additionally, adjusted time  series for EU27 before Q1 2020 are 
also disclosed to reflect potential variations driven by the structural break 
in the sample. 
 
The results show that insurersô exposures to macro risks remain at high 
level while all other risk categories remain at medium  level. 
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With regards to macro risk, Gross Domestic Product growth and inflation 
forecasts registered new upward revisions. The 10 years swap rates have 
slightly increased across currencies in the second quarter of 2021. Financial 
markets remain broadly stable, amid fiscal and monetary support. 
 
Solvency positions for the first quarter of 2021 for all types of undertakings 
showed an improvement. Life insurersô profitability, measured by annual 
investmentsô returns, registered a notable deterioration in 2020. 
 
Insurance risks remain at medium level, in spite of deterioration of some 
indicators.  
 
The cumulative catastrophe loss ratio and year-on-year premium growth 
for non-life continued deteriorating.  
 
On the other hand, the loss ratio decreased to one of the lowest values and 
year-on-year premium growth for life reported a slight recovery after the 
deterioration in the previous quarters.  
 
Market perceptions remain at medium level with an increasing trend. The 
life insurance sector underperformed while non -life outperformed the stock 
market in the second quarter 2021. 
 
Key observations 
 
The results show that insurersô exposures to macro risks remain at high 
level while all other risk categories remain at medium level.  
 
- With regards to macro risk, Gross Domestic Product growth and 

inflation forecasts registered new upward revisions. The 10 years swap 
rates have slightly increased across currencies in the second quarter of 
2021. 

 
- Financial markets remain broadly stable, amid fiscal and monetary 

support. Solvency positions for the first quarter of 2021 for all types of 
undertakings showed an improvement. 

 
- Life insurersô profitability, measured by annual investmentsô returns, 

registered a notable deterioration in 2020.  
 
- Insurance risks remain at medium level, in spite of deterioration of 

some indicators. 
 
- The cumulative catastrophe loss ratio and year-on-year premium 

growth for non -life continued deteriorating.  
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- On the other hand, the loss ratio decreased to one of the lowest values 
and year-on-year premium growth for life reported a slight recovery 
after the deterioration in the previous quarters.  

 
- Market perceptions remain at medium level with an increasing trend.  
 
- The life insurance sector underperformed while non -life outperformed 

the stock market in the second quarter 2021. 
 
To read more: 
https://www.eiopa.europa.eu/tools -and-data/risk -dashboard_en 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.eiopa.europa.eu/tools-and-data/risk-dashboard_en
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Number 4  

Report on EIOPA Supervisory Activities in 2020  
 

 
 

EIOPAôs supervisory convergence plan for 2021 identifies one of the main 
goals of the European Insurance and Occupational Pensions Authority 
(EIOPA) by ensuring a high, effective and consistent level of supervision 
across Europe, with the aim of guaranteeing a similar level of protection of 
policyholders and beneficiaries across jurisdictions, preventing supervisory 
arbitrage and guaranteeing a level playing field.  
 
As a step towards the implementation of the plan, this Report presents how 
EIOPA contributed during 2020 to enhancing the common European 
supervisory culture and promoted consistent supervisory practices both 
from a prudential and conduct of business supervision perspective.  
 
The year of 2020 brought the world a pandemic which has created huge 
social disruptions and unprecedented economic challenges. EIOPA had 
adapted its priorities and strategies to support both industry and 
supervisors to tackle those different challenges.  
 
To maintain supervisory convergence in a pandemic situation required 
cooperation and timely reaction.  
 
The situation triggered some extraordinary and flexible responses.  
 
In particular, EIOPA encouraged supervisors and insurers to make use of 
the flexibility embedded in the existing regulatory framework and issued 
some supervisory statements to deal with the new risks and situations 
caused by the pandemic.  
 
The need to carry out activities previously not planned inevitably had the 
consequence to reprioritise some of the planned work.  
 
Anyway, the work on supervisory convergence overall revealed a good 
degree of progress, covering a variety of areas, from Solvency II related 
issues such as calculation of technical provisions to further development of 
supervisory activities in the area of conduct risks and analysis of innovative 
technologies and how they can improve supervisory practices.  
 
On conduct risks EIOPA finalised a chapter for the Supervisory Handbook 
containing guidance to supervisors on how to carry out a risk-based, 
outcome-focused and proportional supervision of Product Oversight and 
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Governance (POG) requirements. EIOPA also published ñEIOPAôs 
approach to the supervision of product oversight and governanceò aiming at 
providing more clarity for insurance manufacturers and distributors on the 
supervisory approach to POG requirements.  
 
Following up the request of the European Commission to EIOPA for a 
technical advice on the review of the Solvency II Directive in February 2019, 
EIOPA finalised its Advice in December 2020 leveraging on a number of 
activities, originally initiated with the aim to improve supervisory 
convergence. This led to some proposals from a regulatory perspective. 
 
EIOPA has continued its prudential oversight work during 2020 and 
strengthened its oversight activities on conduct of business, initiating also 
in this area bilateral visits to National Competent Author ities (NCAs).  
 
Furthermore, EIOPA has continued its activity to increase the level of 
supervisory convergence in the area of internal model, including ï among 
others - its consistency projects with a view of tackling some aspects of the 
calibration of int ernal model.  
 
Following up the change of EIOPAôs regulation, EIOPA has prepared to 
assist NCAs, upon request, handling requests for new approvals of internal 
model or model changes.  
 
Since the introduction of this new task, no request for assistance has yet 
been submitted to EIOPA.  
 
Sound supervision of cross border activities, be it under free provision of 
services or the right of establishment, has emerged as a compelling priority 
to enhance trust of consumers in the wellfunctioning of the internal mar ket.  
 
By the end of 2020, six cooperation platforms were operational with the 
involvement of 21 NCAs.  
 
The cooperation platforms are active as long as the risks identified raise 
concerns about the appropriate level of protection of policyholders.  
 
Many actions and measures were taken and implemented in 2020 with the 
aim to conduce to timely supervisory actions to the benefit of consumers.  
 
For some of the platforms the intensive cooperation is continuing into 
2021.  
 
Figure 1 presents an overview of the activities EIOPA developed in 2020 to 
strengthen supervisory convergence in more detail: 
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To read more: 
https://www.eiopa.europa.eu/sites/default/files/publications/reports/eio
pa_bos-21-097-report -on-supervisory-activities.pdf  
 

 
 
 

https://www.eiopa.europa.eu/sites/default/files/publications/reports/eiopa_bos-21-097-report-on-supervisory-activities.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/reports/eiopa_bos-21-097-report-on-supervisory-activities.pdf

